DRAFT RECOMMENDED STANDARD FOR WIRELESS PROXIMITY NETWORK COMMUNICATIONS
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Space Exploration Mission Activities"
:  Space Exploration Mission Activities
	EVA

	Telemetry data transport

	Telerobotic activities
	Environmental/structural monitoring

	Rendezvous and docking – Command, monitoring, range safety, payload data
	Payload communications

	Crew audio and video streaming
	Wireless medical instrumentation


The enabling characteristics of the architecture, which can be mapped to the operational requirements of many different missions that encompass the applications listed above, as well as others, include:

· support for data rates up to 100+ Mb/s for individual nodes and up to 1+ Gb/s for total network throughput;
· capability of supporting operations in a radius up to 10 km around primary vehicle or habitat without other fixed infrastructure;
· low size, weight, and power;
· extensive mobility;
· scalability up to 100 s of nodes and capable of rapid, dynamic reconfiguration;
· support for client device multi-hop to provide continuous connectivity and range extension;
· multiple levels of Quality of Service (QoS) support to satisfy reliability requirements.
In addition, the chosen architecture should have been implemented and demonstrated in a related demanding application area such as public safety, tactical military communications, or the International Space Station (ISS). The architecture and supporting systems should be based upon, or related to, a well understood existing standard with widespread application, a well-established record of utilization, thriving user and developer communities, and a defined and publicized roadmap to guide evolution and adoption.

There is widespread agreement that a solution should include elements based on the IEEE 802.11 (Wi-Fi) family of standards. This is the result of the extensive utilization of this family of standards throughout all segments of the terrestrial WLAN application area. In addition, this family of standards continues to be improved and upgraded frequently, and backwards compatibility is always maintained in the revisions.  It is widely anticipated that 802.11 WLANs will ultimately be incorporated into future heterogeneous cellular networks based on LTE or 5G standards.

However, the 802.11 family of standards does not include all of the required enabling characteristics listed above. As a result, there are several proprietary extensions of the 802.11 standard that extend the capabilities of commercially available 802.11 chips to include more robust meshing behavior. Pragmatically, the 802.11 family is not designed to operate at the required 10-km range and cannot meet this requirement in a multi-node/multi-point network.  An additional constraint of current 802.11 wireless standards is the lack of explicit support for both QoS and mobility of space exploration mission components.  For practical purposes, the multihop mesh relay capability is almost never implemented because of the poor performance of that aspect of the standard with respect to mobility, scalability, and dynamic re-configurability.
3GPP LTE provides advanced wireless network services as compared to Wi-Fi at the cost of complexity.  LTE provides Infrastructure-level interoperability, long-range operations, high-speed interoperable mobile communications with fine-grained QoS capabilities along with support for low-latency mission critical networking (see table 2‑3).
A mission design constraint should be compliant with the ITU Radio Regulations such as [39], [38], [37] and in compliance with SFCG recommendations [33], [42]. 
3. Wireless Proximity Networking Communications Recommended Standards
3.1 Overview

This document references and recommends two major standards paths: the Wi-Fi Alliance certifications (heavily drawn from IEEE 802.11 standards) and the 3GPP (LTE and beyond) standards.  Subsection 3.2 enumerates the specific recommended IEEE 802.11 Wi-Fi standards, and Subsection 3.3 enumerates the specific 3GPP standards.  Both subsections include the recommended spectrum bands for space agency communication assets and equipment in support of exploration mission operations.
This recommended standard does not provide any normative guidance in the frequency values of the permitted bands [in addition to the applicable SFCG band to protect (2483.5-2500 MHz)] by the space systems using the wireless terrestrial standards covered in this book. Consequently, the following implications for the frequency selection are to be followed:
1. The frequency band choices for lunar or martian surface wireless transmissions could be impacted by ITU REC [38] and by the Radio Regulation [39] applicable in the Shielded Zone of the Moon (SZM). Therefore, Adopters must ensure compatibility with ITU Radio Regulations.
2. The "use of any frequency band" shall be verified liaising with RFM WG before selecting any of non-SFCG wireless frequency band.
3. Space Agencies must ensure clearance for an SFCG Waiver when the chosen frequency band is not recommended in [33] or in [42
].
4. A Frequency Usage Verification Procedure needs to be followed as it is defined by the responsible bodies (that can be SLS RFM WG).
3.2 IEEE 802.11 Standards
3.2.1 General
Space exploration vehicles, gateways, and planetary surface elements shall incorporate Wi-Fi infrastructure to support internal and external, low-mobility, short-range, non-critical, wireless-extended network interoperable communications.
3.2.2 IEEE 802.11 Wi-Fi

Infrastructure shall be compliant with Wi-Fi CERTIFIED 6TM.
NOTE
–
Rationale: IEEE 802.11-based products are widely utilized terrestrially with a large COTS provider base and attendant reliability.  IEEE 802.11ax offers very high data rates, higher quality of service, increased interference resilience, increased range, addresses hidden and exposed node issues, can be operated at 2.4 GHz or 5 GHz, and Wi-Fi CERTIFIED 6TM products have been increasingly available since late 2019.
For 5 GHz implementations, infrastructure may be compliant with Wi-Fi CERTIFIED ac.

NOTE
–
Rationale: IEEE 802.11-based products are widely utilized terrestrially with a large COTS provider base and attendant reliability.  IEEE 802.11ac has replaced IEEE 802.11n as the most available 5 GHz variant currently on the market supporting high-rate data communications.

Infrastructure may be compliant with Wi-Fi CERTIFIED n.
NOTES

1 Rationale: IEEE 802.11-based products are widely utilized terrestrially with a large COTS provider base and attendant reliability. IEEE 802.11n was recently the most advanced 2.4 GHz variant on the market supporting mid-rate data communications and has significant space heritage.
2 IEEE 802.11n (Wi-Fi 4) products will quickly become obsolete and deprecated in the wireless market.  Mission designers should only consider IEEE 802.11n products for legacy system maintenance and operational support.
3 It is the responsibility of wireless communication system planners to follow the specific Wi-Fi channel plan specified by the mission infrastructure for multi-agency interoperable wireless communications.
4 In support of interoperable 802-11-based Wi-Fi communications, the CCSDS leverages the interoperability test suite of the Wi-Fi Alliance.  Adherence to the attendant Wi-Fi certifications and sub-certifications for Wi-Fi 4 (802.11n), Wi-Fi 5 (802.11ac), and Wi-Fi 6 (802.11ax) provides the basis for multi-agency interoperable Wi-Fi wireless communication systems.  For highly mobile clients it is recommended that Wi-Fi clients support the Wi-Fi Alliance Request-to-send/Clear-to-send (RTS/CTS) certification.

3.2.3 IEEE 802.11 Security

For all implementations, security shall be compliant with Wi-Fi CERTIFIED WPA2-Enterprise™.
NOTE
–
Rationale: IEEE 802.11 based products are widely utilized terrestrially with a large COTS provider base and attendant reliability.  WPA2 is recommended for backward compatibility.  WPA2 is recommended to be disabled unless necessary to support legacy designs.

For all implementations, security should be compliant with Wi-Fi CERTIFIED WPA2-Personal™.
NOTE
–
Rationale: IEEE 802.11-based products are widely utilized terrestrially with a large COTS provider base and attendant reliability.  WPA3 is recommended for all new designs (reference [27]).
3.2.4 IEEE 802.11 Wireless Profiles

All client implementations should be configurable with multiple profiles (reference [29]).

NOTE
–
Rationale: Any client lacking support for multiple wireless profiles imposes a constraint on network configuration.  Network managers may offer multiple profiles for a variety of purposes including, for example, network ownership, traffic isolation, mobility, service expansion, technology upgrades, and/or configuration maintenance.  Short-duration or expendable clients may be exempted.

3.2.5 IEEE 802.11 Channel Plan

All infrastructure implementations shall use channel assignments conforming to the respective IEEE 802.11 standards, while respecting guard bands defined by SFCG [33]
NOTE
–
Rationale: This Recommended Standard intends that infrastructures operating in space should support commercially available terrestrial client devices, including those with pre-integrated Wi-Fi.  The IEEE 802.11 standards (IEEE 802.11-2020, IEEE 802.11ax Draft 6) generally define standard channels in an annex E, Country elements and operating classes.  This Recommended Standard is not requiring a specific terrestrial regional channel set.
In
 any case, radiated volontary emissions (in allocated channels) and unvolontary emissions (from corresponding spurious) made by RF wireless transmitting devices of all types in the lunar or martian environment, which would  cause frequency overlaps with the lunar and martian communication orbit to surface bands of 2483.5-2500 MHz [33], [42] shall not be permitted. The related SFCG  lower guard band [33], protecting this orbit to surface band shall not be overlapped. The Adopter should also define an upper guard band to protect this orbit to surface band
.
NOTE The proposed
 SFCG 2483.5-2500 MHz lunar and Mars orbit-to-surface communications band [33], [42]  need protection with a guard band which may be 3.5 MHz.. The 2.4-2.5 GHz ISM band Wi-Fi devices with wanted and unwanted emissions above 2.480 GHz have a high potential for interference with the proposed SFCG band and its guard bands. This impacts the lunar and Mars region use of 2.4-2.5 GHz ISM spectrum for Wi-Fi, with channels 13 and 14 having a high potential for emissions inside the lunar and Mars communications band. North American regulatory domain-certified Wi-Fi systems operate do not operate on these channels, but some other Wi-Fi systems operating in the 2.4-2.5 GHz ISM band certified outside the North American regulatory domains have the potential to generate interference with the SFCG lunar and Mars communications band and cannot be used with the recommendations in this book for lunar or Mars service if emissions in the SFCG band cannot be avoided by wireless device programming. Missions requiring international interoperability may want to implement Wi-Fi infrastructure in the generally shorter-range 5.8 GHz bands but should be cognizant that many small instrument-level Wi-Fi solutions only support the 2.4-2.5 GHz ISM band, and thus may not be supported by such infrastructure. It is important to note that the majority of Wi-Fi Direct® Soft AP (peer-to-peer) solutions do not provide for the ability to restrict channels on a fine-scale level, and thus not the majority of  non-North American regulatory domain-certified configured Wi-Fi Direct® Soft AP solutions may not be usable with the recommendations in this book due to emissions in the 2483.5-2500 MHz SFCG lunar communication band, its lower 3.5 MHz guard band, and its possible 3.5 MHz upperguard band,. There is therefore here a choice criteria for the selection of the  Wi-Fi Direct® Soft AP solution to use. As a reminder, the allocated SFCG wireless lunar surface band in the 2.4-2.5 GHz range is 2400-2480 MHz [33
].  

NOTE – 
The 300 MHz to 2 GHz range should be reserved for radio astronomy  observations [38].  

NOTE – 
Due to the specific Radio Regulation applicable in the SZM, a transmission in that zone should be declared to the ITU and coordinated previously with Radio Astronomy representatives, including when declared on a Non Interference Basis [38].  

3.3 3GPP Standards
3.3.1 General

Space agency exploration communications elements shall incorporate 3GPP LTE infrastructure to support internal and external, high-mobility, mission-critical, short-to-long range, wireless interoperable network communications.
Outside of the frequency bands used by Wi-Fi devices, implementations shall be compliant with 3GPP LTE Rel-12.
In any case, radiated voluntary emissions (in allocated channels) and involuntary emissions (from corresponding spurious) made by RF wireless transmitting devices of all types in the lunar or martian environment, which would  cause frequency overlaps with the lunar and martian communication orbit to surface bands of 2483.5-2500 MHz [33], [42] shall not be permitted. The related SFCG  lower guard band [33], [42] protecting this orbit to surface band shall not be overlapped.  The Adopter should also define an upper guard band to protect this orbit to surface band.
NOTE – 
It is important that implementations of a 3GPP LTE network implement network function positioning and inter-function communications to ensure that latency on each interface is as required for each mission design.

NOTE
–
Rationale: 3GPP LTE based products are widely utilized terrestrially with a large COTS provider base and attendant reliability.  3GPP LTE offers high data rates, mission-critical quality of service, and increased interference resilience.
3.3.2 3GPP LTE Network – EPC and RAN
An LTE Network shall be in the form of an Evolved Packet System (EPS) and shall be comprised of a RAN including at least one eNodeB communicating with at least one Evolved Packet Core (EPC), in accordance with 3GPP TS 23.002 LTE Network Architecture (reference [15]).

NOTE
–
Rationale: the RAN and EPC are required to provide communications infrastructure for UEs that need LTE access to spacecraft and planetary surface networks.

3.3.3 3GPP LTE Network – RAN and UE
The LTE Network RAN shall be comprised of UE and eNodeB devices that shall implement 3GPP TS 36.201 LTE Physical Layer (reference [16][36]).
(…)
�Ref [42] instead of [40]


�A normative paragraph for IEEE 802.11 channel plan to avoid  the worst case scenario in term of interferences to Radio Astronomy in the Shielded Zone of the Moon is mandatory for CNES. Such paragraph (with the pending paragraph for 3GPP) is the more important among all the updates proposed by CNES for the 883 red book.Radio Astronomy representatives in the world (USA, Europe, Australia, etc …) rely on CNES for this; CNES will not let them down. 


�CNES is gratefull (in the name of its radio astronomy stakeholders) to Wireless WG to have accepted this  normative statement for 3GPP. CNES could accept the statement related to IEEE 802.11 to be non normative with 3.5 MHz guard bands, if NASA and CSA write an E-mail to CNES saying that NASA and CSA will not overlap the 2480-2503.5 MHz lunar and martian SFCG band with lunar wireless IEEE 802.11  free space links, and will not promote such overlaping by third operators. Then, we would be more confident the CCSDS 883 red book would not create an important threat for Radio Astronomy on the Shielded Zone of the Moon, if this normative statement is not mentioned.





�2483.5-2500 MHz is not a “proposed” SFCG band, IT IS a SFCG band.


�What is the more important for NASA and CSA: to keep possible the full range of WiFi Direct Soft AP solutions for the Moon instead of keeping a subset of them, or to “wipe out”  the continuum Radio Astronomy observations from the Shielded Zone of the Moon for the reasons already reminded multiple times ?


�This paragraph mentioning the CCSDS Secretariat is desagreed by CNES. According to CNES, the 883 red book shall be self consistent and shall not offer what could be seen as an encouraged  “back door” related to protection of Radio Astronomy in the Shielded Zone of the Moon. Moreover, this paragraph is contradictory with the OVERVIEW paragraph 3.1.
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