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13 WIRELESSPROXIMITY NETWORKING COMMUNICATIONS
RECOMMENDED STANDARDS

1.13.1 OVERVIEW

This document references and recommends two migadards paths: the Wi-Fi Alliance
certifications (heavily drawn from IEEE 802.11 stards) and the 3GPP (LTE and beyond)
standards. Subsection 3.2 enumerates the speeifiemmended IEEE 802.11 Wi-Fi
standards, and Subsection 3.3 enumerates the isp@GPP standards. Both subsections
include the recommended spectrum bands for spaemcpgcommunication assets and
equipment in support of exploration mission operasi

This recommended standard does not provide any normative guidance in the frequency /{Mis en forme : Police :12 pt, Non Gras

values of the permitted bands [in addition to the applicable SECG band to prof8dB83.5- _ - - Mis en forme : Police :12 pt, Non Gras, Surlignage

2500 MHz)] by the space systems using the wireles®strial standards covered in| this- - Mis en forme : Police :12 pt, Non Gras

book. Consequently, the following implications ftiie frequency selection are tq be
followed; _ - { Mis en forme : Police :Non Gras

_——) ] —

J (N N

1. The frequency band choices for lunar or martiafeserwireless transmissions cquld
be impacted by ITU REC [38] and by the Radio Retime[39] applicable in the
Shielded Zone of the Moon (SZM). Therefore, Adoptaust ensure compatibility
with ITU Radio Regulations.

2. The,"use of any frequency band" shall be verifiaging with REM WG before _- { Mis en forme : Police :(Par défaut) Times New Roman, Non }
calartine amv ~f nan S wiralace framiioneyy hand 77 ~ Gras

3. Space Agencies must ensure clearance for an SFG@#ehen the chosen | {"‘“s en forme : Police :(Par défaut) Times New Roman, 12 }
N

frequency band is not recommended in [33] or ifl.[40 {:.SN:: :::;e P——— )
4. A Frequency Usage Verification Procedure needetmlowed as it is defined by : :
the responsible bodies, that can be SLS RLM WG.
e - { Mis en forme : Allemand (Allemagne) ]
RF
ace
{ Commenté [KKG1]: SOIS-WIR accepts this proposed update}
ﬁ\; provided by CNES/Jean-Luc Issler
{ Mis en forme : Non Surlignage ]
4.23.2 |EEE 802.11 STANDARDS { Mis en forme : Non Surlignage ]
{ Mis en forme : Non Surlignage ]

121321 GENERAL
Space exploration vehicles, gateways, and planstafgce elements shall incorporate Wi-Fi

infrastructure to support internal and externalw-loobility, short-range, non-critical,
wireless-extended network interoperable commurdnati
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122322 |EEE 802.11 WI-FI
Infrastructure shall be compliant with Wi-Fi CERTHD 6™,

NOTE - Rationale: IEEE 802.11-based products acdehyiutilized terrestrially with a
large COTS provider base and attendant reliabillgEE 802.11ax offers very
high data rates, higher quality of service, incedasnterference resilience,
increased range, addresses hidden and exposedssods, can be operated at
2.4 GHz or 5 GHz, and Wi-Fi CERTIFIED'® products have been increasingly
available since late 2019.

For 5 GHz implementations, infrastructure may beglant with Wi-Fi CERTIFIED ac.

NOTE - Rationale: IEEE 802.11-based products acdehyiutilized terrestrially with a
large COTS provider base and attendant reliabills£E 802.11ac has replaced
IEEE 802.11n as the most available 5 GHz varianteatly on the market
supporting high-rate data communications.

Infrastructure may be compliant with Wi-Fi CERT .
NOTES

1 Rationale: IEEE 802.11-based products are widahzed terrestrially with a large
COTS provider base and attendant reliability. IEEE.11n was recently the most
advanced 2.4 GHz variant on the market supportiidyrate data communications
and has significant space heritage.

2 IEEE 802.11n (Wi-Fi 4) products will quickly becorobsolete and deprecated in the
wireless market. Mission designers should onlysaer IEEE 802.11n products for
legacy system maintenance and operational support.

3 It is the responsibility of wireless communicatisygstem planners to follow the
specific Wi-Fi channel plan specified by the missiofrastructure for multi-agency
interoperable wireless communications.

4 In support of interoperable 802-11-based Wi-Fi camivations, the CCSDS
leverages the interoperability test suite of the-RViAlliance. Adherence to the
attendant Wi-Fi certifications and sub-certificasofor Wi-Fi 4 (802.11n), Wi-Fi 5
(802.11ac), and Wi-Fi 6 (802.11ax) provides thedfs multi-agency interoperable
Wi-Fi wireless communication systems. For highlghite clients it is recommended
that Wi-Fi clients support the Wi-Fi Alliance Regtio-send/Clear-to-send
(RTS/CTS) certification.
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123323 |IEEE 802.11 SECURITY

For all implementations, security shall be comgliavith Wi-Fi CERTIFIED WPA2-
Enterprise™.

NOTE - Rationale: IEEE 802.11 based products agelwiutilized terrestrially with a
large COTS provider base and attendant reliabiltyPA2 is recommended for
backward compatibility. WPAZ2 is recommended tadisabled unless necessary
to support legacy designs.

For all implementations, security should be compgliawith Wi-Fi CERTIFIED WPA2-
Personal™.

NOTE - Rationale: IEEE 802.11-based products adehyiutilized terrestrially with a
large COTS provider base and attendant reliabiltyPA3 is recommended for
all new designs (referené&greur ! Source du renvoi introuvable.f27). |

1243.2.4 |EEE 802.11 WIRELESS PROFILES

All client implementations should be configurablghamultiple profiles (referencErreur |
Source du renvoi introuvablef299).

NOTE - Rationale: Any client lacking support for ltiple wireless profiles imposes a
constraint on network configuration. Network magragmay offer multiple
profiles for a variety of purposes including, foraenple, network ownership,
traffic isolation, mobility, service expansion, bewology upgrades, and/or
configuration maintenance. Short-duration or exiadahe clients may be
exempted.

12.53.2.5 |IEEE 802.11 CHANNEL PLAN

All infrastructure implementations shall use chdnmssignments conforming to the {Commenté [KKG2]: Put cautionary guard band text in applica}ule
respective IEEE 802.11 standardsile respecting guard bands defined by SHEG eur |! sectionlofiehi2
Sour ce du renvoi introuvablel], [40].;

NOTE - Rationale: This Recommended Standard intématsinfrastructures operating in
space should support commercially available teiegstlient devices, including
those with pre-integrated Wi-Fi. The |IEEE 802.%4ndards (IEEE 802.[L1-
2020, IEEE 802.11ax Draft 6) generally define seaddchannels in an anneix E,
Country elements and operating classes. This Reenmued Standard is |not
requiring a specific terrestrial regional chanregl s
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NOTE — provided by CNES/Je-Luc Issle

AN
WA

\\\\: h { Commenté [KKG3]: SOIS-WIR accepts this proposed update

\\\\{ Mis en forme : Non Surlignage

\,\{ Mis en forme : Non Surlignage

f Mis en forme : Non Surlignage

o @ L )

specific Radio Requlation applicable in the SZMfransmission in that zone

should be declared to the ITU ahe—pranordinatedpreviouslywith to-Radio - -{ Mis en forme : Non Suriignage )
Astronomy representativemcluding when ggczjqreq!eﬂ}pn _a Non Interference - { Commenté [KKGA4]: SOIS-WIR accepts this proposed update
Basis Erreur ! Source du renvoi introuvable.]. Y~ L provided by CNESNean-Luc Issler

Commenté [IJ5]: Accurate mention of the rules are necessal

\
\\\{ the red book to reach concensus from the CNES side.

1.33.3 3GPP STANDARDS { Mis en forme : Non Surlignage

+343.3.1 GENERAL

Space agency exploration communications elementsll sincorporate 3GPP LTE
infrastructure to support internal and externagjhhinobility, mission-critical, short-to-long
range, wireless interoperable network communication

_ — | Mis en forme : Police :Times New Roman, 12 pt, Couleur de
police : Automatique

In_any case, radiated volontary emissions (in allocated channels) and unvolontary emissions (from
corresponding spurious) made by RF wireless transmitting devices of all types in the lunar or martian
environment, which would cause frequency overlaps with the lunar and martian communication orbit to
surface bands of 2483.5-2500 MHz [33], [40] shall not be permitted. The related SFCG lower guard band [33],
[40] protecting this orbit to surface band shall not be overlaped. The Adopter should also define an upper
guard band to protect this orbit to surface band.

NOTE — It is important that implementations of@FP LTE network implement network
function positioning and inter-function communiceis to ensure that latency on
each interface is as required for each missiorgdesi
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NOTE -

Rationale: 3GPP LTE based products are widiized terrestrially with a large
COTS provider base and attendant reliability. 3GFE offers high data rates,
mission-critical quality of service, and increaseigrference resilience.
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4:3._2 -

Commenté [IJ6]: Discussions occurred in CNES this week.

Zoid /| proposlais to come back to the initial CNES prapog/e know,

, | due to the omni directional nature of the linkshie 2483.5-2500

g MHz band, that there will be harmfull interferenegighout such a

y a guard band with the already decided SFCG band. OdiBSoses to

/ the WG to accept this guard band. This is also sszrg for

_ acceptance of the 2.5035-2.6200 GHz band in SFGZR® This
mandatory point for CNES is necessary for CNE&giee on a

\d by concessus. XXXXXX has to be nommed in the text.

bne /{ Mis en forme :

Non Surlignage

S { Mis en forme :

Non Surlignage

-
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QJG ’ _ /| Commenté [KKG7]: SOIS-WIR accepts this proposed update
from CNES/Jean-Luc Issler.
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