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FOREWORD

This document is a CCSDS Experimental Specification for designing a Cross Support Service Management (CSS-SM) interface between a Space Mission and a Ground Station using CCSDS Recommended Standards created withing the Cross Support Services Area. The document was contributed to CCSDS by agencies and private entities working together within the CSS-SM Developer’s Forum.
Through the process of normal evolution, it is expected that expansion, deletion, or modification of this document may occur.  This Experimental Specification is therefore subject to CCSDS document management and change control procedures, which are defined in the Organization and Processes for the Consultative Committee for Space Data Systems (CCSDS A02.1-Y-4).  Current versions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be sent to the CCSDS Secretariat at the email address indicated on page i.
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PREFACE

This document is a CCSDS Experimental Specification. Its Experimental status indicates that it is part of a research or development effort based on prospective requirements, and as such it is not considered a Standards Track document. Experimental Specifications are intended to demonstrate technical feasibility in anticipation of a ‘hard’ requirement that has not yet emerged. Experimental work may be rapidly transferred onto the Standards Track should a hard requirement emerge in the future.
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1 Introduction

1.1 PURPOSE AND SCOPE

1.1.1 PURPOSE

The Service Management Automation Support Handling (SMASH) Experimental Specification specifies an interface that is being developed by members of the CCSDS Cross Support Developer’s Forum to automate the following service management interfaces between ground stations and mission control centres:
a) Communication Planning Request—can be used to submit a query for various types of communication planning information.

b) Report Request—can be used to submit a request for a report to be returned. Currently one type of report is defined: Simple Schedule (see reference [4]).
c) Data Entity Request—can be used to submit a request for return of one or more of the following:

· configuration profile(s);
· event sequence(s);
· service agreement(s);
· service package(s);
· trajectory(s);
· Delta-Differential One-Way Ranging (DDOR) scan pattern(s);
· service instance configuration file(s).
d) Service Package Request—can be used to submit requests relating to service packages. The defined types of service package requests are:

· New Online Request—allows the submission of a new online service package request;
· Replace Online Request—allows the replacement of a previously submitted online service package request;
· Replace Service Package Request—allows the replacement of a service package resulting from a previously submitted request.

· Delete Service Package Request Request—allows the deletion of a previously submitted request. 

· Delete Service Package Request—allows the deletion of some or all of the service packages resulting from a previously submitted request.

e) Submission Request—can be used to submit data entities that are used as part of Service Management. Currently 5 types of submission request are foreseen:

· Trajectory Submission Request—enables the submission of a new or replacement trajectory prediction.

· Configuration Profile Submission Request—enables the submission of a new or replacement configuration profile.

· Event Sequence Submission Request—enables the submission of a new or replacement event sequence.

· DDOR Scan Pattern Submission Request—enables the submission of a new or replacement DDOR Scan Pattern.

· Service Instance Configuration File (SICF) Submission Request—enables the submission of a new or replacement SICF.

Consider adding other message types, in addition to Requests.
1.1.2 SCOPE

The scope of this Experimental Specification is limited to the exchange of Service Management Requests in the context of CCSDS Service Management. In figure 1‑1, the SMASH Experimental Specification is put into context with the various standards that together form the Space Communication Cross Support Service Management.
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Figure 1‑11 TC \f G \l 7 "-1
Service Management Utilization Requests Formats in the Context of Space Communication Cross Support Service Management"
:
Service Management Automation Support Handling in the Context of Space Communication Cross Support Service Management
1.2  APPLICABILITY

This Experimental Specification is applicable to the transmission of requests defined in the Recommendations shown in Figure 1:1, specifically:

· Service Agreement and Configuration Profile (SACP) [Ref. [3]).
· Simple Schedule Format Specification (SSF) [Ref. [4]).
· Communications Planning Information Format (CPIF) [Ref. [5]).
· Space Link Event Sequence Data Format (EVSQ) ) [Ref. [8]).
· Service Management Utilization Requests Formats (SMURF) [Ref. [9]).
1.3 RATIONALE

1.3.1 General

The primary goal of CCSDS is to increase the level of interoperability among Agencies.  This Experimental Specification furthers that goal by defining automatic mechanisms for exchanging service management requests between tracking stations or ground data handling systems of Agencies and the mission-specific components of a mission ground system.
The use cases described in the following subsections were considered in deriving this Experimental Specification.

1.3.2 USE CASES

1.3.2.1 Overview

The SMASH information entity serves a number of use cases. These can be categorized by the various types of requests defined by the CCSDS Cross Support Service Managemnt (CSSM) and are discussed below.
1.3.2.2 Communications Planning Request

The Communications Planning Request support the submission of a query for various types of communication planning information as defined in reference [5].
The Communications Planning Request allows the specification of constraints that can be used to determine the suitability of tracking assets, and also permits cross-referencing to trajectory and configure profiles so that the requested planning information can be accurately calculated. Communications Planning information can be useful in the following cases:
1.3.2.2.1 Mission Design

During the mission design phase the communication planning request can be used to obtain an idea of the feasibility of the required support, for instance by checking that there is sufficient coverage available from tracking assets to support the mission needs. It would also be possible, depending on the capabilities of the Provider Cross Support Service System (CSSS), to obtain estimates of the data rates that can be supported and check if there were any issues with RFI. In the longer term it would also be possible to obtain an estimate of the costs inherent in the tracking coverage being requested from the Provider CSSS.
1.3.2.2.2 Mission Planning

During the planning phase, the communications planning request provides the mechanism for the User CSSS to obtain data about feasible tracking coverage that would then be fed into the detailed planning process for the mission.

The output from the User CSSS planning process would then be Service Package Requests (see 1.3.2.6).
1.3.2.3 Report Request

The Report Request enable a User CSSS to request a report from the Provider CSSS covering a specified time range. Currently the following types of report are foreseen:

· Simple Schedule (see reference [4]);
By obtaining a Simple Schedule report a user CSSS is able to see (depending on the capabilities of the Provider CSSS) what the schedule of the Provider CSSS tracking assets is and if there are any unallocated tracking opportunities that could be utilized to provide additional coverage.
1.3.2.4 Data Entity Request

The Data Entity Request is intended as a mechanism that enables the User CSSS to request various types of data entity from the Provider CSSS. Each Data Entity Request can specify that one or more of the following types of information entity be provided:

· configuration profile(s);
· event sequence(s);
· service agreement(s);
· service package(s);
· trajectory(s);
· DDOR scan pattern(s);
· service instance configuration file(s).
The data entity that is being requested is specified by means of a cross reference to the identifier(s) of the data entity(ies) that was previously defined.

Using the Data Entity Request it is possible for the User CSSS to check that the data entity that the Provider CSSS has is correct.
1.3.2.5 Submission Request

In the scope of service management in order for the Provider CSSS to carry out the required calculations for scheduling tracking passes, configuring the equipment and carrying out activities during a pass it is necessary for the appropriate information to be provided from the User CSSS. Some of this information may be defined when the Service Agreement is set up (e.g., configuration profiles) but this may need to be adjusted during the lifetime of a mission. Other information, for example, trajectory information and event sequences, will need to be updated on a more regular basis.

With this in mind the Submission Request allows the User CSSS to submit data entities to the provider CSSS. Currently 5 types of submission request are foreseen:

· Trajectory Submission Request—enables the submission of a new trajectory prediction.

· Configuration Profile Submission Request—enables the submission of a new configuration profile.

· Event Sequence Submission Request—enables the submission of a new event sequence.

· DDOR Scan Pattern Submission Request—enables the submission of a new DDOR Scan Pattern.
· SICF Submission Request—enables the submission of a new SICF.
1.3.2.6 Service Package Request

Service Package requests allow the User CSSS to submit requests to the Provider CSSS that are related to service packages.
Typically Service Package Requests are issued during the mission planning process of the User CSSS and may be (but not mandatorily) based on plans that have been produced by the User CSSS using Communication Planning information obtained by means of prior Communication Planning requests.
The Service Packages Requests allow the detailed specification of tracking constraints, equipment configuration and pass operations (via event sequences). The generation of Service Packages Requests may go through a number of cycles, starting months before the actual activities are expected to take place and being finalized a few days before execution, hence the need for the Update Request. During these planning cycles the status of the Service Package Request can change with the initial submission being of a ‘provisional’ request that will probably change. The final request provided is typically considered as ‘operational’ and can be expected to result in the actual Service Package that will be executed, subject to unexpected events such as equipment failure or spacecraft.
1.4 DOCUMENT STRUCTURE

This document is organized as follows:

a) Section 1 provides the purpose, scope, applicability, and rationale of this Experimental Specification and identifies the conventions and references used throughout the document. This section also describes how this document is organized. A brief description is provided for each section and annex so that the reader will have an idea of where information can be found in the document. It also identifies terminology that is used in this document but is defined elsewhere.

b) Section 2 provides a brief overview of the CSSM Request Formats, which are designed to facilitate standardized exchanges of service management utilization requests between space agencies.

c) Section 3 outlines the technical approaches that are commercially available to support the implementation of SMASH.
d) Section 4 provides the SMASH class diagram and parameters.
e) Section 5 shows the state machines that reflect the SMASH operations.
f) Section 6 outlines an API for help users when implementing SMASH.
g) Annex A contains the Implementation Conformance Statement (ICS) proforma.

h) Annex B discusses security, SANA and patent considerations.

i) Annex C provides an informative description of the XML schema organization and packaging as well as the location of examples for the Service Management Utilization Request formats.

j) Annex D contains a list of Acronyms applicable to the Service Management Utilization Request formats.

1.5 DEFINITIONS

For the purposes of this document, the following definitions apply:

a) the word ‘agencies’ may also be construed as meaning ‘satellite operators’ or ‘satellite service providers’;

b) the notation ‘n/a’ signifies ‘not applicable’.
c) the term ‘Pass’ in this document may be construed as meaning a spacecraft being tracked by a one or more ground or space based apertures. During this tracking one or more services are provided between the spacecraft and the aperture(s). These services may be telemetry, telecommanding, tracking, DDOR, etc.
d) the term ‘Boundary Conditions’ in this document may be construed as meaning a type of constraint that allows the requesting of a number of passes within a specified time range subject that are all subject to the same additional constraints (see section 3.10.3).
e) the term “Pending Service Packages”, in the context of this document, may be taken to mean service packages that have been generated but have not yet started to be executed. 
1.6 NOMENCLATURE

1.6.1 Normative Text

The following conventions apply for the normative specifications in this Experimental Specification:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;

b) the word ‘should’ implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will’ imply statements of fact.

NOTE
–
These conventions do not imply constraints on diction in text that is clearly informative in nature.

1.6.2 Informative Text

In the normative sections of this document, informative text is set off from the normative specifications either in notes or under one of the following subsection headings:

· Overview;

· Background;

· Rationale;

· Discussion.

1.7 CONVENTIONS
1.7.1 THE UNIFIED MODELING LANGUAGE

The Unified Modelling Language (UML) is a general-purpose, developmental modeling language in the field of software engineering that is intended to provide a standard way to visualize the design of a system. It supports various diagram types, including class diagrams, package diagrams, sequence diagrams, and activity diagrams. In this document notation, semantics, and conventions imposed by the Version 2.4.1 UML specification of the Object Management Group (OMG) (reference [2]) are followed.
Within the document use is made only of class diagrams. A UML class diagram describes the structure of a message, its parts, and how those parts interrelate. A UML class, represented in the diagram as a box, represents a data set. Class diagram conventions include composition, generalization, multiplicity, and constraints. Enumeration notation is also used but only when it is involved in a composition constraint.
1.7.2 XML SCHEMA DATATYPES

Many of the datatype definitions in this Experimental Specification are the same as definitions defined by XML Schema, Part 2 Datatypes (see reference [9]). Wherever an XML Schema datatype is indicated in this Experimental Specification, it is prefixed with the string ‘xsd:’.
1.8 References
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2 Overview
2.1 GENERAL

This section provides a high-level overview of the CSSM Request Formats, which are designed to facilitate standardized exchanges of service management utilization requests between space agencies.

2.2 Service Management Request Formats
2.2.1 Service Management Utilization Request Formats

The service management utilization requests consists of files that are XML formatted. The formats of these files are suitable for automated interaction and/or (by means of a suitable XML viewer) human interaction.

Service management utilization requests information is either mandatory, in which case suitable values must be present, or optional, in which case values may be present or not. In addition it is possible to extend the contents of the various service management utilization formats by defining additional parameters. The content of any additional parameters defined is outside the scope of this document and should be documented in an ICD agreed by the involved parties.
2.2.2 Service agreement and configuration profile 
To be written.
2.2.3 Simple schedule 
To be written.

2.2.4 Communication profile 
To be written.
2.2.5 SPACE LINK EVENT Sequence data
To be written.
2.2.6 SERVICE CATALOG

To be written.

2.2.7 Service management accounting
To be written.
2.3 MAPPING TO W3C XML SCHEMA

This Experimental Specification includes the specification of a mapping to World Wide Web Consortium (W3C) extensible Markup Language (XML) schema. The normative mapping of this Experimental Specification to XML W3C schemas is a virtual annex to this Experimental Specification and is contained in a stand-alone set of schema files.
2.4 Exchange Mechanism (move to referential framework?)
In defining the concept for the exchange mechanism one significant assumption has been made and that is;

1) Service management services will be carried out between entities such that connectivity between then can be based on TCP/IP

Having made that assumption and taking into account the ubiquity of the HTTP/HTTPS protocol today and the fact that the various service management recommendations either published or currently in development are concentrating on the specification of data structures, that may contain references to other data structures it is suggested that REST (REpresentational State Transfer) over HTTP (or HTTPS) be used as the exchange mechanism for the service management services.

2.4.1 REST

REpresentational State Transfer (REST) relies on a stateless, client-server, cacheable communications protocol, typically, but not necessarily, the HTTP protocol is used. REST is an architecture style for designing networked applications. The idea is that, rather than using complex mechanisms such as CORBA, RPC or SOAP to connect between machines, simple HTTP is used to make calls between machines.

Web-based RESTful applications use HTTP requests to post data (create and/or update), read data (e.g., make queries), and delete data. Thus, REST uses HTTP for all four CRUD (Create/Read/Update/Delete) operations.

Thus in the case of service management services, an HTTP PUT operation could be used to submit a service request (i.e. one of the request types defined in the SMURF recommendation ([Ref. [9]). The server system receiving the request could then syntactically validate the received request. If the request was syntactically valid then the request would be stored at the URL specified in the request. This could then be used to track the status of the request as it is processed by the scheduling system on the server side, it should be noted that just because a request is syntactically valid does not mean that it guaranteed that the operations in the request will necessarily be approved. In the event that the submitted request fails syntactical validation an appropriate error message can be returned.

2.4.2 Cross-References to DATA Entities

In the SMURF and other of the service management recommendations there are cross references permitted/required to other data entities. These are defined as having type xsd:string. In the event that REST is adopted as the exchange mechanism for the service management services it would obviously make sense to use URIs for these cross-references. This is fully consistent with what has been specified so far and would only require a restriction to be specified in the service management service recommendation that these cross-references must take the form of URIs that point to the appropriate data entity.

2.5 ExAMPLE Pictorial representation
Do we need some diagrams to show the interfaces we are talking about?
Maybe along the lines of these old pictures from a previous implementation of CSSM?
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3 Referential Framework

“A reference framework is a Body of Knowledge, Reference Model, Guides, Tools, Platforms and Standard that represents researched and practiced approaches that reflect shared learning and best practice in an ecosystem or domain.”
To be written.
4 Service Management Automation Support Handler Message Content/structure

4.1.1 Overview

Figure 4‑1 presents the SMASH class diagram. The attributes of each class are described further in the following subsections and tables.
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Figure 4‑14 TC \f G \l 7 "-1 Service Management Utilization Request Formats Class Diagram"
:  Service Management Automation Support Handler Message Class Diagram

4.1.2 CLASS SMMsgHeader
The SMMsgHeader class is mandatory and constitutes the Service Management message header.

A SMMsgHeader class shall contain the following:

a) one, and only one, instance of a class derived from the AbstractMsg class;

The SMMsgHeader class shall contain parameters as specified in table Error! Reference source not found..

Table 4‑14 TC \f T \l 7 "-1 Class RequestType Parameters"
:  Class SMMsgHeader Parameters

	Parameter
	Description
	Data Type
	Data Units

	originatingOrganization
	The organization that generated the information entity.
	xsd:string

Permitted values are registered in SANA (see reference Error! Reference source not found. for further information).
	n/a

	generationTime
	Time at which the information entity was generated.
	xsd:string restricted to holding the time in CCSDS ASCII Time Code B format (reference Error! Reference source not found.)
	n/a

	messsageStatus
	The status of the message
	Enumeration

The following values are permitted

· TEST
indicates that the request has been generated for test purposes only.

· OPERATIONAL 
indicates that this is an operational request.
	n/a

	comment
	Optional Parameter.

May be used for the provision of ad hoc information.
	xsd:string
	n/a


4.1.3 CLASS AbstractMsg (Abstract)
The AbstractMsg is an abstract class that shall be used to instantiate the various classes of messages required by service management.

The AbstractMsg class shall contain no parameters.

4.1.4 CLASS StateTransMsg
The StateTransMsg class used to convey messages about state transitions of requests.

NOTE
–
The StateTransMsg class is a specialization of class AbstractMsg described in 4.2.3.

The StateTransMsg class shall contain parameters as specified in table Error! Reference source not found..

Table 4‑24 TC \f T \l 7 "-2 Class RequestType Parameters"
:  Class StateTransMsg Parameters

	Parameter
	Description
	Data Type
	Data Units

	serviceReqRef
	Reference to service request identifier, in case of usage of the SMURF Request, this is value of the ServiceReqID attribute of  the corresponding request.
	xsd:string
	n/a

	oldState
	The state that the request identified by serviceReqRef was previously in.
	xsd:string
	n/a

	newState
	The state that the request identified by serviceReqRef is now in.
	xsd:string
	n/a

	comment
	Optional Parameter.

May be used for the provision of ad hoc information.
	xsd:string
	n/a


4.1.5 CLASS StatusMsg
The StatusMsg class is used to convey messages about the status of an operation.

NOTE
–
The StatusMsg class is a specialization of class AbstractMsg described in 4.2.3.

A StatusMsg class may contain the following:

b) Zero or more instance of the AdditionalMsg class, described in section 4.2.6.

The StatusMsg class shall contain parameters as specified in table Error! Reference source not found..

Table 4‑34 TC \f T \l 7 "-3 Class RequestType Parameters"
:  Class StatusMsg Parameters

	Parameter
	Description
	Data Type
	Data Units

	smMsgCode
	The Service Management message code
	xsd:string
	n/a

	severity
	This shows the severity of the message.
	Enumeration

The following values are permitted

· SUCCESS

· INFORMATION

· WARNING

· ERROR

· FATAL
	n/a

	msgText
	The text of the message
	xsd:string
	n/a

	comment
	Optional Parameter.

May be used for the provision of ad hoc information.
	xsd:string
	n/a


4.1.6 CLASS AdditionalMsg
The AdditionalMsg class is used to provide additional information related to a message, e.g. if an error in another application caused a problem in processing a request im may be useful to return the error message from the task which initially had the problem.

The AdditionalMsg class shall contain parameters as specified in table Error! Reference source not found..

Table 4‑34 TC \f T \l 7 "-3 Class RequestType Parameters"
:  Class AdditionalMsg Parameters

	Parameter
	Description
	Data Type
	Data Units

	addMsgCode
	Optional Parameter.

This can be used to report the status code from an application that caused the SMError.
	xsd:string
	n/a

	addSeverity
	Optional Parameter.

This shows the severity of the message.
	Enumeration

The following values are permitted

· SUCCESS

· INFORMATION

· WARNING

· ERROR

· FATAL
	n/a

	addMsgText
	The text of the message
	xsd:string
	n/a


5 State machines

Include behavioral rules
5.1 Overview

To be written.

This section should include the latest updates of Marcin’s state machines, as appropriate.
And from Colin …

Add general overview + update following to reflect current state of Marcins state transition stuff.

5.2 Data Entity States

If we consider the processing of a request once it has been syntactically validated and accepted into the providing agencies processing system it is clear that these will undergo a number of state changes during their processing, e.g.

· Received

· Accepted into system

· Processed

· Accepted or

· Rejected

The above is a very simple example of possible states and substates for a generic request. Each type of request will have its own lifecycle and states applicable to its lifecycle. Some work on defining these states has already been carried out by Marcin.

In addition to requests having a particular lifecycle the same will also be true for at least some of the data entities generated as a result of a request. The Service Package for example might have the following states.

· Scheduled

· Operational

· Executed

· Cancelled

The current state of a request or any resulting data entity should be query-able by the originating requestor. Later updates of this document should start to define the appropriate query criteria for the various data entities. In the longer term, full details of the queries should be specified in the service management service book. Rules

The service management services recommendation will need to address the following issues

· Content, whilst the content of the data entities is (or will be) defined in other service management recommendations it will be required to specify how these should be incorporated into the various operations for submitting and querying requests etc.

· Behavior, the current service management recommendations do not specify what happens when a request is submitted, i.e. what sort of messages should be returned etc. This clearly will need to be defined for the service management service.

· Timing, some indication of the time frame in which responses to requests can be expected will need to be defined. Clearly this is not real-time (with the exception of the syntactical validation on submission) but it should be specified whether the responses can be expected in a matter of hours or days etc. It should also be noted that this may be agency-specific and thus possibly subject to the service agreement.

5.2.1 State Change

As noted above, as a request moves through the various stages in processing its state will change. If this is a “Successful” state change then the new state should be added to the URL of the submitted request. For the case where the state change is to a “Failure” state (e.g. “No service available satisfying requests parameters”) then a message should be returned.

5.2.2 State Change Notification

Where the state change is to a “Successful” state it is suggested that notification of this be available and that it should be by subscription, i.e. when the client submits a request then it should be possible to specify in the request if notification of state changes is required. This could be handled by callbacks.

5.2.3 Request Expiry

Once a request has reached a “Final” (i.e. the request has failed or the request was successful and the requested data/service has been provided, the request status should then transition to “Archived” after a TBD period of time.

6 Abstract api definitions

Mapping into CCSDS SM Blue Books e.g. bits of the SMURF to use for making a schedule report request.
Interface approaches

· Considerations for choosing between FTP vs ReST 

· Timing constraints

· Protocol suitability (e.g, do not try to upload 100+ MB file over HTTP)

· Cyber security

· FTP 

· Leverage TGFT

· Suggested endpoint naming (e.g. inbox names)

· ReST (HTTP)

· Methods (HTTP verbs) that should be used
Make use of industry standards for API definitions such that they could be iterated in a GitHub repository?
This section can be developed initially by drawing on the recent Agency presentations on the topic e.g. from JAXA, DLR and Goonhilly.

ANNEX A 

Implementation Conformance Statement (ICS) Proforma

(Normative)

A1 INTRODUCTION

A1.1 OVERVIEW

This annex provides the Implementation Conformance Statement (ICS) Requirements List (RL) for an implementation of the Service Management Automation Support Handling experimental specification (CCSDS 902.10-O-1). The ICS for an implementation is generated by completing the RL in accordance with the instructions below. An implementation shall satisfy the mandatory conformance requirements referenced in the RL.

The RL in this annex is blank. An implementation’s completed RL is called the ICS. The ICS states which capabilities and options have been implemented. The following can use the ICS:

· the implementer, as a checklist to reduce the risk of failure to conform to the standard through oversight;

· a supplier or potential acquirer of the implementation, as a detailed indication of the capabilities of the implementation, stated relative to the common basis for understanding provided by the standard ICS proforma;

· a user or potential user of the implementation, as a basis for initially checking the possibility of interworking with another implementation (it should be noted that, while interworking can never be guaranteed, failure to interwork can often be predicted from incompatible ICSes);

· a tester, as the basis for selecting appropriate tests against which to assess the claim for conformance of the implementation.

A1.2 ABBREVIATIONS AND CONVENTIONS

A1.2.1 General

The RL consists of information in tabular form. The status of features is indicated using the abbreviations and conventions described below.

A1.2.2 Item Column

The item column contains sequential numbers for items in the table.

A1.2.3 Feature Column

The feature column contains a brief descriptive name for a feature. It implicitly means ‘Is this feature supported by the implementation?’

NOTE –
The features itemized in the RL are elements of the Service Management Utilization Request Formats. Therefore support for a mandatory feature indicates that a generated file will include that feature, and support for an optional feature indicates that generated files can include that feature.

A1.2.4 Class Column/Parameters

The Class/Parameters column contains, where applicable, the Service Management Utilization Request Formats class associated with the feature.

A1.2.5 Reference Column

The reference column indicates the relevant subsection or table in the Service Management Utilization Request Formats Specification (CCSDS 902.2-B-1) (this document).

A1.2.6 Status Column

The status column uses the following notations:

M
mandatory.

O
optional.

C<n>
conditional as defined in corresponding expression below the table.

N/A
not applicable.

It should be noted that a parameter may be marked as M, while the class that contains it is marked O. This should be interpreted to mean that while the class is optional if it is present, the parameter must be present.

A1.2.7 Support Column Symbols

The support column is to be used by the implementer to state whether a feature is supported by entering Y, N, or N/A, indicating:

Y
Yes, supported by the implementation.

N
No, not supported by the implementation.

N/A
Not applicable.

A1.3 INSTRUCTIONS FOR COMPLETING THE RL
An implementer shows the extent of compliance to the Experimental Specification by completing the RL; that is, the state of compliance with all mandatory requirements and the options supported are shown. The resulting completed RL is called an ICS. The implementer shall complete the RL by entering appropriate responses in the support or values supported column, using the notation described in A1.2. If a conditional requirement is inapplicable, N/A should be used. If a mandatory requirement is not satisfied, exception information must be supplied by entering a reference Xi, where i is a unique identifier, to an accompanying rationale for the noncompliance.

A2 ICS Proforma for Service Management Utilization Request Format

A2.1 General Information

A2.1.1 Identification of ICS

	Date of Statement (DD/MM/YYYY)
	

	ICS serial number
	

	System Conformance statement cross-reference
	


A2.1.2 Identification of Implementation Under Test (IUT)

	Implementation name
	

	Implementation version
	

	Special Configuration
	

	Other Information
	


A2.1.3 Identification of Supplier

	Supplier
	

	Contact Point for Queries
	

	Implementation Name(s) and Versions
	

	Other Information necessary for full identification, for example, names(s) and version(s) for machines and/or operating systems.
	


A2.1.4 Document Version

	CCSDS 902.10-O-1 
	

	Have any exceptions been required?

Note
–
A YES answer means that the implementation does not conform to the Experimental Specification. Non-supported mandatory capabilities are to be identified in the ICS, with an explanation of why the implementation is non-conforming.
	Yes _____

No _____



A2.1.5 Requirements List

A2.1.5.1 Service Management Automation Support Handling Format Classes
A2.1.5.1.1 Class TBD1
A2.1.5.1.1.1.1 General

	Item
	Description
	Ref.
	Status
	Support

	1. 
	
	3.2.2
	M
	


A2.1.5.1.1.2 Class TBD1 Parameters

N/A.
A2.1.5.1.2 Class TBD2
A2.1.5.1.2.1 General

	Item
	Description
	Ref.
	Status
	Support

	2. 
	
	3.2.3
	M
	


A2.1.5.1.2.2 Class TBD2 Parameters

	Item
	Parameter
	Ref.
	Status
	Item Support or 
Values Supported

	2.1. 
	
	
	M
	

	2.2. 
	
	
	M
	

	2.3. 
	
	
	M
	

	2.4. 
	
	
	O
	

	2.5. 
	
	
	O
	

	2.6. 
	
	
	O
	


ANNEX B 

Security, SANA, and Patent Considerations

(Informative)

B1 SecuRity Considerations

B1.1 Overview

This annex presents the results of an analysis of security considerations applied to the technologies specified in this Experimental Specification.

B1.2 CONSEQUENCES OF NOT APPLYING SECURITY TO THE TECHNOLOGY

The consequences of not applying security to the systems and networks on which this Experimental Specification is implemented could include potential loss, corruption, and theft of data. Since it is possible to utilize these messages in preparing and disseminating schedules relating to the availability of communications and tracking resources for spacecraft, the consequences of not applying security to the systems and networks on which this Experimental Specification is implemented could include compromise or loss of the mission if malicious tampering of a particularly severe nature occurs.

B1.3 POTENTIAL THREATS AND ATTACK SCENARIOS

Potential threats or attack scenarios include, but are not limited to, (a) unauthorized access to the programs/processes that generate and interpret the messages, and (b) unauthorized access to the messages during transmission between exchange partners. Protection from unauthorized access during transmission is especially important if the mission utilizes open ground networks such as the Internet to provide ground station connectivity for the exchange of data formatted in compliance with this Experimental Specification. It is strongly recommended that potential threats or attack scenarios applicable to the systems and networks on which this Experimental Specification is implemented be addressed by the management of those systems and networks and the utilization of adequate authentication, suitable protocols, and secured interfaces for the exchange of this information.

B1.4 security concerns RELATED TO THIS EXPERIMENTAL SPECIFICATION
B1.4.1 Data Privacy

Privacy of data formatted in compliance with the specifications of this Experimental Specification should be assured by the systems and networks on which this Experimental Specification is implemented.

B1.4.2 Data Integrity

Integrity of data formatted in compliance with the specifications of this Experimental Specification should be assured by the systems and networks on which this Experimental Specification is implemented.

B1.4.3 Authentication of Communicating Entities

Authentication of communicating entities involved in the transport of data which complies with the specifications of this Experimental Specification should be provided by the systems and networks on which this Experimental Specification is implemented.

B1.4.4 Data Transfer between Communicating Entities

The transfer of data formatted in compliance with this Experimental Specification between communicating entities should be accomplished via secure mechanisms approved by the Information Technology Security functionaries of exchange participants.

B1.4.5 Control of Access to Resources

Control of access to resources should be managed by the systems upon which provider formatting and recipient processing are performed.

B1.4.6 Auditing of Resource Usage

Auditing of resource usage should be handled by the management of systems and networks on which this Experimental Specification is implemented.

B1.5 UNAUTHORIZED ACCESS

To prevent unauthorized access, security mechanisms as described in B1.4 should be implemented to assure data privacy, integrity, authentication, access control, and audit. A variety of mechanisms may be employed according to the capabilities available at different processing layers.

An implementation of fine-grained (e.g. role-based or content-based) access controls would likely require security attributes independent of (i.e. not included within) the data formats specified in this Experimental Specification.

B1.6 DATA SECURITY IMPLEMENTATION SPECIFICS

Specific information-security interoperability provisions that apply between agencies and other independent users involved in an exchange of data formatted in compliance with this Experimental Specification should be specified in an ICD.

B2 SANA Considerations

B2.1 General

The recommendations of this document rely on the SANA registries described below. New assignments in these registries, in conformance with the policies identified, will be available at the SANA registry Web site: http://sanaregistry.org. Therefore the reader shall look at the SANA Web site for all the assignments contained in these registries.

B2.2 REGISTRY for originatingOrganization

(See annex subsection A2.2 of reference [7].)
B2.3 REGISTRY FOR spaceUserNode
(For spaceUserNode see annex subsection A2.3 of reference [7].)
In addition to the values for the ‘spaceUserNode’ parameter contained in the CCSDS Spacecraft Identifiers registry, the following values need to be recognized by implementations (see table 3‑6):

	user
	Description

	UNALLOCATED
	Indicates that the time is unallocated.


B2.4 Registry FOR siteRef and apertureRef

(See annex subsection A2.4 of reference [7].)
B2.5 Use Of Unregistered Values

Only values that have been registered should be used for the originatingOrganization,  spaceUserNode, siteRef and apertureRef parameters.  Unregistered values for the originatingOrganization,  spaceUserNode, siteRef and apertureRef parameters may be used. If unregistered values are used they should be prefixed with the string ‘UNR::’.

NOTES

1 ‘UNR::’  indicates an unregistered value;

2 this helps eliminate potential confusion in a multi-agency cross support context;

3 use of unregistered values is not recommended and should be avoided if possible.

B3 Patent Considerations

No patent rights are known to apply to any of the specifications of the Experimental Specification.

ANNEX C 

XML Schema Organization, Packaging and Examples For Service MANAGEMENT AUTOMATION SUPPORT HANDLING.

(Informative)

C1 Purpose

This annex provides an informative description of the XML Schema Organization and packaging.
C2 Schema Organization And Packaging

The normative Service Management Automation Support Handling schema types and global elements are contained in the file ‘902x10o01-SMASH.xsd’.

The Service Management Automation Support Handling schema includes the following schemas:
a) 902x12m02-CDE.xsd (see Ref [7]).
· Types and global elements in this schema are registered in the ‘urn:ccsds:schema:cssm:1.0.0’ name space.

The source of the following schema files,
· 902x09r01-SMURF.xsd

· 902x12m02-CDE.xsd

is the SANA SCCS-SM Information Entity XML Schemas registry:

http://sanaregistry.org/r/service_management_xml_schemas
C2.1 GitHub

In addition to the availability of the schema in the SANA registry above, a package containing the schema and any relevant additional schemas and examples can be found in GitHub at the following URL:

TBD
ANNEX D 

Abbreviations and Acronyms

(Informative)

	ASCII
	American Standard Code for Information Interchange

	CCSDS
	Consultative Committee on Space Data Systems

	DDOR
	Delta-Differential One-Way Ranging

	ICD
	interface control document

	N/A
	not applicable

	OMG
	Object Management Group

	SANA
	Space Assigned Numbers Authority

	SICF
	Service Instance Configuration File

	SMURF
	Service Management Utilization Request Format

	TBD
	to be decided

	UML
	Unified Modelling Language

	UTC
	Coordinated Universal Time

	W3C
	World Wide Web Consortium

	XML
	eXtensible Markup Language
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