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PREFACE

This document is a proposed CCSDS Recommended Standard.  Its ‘White Book’ status indicates that its contents are not stable, and several iterations resulting in substantial technical changes are likely to occur before it is considered to be sufficiently mature to be released for review by the CCSDS Agencies.

Implementers are cautioned not to fabricate any final equipment in accordance with this document’s technical content.

Recipients of this draft are invited to submit, with their comments, notification of any relevant patent rights of which they are aware and to provide supporting documentation.
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1 INTRODUCTION

1.1 PURPOSE

The purpose of this Recommended Standard is to specify the Communications Operations Procedure-Proximity (COP-P). This procedure is used with the Proximity-1 Space Data Link Protocol and Unified Space Data Link Protocol (USLP) (references [2] and [4]) to enable the delivery of service data units to the receiving end of the layer above, correct and without omission or duplication, and in the same sequential order in which they were received from the layer above at the sending end. It is assumed that the reader of this document is familiar with the data structures and terminology contained in references [2] and [4].
1.2 SCOPE

This Recommended Standard defines the COP-P in terms of:

a) the interfaces with the other procedures;

b) the internal variables used by the protocol entity;

c) the actions performed by the protocol entity; and

d) the state transitions of the protocol entity.

It does not specify:

a) individual implementations or products;

b) the implementation of service interfaces within real systems;

c) the methods or technologies required to perform the procedures; or

d) the management activities required to configure and control the protocol.

In case of conflict between either reference [2] or reference [4] and this Recommended Standard, this Recommended Standard is the controlling specification.

1.3 APPLICABILITY

This Recommended Standard applies to the creation of Agency standards and to future data communications over space links between CCSDS Agencies in cross-support situations.  It applies also to internal Agency links for which no cross support is required.  It includes specification of the services and protocols for inter-Agency cross support.  It is neither a specification of, nor a design for, systems that may be implemented for existing or future missions.

The Recommended Standard specified in this document is to be invoked through the normal standards programs of each CCSDS Agency and is applicable to those missions for which cross support based on capabilities described in this Recommended Standard is anticipated.  Where mandatory capabilities are clearly indicated in sections of this Recommended Standard, they must be implemented when this document is used as a basis for cross support.  Where options are allowed or implied, implementation of these options is subject to specific bilateral cross-support agreements between the Agencies involved.
This Recommended Standard is applicable only to those Projects that implement the Proximity-1 Space Data Link Protocol and USLP (references [2] and [4]).
1.4 RATIONALE

The CCSDS believes it is important to document the rationale underlying the recommendations chosen so that future evaluations of proposed changes or improvements will not lose sight of previous decisions.  Concepts and rationale behind the decisions that formed the basis for Proximity-1 are documented in the CCSDS Proximity-1 Space Link Green Book (reference [C2]).

1.5 CONVENTIONS AND DEFINITIONS

1.5.1 DEFINITIONS

1.5.1.1 Terms from the Open Systems Interconnection Basic Reference Model

This Recommended Standard makes use of a number of terms defined in the Open Systems Interconnection (OSI) Basic Reference Model (reference [1]).  In this Recommended Standard, those terms are used in a generic sense, that is, in the sense that those terms are generally applicable to any of a variety of technologies that provide for the exchange of information between real systems.  Those terms are as follows:

a) Data Link Layer;

b) entity;

c) protocol data unit;

d) real system;

e) service;

f) service data unit.

1.5.1.2 Terms Defined in This Recommended Standard

For the purposes of this Recommended Standard, the following definitions also apply.  Many other terms that pertain to specific items are defined in the appropriate sections.

caller and responder:  Initiator and receiver, respectively, in a Proximity space link session.  A caller transceiver is the initiator of the link establishment process and manager of negotiation (if required) of the session.  A responder transceiver typically receives link establishment parameters from the caller.  The caller initiates communication between itself and a responder on a prearranged communications channel with predefined controlling parameters.  As necessary, the caller and responder may negotiate the controlling parameters for the session (at some level between fully controlled and completely adaptive).

Communications Operations Procedure-Proximity, COP-P: Procedure to enable the delivery of service data units to the receiving end of the layer above, correct and without omission or duplication, and in the same sequential order in which they were received from the layer above at the sending end.  The COP-P includes both the Frame Acceptance and Reporting Mechanism-Proximity (FARM-P) and Frame Operation Procedure-Proximity (FOP-P) of the caller and responder unit.

Frame Acceptance and Reporting Mechanism-Proximity, FARM-P:  Procedure for returning reports on the status of Transfer Frame acceptance for the Sequence Controlled service carried out within the receiver in the Proximity-1 link.

Frame Operation Procedure-Proximity, FOP-P:  Procedure for ordering the output frames for Sequence Controlled service carried out in the transmitter in the Proximity-1 link.

Physical Channel ID, PCID:  Identifier carried in Transfer Frames and in PLCWs. The PCID is intended primarily for a receiving system having two concurrently operating transceiver units (primary and backup, for example), in which the PCID can be used to select which receiver processes the received frame.  It may identify either of two redundant receivers at the receiving end.
physical channel:  The Radio Frequency (RF) channel upon which the stream of symbols is transferred over a space link in a single direction.

Proximity Link Control Word, PLCW:  The protocol data unit for reporting Sequence Controlled service status via the return link from the responder back to the caller.

Proximity link:  A full-duplex, half-duplex, or simplex link for the transfer of data between Proximity-1 nodes in a session.
reconnect: Process in which the caller attempts to rehail the responder (because of lack of communication progress) during the data services phase within the ongoing session. Upon entering this state, the FARM-P and FOP-P variables of the caller and responder are not reset (in particular, their frame sequence counters).

resynchronization:  (COP-P) Process in which a sequence count anomaly is detected by the caller and the caller forces the responder to readjust its Sequence Controlled frame numbers via the SET V(R) activity.

return link:  That portion of a Proximity space link in which the responder transmits and the caller receives (typically a telemetry link).

Sent queue, Sent Frame queue:  Temporarily stored Sequence Controlled frames that have been sent but not yet acknowledged by the receiver.

session:  A dialog between two or more communicating Proximity link transceivers.  A session consists of three distinct operational phases:  session establishment, data services (which may include resynchronization and/or reconnect subphases), and session termination. Session termination may be coordinated (through the exchange of no-more-data-to-send directives), or if communication is lost (inability to resynchronize or reconnect), the transceivers should eventually independently conclude the dialog is over.

space link:  A communications link between transmitting and receiving entities, at least one of which is in space.

Transfer Frame:  The Protocol Data Unit of the Proximity-1 Space Data Link Protocol.  In this document it can be either a Version-3 or a Version-4 Transfer Frame.
U-frame:  A Version-3 or a Version-4 Transfer Frame that contains user data information.

vehicle controller: The entity (e.g., spacecraft control computer) that receives the notifications defined in reference [5] annex D and potentially acts upon them.

Version-3 Transfer Frame: A Proximity-1 Transfer Frame. (See reference [2].)
Version-4 Transfer Frame: A Unified Space Data Link Protocol (USLP) Transfer Frame. (See annex C of reference [4] and reference [2].)
1.5.2 NOMENCLATURE

1.5.2.1 NORMATIVE TEXT

The following conventions apply for the normative specifications in this Recommended Standard:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;

b) the word ‘should’ implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will’ imply statements of fact.

NOTE
–
These conventions do not imply constraints on diction in text that is clearly informative in nature.

1.5.2.2 INFORMATIVE TEXT

In the normative sections of this document, informative text is set off from the normative specifications either in notes or under one of the following subsection headings:

· Overview;

· Background;

· Rationale;

· Discussion.

1.5.3 CONVENTIONS

In this document, the following convention is used to identify each bit in an N-bit field.  The first bit in the field to be transmitted (i.e., the most left-justified when drawing a figure) is defined to be ‘Bit 0’, the following bit is defined to be ‘Bit 1’, and so on up to ‘Bit N-1’.  When the field is used to express a binary value (such as a counter), the Most Significant Bit (MSB) is the first transmitted bit of the field, that is, ‘Bit 0’, as shown in figure 1‑1.
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:  Bit Numbering Convention

In accordance with standard data-communications practice, data fields are often grouped into 8-bit ‘words’ that conform to the above convention.  Throughout this Recommended Standard, such an 8-bit word is called an ‘octet’.

The numbering for octets within a data structure begins with zero.  Octet zero is the first octet to be transmitted.
By CCSDS convention, all ‘spare’ bits are permanently set to value ‘zero’.

1.6 REFERENCES

The following publications contain provisions which, through reference in this text, constitute provisions of this document.  At the time of publication, the editions indicated were valid.  All publications are subject to revision, and users of this document are encouraged to investigate the possibility of applying the most recent editions of the publications indicated below.  The CCSDS Secretariat maintains a register of currently valid CCSDS publications.

[1]
Information Technology—Open Systems Interconnection—Basic Reference Model: The Basic Model. 2nd ed. ISO/IEC 7498-1:1994. Geneva: ISO, 1994.
[2]
Proximity-1 Space Link Protocol—Data Link Layer. Issue 6.0. Proposed Draft Recommendation for Space Data System Standards (White Book), CCSDS 211.0-W-6.0. Under development.
[3]
TM Synchronization and Channel Coding. Issue 3. Recommendation for Space Data System Standards (Blue Book), CCSDS 131.0-B-3. Washington, D.C.: CCSDS, September 2017.
[4]
Unified Space Data Link Protocol. Issue 1. Recommendation for Space Data System Standards (Blue Book), CCSDS 732.1-B-1. Washington, D.C.: CCSDS, October 2018.
[5]
Proximity-1 Space Link Protocol—Session Control. Proposed Draft Recommendation for Space Data System Standards (White Book), CCSDS 211.5-W. Under development.
2 OVERVIEW

The COP-P protocol is used with one Sender Node, one Receiver Node, and a direct link between them.  The sender delivers frames to the receiver.  The receiver accepts all valid Expedited frames, and valid Sequence Controlled frames that arrive in sequence.  The receiver provides feedback to the sender in the form of a PLCW.  The sender uses this feedback to retransmit Sequence Controlled frames when necessary.  Expedited frames are never retransmitted by the COP-P protocol.

Concurrent bi-directional data transfer is a capability.  In this case, each node has both sender and receiver functionality as shown in figure 2‑1, COP-P Process.
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COP-P Process"
:  COP-P Process
Both the Sender Node and the Receiver Node contain two types of procedures:  the send side procedures (i.e., the FOP-P) and the receive side procedures (i.e., the FARM-P).

The FOP-P drives the Expedited and Sequence Controlled services.  It is responsible for ordering and multiplexing the user-supplied data and maintaining synchronization with the FARM-P.  It initiates a retransmission when required.  If a valid PLCW is not received in a reasonable time period (defined by the MIB parameter, Synch_Timeout—cf. reference [5] annex C), the Sender Node’s FOP-P notifies the local controller that it is not synchronized with the Receiver Node’s FARM-P.  If the MIB parameter Resync_Local equals false (cf. reference [5] annex C), it is the responsibility of the local controller to decide how synchronization will be re-established.  Otherwise, the Sender Node’s FOP-P forces a resynchronization by executing the SET V(R) activity.

The FARM-P is data-driven; that is, it simply reacts to what it receives from the FOP-P and provides appropriate feedback via the PLCW.  The FARM-P utilizes the services of the C&S Sublayer to verify that the frame was received error free.  The FARM-P depends upon the Frame Sublayer to verify that the frame is a valid Version-3 Transfer Frame and that it should be accepted for processing by the Data Services Sublayer. When Version-4 Transfer Frames are used, the applicability of the FOP-P and FARM-P is specified in reference [4].

The FOP-P and FARM-P procedures control both Expedited and Sequence Controlled qualities of service.

FOP-P provides frame level accounting, that is, V(S) and VE(S) to the I/O Sublayer for every Sequence Controlled and Expedited frame it numbers.
3 Communications Operations Procedure for Proximity Links

3.1 Overview

This section applies to both Version-3 and Version-4 Transfer Frames. An important overview of the COP-P protocol is provided in section 2.
The sending and receiving procedures for COP-P use single-octet variables that are modulo-256 counters.  When subtracting or comparing any two of these variables, special handling is required:

· Subtraction:
The difference, A–B, is the number of times B needs to be incremented to reach A.

· Comparison:
B < A is true if the difference, A–B, is between 1 and 127.



B > A is true if the difference, A–B, is between 128 and 255.



B = A is true if the difference, A–B, is 0.
3.2 Sending Procedures (FOP-P)

3.2.1 Queue

The FOP-P shall maintain a single output queue.

NOTES

1 The Sent Frame queue contains Sequence Controlled frames that have been sent but not yet acknowledged by the receiver.  (This name is abbreviated to ‘Sent queue’ in the state table).

2 The local directive Clear Queue (Queue Type) allows for the clearing of frames within a specified queue.

3.2.2 FOP-P Variables

FOP-P variables are:

a) VE(S):  an 8-bit positive integer whose value shall represent the sequence number (modulo 256) of the next Expedited frame to be sent.

b) V(S):  an 8-bit positive integer whose value shall represent the sequence number (modulo 256) of the next new Sequence Controlled frame to be sent.

c) VV(S):  an 8-bit positive integer whose value shall represent the sequence number (modulo 256) to be assigned to the next Sequence Controlled frame to be sent.  It equals V(S) unless a retransmission is in-progress.

d) N(R):  an 8-bit positive integer that is a copy of the Report Value (see subsection 3.2.4, Supervisory PDU, in reference [2]) from the current PLCW.  It shall represent the sequence number plus one (modulo 256) of the last Sequence Controlled frame acknowledged by the receiver.

e) NN(R):  an 8-bit positive integer system variable known both inside and outside of the FOP-P state table.  It shall contain a copy of the Report Value from the previous valid PLCW.

f) R(R):  a Boolean variable (i.e., its value is either true or false) that is a copy of the Retransmit Flag from the current PLCW.  It shall indicate whether or not Sequence Controlled frame(s) need to be retransmitted.

g) RR(R):  a Boolean variable that is a copy of the Retransmit Flag from the previous valid PLCW.

h) Need_PLCW/Need_sTATUS_REPORT:  Boolean system variables known both inside and outside of the FOP-P state table.  (See reference [5] subsection 3.2.3.6 for complete usage.)  They shall indicate whether or not a new PLCW or status report needs to be sent (the PLCW needs to be sent whenever its contents change).

i) Synch_Timer:  a countdown timer that contains the time a sender shall wait to receive a valid PLCW from a receiver before taking action to synchronize with the receiver.  The MIB parameter associated with this timer, Synch_Timeout (cf. reference [5] annex C), represents a desired time value consistent with the Interval Clock frequency (see reference [5] subsection 3.3).  The SYNCH_TIMER counts down when its value is non-zero. When the SYNCH_TIMER counts down to 1, the SYNCH_TIMER expires and the Start Local Resync Event, SE6 is triggered.  Subsequently, the timer then underflows to zero, which is the inactive state for the timer.

j) RESYNC:  a Boolean variable that tracks the status of resynchronization within the COP-P.  This variable is set to true when the SET V(R) activity occurs, indicating that FOP-P is resynchronizing.  It is reset to false by the End Local Resync event, SE7.

3.2.3 FOP-P State Table Events

3.2.3.1 General Procedures

‘Initialize’ shall set the following variables to the indicated values:

a) V(S) = VE(S) = VV(S) = NN(R) = N(R) = 0;

b) R(R) = RR(R) = RESYNC = false;
c) NEED_PLCW = NEED_STATUS_REPORT = true;
d) CLEAR QUEUE (Sent queue); CLEAR QUEUE (Seq queue).

‘Remove acknowledged frames from Sent queue’ shall remove n frames from the Sent queue, where n = N(R) − NN(R) (i.e., the number of times that NN(R) has to be incremented to reach N(R)).

‘Start SYNCH_Timer’ shall, if SYNCH_TIMER is equal to ‘0’, set SYNCH_TIMER to the value of the MIB parameter Synch_Timeout (cf. reference [5] annex C).
NOTE
–
If the value of Synch_Timeout is ‘0’, then the SYNCH_TIMER never expires.

‘Clear Synch_Timer’ shall set the Synch_Timer value to ‘0’.

NOTE
–
This does not trigger a resynchronization.
‘Store this PLCW’ shall

a) assign the value of N(R) to NN(R);

b) assign the value of R(R) to RR(R).
‘Send EXP (Expedited) Frame’ shall

a) remove frame from EXP queue;

b) assign VE(S) to the frame;

c) increment VE(S);

d) report VE(S) to the I/O Sublayer;

e) transfer this frame to the Frame Sublayer.
‘Resend SEQ (Sequence Controlled) Frame’ shall

a) copy frame number VV(S) from the Sent queue;

b) increment VV(S);

c) transfer this frame to the Frame Sublayer.

‘Send New SEQ Frame’ shall

a) remove frame from SEQ queue;

b) assign V(S) to the frame;

c) insert a copy of the frame to the end of the Sent queue;

d) increment V(S);

e) increment VV(S);

f) report V(S) to the I/O Sublayer;

g) transfer this frame to the Frame Sublayer.

3.2.3.2 SET V(R) Persistent Activity

NOTE
–
The SET V(R) persistent activity (including setup of the MIB parameters before the execution of this activity) is defined below.  (See reference [5] subsection 3.2.3.5, ‘Persistence’, for a general overview of how the MIB parameters relate to the persistent activity.) 
Configure the SET V(R) persistent activity.  The MIB Parameters that shall be used for setup are (cf. reference [5] annex C):
a) Activity is SET V(R), that is, Resync;

b) Resync_Waiting_Period (implementation specific) is the amount of time specified for the Resync_Response to be received before the process declares that this activity is to be either repeated or aborted;

c) Resync_Response is the acknowledgement from the Receiver Node that the SET V(R) directive has been accepted, that is, a valid PLCW with report value of N(R) = NN(R) and R(R) = false has been received, when RESYNC = true (see State S2, Event SE2, FOP-P State table);

d) Resync_Notification is a notification to inform the vehicle controller of success or failure of resynchronization;

e) Resync_Lifetime (implementation specific) is the time period during which the Resynchronization activity shall be repeated until the Resync_Response is detected;

f) Resync_Local is set to true.

Execute the SET V(R) persistent activity. The following shall occur:

a) the FOP-P requests a SET V(R) Persistent Activity by setting Resync = true (see state S1, event SE4 in the FOP-P state table);

b) the MAC Sublayer builds a SET V(R) directive by: 1) copying NN(R) into the SEQ_CTRL_FSN field within the SET V(R) directive and 2) setting the Pcid field in the SET V(R) directive to the value associated with this FOP-P;

c) the MAC Sublayer loads this directive into the MAC queue for transmission and sets MAC_frame_pending = true;

d) the MAC Sublayer sets PERSISTENCE = true;
NOTE
–
This initiates the SET V(R) persistent activity.

e) the FOP-P terminates the SET V(R) Persistent Activity when the SET V(R) Resync_Response is received or when the Resync_Lifetime expires. (See 3.2.3.2.1 c).)
3.2.3.3 FOP-P State Table

	Event

Number/Name
	Resulting Action in

State S1 Active
	Resulting Action in

State S2 Resync

	SE0

At Session Startup

(see note 1)
	Initialize
(see note 2)
	N/A

	SE1

Frame Sublayer

needs frame to

transmit

(see note 3)

(see note 4)
	If Expedited_Frame_Available = true

    Send EXP Frame

Else if VV(S) < V(S)

     # Continue the in-progress retransmission:

    Resend SEQ Frame

Else if (SEQUENCE_CONTROLLED_FRAME_AVAILABLE = true and V(S)-NN(R)<Transmission_Window)

    Send New SEQ Frame

Else if NN(R) <V(S)

     # Initiate a Progressive Retransmission:

    VV(S) = NN(R)

    Resend SEQ Frame

Else

     # There is no Data Services frame to send

Endif
	N/A

	SE2

Valid PLCW Received

(see note 5)
	If N(R) > NN(R)

     Remove acknowledged frames from Sent queue
Endif

If R(R) = true or N(R)>VV(S)

    VV(S) = N(R)

Endif

Store this PLCW
Clear Synch_Timer
	If R(R) = false and N(R) = NN(R)

     Resync = false

     Persistence=false

     State = S1

Endif

	SE3

Invalid PLCW Received

(see note 5)
	Start Synch_Timer
VV(S) = NN(R)
	Ignore

	SE4

Synch-timer

Expired

(see note 6)
	Notify vehicle controller that

Synch_Timer expired (see reference [5] annex D)

If Resync_Local (MIB parameter) = true
    RR(R) = false
    Resync = true
    State = S2

Endif
	N/A

	SE5

Set Transmission_Window

Request
	Accept

Set
	Accept

Set

	SE6

Set Synch_Timeout

Request
	Accept

Set
	Accept

Set

	SE7

Reset Request
	Accept

Initialize
	Accept

Initialize
State = S1

	SE8

Invalid Request
	Reject
	Reject

	NOTES

1 At each session startup, the FOP-P enters state S1 and triggers event SE0 before allowing any other events to occur. If subsequent reconnection is desired without starting a new session, the FOP-P can continue data services by maintaining and using the current state of the FOP-P variables.

2 Procedures are in italics and are described in 3.2.3.1; comments are preceded by the ‘#’ sign.

3 ‘Progressive Retransmission’ causes the frames on the Sent queue to be retransmitted.

4 Transmission_Window (MIB parameter—cf. reference [5] annex C):  The maximum number of Sequence Controlled frames that can be unacknowledged at any given time.  For example, if the Transmission_Window is 10 and the sender sends 10 Sequence Controlled frames, the sender must wait for at least one of those frames to be acknowledged by the receiver before it can send any additional Sequence Controlled frames.  The value of Transmission_Window cannot exceed 127.  When selecting a value for this parameter, the system designer should consider the latency involved whenever frames are required to be retransmitted from the Sent queue before a new Sequence Controlled frame can be transmitted.

5 An incoming PLCW is invalid if any of these conditions is true:

a) PLCW does not match PLCW format;
b) N(R) < NN(R)
‘Invalid N(R)—too small’;
c) N(R) > V(S)
‘Invalid N(R)—too large’;
d) R(R) = true and N(R) = V(S)
‘Retransmit is set though all frames are acknowledged’;
e) R(R) = false and RR(R) = true and N(R) = NN(R)
‘Retransmit has cleared though no new frames are acknowledged’.

Otherwise, the PLCW is valid.

6 Setting Resync = true causes a Set V(R) persistent activity to be initiated. (See 3.2.3.2, reference [5] subsection 3.2.3.5, and reference [5] annex D.)


3.3 Receiving Procedures (FARM-P)

3.3.1 FARM-P State Table

	Events
	Event #/Name
	Action

	‘Entered this state’ at each session startup 
	RE0

Initialization
	R(S) = false
V(R) = 0

Expedited_Frame_Counter = 0

NEED_PLCW and Need_status_report = true

	Invalid frame arrives
	RE1

Invalid Frame
	Discard the frame

	Valid ‘Set V(R)’ directive arrives
	RE2

SET V(R)
	R(S) = false
Set V(R) to the SEQ_CTRL_FSN in the directive

NEED_PLCW = true

	Valid Expedited frame arrives
	RE3

Valid Expedited Frame
	Accept/Pass the frame to I/O Sublayer

Increment Expedited_Frame_Counter

	Valid Sequence Controlled frame arrives,

N(S)= V(R)

	RE4

Sequence Frame

‘in-sequence’ 
	Accept/Pass the frame to I/O Sublayer

R(S) = false
Increment V(R)
NEED_PLCW = true

	Valid Sequence Controlled frame arrives,

N(S)>V(R)

	RE5

Sequence Frame

‘gap detected’
	Discard the frame

R(S) = true
NEED_PLCW = true

	Valid Sequence Controlled frame arrives,

N(S)<V(R)

	RE6

Sequence Frame ‘already received’
	Discard the frame



	Frame Sublayer requests content for PLCW
	RE7

Report PLCW contents
	Report value of R(S), V(R), and Expedited_Frame_Counter



3.3.2 Internal FARM-P Variables

The internal FARM-P variables shall be:

a) V(R):  an 8-bit positive integer whose value represents the sequence number plus one (modulo 256) of the last Sequence Controlled frame acknowledged by the receiver;

b) R(S):  a Boolean variable (i.e., its value is either true or false) that is copied to the PLCW, indicating whether or not Sequence Controlled frames need to be retransmitted;

c) N(S):  an 8-bit positive integer whose value represents the sequence number (modulo 256) contained in the Transfer Frame header of the Transfer Frame;

d) Expedited_Frame_Counter:  a 3-bit positive integer whose value represents the number of Expedited frames received (modulo 8).  This counter can be used by the receiver to keep track of the number of Expedited frames received over a communications session.

3.3.3 Interface to the I/O Layer

FARM-P shall pass valid Expedited and valid in-sequence U-frames to the I/O Sublayer (reference [2] subsection 4.4).

NOTE
–
At the I/O Sublayer, these frames are buffered, assembled into packets as required, and then delivered via the specified output port.

ANNEX A 

Protocol Implementation Conformance 
Statement (PICS) Proforma

(normative)

A1 Introduction

A1.1 Overview

This annex provides the Protocol Implementation Conformance Statement (PICS) Requirements List (RL) for an implementation of Communications Operations Procedure-Proximity (CCSDS 211.4-W-0).  The PICS for an implementation is generated by completing the RL in accordance with the instructions below. An implementation claiming conformance must satisfy the mandatory requirements referenced in the RL.

The RL support column in this annex is blank. An implementation’s completed RL is called the PICS. The PICS states which capabilities and options have been implemented. The following can use the PICS:

· the implementer, as a checklist to reduce the risk of failure to conform to the standard through oversight;

· a supplier or potential acquirer of the implementation, as a detailed indication of the capabilities of the implementation, stated relative to the common basis for understanding provided by the standard PICS proforma;

· a user or potential user of the implementation, as a basis for initially checking the possibility of interworking with another implementation (it should be noted that, while interworking can never be guaranteed, failure to interwork can often be predicted from incompatible PICSes);

· a tester, as the basis for selecting appropriate tests against which to assess the claim for conformance of the implementation.

A1.2 Abbreviations and Conventions

The RL consists of information in tabular form.  The status of features is indicated using the abbreviations and conventions described below.

Item Column

The item column contains sequential numbers for items in the table.

NOTE
–
The item-number prefix ‘CP’ = ‘COP-P’.

Feature Column

The feature column contains a brief descriptive name for a feature. It implicitly means ‘Is this feature supported by the implementation?’

Status Column

The status column uses the following notations:

M
mandatory.

O
optional.

O.<n>
optional, but support of at least one of the group of options labeled by the same numeral <n> is required.

Support Column Symbols

The support column is to be used by the implementer to state whether a feature is supported by entering Y, N, or N/A, indicating:

Y
Yes, supported by the implementation.

N
No, not supported by the implementation.

N/A
Not applicable.

The support column should also be used, when appropriate, to enter values supported for a given capability.

A1.3 Instructions for Completing the RL

An implementer shows the extent of compliance to the Recommended Standard by completing the RL; that is, the state of compliance with all mandatory requirements and the options supported are shown. The resulting completed RL is called a PICS. The implementer shall complete the RL by entering appropriate responses in the support or values supported column, using the notation described in A1.2.  If a conditional requirement is inapplicable, N/A should be used. If a mandatory requirement is not satisfied, exception information must be supplied by entering a reference Xi, where i is a unique identifier, to an accompanying rationale for the noncompliance.

A2 PICS Proforma for Communications Operations Procedure-Proximity (CCSDS 211.4-W-0)
A2.1 General Information

A2.1.1 Identification of PICS

	Date of statement (DD/MM/YYYY)
	

	PICS serial number
	

	System conformance statement cross-reference
	


A2.1.2 Identification of Implementation Under Test (IUT) 

	Implementation name
	

	Implementation version
	

	Special configuration
	

	Other information
	


A2.1.3 Identification of Supplier

	Supplier
	

	Contact point for queries
	

	Implementation name(s) and version(s)
	

	Other information necessary for full identification, for example, name(s) and version(s) for machines and/or operating systems;

System name(s)
	


A2.1.4 Identification of Specification

	CCSDS 211.4-W-0

	Have any exceptions been required?

NOTE
–
A YES answer means that the implementation does not conform to the Recommended Standard. Non-supported mandatory capabilities are to be identified in the PICS, with an explanation of why the implementation is non-conforming.
	Yes [  ]      No [  ]


A2.2 Requirements List

	Communications Operations Procedure for Proximity Links COP-P 

	Item
	Description
	Reference
	Status
	Values Allowed
	Support

	CP-1
	Implement COP-P Protocol
	3, 2
	M
	
	 

	CP-2
	DATA SERVICES OPERATIONS (COP-P): Modulo-256 counters will be used for sequence number in the COP-P protocol
	3
	M
	
	 

	CP-3
	SENDING PROCEDURES (FOP-P)
	3.2
	M
	
	 

	CP-4
	The FOP-P Sent Frame Queue
	3.2.1
	M
	
	 

	FOP-P Variables

	CP-5
	VE(S)
	3.2.2 a)
	M
	
	 

	CP-6
	V(S)
	3.2.2 b)
	M
	
	 

	CP-7
	VV(S)
	3.2.2 c)
	M
	
	 

	CP-8
	N(R):
	3.2.2 d)
	M
	
	 

	CP-9
	NN(R):
	3.2.2 e)
	M
	
	 

	CP-10
	R(R): 
	3.2.2 f)
	M
	
	 

	CP-11
	RR(R):
	3.2.2 g)
	M
	
	 

	CP-12
	NEED_PLCW/NEED_STATUS_REPORT
	3.2.2 h)
	M
	
	 

	CP-13
	SYNCH_TIMER
	3.2.2 i)
	M
	
	 

	CP-14
	RESYNC
	3.2.2 j)
	M
	
	 

	CP-15
	FOP-P General Procedures
	3.2.3.1
	M
	
	 

	CP-16
	Set V(R) persistent activity
	3.2.3.2
	M
	
	 

	CP-17
	Configure the SET V(R) persistent activity
	3.2.3.2.1
	M
	
	 

	CP-18
	Execute the SET V(R) persistent activity
	3.2.3.2.2
	M
	
	 

	CP-19
	FOP-P State Table
	3.2.3.3
	M
	
	 

	CP-20
	DATA SERVICES RECEIVING OPERATIONS
	3.3
	M
	
	 

	CP-21
	FARM-P STATE TABLE
	3.3.1
	M
	
	 

	INTERNAL FARM-P PARAMETERS 

	CP-22
	V(R): 
	3.3.2 a)
	M
	
	 

	CP-23
	R(S): 
	3.3.2 b)
	M
	
	 

	CP-24
	N(S):
	3.3.2 c)
	M
	
	 

	CP-25
	EXPEDITED_FRAME_COUNTER
	3.3.2 d)
	M
	
	 

	CP-26
	INTERFACE TO THE I/O SUBLAYER
	3.3.3
	M
	
	 


	Management Information Base Parameters (alphabetical) 

	Item
	Description
	Reference
	Status
	Values Allowed
	Support

	CP-27
	Resync_Local
	3.2.3.2.1, 3.2.3.3
	M
	
	 

	CP-28
	Resync_Lifetime
	3.2.3.2
	M
	
	 

	CP-29
	Resync_Notification
	3.2.3.2
	M
	
	 

	CP-30
	Resync_Response
	3.2.3.2
	M
	
	 

	CP-31
	Resync_Waiting_Period
	3.2.3.2
	M
	
	 

	CP-32
	Synch_Timeout
	3.2.2
	M
	
	 

	CP-33
	Transmission_Window
	3.2.3.3
	M
	
	 


ANNEX B 

Security, SANA, and Patent Considerations

(Informative)

B1 Security Considerations

B1.1 Security Background

It may be required that security services be applied to the payloads carried by IP datagrams over CCSDS space links.  The specification of such security services is outside the scope of this document but is discussed in the following subsections.

If there is a reason to believe that non-authorized entities might be able to view or obtain the payload data, and if there is a need to ensure that non-authorized entities not be able to view or obtain the data, then confidentiality needs to be applied.  If there is a need to ensure that the payload data has not been modified in transit without such modification being recognized, then integrity needs to be applied.  If the authenticity of the source of the payload data is required (e.g., the payload contains a command), then authentication needs to be applied.  It is possible for a single datagram to require all three security services to ensure that the payload is not disclosed, not altered, and authentic.

B1.2 Security concerns

As stated in the previous subsection, various security services might need to be applied to the IP datagram depending on the threat, the mission security policy (or policies), and the desire of the mission planners.  While these security concerns are valid, they are outside the scope of this document.  This document assumes that either upper or lower layers of the OSI model will provide the security services.  That is, if authenticity at the granularity of a specific user is required, it is best applied at the Application Layer.  If less granularity is required, it could be applied at the Network or Data Link Layers.  If integrity is required, it can be applied at either the Application, Network, or Data Link Layer.  If confidentiality is required, it can be applied at either the Application Layer, the Network Layer, or the Data Link Layer.  Reference [C1] provides more information regarding the choice of service and where it can be implemented.

B1.3 Potential threats and attack scenarios

Without authentication, unauthorized commands or software might be uploaded to a spacecraft or data retrieved from a source masquerading as the spacecraft.  Without integrity, corrupted commands or software might be uploaded to a spacecraft.  Without integrity, corrupted telemetry might be retrieved from a spacecraft, and the result could be that an incorrect course of action is taken.  Sensitive or private information might be disclosed to an eavesdropper if confidentiality is not applied to the data.

B1.4 Consequences of not applying security

The security services are out of scope of this document and should be applied at layers above or below those specified in this document.  However, should there be a requirement for authentication, and if it is not implemented, unauthorized commands or software might be loaded onto a spacecraft.  If integrity is not implemented, erroneous commands or software might be loaded onto a spacecraft, potentially resulting in the loss of the mission.  If confidentiality is not implemented, data flowing to or from a spacecraft might be visible to unauthorized entities, resulting in disclosure of sensitive or private information.

B2 SANA Consideration

The current issue of this Recommended Standard does not require any action from SANA. Existing SANA registries created in support of previous issues of this Recommended Standard should continue to be maintained.

B3 Patent Considerations

No patents are known to apply to this Recommended Standard. Information concerning patent rights and licensing for LDPC coding is contained in annex B of reference [3].
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ANNEX D 

ABBREVIATIONS AND ACRONYMS

(Informative)

Term
Meaning
C&S
coding and synchronization
CCSDS
Consultative Committee for Space Data Systems

COP-P
communications operations procedure-Proximity

FARM-P
frame acceptance and reporting mechanism-Proximity

FOP-P
frame operations procedure-Proximity

FSN
frame sequence number
I/O
input/output
LDPC
low density parity check
MAC
medium access control
MIB
management information base

MSB
most significant bit
N(R)
last acknowledged frame sequence number +1

N(S)
frame sequence number within the Proximity-1 frame header
NN(R)
previous acknowledged frame sequence number +1

OSI
Open Systems Interconnection

PCID
physical channel ID

PDU
protocol data unit
PLCW
Proximity link control word
RF
radio frequency
SANA
Space Assigned Numbers Authority

SNR
signal to noise ratio 
U-frame
user data frame

USLP
Unified Space Data Link Protocol

V(S)
value of the next sequence controlled frame sequence number to be sent
VE(S)
value of the next expedited frame sequence number to be sent

