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	howard.weiss@sparta.com
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	ignacio.aguilar.sanchez@esa.int 

	Craig Biggerstaff
	NASA/JSC/Lockheed
	craig.biggerstaff-1@nasa.gov

	Gian Paolo Calzolari
	ESA/ESOC
	Gian.paolo.calzolari@esa.int


	Matthew Cosby
	UKSA/Qinetiq
	mcosby@qinetiq.com


	Daniel Fischer
	ESA/ESOC
	daniel.fischer@esa.int


	Edward Greenberg
	NASA/JPL
	Edward.greenberg@jpl.nasa.gov


	Greg Kazz
	NASA/JPL
	Greg.j.kazz@jpl.nasa.gov


	Martin Pilgram
	DLR/GSOC
	Martin.pilgram@dlr.de


	Dorothea Richter
	DLR/GSOC
	Dorothea.richter@dlr.de


	Bruno Saba
	CNES
	bruno.saba@cnes.fr 


2 Agenda :

1) Interaction between SDLS and TC-SLP (including COP)

2) Progress status of SDLS red-3 book (updated to specify SDLS as a security function called by SLProtocols) 

3) Progress status of SLP TC, TM & AOS books (updated to include SDLS function)

4) Decision on way forward
The list of presentations made is the following:
· SDLS SLP (TC) Interaction Issues (ESA) (attachment 1)
All presentations and attachments (including last version of SDLS and SLP red books) are on the SDLS WG CWE private page :  http://cwe.ccsds.org : The CCSDS Collaborative Work Environment (CWE) > Space Link Services Area (SLS) > Documents > SLS-SEA-DLS > CWE Private > meeting material > feb 2013 telecon
3 Agenda points
3.1 Interaction between SDLS and TC-SLP (including COP):
See ESA presentation
Problem statement :

SDLS is designed to detect security attacks/problems, while TC-SDLP (with its associated COP) is in charge of detecting transmission errors and mitigating them by retransmission. 
Should there be any interaction between SDLS and COP/TC-SDLP in the case where a TC frame fails security checks by SDLS?
In other words, should the TC-SDLP handle any security failures as transmission error? That is the question raised which should be answered to finalize SDLS specification and SLP updates.
Order of processing :
At the receiving end of the TC link, the order of processing between SDLS (security checks) and TC-SLP (transmission errors checks) is currently not specified in SDLS nor in TC-SLP. Although both orders are feasible, performing transmission errors checks and the COP-FARM first, then performing the security checks with SDLS, is by far the preferable order since it enables the user to distinguish between transmission errors (detected by BCH, FEC and header verification, in the first place) and security errors (detected by SDLS, in a second stage). Conclusion : this order of processing should be specified either in SDLS or in TC-SLP book to avoid users implementing the reverse order.

	A.I.
	Actionee
	Action
	Deadline

	SDLS0213/01

	G. Moury
	Propose a solution to explicitly specify the order of processing at the receiving end between TC-COP and SDLS (If not already present in section 6 of TC-SLP) 
	 March 8, 2013



Types of reports by SDLS function:
A first level of reporting is the report sent back by the SDLS function to the TC-SLP, at the receiving end, for each TC frame, report indicating whether or not this frame has failed security checks or not. This is done through two parameters
 called “Verification status” & “Verification status code” in the SDLS red2.1 version (§3.3.3) and TC-SLP update. they  indicate the presence and the cause of failure (invalid MAC, replay, invalid SPI, …). Should this report (associated with a TC frame) be sent back to the sending end real-time through the CLCW or other means? The way this report is sent back to sending end depends on several factors, e.g. if some kind of automated process is specified at the sending end to cope with security failed frames. It is felt that security failures/problems will be dealt with off line by operators given the complexity of the analysis and the criticality of the decisions to be taken. In particular, using this “frame level” SDLS reporting as an input to the COP-FOP (for example to trigger retransmission or halt transmission) is not desirable. It is preferable to keep COP and SDLS completely decoupled, each one dealing with a different kind of errors/failures. The decoupling can be complete since TC-SLP detects almost all transmission errors and discards impacted frames before SDLS operates.
The verification status code may be
 forwarded at the receiving end by TC-SLP to users of packet, MAP, VCA services together with the affected TC Frame. Those users can report to ground that one (or several) of their SDU has (have) been lost due to security failure.

A second level of reporting is the status report of the SDLS security processor at the receiving end. This report is part of the SDLS monitoring & control function which is tackled in the Extended Procedures. In case of security failures/attacks, SDLS on-board processor monitoring is needed to investigate on the ground. This monitoring can take the form of a security log which can be dumped to ground on demand whenever frame(s) is(are) rejected for security reasons. This monitoring could also take the form of an SDLS status word telemetered regularly and synthetizing the state of the SDLS on-board processor and major security events. This status word could be used for instance by the SLE protocols to react to major on-board security problems (e.g. systematic rejection of frames due to anti-replay window violation).  Interaction between SLE protocols (e.g. F-CLTU service) and  SDLS is to be investigated in the frame of the Extended Procedures.
Overall consensus on the SDLS – COP interaction:
SDLS and TC-SLP/COP have different objectives in terms of failure detection & isolation. They should be kept decoupled. Therefore no SDLS report should be taken into account by the COP.

SDLS reports, at the receiving end, should be processed by SLP/SDLS Management functions for due care at application layer.

Extensive SDLS on-board processor monitoring should be specified as part of the Monitoring & Control service to be developed in the frame of the Extended Procedures. It should enable investigation/diagnosis from the ground of security attacks or SDLS malfunctions (e.g. de-synchronization of security parameters between ground and space).
3.2 Status report of SDLS red-3 (including SDLS function spec)
The last circulated version is 355.0-R-2.1 dated 16 Jan 2013.  This version is nearly final with the following remarks:
· PICS annex needs to be updated wrt new structure of document

· Various questions/suggestions from M.DeLandeLong are left open in the margin and should be resolved (e.g. : title of figures 2-2, 2-3, 2-4)

· Section 2.2 (end of section) : “mission phase” should be replaced by “mission” to be coherent with section 6 (managed parameters) where it is specified that presence and length of security header and trailer are static for a given VC on a given mission.
· Possible “Verification status codes” need to be specified in 3.3.3.2.

Finalizing SDLS red-3 before our spring meeting seems feasible given the state of the document.

3.3 Status report of updated SLP TC/TM/AOS books (including SDLS function support)
The last distributed versions are:
TC SLP : 232x0b2pinkMAdeLLDec08+gpc+gjk.doc (circulated on 16 jan 2013)
TM SLP : 132x0p11MAdeLLDec08+gpc.doc (circulated on 16 jan 2013)

AOS SLP : 732x0p21MAdeLLDec08+gpc+gjk.doc (circulated on 16 jan 2013)
These books need to be finalized. There are a few points to be resolved like:
· Section 6.4.1, 3.5.2.8, 3.4.2.9 : what should we specify for frames which have failed security : discard, forward to user with flag, left open (implementation specific) ?
· Section 6.3.4 and 6.3.6 of TM book : generation of OID frames on VC not using SDLS : the requirement should be stated with a “shall identify” or “shall set”
3.4 Way forward
SDLS technical editor (Craig Biggerstaff) agrees to finalize SDLS red-3 for March 21st to allow for the SDLS WG to review the document before the spring meeting, so that it can be approved for agency review at the meeting. The objective is to have a combined agency review for the SDLS book and the 3 SLP books.
	A.I.
	Actionee
	Action
	Deadline

	SDLS0213/02

	C. Biggerstaff
	Finalize SDLS red-3 in coherence with SLP updates 
	 March 21, 2013



SLP technical editor (Greg Kazz) agrees to finalize the 3 SLP updates (including SDLS support) for March 21st to allow for approval by the SLP WG at spring meeting and combined agency review with SDLS red-3.
	A.I.
	Actionee
	Action
	Deadline

	SDLS0213/03

	G. Kazz
	Finalize SLP updates in coherence with SDLS red-3 
	 March 21, 2013



3.5 Any other business
None
� Logically there are two parameters even if some implementations may report using a single variable.


� The final decision on how to handle in SLP the failure reporting by the SDLS Function will be discussed at Spring 2013 Meeting (see also section 3.3. in these MoMs).
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