3KEM and KEM -Sign Brainstorming

Oana Graur (TEC-ESS)

06/08/2024

ESA UNCLASSIFIED - Limited Distribution

— I + == - I = - . I ] =l”|= - W G r- I %% _|_ + _-— T - n <+ THE EUROPEAN SPACE AGENCY



Baseline configuration - derisking strategy Cesa

How to choose the crypto primitive

* Any CCSDS key negotiation protocol solution needs to incorporate cryptographic primitives which instantiations
are mature
« Shall avoid instantiation with cryptographic primitives known to be very complex to
implement on standard space hardware, prone to side-channel attacks or not previously NIST BS|
standardized by NIST, IETF, ANSI, etc. approved approved

* When using well established standards for different instantiations, while not all “features” o
those standards are relevant, the ones that are relevant should not be deviated from ->
interoperability . In other words, minimal subset that does the job is OK, but do not reinvent
the wheel where not needed. ANSSI

» The proposed strategy here is to choose cryptographic protocols that lie at the intersection approved
between NIST, ANSSI and BSI recommendations and bes t practices. Literature is available

online and will be referenced at the end of the presentation. y o

Additional restrictions apply
for space applications
(space hardware limitations,
bandwidth, etc)

Not a rigid strategy, but a

good starting point. :
Important for ESA partners (e.g., NASA)

Additional partners may have which are bound by US law to certify

additional constraints modules according to FIPS 140 if they
process unclassified but sensitive data.
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PQC KEMs: ANSSI / BSI / NCSC / NIST Recommendations oesa

KEM

Standard available?

Recommended by
NIST?

Recomm.

in CNSA 2.0?

Recommended by BSI?

Recomm.
by ANSSI?

il

Recomm. S y
By NCSC? g

Kyber (ML-KEM)

Yes

Yes, see [0]

Yes, BSl intends to include ML-KEM in the
recommendations of [6] with the parameter
sets for NIST Level 3 and Level 5.

Yes, see [2,3,5]

Yes, see [31], Level
5 [32]

FrodoKEM

No, NIST PQC round
3 alternate

candidate [4], under
ISO standardisation

Conservative security
but performance
worse than BIKE/HQC,
not selected for NIST
standardization [1]

Not present

Yes, see [6]

Yes, see [2,3,5,30]

Yes, see [32], Level
3 or higher

Classic McEliece

Submitted to NIST
Round 4

TBD, too early to tell

Not at this stage

Yes, mceliece460896, mceliece6688128 and
mceliece8192128, and the faster variants
mceliece460896f, mceliece6688128f and
mceliece8192128f in [6]

Not found, assume
no at this stage. See
(8], [9].

Yes, see [32], Level
3 or higher [32]

Round 4

BIKE Submitted to NIST TBD, too early to tell Not at this stage TBD, too early to tell TBD, too early to tell TBD, too early to
Round 4 tell
HQC Submitted to NIST TBD, too early to tell Not at this stage TBD, too early to tell TBD, too early to tell TBD, too early to

tell

Additional References
[4] FrodoKEM-standard proposal-20230314.pdf
[8] Faulting original McEliece’s implementations is possible
[9] The syzygy distinguisher https://eprint.iacr.org/2024/1193.pdf
[31] NCSC whitepaper: Next steps in preparing for post-quantum cryptography
[32] NCSC: Guidelines for guantum-safe transport-layer encryption
NIST/NSA Recommendations
[1] Status Report on the 3rd Round of the NIST PQC Standardization Process
[0] The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ

ANSSI Recommendations
[2] ANSSI Plan for post-quantum transition (pkic.org)
[3] Follow _up position_paper_on_post _quantum_cryptography.pdf (cyber.gouv.fr)
[5] ANSSI's recommendations on the migration plan (cyber.gouv.fr)
[30] ANSSI views on the Post-Quantum Cryptography transition | ANSSI (cyber.gouv.fr)
BSI Recommendations
[6] Cryptographic Mechanisms: Recommendations and Key Lengths, Version 2024-01 (bund.de)
[7] https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-
cryptography.pdf?__blob=publicationFile&v=6
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PQC Sign: ANSSI/BSI/ NCSC / NIST Recommendations

PQC Standard Recomm. | Recomm. [E@8 Recommended by BSI? - Recomm. Recomm. )

Signatures | available? by NIST? in CNSA 2.0? by ANSSI? By NCSC? >

Dilithium Yes Yes, Level 5 [0] Yes, “The BSl intends to include SLH-DSA | Yes, see [2,3,5], hybridization Yes, [31], all Levels

(ML-DSA) and ML-DSA with the parameter sets mandatory acceptable, Level 3 or higher
corresponding to NIST Security Strength recommended

Categories 3 and 5 in ” reference [6]

SPHINCS+ Yes Not present Yes, “The BSl intends to include SLH-DSA | Yes, see [2,3,5], hybridization not Sometimes [31] “They
(SLH-DSA) and ML-DSA with the parameter sets needed are not suitable for general
corresponding to NIST Security Strength purpose use as the signatures
Categories 3 and 5 in ” reference [6]". are large and the algorithms
Note attack when SPHINCS+ instantiated are much slower than ML-
with SHA-256. [6] DSA. [...] may be a good fit
XMSS Yes Yes, see [0] Yes, see [6] Yes, allowed for software updates, ff)r use cases such as signing
. . firmware and software where
/LMS careful with the state, note the limited

speed is not a bottleneck.”

ber of signatures [3
number of signatures [3] For XMSS/LMS, careful with

state [34]
FALCON Under NIST Draft not Not at this stage No recommendation found in [6]. Yes, Level 5 recommended if used [2],
standardization yet “requires floating point operations,
available vulnerable to side channel attacks”
ANSSI Recommendations
[2] ANSSI Plan for post-quantum transition (pkic.org)
[3] Follow up position paper on post quantum cryptography.pdf (cyber.gouv.fr) Additional References
[5] ANSSI's recommendations on the migration plan (cyber.gouv.fr) [31] NCSC whitepaper: Next steps in preparing for post-quantum cryptography
[30] ANSSI views on the Post-Quantum Cryptography transition | ANSSI (cyber.gouv.fr) [32] NCSC: Guidelines for quantum-safe transport-layer encryption
BSI Recommendations [43] ETSI TR 103 692 State management for stateful authentication mechanisms
[6] Cryptographic Mechanisms: Recommendations and Key Lengths, Version 2024-01 (bund.de) NIST/NSA Recommendations
[7] https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe- [1] Status Report on the 3rd Round of the NIST PQC Standardization Process
cryptography.pdf? blob=publicationFile&v=6 [0] The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ 4
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KEM Combiners

pre-shared
key

Use a secure (standardized) KEM combiner with a validated security pret‘qtfalntum kfey (optional) PQC key material
proof, do not simply concatenate or XOR the symmetric keys resulting arSi%'S/(Eec'[g)":l)rom (e.g. from ML-KEM)
from the pre- and post-quantum key exchange schemes. 17
A KEM combiner uses a Key Derivation Function to combine the inputs
from the pre- and post-quantum schemes and produce a common
shared secret.
KEM Combiner options: shared key

e See ANSSI recommendations for KEM combiners in [1]

e See BSI recommendations for KEM combiners in [5]

* CHEMPAT [3] shared
e X-wing (specific for Kyber) [2] SHAS-256 - key

e draft-ounsworth-cfrg-kem-combiners [4]

X-wing KEM combiner

H = SHA3-256

1] ANSSI views on Post-Quantum Cryptography Transition (2023 follow-up) PSR RS U CHIEOCEORO7 (B Lk TR E AL

[
[2] IETF draft: X-Wing: general-purpose hybrid post-quantum KEM draft-connolly-cfrg-xwing-kem-04 CHEMPAT KEM hybrid_ct = concat(sender_ct_TKEM, sender_ct_PQKEM)
(% [3] IETF draft: Chempat: Generic Instantiated PQ/T Hybrid Key Encapsulation Mechanisms combiner hybrid_ss = H(concat(ss_TKEM,
[4] IETF draft: Combiner function for hybrid key encapsulation mechanisms (Hybrid KEMs) :?BPEI:E:‘Q)
[5] https://pkic.org/events/2023/pagc-conference-amsterdam-nl/pkic-pgcc_stephan-ehlen_bsi_post-quantum-policy-and-roadmap-of-the- H(h;b,id:pk):
bsi.pdf context))
[6] Hybrid key exchange in TLS 1.3 5
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Ounsworth CFRG combiner esa

Combiner function for hybrid key encapsulation mechanisms (Hybrid KEMs) (ietf.org) [16]

combined secret = KDF(counter + c_dh + rlen_c dh + key dh + rlen_key dh + c_pg kem +
rlen _c _pq_kem + key pg kem + rlen_key pq kem + fixedInfo, outputBits)

6
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KEM Combiners X -Wing esa

X-Wing (iacr.org) 2 Design

X-Wing private keyv (2464 bytes):

ML-KEM-TG8 private key | X25519 private key X25519 public key
(2400 bytes) (32 bytes) (32 bytes)

X-Wing public key (1216 bytes):

ML-KEM-TG68 public key X25519 public key
(1184 bytes) (32 bvtes)

X-Wing ciphertext (1120 hytes):

ML-KEM-TG8 ciphertext X25519 ciphertext
(1088 bytes) (32 bytes)

X-Wing shared key (32 bytes):

NS ML-KEM-T68 | X25519 X25519 X25519
SHA3-256 P shared key  |shared key |eciphertext |public key
(6 byvtes) [ (32 bhytes) (32 bytes) | (32 bytes) | {32 bvtes)

The initial X-Wing label iz encoded as G-byte ASCII string "\ . //™\".

Figure 1: The X-Wing KEM private key, public key, ciphertext, and shared key.

i
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Elliptic curve choices esa

Standard available? OK for NIST? K for BSI? (@) for ANSSI?

x25519 IETF 7748 - Elliptic Curves Listed as recommended/alternative Not present in the list of  Not present in the
for Security in NIST SP800-186, allowed for US recommended list of
government use in SP 800-186 mechanisms, assume recommended
not mechanisms,
assume not,
Brainpool RFC 5639 - Elliptic Curve Yes for interoperability reasons for Yes, see BSI TR-03111
brainpoolP224r1, Cryptography (ECC) ECDSA and ECDH, for 112 bit sec v2.1
brainpoolP256r1, Brainpool Standard Curves strength or higher; allowed inclusion
brainpoolP320r1, and Curve Generation in FIPS validated products (see
brainpoolP384r1, and Appendix H.1 in NIST SP 800-186).
brainpoolP512r1 Not listed in allowed list for US
government use in NIST SP 800-
186.
secp256k1l [17] SEC 2: Yes, 128 bit sec strength (see
Recommended Elliptic Appendix H.2 in NIST SP 800-186),

Curve Domain Parameters allowed for blockchain

P-256 Yes Yes Yes Yes
P-384
P-521
Curve 448 IETF 7748 - Elliptic Curves  Yes, recommended in NIST SP 800-
for Security 186
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Certification: NIST FIPS 140-3 esa

FIPS 140-3 (Federal Information Processing Standard Publication 140-3) is a standard maintained by NIST (National
Institute of Standards and Technology) which specifies the security requirements for a cryptographic module
utilized within a security system protecting sensitive but unclassified information in computer and
telecommunication systems (including voice systems) as defined in Section 5131 of the Information Technology
Management Reform Act of 1996, (Public Law 104-106) and the Federal Information Security Management Act of 2002
(Public Law 107-347).

FIPS 140-3 supersedes FIPS140-2. FIPS 140-3 aligns with ISO/IEC 19790:2012(E) and ISO/IEC 24759:2017 which
form the technical requirements and the basis for the testing methods of FIPS.

9
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SDLS EP PDUs in CCSDS Packets in CCSDS Frames Eesa

« PACKET PRIMARY HEADER -
4.2.1 TRANSFER OF EXTENDED PROCEDURES SERVICE PDU OVER THE v
SPACE LINK PACKET PACKET SEQUENCE PACKET
:Eﬁs;gg IDENTIFICATION CONTROL LED:(T}.?H
4.2.1.1 For transport of SDL5 Extended Procedures PDUs on the TC link (TC data link packeT| sec. |apPucaTiON] sEQuENCE|  PackeT
protocol), the MAP packet service with a dedicated MAP shall be used (see references [6] TYPE [ HDR. | PROCESS | FLAGS SEQUENCE
FLAG | IDENTIFIER COUNT OR
and [8]). PACKET NAME
4 . 3bits | tbit | 1bi 11 bits 2 bits 14 bits
4.2.1.2 For transport of SDLS Extended Procedures PDUs on the TM downlink (data link
protocols), the VC packet service shall be used (see references [4] and [8]). el 7ociels el
4.2.1.3 For transport of SDLS Extended Procedures PDUs using AOS (link or downlink), Kipiteds: EncherPrimery Header

the VC packet service shall be used (see references [5] and [8]).

42.1.4 For transport of SDLS Extended Procedures PDUSs using USLP (link or downlink), SPACE PACKET i
the MAP packet service shall be used (see references [9] and [8]). PACKET PACKET DATA FIELD
PRIMARY
NOTE - Grouping EP PDUs in one single packet 1s a way of ensuring that the related HEMER BACKET USER DATA EIELD
PDUs are transferred together. SECONDARY
- HEADER
Variable Varable
l-——— G octels ks 1 1o 85538 oclels ——————

Figure 4-1: Space Packet Structural Components

[8] Space Packet Protocol. Issue 1. Recommendation for Space Data System Standards (Blue Book), CCSDS 133.0-B-1.
Washington, D.C.: CCSDS, September 2003.

10
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SDLS EXTENDED PROCEDURES

Eesa

SDLS Extended Procedures commands and reports share a common message format based on
the 'TLV’ concept. The Tag field uniquely identifies the command or the report. The Length field
indicates the length of the Value field (may be zero). The (optional) Value field contains

additional data pertaining to the message

F Y

EXTENDED PROCEDURES PDU »

Extended Procedures PDU Header

bits) | 1

Tag Extended Extended Procedures PDU
Data Field
Type | USEr | Service Proc. Pr‘;?“—'izui-r:s Ttﬂ
P2 | Fiag | Group Ident. ield Leng
1 = = = Variable, optional

Figure 5-2: Extended Procedures PDU

(bits)

4———TAG, LENGTH, VALUE DATA STRUCTURE-——--—»

TLY Header
Value

Tag

Length

8

16 variable

Figure 5-1: TLV Format Specification
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SDLS EXTENDED PROCEDURES

Eesa

Table 5-1: Extended Procedures PDU Header Values

: o /\ ' .
\ Assignment Service Group
et bz Shiactine b \\ // OTAR 00 (Key Management)
T: Length
s 2 s 7 KD Encrypled Key G 0010 Key Activation 00 (Key Management)
(1]
°|° Iml o | Lenan + ferate Niimes * 0011 Key Deactivation 00 (Key Management)
Exts 18
iz 0100 Key Verification 00 (Key Management)
Figure 5-3: OTAR Command PDU 0110 Key Destruction 00 (Key Management)
0111 Key Inventory 00 (Key Management)
0001 Create SA 01 or 10 (5A Management)
EY ACTIVATION COMMAND PDU 0110 Rekey SA 01 or 10 (5A Management)
1011 Start SA 01 or 10 (SA Management)
PDU Head POU Data Field
it i 1110 Stop SA 01 or 10 (SA Management)
Tag Length Key IO 1001 Expire SA 01 or 10 (SA Management)
af{ojoo| ooo | Length e 0100 Delete SA 01 or 10 (SA Management)
[Dits) 16 1010 Set Anti-Replay Sequence Number 01 or 10 (5A Management)
0101 Set Anti-Replay Sequence Number Window 01 or 10 (SA Management)
Figure 5-4: Key Activation Command PDU 0000 Read Anti-Replay Sequence Number 01 or 10 (SA Management)
1111 SA Status Request 01 or 10 (5A Management)
L KEY DEACTIVATION COMMAND PDU »l 0001 Ping 11 (Security Monitoring & Control)
- 0010 Log Status Request 11 {Security Monitoring & Control)
PDU Header PDU Data Field
0011 Dump Log 11 {Security Monitoring & Control)
Tag Length
Key D 0100 Erase Log 11 (Security Monitoring & Control)
|0 00 10083 | Length: o ] 0101 Self-Test 11 (Security Monitoring & Control)
{bits) B 0111 Reset Alarm Flag 11 {Security Monitoring & Control)
Figure 5-5: Key Deactivation Command PDU 12
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SDLS EXTENDED PROCEDURES Eesa

New SDLS EP PDUs will be required to be defined to support a key negotiation protocol.

AKE Header
AKE Protocol
Version Session AKE Message AKE Fragment AKE Fragment
Number Initiator ID Responder ID ID Timestamp Type Number size
432 TBC 32TBC 32TBC 64 TBC 4 TBC TBC TBC

Indicates a protocol configuration (baseline vs alternate and 3KEM vs KEM-Sign ) as

Protocol Version Number well as the explicit instantiation of the crypto primitives/ parameter sizes
Initiator ID ID of the entity initiating the AKE handshake
Responder ID ID of the entity responding to the AKE handshake initiation message
Session ID unique identifier for the session generated by the initiator
timestamp associated with the generation of the first negotiation message (Message
Timestamp Type 1)
KN Message Type message identifier, for 3-KEM there are 3 message types

13

i

- ol = |1 _— I o B = = s Il =€ 2= o B Em am ¥l 3 THE EUROPEAN SPACE AGENCY




Location of AKE PROTOCOL in the CCSDS stack

F

EXTENDED PROCEDURES PDU

Extended Procedures PDLU Header
Tag Extended Extended Procedures PDU
Data Field
- User | Service Proc. Frocasuces Dain
ype Flag | Group Ident. Figid:Langth
hits) 1 1 2 4 18 Variable, optional
Figure 5-2: Extended Procedures PDU
SPACE PACKET
PACKET PACKET DATA FIELD AKE Header
PRIMARY
HEADER AKE
§ E’;%C:E'f;m USERDATREELD Protocol AKE AKE
HEADER Version Initiator Responder Session Timestam Message AKE Fragment Fragment
Number ID ID ID p Type Number size
Variable Varkihis 432 TBC 32TBC 32TBC 64 TBC 4TBC TBC TBC
G octets 110 65536 DCIELS  ~mm———— ]
Figure 4-1: Space Packet Structural Components
. PACIETRRIMARYHEADER PACKET SECONDARY HEADER === »
PACKET
PACKET PACKET Rkl PACKET
TRANSFER FRAME DATA FIELD VERSION IDENTIFICATION  PNTROL DATA TIME CODE ANCILLARY
rransrer | |securiry SECURITY| FRAME TR LMY (ophonal Cloptional)
PACKET| SEC. [APPLICATION|SEQUENCE|  PACKET optiona optiona
FRAME % HEADER TRAILER | ERROR TYPE | HOR. | PROCESS | FLAGS SEQUENCE
PRIMARY |'E USER DATA (Optional) | CONTROL FLAG | IDENTIFIER COUNT OR
HEADER |% FIELD PACKET NAME variable variable
g fopticnal) 3 bits 1 bit 1 bit 11 bits 2 bits 14 bits .
b Figure 4-3: Packet Secondary Header
2 octets 2 oclets 2 oclets
5 oclets \Varies 2 ociets
Figure 4-2: Packet Primary Header
* TC TRANSFER FRAME WITH 8DLS ——————————#|
14
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Plan for Transitioning to Quantum -Resistant Crypto Eesa

Source: M-23-02 (whitehouse.gov)

WH.GOV

@ EXECUTIVE OFFICE OF THE PRESIDENT
_‘_ﬂ‘)ul" ¥ OFFICE OF MANAGEMENT AND BUDGET

'Vf WASHINGTON, D.C. 20503
THE DIRECTOR MAY 04, 2022
November 18,2002 National Security Memorandum on Promoting
M-23-02 United States Leadership in Quantum
MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES Computing While Mitigating Risks to

Vulnerable Cryptographic Systems

FROM: Shalanda D. Young
Director dfv& ’D (/-'-a)
SUBJECT:  Migrating to Post-Quantum Cryptography
“the United States must prioritize the transition of

This memorandum provides direction for agencies to comply with National Security i - i
Memorandum 10 (NSM-10), on Promoting United States Leadership in Quantum Computing cryp togmp hic 24 'Stems to quantur.n. res_IStant
While Mitigating Risk to Vulnerable Cryptographic Systems (May 4, 2022).! cryp tOgI’(]phy, with the gOG/ Of m/t/gat/ng as much

of the quantum risk as feasible by 2035”

16
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Timeline for Transitioning to Quantum

CNSA 2.0 Timeline

2022 2023 2024 2025 2026 2027 2028 2029 EIEY 2031 2032 EIEE)

Software/firmware signing ONANNNAN ()
Web browsers/servers and cloud services

Traditional networking equipment @
Operating systems

LN — ()

Niche equipment NN N S ——

Custom application and legacy equipment <

ssax CNSA 2.0 added as an option and tested
mmm CNSA 2.0 as the default and preferred
@ Exclusively use CNSA 2.0 by this year

Source: The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ

-Resistant Crypto

Eesa

CNSS (Committee on National Security
Systems) Commercial National Security
Algorithm Suite (CNSA Suite) is a set of
cryptographic algorithms recommended for
use by U.S. government agencies to protect
classified and sensitive information.

It is specifically designed to provide security
for information that will remain sensitive
and require protection beyond the year
2030.

CNSA 2.0 replaces the earlier CNSA 1.0,

which included older algorithms such as
RSA, ECDSA and ECDH.
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Plan for Transitioning to Quantum

* X &
* *
%
*
* 4k

*
*

Source:Recommendation on a Coordinated Implementation Roadmap for the transition to Post-Quantum

-Resistant Crypto

Cryptography | Shaping Europe’s digital future (europa.eu)

EUROPEAN
COMMISSION

Brussels, 11.4.2024
C(2024) 2393 final

COMMISSION RECOMMENDATION
of 11.4.2024

on a Coordinated Implementation Roadmap for the transition to Post-Quantum
Cryptography

The future potential development of quantum computers capable of breaking today's
encryption makes it necessary for Europe to look for stronger safeguards, ensuring the
protection of sensitive communications and the long-term integrity of confidential
information, i.e., by switching to Post-Quantum Cryptography as swiftly as possible.
This new type of cryptography will remove the known vulnerabilities of current
asymmetric cryptography and enhance the robustness against the threats posed by the
malicious use of quantum computers.

This Commission Recommendation encourages Member States to develop a
comprehensive strategy for the adoption of Post-Quantum Cryptography, to ensure a
coordinated and synchronized transition among the different Member States and their
public sectors. The strategy should define clear goals, milestones, and timelines
resulting in the definition of a joint Post-Quantum Cryptography Implementation
Roadmap. This should lead to the deployment across the Union of Post-Quantum
Cryptography technologies into existing public administration systems and critical
infrastructures via hybrid schemes that may combine Post-Quantum Cryptography
with existing cryptographic approaches or with Quantum Key Distribution.

The Post-Quantum Cryptography Coordinated Implementation Roadmap should be
available after a period of two years following the publication of this
Recommendation, which will be followed by the development and further adaptation
of Post-Quantum Cryptography transition plans of individual Member States, in
accordance with the principles set out in the Post-Quantum Cryptography Coordinated
Implementation Roadmap.

Eesa

18
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Timeline for Transitioning to PQC: 2030

Taking into account the working hypothesis that a

For national security systems, BSI works under the hypoth-

cryptographically relevant quantum computer will be Deutscher Bundestag o ksad SRR * Die ‘
esis that cryptographically relevant quantum computers will available in the early 2030s, BSI believes that it is already ' Hniwiete " o | Bundesregierung
be available in the early 2030s [BT19/25208], [BT19/26340]. urgently necessary to take appropriate measures to

Unterrichtung

switch to quantum-safe schemes. This urgency alone urch e Bundesroggerang

It should be emphasised that this statement is not to be . .
makes the migration to post-quantum cryptography, the

understood as a forecast of the availability of quantum

Handiungskonzept Quantentechnologien der Bunde

standardisation of which is already well advanced in the

computers, but rather represents a benchmark for risk NIST process, a clear priority from BSI's point of view.
assessment. BSI has therefore initiated the shift to quan- Furthermore, post-quantum algorithms are much more _ -~ i
tum-safe cryptography in line with the federal government's flexible, as they can be implemented in existing infra- PQC-related milestones of the federal government (until 2026):

. . structure, they are more cost-effective, do not require + Create a strategy of the federal government for the
framework programme *Quantum technologies - from basic secret pre-distributed keys and offer end-to-end security. 'C";ﬁ't"i’;'l?: :::‘::'?:;2:‘”:;cr‘;‘::“;:::':m e For
research to market" [BMBF18]. g posi RN

high security systems

ANSSI recommends introducing post-quantum defense-in-depth as soon as possible
for security products aimed at offering a long-lasting protection of information (until
after 2030) or that will potentially be used after 2030 without updates.

Pre-quantum

”In 2030 quantum computing resources will be
made more widely available, allowing threat actors
to use quantum computing to attack existing
deployments of public key cryptography. Likewise,
there is a risk that threat actors collect sensitive
Phasel  Phase2 : Phase3 encrypted data now, aiming to decrypt it once

. . guantum computing is accessible.”

Post-quantum |

Assurance level

* K 5
*
e

Source (FR): ANSSI views on the Post-Quantum Cryptography transition | ANSSI (cyber.gouv.fr)
Source (DE): BSI: Quantum-safe cryptography, current developments and recommendations Time
Source (DE): Post-Quantum Policy and Roadmap of the BSI

ENISA, March 2024 LT
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US NSA on PQC Transitioning: CNSA 1.0 to CNSA 2.0

NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

Commercial National Security Algorithm (CNSA) Suite

Rapid and secure information sharing is important to protect
our Nation, its citizens and its interests. Strong
cryptographic algorithms are vital tools that contribute to
our national security and help address the need for
secure, interoperable communications. The National
Security Agency (NSA) is responsible for approving
solutions for protecting National Security Systems (NSS).
Many systems in the NSS community are planned over
decade timescales, have very long lifetimes after
deployment, and are used to protect data that requires
confidentiality for years beyond that.

Since 2005, a specific set of elliptical curve based
algorithms, the CNSA cryptographic algorithms as.
specified by the National Insfitute of Standards and
Technology (NIST), have been used by NSA in solutions
approved for protecting classified and unclassified NSS.
After observing the past decade of progress in guantum
computing research, NSA endorses the increasing
consensus that quantum computers will pose a threat in
the future and that prolocols using public key algorithms in
the market place today will eventually need to be
addressed. Given the longevity and unigue nature of NSS
and the costs of converting our existing public key based
infrastructure to new algorithms, it is prudent to reconsider
our sirategic approach to the protection of data on NSS
now.

To ensure the confidentiality of ocur customers' long life
data, NSA is planning for an upcoming transition to
quantum resistant algorithms and encouraging the design
and analysis of quantum resistant public key algorithms.
NSA plans fo support NIST and other extemal standards
bodies in developing standards for quantum resistant
cryptography. In 2015, NSA announced a revised set of
cryptographic algorithms that can be used to protect NSS
while the algorithms that would be pari of a quantum
resistant suite are developed. For symmetric algorithms,
oplions exist loday that will be sufficient well into the future
and beyond the development of a quantum computer. In the
public key space, the intent is to give more flexibility to
vendors and our customers in the present as we prepare for
a quantum safe future.

Commercial cryptography approved to protect NSS systems
up to the TOP SECRET level

Algorithm Function Specification | Parameters
Advanced Block cipher used FIPS Pub 197 Use 2568 bit
Encryption for information keys
Standard protection
(AES)
Elliptic Curve Asymmetric NIST SP 800- Use Curve
Diffie-Hellman | algorithm used for 56A P-384
(ECDH) Key key establishment
Exchange
Elliptical Asymmetric FIPS Pub 186-4 Use Curve
Curve Digital algorithm used for P-384
Signature digital signatures
Algorithm
(ECDSA)
Secure Hash Used for computing | FIPS Pub 1804 Use SHA-384
Algorithm a condensed
(SHA) representation of
information
Diffie-Hellman | Algorithm used for IETF RFC 3526 | Minimum
(DH) Key key establishment 3072-bit
Exchange modulus
RSA Algornthm used for MIST 5P 800- Minimurm
key establishment 568 rev 1 3072-bit
modulus
RSA Asymmetric FIPS PUB 1864 | Minimum
algorithm used for 3072-bit
digital signatures modulus

CNSA 1.0

Q: What is the Commercial National Security Algorithm Suite 2.0 (CNSA 2.0)?

A: CNSA 2.0 is the suite of QR algorithms approved for eventual NSS use. The
following table lists the algorithms and their functions, specifications, and parameters.

Table: Commercial National Security Algorithm Suite 2.0

CRYSTALS-Dilithium)

signing firmware and
software

Algorithm Function Specification Parameters
Advanced Encryption | Symmetric block cipher Use 256-bit keys for all
for information FIPS PUB 197 ) .
Standard (AES) = classification levels.
protection
Use Category 5
i ic algori - L
ML-KEM (aka Asymmetric a.gonthm FIPS PUB 203 parameter, ML-KEM
CRYSTALS-Kyber) for key establishment — 1024, for all
classification levels.
ic algorith
o g s Use Gatogory &
it i Ul I
ML-DSA (aka e ’ parameter, ML-DSA-
any use case, including | FIPS PUB 204

87, for all classification
levels.

Signature (LMS)

for digitally signing
firmware and software

Algorithm for
. computing a Use SHA-384 or SHA-

S Hash Algorith:
; se: :’)e ash Algoriim | - ondensed FIPS PUB 180-4 512 for all classification

representation of levels.

information

All parameters

Leighton-Micali Asymmetric algorithm approved for all

classification levels.
LMS SHA-256/192 is
recommended.

Xtended Merkle Asymmetric algorithm
Sig| h for digitally signing
(XMSS) firmware and software

NIST SP 800-208

All parameters
approved for all
classification levels.

Source: The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ

CNSA 2.0

Eesa

Q: Where should CNSA 2.0 algorithms be used?

A: CNSA 2.0 algorithms will be required for all products that employ public-standard
algorithms in NSS, whether a future design or currently fielded. Any usage of Suite B or
CNSA 1.0 algorithms will be required to transition to CNSA 2.0 usage. The Timeframe

Q: Can | use SLH-DSA (aka SPHINCS+) to sign software?

A: While SLH-DSA is hash-based, it is not part of CNSA and is not approved for any
use in NSS.

Timeframe

Q: What timeframe information can NSA provide for adoption of CNSA 2.0?

A: NSA intends that all NSS will be quantum 1t by 2035, in acco with the
goal espoused in NSM-10. NSA relies upon NIST-approved commercial cryptography
for commercial solutions. After NIST has finalized the standards associated with
CNSA 2.0, NSA will update CNSSP 15.

New cryptographic developments will be required to support CNSA 2.0 algorithms as an
option once appropriate standards for the given technology are in place. All appropriate
system components should be configured to prefer CNSA 2.0 algorithms. As products
mature, those components should be configured to accept only CNSA 2.0 algorithms.

NSA will provide guidance and updated protection profiles as industry develops the
appropriate standards because product lines may develop at different speeds. CNSA
1.0 algorithms will continue to be used until current solutions can operate in a CNSA 2.0
mode. NSA's current view on timing is as follows:

. and fir igning: begin transitioning immediately, support and
prefer CNSA 2.0 by 2025 where available, exclusively use CNSA 2.0 by 2030.

+ Web browsers/servers and cloud services: support and prefer CNSA 2.0 by
2025, exclusively® use CNSA 2.0 by 2033.

» Traditional networking equipment (e.g., virtual private networks, routers):
support and prefer CNSA 2.0 by 2026, exclusively use CNSA 2.0 by 2030.

« Operating systems: support and prefer CNSA 2.0 by 2027, exclusively use
CNSA 2.0 by 2033.

+ Niche equip (e.g., , large public-key infrastructure
systems): support and prefer CNSA 2.0 by 2030, exclusively use CNSA 2.0 by
2033.

« Custom applications and legacy equipment: update or replace by 2033.

Inad davl
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Pre- and Post-Quantum Hybridization

Hybrid mechanisms

In the context of PQC, hybridization refers to the combined use of both PQ and pre-quantum algorithms in the same
protocol:

* hybridization of KEMs (key exchange/agreement)

* hybridization of signatures (signing the key exchange/agreement)

Hybrid mechanisms benefit from the resistance of the pre-quantum algorithm against classical attackers, and from the
resistence of the post-quantum algorithm against quantum attackers.

e Hybridization of signatures is easy
e Hybridization of KEMs is more complex, it requires secure KEM combiners

A Not to be confused with hybrid encryption (schemes that combine assymmetric and symmetric algorithms)
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US NSA

NSA CNSA Suite 2.0 and Quantum Computing FAQ

solutions can consist of many traditional or QR algorithms. “Component algorithms” are
individual algorithms used in a hybrid solution.

Q: What is NSA's position on the use of hybrid solutions?

A: NSA has confidence in CNSA 2.0 algorithms and will not require NSS developers to
use hybrid certified products for security purposes. Product availability and
interoperability requirements may lead to adopting hybrid solutions.

NSA recognizes that some standards may require using hybrid-like constructions to
accommodate the larger sizes of CRQC algorithms and will work with industry on the
best options for implementation.

Q: What complications can using a hybrid solution introduce?

A: Hybrids add complexity to protocols, as designers need to incorporate additional
negotiation and error handling and implementers need to modify API's and testing.

Rather than ease the transition to quantum resistance, hybrid deployments introduce
additional interoperability concemns, now that all algorithms plus the method of
hybridization must be features common to all parties to a communication. Similarly,
hybrid deployments add a second transition later as users eventually move away from
classical algorithms in the future.

At the same time, hybrid solutions make the implementations more complex, so one
must balance the risk of flaws in an increasingly complex implementation with the risk of
a cryptanalytic breakthrough. Because more security products fail due to
implementation or configuration errors than failures in their underlying cryptographic
algorithms, spending limited resources to add cryptographic complexity can at times
weaken security rather than improve it.

Where NSA recognizes a need to support a hybrid solution, extensive work will be
performed to ensure that it can be safely implemented, including engineering to a high
degree of robustness, and facilitation to a straightforward transition to QR-only

I I FR NSA (ANSSI)

Acknowledging the immaturity of PQC is important: ANSSI will not endorse any
direct drop-in replacement of currently used algorithms in the short/medium term.
However, this immaturity should not serve as an argument for postponing the first
deployments. ANSSI encourages all industries to initiate in the next months a grad-
ual overlap transition in order to progressively increase trust on the post-quantum
algorithms and their implementations while ensuring no security regression as far
as classical (pre-quantum) security is concerned.

What is the recommended post-quantum transition roadmap?
To support a gradual transition, ANSSI encourages the following 3-phase roadmap (see below for a
detailed description):

— Phase 1 (today): hybridation to provide some additional post-quantum defense-in-depth to the pre-

quantum security assurance.
— Phase 2 (not earlier than 2025): hybridation to provide post-quantum security assurance while avoid-

ing any pre-quantum security regression.
— Phase 3 (probably not earlier than 2030): optional standalone post-quantum cryptography.

Source: ANSSI views on the Post-Quantum Cryptography transition | ANSSI (cyber.gouv.fr)

Start date: > 2025.

m Hybridisation remains mandatory.
m Post-quantum safety becomes mandatory in some cases.

solations. Source: ANSSI Plan for Post-Quantum Transition
Source: CSI CNSA 2.0 FAQ .PDF (defense.gov) 2
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KEM Combiners

pre-shared
key

Use a secure (standardized) KEM combiner with a validated security pret‘qtfalntum kfey (optional) PQC key material
proof, do not simply concatenate or XOR the symmetric keys resulting arSi%'S/(Eec'[g)":l)rom (e.g. from ML-KEM)
from the pre- and post-quantum key exchange schemes. 17
A KEM combiner uses a Key Derivation Function to combine the inputs
from the pre- and post-quantum schemes and produce a common
shared secret.
KEM Combiner options: shared key

e See ANSSI recommendations for KEM combiners in [1]

e See BSI recommendations for KEM combiners in [5]

* CHEMPAT [3] shared
e X-wing (specific for Kyber) [2] SHAS-256 - key

e draft-ounsworth-cfrg-kem-combiners [4]

X-wing KEM combiner

H = SHA3-256

1] ANSSI views on Post-Quantum Cryptography Transition (2023 follow-up) PSR RS U CHIEOCEORO7 (B Lk TR E AL

[
[2] IETF draft: X-Wing: general-purpose hybrid post-quantum KEM draft-connolly-cfrg-xwing-kem-04 CHEMPAT KEM hybrid_ct = concat(sender_ct_TKEM, sender_ct_PQKEM)
(% [3] IETF draft: Chempat: Generic Instantiated PQ/T Hybrid Key Encapsulation Mechanisms combiner hybrid_ss = H(concat(ss_TKEM,
[4] IETF draft: Combiner function for hybrid key encapsulation mechanisms (Hybrid KEMs) :?BPEI:E:‘Q)
[5] https://pkic.org/events/2023/pagc-conference-amsterdam-nl/pkic-pgcc_stephan-ehlen_bsi_post-quantum-policy-and-roadmap-of-the- H(h;b,id:pk):
bsi.pdf context))
[6] Hybrid key exchange in TLS 1.3 23
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Cryptographic Agility

* A product is crypto-agile if it includes the possibility of updating its cryptographic algorithms after it has been

deployed, without recalling it.
* Cryptographic agility is very relevant in the context of emerging attacks and updates of cryptographic standards.

2019: NIST encourages implementers to plan for cryptographic agility to facilitate transitions to quantum-resistant
algorithms where needed in the future.

“In practice, cryptoagility also means that in addition to the possibility of patching, products could include an extra surface for allowing
potential updates in order to react to upcoming cryptographic recommendations and standard updates. Even though updates of the
cryptographic algorithms should be much less frequent than patches, the cryptoagility feature is non-trivial to implement due to the need for
retro-compatibility and the potential requirement for additional security visas if the product is certified. However, as the motivation for
cryptoagility is very relevant nowadays, ANSSI believes that cryptoagility features should be taken into account during the benefit/risk analysis

of future products”
Technical position paper — ANSSI Views on the Post-Quantum Cryptography Transition
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NCSC Recommendations

Source: NCSC: Guidelines for quantum-safe

National Cyber Security Centre transport-layer encryption
Ministry of Justice and Security

Only choose a KEM with shorter keys following a risk assessment

For FrodoKEM and Classic McEliece, a minimum key length is specified based on previous NLNCSA,

Guidelines for quantum-safe transport-layer encryption
BSI, and ANSSI recommendations; level 5 parameters can also be used. Note that using Kyber or

These guidelines are written for an audience of architects responsible for specifying cryptographic another structured-lattice algorithm is riskier. As such, longer keys are recommended until enough
requirements. They can also be used in R&D and prototyping as well as for contract negatiations. confidence has been gained in them. However, this does not exclude novel attacks that may be

For a more general introduction, see NLNCSA’s brochure and our own factsheet. For further details, discovered on structured lattices. When shorter keys are used - as with kyber768 and sntrup761 -
follow NIST, ETSI, IETF, and 1SO standardisation efforts and read publications by ENISA and TNO. a risk assessment should be carried out with a decision taken by the asset owner, which should be

recorded, tracked, and regularly revisited based on the level of uncertainty.’
Our recommendations target the early adopters who follow our advice to apply quantum-safe

cryptography te ensure long-term confidentiality against store-and-decrypt attacks. Signatures are As noted in our factsheet on migration planning, a clear view of information assets and data flows
not part of these guidelines as they are not vulnerable to such attacks. The guidelines recommend helps to feed risk assessment decisions. Additionally, the involvement of professionals in the area
hybrid key exchange to mitigate potential vulnerabilities in novel post-quantum algorithms and of applied cryptography may be valuable, especially when looking into the use of riskier parameters
implementations. Besides a list of algorithms and recommended parameters, this document also and when faced with specific constraints. Either way, consider applying mitigating measures such
= 5 contains some questions to ask when choosing implementations. as over-provisioning systems (so that they support strenger but heavier cryptography) and testing
ChOOSIng Ulgorlthms ﬂnd Pﬂrﬂmetel’s fOI" YOUI" use that implementations can be replaced when necessary. This will also be useful in case any future
Combine traditional algorithms with quantum-safe key encapsulation standard ends up deviating from the most recent specifications.®

cases

Key agreement should rely on multiple algorithms. For other purposes, apply established methods.
You should use algerithms that have stood the test of time and that are future-proof, However,
post-quantum cryptography is a new and fast-moving field. As such, ensure that you can quickly
replace any algorithms and implementations that you rely on - so-called cryptographic agility

Use production-grade implementations that have been suitably vetted

Due to the critical role that cryptography plays in securing information, implementations should be
mature and assured commensurate with the sensitivity of the data involved. This applies both to
traditional cryptography as well as to quantum-safe cryptography - although the latter is relatively
immature, especially when it comes to implementations. Given this immaturity, it is vital that a

The following table gives the NCSC recommended algorithms, their functions,

and specifications:
Use all of the following standard cryptegraphic algorithms”:

Algorithm  Function Specification — AES-256-GCM or ChaCha20-Poly1305 (for bulk enc ) system’s architecture gnab!es agility: easily replaceahle i!‘nple?'nentatmns area pm#ent safety net,
— SHA-256 or SHA3-256 (for hashing Even so, using production-grade and vetted implementations is an important principle to aim for.
— ECDSA-secp256rl or Ed25519 (for cer R N 3 . N N N
ML-KEM Key establishment algorithm NIST FIPS 203 — ECDH-secp256r1 or ECDH-X25519 (for k Besides implementation quality, there are various other aspects that require attention. Contextual
factors include stakeholder acceptance of perfermance and latency overheads, their risk appetite,
Combine these with at least pne of the following quant fe key encapsulation mech available budget, switching costs, and interoperability concerns. Such considerations influence how
ML-DSA Digital signature algorithm NIST FIPS 204 trade-offs are made. By addressing these issues proactively during the life-cycle of existing and
— FrodoKEM at level 3+ (frodokemS76 or higher) future deployments, it will be easier to achieve flexible systems that remain aligned to standards.
— Classic McEliece at level 3+ (mc 60896 or higher)
SLH-DSA Digital signature algorithm for use cases such as signing firmware and NIST FIPS 205 — CRYSTALS-Kyber at level 5 (k 024)
software Colophon
Apply one of the following key derivation mechanisms to get a hybrid construction:
The following organisations and individuals have contributed to these guidelines: I&W, NLNCSA,
LMS Digital signature algorithm for use cases such as signing firmware and NIST SP 800~ — Concatenation of shared secrets (as specified by NIST in SP 800-56C Rev. 2) using HKDF-256 Andreas Hulsing (TU/e), Anthony Hu (wolfSSL), Bas Westerbaan (Cloudflare), Marc Stevens (CWI).
software 208 — Cascade of shared secrets (as specified by ETSI in TS 103 744) using HKDF-256
Version 1.0, May 2022. This information is not legally binding. It is to be updated yearly.
Alternatively, protocol stacking is another possible approach, where at least one of the protocals
XMSS Digital signature algorithm for use cases such as signing firmware and NIST SP 800~ Buppojtsithe standard ciyptographic algorithms given sbove and where ans or more pratocols National Cyber Security Centre (NCSC) info@ncsc.nl
Softwars 208 provide a quantum-safe key encapsulation mechamsm: In a situation whgre TLS is used as the Turfmarkt 147, 2511 DP, The Hague 070 751 5555
protocol that i standard cry ic algorithms, note our guidelines for TLS.

' The same applies when choosing symmetric key lengths, e.g. AES-128, AES-192, or AES-256.
* Note that if such changes are made, experts should be given time to study these modifications.

Source: NCSC whitepaper: Next steps in preparing for post- pm——— .
Longer hash functions and elliptic curves of the same type can be used, e.g. of 384 or 512 bits.
qua ntum Cryptogra phy Note that other AEAD modes which use a synthetic IV are less brittle, but also less performant.
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ANSSI on FrodoKEM

“While few exceptions are expected in practice, at least for mainstream cryptography, an algorithm
that is not a NIST standard, but that is demonstrably stronger that a NIST standard, could constitute
such an exception. For example, a developer should be able to obtain a security visa for a product
implementing an hybrid FrodoKEM whether NIST decides that FrodoKEM will be one of the first PQC
standards or not.”

Source: Technical Position paper — ANSSI views on Post-Quantum Cryptography transition, March 30, 2022

“FrodoKEM [16]: this scheme is considered as a more conservative variant of CRYSTALS-Kyber. Its security is
based on plain (and not module) learning with errors. The unstructured property of the underlying lattice
makes it more secure in theory as attacks might potentially leverage the lattice structure of CRYSTALS-Kyber
and might be defeated by the absence of structure in the lattice used by FrodoKEM. The price to pay for this
more conservative security lies in the performance. FrodoKEM is heavier in terms of key sizes and slower
than CRYSTALS-Kyber which makes it a less relevant option for many use cases. However, ANSSI would
encourage including FrodoKEM as a valid and conservative option in high security applications where the
resulting performance penalty (in particular in terms of bandwidth) is not prohibitive. If a designer
chooses to include this conservative post-quantum algorithm in a cryptographic product, the
recommendations for CRYSTALS-Kyber also apply for FrodoKEM.”

Source: ANSSI views on the Post-Quantum Cryptography transition (2023 follow up)
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ANSSI and NSA on FALCON

e Falcon also called FN-DSA [22]: this signature has been chosen by NIST as a future post-quantum
standard. It is a compact and more efficient alternative to CRYSTALS-Dilithium. Since it is based on
structured lattice problems, the same warning about the security applies. The design is here based on a
more recent framework [8] with a hash-and-sign paradigm on lattices. It is more difficult to implement
and needs intermediate variables to be defined as floats.

For eryptographic products that may include this scheme, ANSSI makes the following recommendations:

ANSSI 1. It is important to avoid modifying the parameters of the standardized instance. As implementing
Falcon is not straightforward, we recommend to pay attention to stick to the design in order
to avoid misuse attacks. We should also note that the Gaussian distributions in Falcon play an
important role in the security and they should not be replaced.

2. The parameters are defined for several minimum security levels. We recommend to use the highest
level as possible, preferably level-5 (i.e. equivalent to AES-256).

3. Please note that side-channel countermeasures are particularly difficult to apply and research has
proved that side-channel attacks may defeat unprotected implementations of Falcon.

SRR

t*t*t*t*i’*t

St Q: Why did NSA choose ML-DSA over FN-DSA (aka Falcon)?

= A: For NSS, NSA agrees with NIST: ML-DSA is preferred, as FN-DSA seems more

I — susceptible to implementation errors that may affect security. As NIST has prioritized
NSA standardizing ML-DSA, it will likely be available sooner.
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ANSSI on XMSS and LMS

o XMSS [12] / LMS [15]: these signature schemes were initially candidates in the NIST post-quantum
standardization campaign but in 2018, they have been moved into a separate standardization process.
The IETF version of their specification is cited above. These schemes are considered as conservative
options because the underlying security hypothesis is very minimalist. Their security proofs are based
on the security of hash functions. The particularity of these signatures is their statefulness and the
potentially limited number of possible signatures per key pair.

ANSSI

For contexts where the marimum number of signatures per key pair is restricted and where a state can
be carefully stored, typically for software updates for example, ANSSI agrees that XMSS or LMS can
be a relevant option, with the following recommendations:

1. It is important to avoid modifying the parameters of the standardized instance including the
underlying hash function.

2. The parameters should provide the highest security level as possible.

3. Hybridation (see Section 3 for more information) is optional for this signature.

4. The state is a very critical data and should be protected in integrity. It should also be protected
against replay attacks.

28
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Certificates

Certification Authority (CA)

Only for KEM-Sign, N/A
KeyGen: kpr, CA, kpub,CA to SKEM

-- Certep =[(Kyup,ca » 1DCA), Sigkpr’ ca (Kpubca » 1DCa)]

Long term
authentication keys for
AKE

Satellite l
REQUEST Ky ot (kpub,Sat , IDsat)

Verify IDsat <
fy KeyGen: Ky, sat, Koup sat

<

[ Certsat:[(kpub,sat J IDsat)’ Sigkpr, CA (kpub,sat J IDsat)]

CertCA s distributed
» Ground Sec Function Main via authenticated

Ground Sec Function Redundant channel
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Certificates

Certification Authority (CA)

Only for KEM-Sign, N/A
to 3KEM

KeyGen: kpr, CA. kpub,CA

== Certea=[(Kpup,ca » IDCa), Sigkpr’ cn (Koup.ca » IDCA)]

GND Sec Function Main

REQUEST Kpr. GND-M (Kpub,chp-m » IDanp-m)

Verify IDgnpom : KeyGen: Ky, anp-um, Kpub,ohp-u

Certenp-m=[(Kpub,enp-m + IDenpw): Sigkpr, ca (Koub,ano-m + IDenp-w)]

___________________________________________________________________ GND Sec Function

Verify IDgyp. REQUEST (k , IDgnpr) REdundant
fy GND-R Knor cND-R pub,GND-R GND-R KeyGen: kpr,GND_R, kpub,GND_R

Certenp-r=[(Kpub,enor + Denpr): Slgkpr A (kpub GND-R IDGND r)]

Receives via authenticated
Satellite channel Certc,
-------------------------------------------------------- > Sat receives Certgyp.m: Certonpr
30
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Classic McEliece Security Strength vs Param Sets Cesa

Public key Secret key size  Ciphertext size  Shared secret

parameter set NIST Leve! size (bytes) (bytes) (bytes) size (bytes)

Classic-McEliece-348864 1 261120 6492 96 32
Classic-McEliece-348864f 1 261120 6492 96 32
Classic-McEliece-460896 3 524160 13608 156 32
Classic-McEliece-460896f 3 524160 13608 156 32
Level 5 Classic-McEliece-6688128 5 1044992 13932 208 32
Level 5 Classic-McEliece-6688128f 5 1044992 13932 208 32
Leval 5 Classic-McEliece-6960119 5 1047319 13948 194 32
Level = Classic-McEliece-6960119f 5 1047319 13948 194 32
Level 5 Classic-McEliece-8192128 5 1357824 14120 208 32
Level 5 Classic-McEliece-8192128f 5 1357824 14120 208 32
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LUTs — Classic McEliece vs Kyber vs Frodo

Table 2: Level I KEMs and PKEs on Artix-7 (default) and Zynq-7000 (indicated with the superseript )

e e
Design Algorithm Type Ta Max. LuT FF Slice DSP I:hl’ll Key Generation Encaps. /Enc. Decaps./(Dec.+Enc.)
Freq. cycles s cycles s cycles us
Security Level 1
[81)* NewHope-5127 HW HS 200 6,780 4,026 2 7.0 4.200 21.0 6,600 .'55.0 9,100 45.5
75) meeliece JARRG1 T HW HS 106 81,339 132,190 0 2360 202,787 1920.3 2,720 25.8 12,743 120.7
l;,',] foc e JARRG] I 7 s 28 327 UROK b 54 v 4 @ -ﬁv) Ii Irm Iﬁ“:
[26)* 193,076 201,513
KEM-610 . 4
(8] L HE e e — . T e
10x 119 6,88 - 200,867 1,108.5
[13) Kv‘h(-r-')n .'\\"H\\"” LW 25* l_! 97! g '»_! S61 2.194.4 134,965 5.398.6 I-ﬁ.(lﬁ 5842.7
[26)* NewHope-512 SW/HWHY LW 23,928 10,844 p 32! 123 5360 207,299 226,742
[49] SIKEpi34 HW HS 132 21,46 24,328 8006 240 265 530 000 4009.1 930,000 70348 980,000 74130
[ 1‘)] SIKEp503 HW HS 130 24,610 27,759 9,186 264 335 640 000 49269 1,140,000 8,776.0 1,200,000 92379
[13] NewHope-512  SW/HWAY Lw 25° 14975 2,539 4173 1 140 97969 39188 236,812 94725 258,872 10,354.9
[26)* LightSaber S\\'/Il\\""j LW 23,925 10,844 21 320 366, 837 526, 196 657,583
(1) Kyber-512 SW/HWAY LW 59 1,842 1,634 5 340 710000 119932 971,000 164020 870,000 14,695.9
[1) NewHope-512 S\\'/"\\'" v [AY 59 1,812 1,634 5 340 904 000 15270.3 1,424,000 24,054.1 1,302,000 21,9932
[53) SIKEpi34 SW/HW* HS 162 22,595 11,558 7491 162 370 1474200 9100 2,494,800 154000 2,656,800 16,400.0
(53] SIKEp503 SW/HW* HS 162 22,595 11,558 7491 162 370 1,733400 107000 2932200 15,1000 3,126,600 19,300 0
. p— 191 971 433 290 1 0 3237288 16949.2
g FrowKEMGI0 HW W 190 4246 2131 1180 1 0 3275862 17,2414
162 4,446 2,152 1254 1 12,5 3,306,122 20,408.2
(53] SIKEpi34 SW/HW* LW 143 10976 7115 3512 57 210 2187902 153000 3718004 26,0000 394680 27,6000
[53) SIKEp503 SW/HW* Lw 143 10,976 7115 3512 57 21.0 2602603 182000 4,390,104 30,7000 4,676,105 32,7000
[61) BIKE Level 1 HW LW 121 10,702 4940 3334 T 150 2671000 219030 153,000 1,2520 13,120,000 107,580 0
[61] BIKE Level 1 HW i HS 96 29,448 5498 8419 7T 20 259,000 26910 12,000 127.0 13,120,000 136,443 0
[13] FrodoKEM-640 SW/HWHAY LW 25° 14,975 2,539 4,173 11 140 11453942 458,157.7 11,609,668 464,3%.7 12,035513 481,4205
[40] BIKE-1 Level 19* HW HS 165 1,97 1,049 608 0 7.0 95500 578.0
[40] BIKE-3 Level 1¢* HW HS 170 1,397 925 453 0 4.0 98 500 579.0
[40] BIKE-2 Level 1°* HW HS 160 3,874 2,141 1312 0 100 2150000 Al
* Design implemented on Zyng-7000
P Design of a PKE variant resistant against Chosen-Plaintext Attack (CPA)
“* Designs for the variants BIKE-1, BIKE-2, and BIKE-3 consolidated by submitters to BIKE on May 3, 2020
RV co-design using RISC-V RV32IM
“ co-design using a custom processor 1 0 2 8 1 3 9 1 ( f )
A9 co-design using ARM Cortex-A9 nSf. q oV
* Preliminary result
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Cesa

LUTs — Classic McEliece vs Kyber vs Frodo

Table 5: Level 3 & 5 KEMs and PKEs on Virtex-T

: - = =
Design Al i e Target Max. LUT FF Slice DSP BR Key Generation Encap. /Enc. Decap. [Dec.
€ L Fre AM
q- cycles it cycles i cycles s
Security Level 111
[75] I meelieced GOROE™ HW HS 131 109484 168939 0 60 al6, 36 30435 3360 ] 17.1131 137.1
[1a] SIRERGIT HW Hs =0 16296 96,060 el 2/0 389 TIROOO0 wan0a 22800 BT X
[49] SIKEpG10 HW HS 166 28217 33207 10675 312 385 RLITRL T 5A23.2 LELO,O000 100165 L7ROOM0 10,7358
[53] SIKEpi10 SW/HW HS 142 21,210 13657 7,408 162 A8.0 1,962 360 13 80000 3,654,540 3 3,711,420 26, 10.0
[53] SIKEpGi10 SW/HW LW 152 10,937 T.132 3415 57 21.0 43531200 28,6000 S.097.412 532000 B219.178  54.000.0
Security Level V
[73] meeliveofi 119 HW HS LED 116924 188329 0 807.0 97 )G 7500 54132 4L7 25,135 193.5
[75] meeliecefGRE ] 250 HW HS 37 122624 186,104 0 5SRO LG, 1359 TAGEA 5,024 q6.8 20,754 2178
[73] meoliseaR1H2 1280 HW HS 1300 123,361 100707 0 GELD L2856, 179 90013 6,528 o0E 32,765 2522
[75] meeliseefth1 19 HW LW 141 B 903 0 5630 11179636 A4 5413 LR 16,141 A28
[73] meeliecefifag] 285 HW LW 136 23,637 0 446.0 12350742 G103 G5.024 ELR] G233 SRS
[7a] meeliveed 1012 2859 HW LW (K4 HE 15 (b 525.0 15,180,414 11310644 6,28 ALG a5, 1123
Il!l alkEpial HW Ha b i L S and 405 2hpa (0l 1275000 2000 0040 T2 7ol
[45] SIKEpTa1 HW HS ErH] o0oTe 15554 nl2 L5 1,250, (600 A6 2210004 135500 23400000 143470
[3] SIKEpTHl SW/HW HS 142 A 13657 V. 408 162 J8.0 2516840  IT.7000 4 T00.460  29300.0 1ATYE00  31.500.0
[53] SIKEpTaI SW/HW LW 142 10,937 7,132 3416 57 210 7,960,126 L2000 1315600645 S6400.0  LLIESGODE 0320000
N Design of & PRE variant resistant againgt Chosen-Plaintext Attack (CPA)
Table 23: Maximum frequency and resouree utilization of hardware accelerators developed
as a part of software /hardware co-designs targeting Zvng Ultraseale+
- Security Category: MMax. = BR
Algorithm Paramstar Sat Proa, LuT FF Slice DSP AM

FrodoKEM Frodo-64{1 402 ¥.213 GEGET 1,186 a2 13.5

FrodakEN Frodo-U76 a2 TO8T fi 683 11490 32 17.0

FrodoKEM Frodo-1344 417 7015 GE10 1215 32 7.5

Kyher KYBERS12 410 12034 10532 2327 8 140

Kyher KYBERTGS 405 12,195 10461 2253 8 14.0

Kyher KYBER1024 4056 12,580 12574 2635 & 14.0
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LUTs — Classic McEliece vs Kyber vs Frodo

Cesa

Table 3: Level 111 & V KEMs and PKEs on Artix-7 (default) and Zynq-7000 (indicated with the superscript *)

- r—
Design Algorithm Typo Trgot Max. LUT FF Slice DSP 21\',‘[ Key Generation Encaps./Enc. Decaps./(Dec.+Enc.)
T cycles ns cycles ns cycles ns
Security Level 111
[75)]  meeliccol60896° HW LW 107 71,858 0 3030 500204 46,7014 3,360 314 31,005 250.5
—— 169 3000 W8 16 0 176,05 2,816.9
[33) ’“"'“'l‘(”"m“ HW HS 168 1678 1782 16 0 179,993 2,857.1
" 157 5087 204216 19.0 183,073 3,076.9
[54) Sber SW/HWA 1S 125 K| PR J273.0 ENETE 38110
[13) PR 7 A A N v S U X S0 33001181080 0T, TS 011 0201
j19] SIREp610 W s 125 108 10813 812 395 900,000 TASZR | LRI0,000 14,0153 1,750,000 14,205.9
[53) SIKEp610 SW /HW* HS 162 22,595 11,558 7491 162 370 2916000 180000 5443200 33,6000 5,508,000 34,0000
01243 a 'ago . 2560000 400000
rodol A , ’ "
18] HW LW 187 4650 2,118 1272 1 0 748,000 40,0000 I
Ix
62 4888 53 1,3% 1190 77U 17,6190
[53) SIKEp610 SW/HWS LW 13 10976 7,115 3512 57 210 4,317,201 30,4000 8,108,108 56,7000 8,208,208 57,400.0
1) BIKE Level 3 HW LW 122 9808 5075 2,99 7230 11600207 951226 601,090 1929.1 37,596,111 308,201.2
61 BIKE Level 3 HW HS 96 28784 5553 8184 7330 930179 9.674.2 12,162 438.5 37.506.111 391,015.2
13 1T T 5320 PIEX 17 EPIN b 1
Security Level V
[81]*  NewHope- 10247 HW HS 200 6,781 4,127 2 80 5,000 40.0 12,500 62.5 86.5
11]*__NewHope- 1024 HW 1S 190 13244 118 31,000 178.0 160.0
s o e — o
(13 Qi her- 1024 SW/HW W 25 119752 1L 11651 167 - 9175 0
[13) NewHope-1021_ SW/HW W 25 14,975 [ 97,968 30188 236,812 9.472.] 10.351.9
[2(;] A\ 9.0 T0.511 3. J0.00 el r |
[26] NewTope-1021 B\ A\ 23,005 10,501 B3 95,420 302,150 0,501
19) SIKEp751 HW HS 127 40,792 49,982 15794 512 435 1,250,000 98425 2210000 174016 2,340,000 18,425.2
[27]*  NewHope-1024"*  SW/HW HS 25 26606 26,303 32 L0 357,052 14,2821 589285 235714 756,932 30,277.3
[26]* FireSaber SW/HW LW 23,925 10,844 21 1,300,272 1,622,818 1898051
1) Gber- 1021 SWIHW W 50 (=2 ! ’ 3000 37212 610,000 11230, 129,000 r
[53) SIKEp751 SW/HW® HS 162 22,505 11,58 7491 162 37.0 3,742,200 23,1000 6,188,400 38,2000 6,658,200 11,100.0
1] NewHope-1021  SW/HWAY LW 50 1812 163 5 30 1776000 300000 2742000 463176 2,528,000 12,702.7
SIKEDp75 SW/HW LW B 0. 7.115 3.5 57 21.0 7.965. 108 55 700.0 3.156.013 92 000.0 4185 614 99.200.0

* Design implemented on Zyng-7000

P Design of a PKE wariant resistant against Chosen-Plaintext Attack (CPA)

RV co-design using RISC-V RV32IM
“ co-design using a custom processor
A? co-design using ARM Cortex-A9

* Preliminary result
KD total execution time of Key Generation and Decryption

[41] only reports latency of Encapsulation and total latency of Key Generation and Decapsulation
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HW/SW Codesign - Frodo

Cesa

Table 8: All KEMs and PKEs on Zyng Ultrascale+

Design - Algorithm Type Target E:"" BE R Bl DER BRAM .0 e Eeeipatiution:  Despesetion
4 cycles us  cycles 1% cycles s
Security Level 1
[18] RaND_1KEM 0d 5SW/HW HS 260 Hb.442 2341 10627 0 2 19.0 24.0
[18] LightSaber SW/HW HS 322 12343 11 28% 1 05 256 3.5 5.0 a0
[18] FrodolEM-640 W/ HW HS 02 723 GoGAT L1B6 32 135 125540 La1aa
Security Level 3
[63] Saber HW HS 250 45875 18,700 0 2 4320 173 5:231 G fi A6 258
[63] Saber HW HS 250 25079 10,750 0 2 pA35 218 R ] 2.5 B34 32.1
[18] RAND JKEM 0d 5W/HW HS 245 T3Es1  10m.211 14307 L] 2 240 340
[18] Saber SW/HW HS 322 12566 11,610 1,993 254 3.5 LRI .0
J [18] FrodoWEM-976 SW/HW HS 4z TOsT E L1} 32 L7 L6420 I,Hliﬁ-[]l
Security Level 5
[18] RoND_ GKEM 0d SW/HW HS 212 #1166 151019 1B733 il 2 3240 : 42.0
[41] NewHope-1(124°P2 HW HS 106 13.0961 8,149 25 I8 34,000 83.0 3060050 750D
[18] FireSaber SW,/HW HS 322 12555 11 881 2,341 256 3.5 T4 LR
I [18] FrodoKEM-1344  5W /HW HS 117 7,015 6.610 1215 32 17.5 21860 3.]2[].(]'
All SW/HW co-designs using ARM Cortex-A53
P8 Design of a PKE variant resistant against Chosen-Plaintext Attack (CPA)
KD total execution time of Key Generation and Decryption
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ANSSI and NSA on FALCON esa

ANSSI

¢ Falcon also called FN-DSA [22]: this signature has been chosen by NIST as a future post-quantum
standard. It is a compact and more efficient alternative to CRYSTALS-Dilithium. Since it is based on
structured lattice problems, the same warning about the security applies. The design is here based on a
more recent framework [8] with a hash-and-sign paradigm on lattices. It is more difficult to implement
and needs intermediate variables to be defined as floats.

For eryptographic products that may include this scheme, ANSSI makes the following recommendations:

1. It is important to avoid modifying the parameters of the standardized instance. As implementing
Falcon is not straightforward, we recommend to pay attention to stick to the design in order
to avoid misuse attacks. We should also note that the Gaussian distributions in Falcon play an
important role in the security and they should not be replaced.

2. The parameters are defined for several minimum security levels. We recommend to use the highest
level as possible, preferably level-5 (i.e. equivalent to AES-256).

3. Please note that side-channel countermeasures are particularly difficult to apply and research has
proved that side-channel attacks may defeat unprotected implementations of Falcon.

NSA

Q: Why did NSA choose ML-DSA over FN-DSA (aka Falcon)?

A: For NSS, NSA agrees with NIST: ML-DSA is preferred, as FN-DSA seems more
susceptlible to implementation errors that may affect security. As NIST has prioritized

standardizing ML-DSA, it will likely be available sconer.
36
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ANSSI on XMSS and LMS esa

e XMSS [12] / LMS [15]: these signature schemes were initially candidates in the NIST post-quantum
standardization campaign but in 2018, they have been moved into a separate standardization process.
The IETF version of their specification is cited above. These schemes are considered as conservative
options because the underlying security hypothesis is very minimalist. Their security proofs are based
on the security of hash functions. The particularity of these signatures is their statefulness and the
potentially limited number of possible signatures per key pair.

For conterts where the mazimum number of signatures per key pair is restricted and where a state can
be carefully stored, typically for software updates for example, ANSSI agrees that XMSS or LMS can
be a relevant option, with the following recommendations:

1. It is important to avoid modifying the parameters of the standardized instance including the
underlying hash function.

2. The parameters should provide the highest security level as possible.

3. Hybridation (see Section 3 for more information) is optional for this signature.

4. The state is a very critical data and should be protected in integrity. It should also be protected
against replay attacks.
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Additional statements from various NSAs esa

Netherlands: https://english.aivd.nl/publications/publications/2022/01/18/prepare-for-the-threat-of-quantumcomputers
https://english.aivd.nl/publications/publications/2023/04/04/the-pgc-migration-handbook

2022: "For PQC, we recommend the most secure algorithms, such as Frodo or McEliece" 2023 Kyber is recommended, Classic McEliece
and FrodoKEM are acceptable

Germany: https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.htmi
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.pdf

2023: FrodoKEM as well as Classic McEliece are assessed to be cryptographically suitable to protect confidential information on a long-term
basis

France : https://www.ssi.gouv.fr/en/publication/anssi-views-on-the-post-quantum-cryptography-transition/
https://www.ssi.gouv.fr/luploads/2023/09/follow_up_position_paper_on_post_quantum_cryptography.pdf https://arxiv.org/pdf/2305.02855.pdf
2022: "FrodoKEM, Kyber, Dilithium or Falcon could be good options for first deployments*

2023: "Its competitive efficiency and simplicity are part of the reasons why Crystals-Kyber was selected as a first NIST post-quantum
standard. Hence, Crystals-Kyber is expected to be the primary post-quantum KEM in security products and internet protocols." "However,
ANSSI would encourage including FrodoKEM as a valid and conservative option in high security applications where the resulting
performance penalty (in particular in terms of bandwidth) is not prohibitive.”

2023: "On the other hand, NIST candidate Classic McEliece, has been the subject of such attacks [6] [19] [24]. The Goppa codes of a
Niederreiter cryptosystem, which are derived from McEliece, have been the subject of a fault injection based attack explained in [10]. These
elements make it opportune to follow the PQCRYPTO recommendations and focus on the original McEliece cryptosystem."
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ANSSI on acceptable Elliptic Curves esa

TLS 1.3 a fait évoluer le protocole en donnant la possibilité au client de négocier
les groupes DHE et les courbes elliptiques. les groupes d'enfiers et les courbes ellip-
figues utilisables ont égolement été inscrits dans les spécifications. les groupes d'entiers
refenus sont ceux définis dans [34] : ffdhe2048, ££dhe3072, ffdhed096, ffdhefldd e
ffdheB8192. les courbes elliptiques relenues sont secp256r1, secp3Birl, secpS2irl (aussi
appelées P-256, P-384 et P-521) ainsi que les courbes x25519, x448, brainpoolP256rT,
brainpoolP384r et brainpoolP512r1. Lo négociation de ces groupes est réalisée par ['ex-
fension supported_groups, défaillée dans la section 2.3,

Dans le cas d'ECDHE, pour une protection des données au-deld de 2020, le RGS préconise
I'utilisation de groupes d’ordre multiple d'un nembre premier long d'ou moins 256 bits [35].
Lensemble des courbes retenues dans TLS 1.3 respectent le RGS.

el L

R7 Eu::}'ujr.-g»:.-r les clés avec |'algorithme ECDHE

Les échanges de clés ECDHE doivent &tre privilégiés, & I'aide des courbes secp256r1,
secp3B84rl, secpb2irl. les courbes x25519 et x448 constituent des variantes ac-
ceptables. les courbes brainpoolP256r, brainpoolP384r ef brainpeolP512ri
sont également acceptables.

Dans le cas de DHE, la sécurité de I'échange est liége & l'ordre du groupe multiplicatif en
jeu. Lattaque Logjam [4] a illustré linsuffisance des groupes de laille 512-bits, et pousse &
déconseiller ' utilisation de groupes 1024-bits. Le RGS préconise ' ufilisation de groupes 3072-
bits ou plus, et tolére les groupes 2048-bits pour une protection des données jusqu’en 2030.

R7- Echa nger les clés avec I'algorithme DHE

Les échanges de clés DHE sont tolérés en utilisant les groupes 2048-bits ou plus
(3072-bits ou plus si l'information doil étre protégée au-deld de 2030) définis dans
[34].
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BSI on acceptable Elliptic Curves

Eesa

342 Diffie-Hellman groups

In TLS 1.3, client and server can use the extension “supported_groups” to inform each other about the
Diffie-Hellman groups they want to use for (ECJDHE.

The use of the following Diffie-Hellman groups is recormmended:

Table 9: Recommended Diffie-Hellman groups for TLS 1.3

Diffie-Hellman group IANA no. Specification Use up to
secp256rl 23 [RFC 8422] 2030+
secp3Birl 24 [RFC 8422] 2030+
secpbZlrl 25 [RFC 8422] 2030+
brainpoolP256ritls13 [ 31 [RFC 8734] 2030+
brainpooclP384riclsl3 |32 [RFC 8734] 2030+
brainpoolP512rlelsid |33 [RFC 8734] 2030+
ffdhe3n72 257 [RFC 7919] 2030+
ffdhed96 258 [REC 7919] 2030+

Note: In general, the Brainpool curves are recommended.

Note: [n [RFC 8446, the [ANA numbers of some EC groups, that are either obsolete or have had little usage
according to [RFC 8446), have been marked as “obsolete RESERVED". Among those are the IANA numbers
26, 27, 28, which are allocated for the Brainpool curves for usage in TLS 1.2 and earlier TLS versions. For
using the Brainpool curves in TLS 1.3, the IANA numbers 31, 32, 33 have been allocated (see [RFC 8734]).

Technical Guideline TR-02102-2: Use of Transport
Layer Security (TLS) (bund.de)

3 Recommendations

362 Use of elliptic curves

When using elliptic curves, cryptographically strong curves over finite fields of the form Fy (p prime) are
always recommended. In addition, it is recommended to only use named curves (see Section “Supported
Groups Registry” in [[ANA]) in order to aveid attacks via unverified weak domain parameters. The following
named curves are recommended:

brainpoolP256r1, brainpoolP384r1, brainpoolP512r1 (see [RFC 5639] and [RFC 7027])
If these curves are not available, the following curves can also be used:

secp256rl, secp384rl, secps2lrl

40
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NSA on various algorithms

NSA | CNSA Suite 2.0 and Q

ntum Computing FAQ

Q: What is the Commercial National Security Algorithm Suite 2.0 (CNSA 2.0)?

A: CNSA 2.0 is the suite of QR algorithms approved for eventual NSS use. The
following table lists the algorithms and their functions, specifications, and parameters.

Table: Commaercial National Security Algorithm Suite 2.0

Algorithm

Advanced Encryption

Function

Symmetric block cipher

Specification

Parameters

Use 256-bit keys for all

Leighton-Micali
Signature (LMS)

Asymmetric algorithm
for digitally signing
firmware and software

NIST SP 800-208

for inf ti FIPS PUB 197
Standard (AES) EeRarmEon Ghe s classification levels.
protection
Use Category 5
ML-KEM (aka Asymmetric allgomhm EIPS PUB 203 parameter, ML-KEM-
CRYSTALS-Kyber) for key establishment 1024, for all
classification levels.
As: tri ithy
fc{y:r:::I S'I; Z!.Slzrrlesn:n Pee atogang 5
ML DSA faka an !:’;e casge including | FIPS PUB 204 patumiter, MLOSA:
CRYSTALS-Dilithium) | = ) = 87, for all classification
signing firmware and
levels.
software
Algorithm for
) computing a Use SHA-384 or SHA-
S Hash Algorithi
; ::;T A AGOITM | o ondensed FIPS PUB 180-4 512 for all classification
representation of levels.
information
All parameters

approved for all
classification levels.
LMS SHA-256/192 is
recommended.

Xtended Merkle
Signature Scheme
(XMsSS)

Asymmetric algorithm
for digitally signing
firmware and software

NIST SP 800-208

All parameters
approved for all
classification levels.

CNSA 2.0

Q: Where should CNSA 2.0 algorithms be used?

A: CNSA 2.0 algorithms will be required for all products that employ public-standard
algorithms in NSS, whether a future design or currently fielded. Any usage of Suite B or
CNSA 1.0 algorithms will be required to transition to CNSA 2.0 usage. The Timeframe

NSA | CNSA Suite 2.0 and Quantum Computing FAQ

solutions can consist of many traditional or QR algorithms. “Component algorithms” are
individual algorithms used in a hybrid solution.

Q: What is NSA's position on the use of hybrid solutions?

A: NSA has confidence in CNSA 2.0 algorithms and will not require NSS developers to
use hybrid certified products for security purposes. Product availability and
interoperability requirements may lead to adopting hybrid solutions.

NSA recognizes that some standards may require using hybrid-like constructions to
accommaodate the larger sizes of CRQC algorithms and will work with industry on the
best options for implementation.

Q: What complications can using a hybrid solution introduce?

A: Hybrids add complexity to protocols, as designers need to incorporate additional
negotiation and error handling and implementers need to modify API's and testing.

Rather than ease the transition to quantum resistance, hybrid deployments introduce
additional interoperability concerns, now that all algerithms plus the method of
hybridization must be features common to all parties to a communication. Similarly,
hybrid deployments add a second transition later as users eventually move away from
classical algorithms in the future.

At the same time, hybrid solutions make the implementations more complex, so one
must balance the risk of flaws in an increasingly complex implementation with the risk of
a cryptanalytic breakthrough. Because more security products fail due to
implementation or configuration errors than failures in their underlying cryptographic
algorithms, spending limited resources to add cryptographic complexity can at times
weaken security rather than improve it.

Where NSA recognizes a need to support a hybrid solution, extensive work will be
performed to ensure that it can be safely implemented, including engineering to a high
degree of robustness, and facilitation to a straightforward transition to QR-only
solutions.

CSI CNSA 2.0 FAQ .PDF (defense.gov)

NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

Commercial National Security Algorithm (CNSA) Suite

Rapid and secure information sharing is impertant to protect
our Nation, its citizens and its interests. Strong
cryptographic algorithms are vital tools that contribute to
our national security and help address the need for
secure, interoperable communications. The National
Security Agency (NSA) is responsible for approving
solutions for protecting National Security Systems (NSS).
Many systems in the NSS community are planned over
decade timescales, have very long lifetimes after
deployment, and are used to profect data that requires
confidentiality for years beyond that.

Since 2005, a specific set of elliptical curve based
algorithms, the CNSA cryplographic algorithms as
specified by the National institute of Standards and
Technology (NIST), have been used by NSA in solutions
approved for protecting classified and unclassified NSS_
After observing the past decade of progress in quantum
computing research, NSA endorses the increasing
consensus that quantum computers will pose a threat in
the future and that protocols using public key algorithms in
the market place today will eventually need to be
addressed. Given the longevity and unique nature of NSS
and the costs of converting our existing public key based
infrastructure to new algorithms, it is prudent to reconsider
our strategic approach to the protection of data on NSS
now.

To ensure the confidentiality of our customers' long life
data, NSA is planning for an upcoming transition to
«quantum resistant algorithms and encouraging the design
and analysis of guantum resistant public key algorithms.
NSA plans to support NIST and other external standards
bodies in developing standards for quantum resistant
cryptography. In 2015, NSA announced a revised set of
cryptographic algorithms that can be used to protect NSS
while the algorithms that would be part of a quantum
resistant suite are developed. For symmetric algorithms,
options exist today that will be sufficient well into the future
and beyond the development of a quantum computer. In the
public key space, the intent is to give more flexibility to
vendors and our customers in the present as we prepare for
a quantum safe future.

Commercial cryptography approved to protect NSS systems
up to the TOP SECRET level
Algorithm Function Specification Parametars
Advanced Block cipher used FIPS Pub 197 Use 256 bit
Encryption for information keys
Standard protection
(AES)
Elliptic Curve Asymmetric NIST SP 800- Use Gurve
Diffia-Hellman | algorithm used for 56A P-384
(ECDH) Key key establishment
Exchange
Efliptical Asymmetric FIPS Pub 1864 Use Curve
Curve Digital | aigorithm used for P-384
Signature digital signatures
Algerithm
(ECDSA)
Secure Hash Used for computing | FIPS Pub 1804 | Use SHA-384
Algorithm a condensed
(SHA) representation of
information
Diffia-Hellman | Algorithm used for IETF RFC 3528 Minimum
(DH) Kay kay establishment 3072-bit
Exchange modulus
RSA Algorithm used for NIST SP 800- Minimum
key establishment 56B rev 1 3072-bit
modulus
RSA Asymmetric FIPS PUB 186-4 | Minimum
algorithm used for 3072-bit
digital signatures modulus
41
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NIST on acceptable security strength Eesa

5.6.3 Projected Security Strength Time Frames and Current Approval Status

Over time, cryptographic algorithms and their associated key lengths may become more vulnerable
to successful attacks, requiring a transition to stronger algorithms or longer key lengths. Table 4
provides a projected time frame for applying cryptographic protection at a minimum security
strength (e.g., at least 128 bits in 2031). In Table 4:

l. Column | 1s divided into two sub-columns. The first sub-column indicates the security
strength to be provided: the second sub-column indicates whether eryptographie protection
is being applied to data (e.g.. encrypted) or whether cryptographically protected data is
being processed (e.g.. decrypted).

2. Columns 2 and 3 indicate the time frames during which the security strength is either
acceptable, OK for legacy use, or disallowed.

* “Acceptable” indicates that the algorithm or key length is currently considered to be
secure.

s “Legacy use” means that an algorithm or key length may be used because of its use in
legacy applications (i.e., the algorithm or key length can be used to process
cryptographically protected data).

» “Disallowed” means that an algorithm or key length shall not be used for applying
cryptographic protection (e.g.. encrypting).

Table 4: Security strength time frames
- Through 2031 and
Security Strength 2030 Beyond
2 Applying protection Disallowed
<
Processing Legacy use
Applying protection Disallowed
112 i = Acceptable
Processing Legacy use
128 Applying pmti.?clion Acceptable Acceptable
192 k dind PINSIANIE. Acceptable Acceptable
information that 1s
256 already protected | Acceptable Acceptable
42
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NIST Curves esa

Each elliptic curve specified in this recommendation is allowed for specific NIST approved

cryptographic functions. The allowed usages for each curve are summarized in Table 2.

Table 2. Allowed Usage of the Specified Curves

NIST SP B00-186 Discrete Logarithm-based Cryptography: Specified Curves Allowed Usage
February 2023 Elliptic Curve Domain Parameters
K-233, B-233 Deprecated
K-283, B-283
3. Recommended Curves for U.S. Federal Government Use K-409, B-409
K-571. B-571

This section specifies the elliptic curves recommended for U.S. Federal Government use and |

contains choices for the private key length and underlying fields. This includes elliptic curves gjg: ECHSA{EC key sstabhisionsot (scs [SP_MIC0GAD
over prime fields (Section 3.2) and elliptic curves over binary fields (Section 3.3), where each P-384

curve takes one of the forms described in Section 3 (referred to as “Type” below). P-521

Each recommended curve is uniquely defined by its domain parameters 0, which indicate the Edwards25519 EdDSA

field GF(q) over which the elliptic curve is defined, the parameters of its defining equation, and Edwardsiah

principal parameters, such as the cofactor /1 of the curve, the order n of its prime-order subgroup, Curve25519. W-25519 Alternative representations included for

and a designated point G on the curve of order n (i.e., the “base point”). In the case g = 2™, the Curved48, E448, W-448 implementation HE:IEAISEA bil(i)rl;;lzc used for ECDSA

domain parameters also include a description of the representation chosen for GF(g).

Table 1. Approximate Security Strength of the Recommended Curves Apperdix 1. Other: Allowed Elliptic Curves

Security Strength Recommended Curves H.1. Brainpool Curves
12 P274. K233, B33 This standard also allows the curves specified in Elliptic Curve Cryptography (ECC) Brainpool
- i e e Standard Curves and Curve Generation [RFC_5639] for ECDSA signatures as well as EC key
establishment, which support a security strength of 112 bits or higher. In particular, this includes
Security Strength Recommended Curves brainpoolP224r|, brainpoolP256r1, brainpoolP320rl1, brainpoolP384rl, and brainpoolP512r1.
i Y g i ) These curves were pseudorandomly generated and are allowed to be used for interoperability
reasons.
128 P-256, W-25519, Curve25519, Edwards25519, K-283, B-283
192 P-384. K409, B-409 H.2. The Curve secp256k1
This standard also allows the curve secp256k| specified in SEC 2: Recommended Elliptic Curve
224 W-448, Curve448 Edwards448, E448 Domain Parameters [SEC_2]. which supports a security strength of 128 bits. This curve is a
Kobhtz curve with coefficients selected for efficiency reasons. The curve seep256k! 1s allowed
256 P-521. K-571. B-571 to be used for blockchain-related applications.
Curve25519 was specified in IETF 7748 by the Crypto Forum Research Group (CFRG).
43
- — I I == — = + I I = — I I I — :: mm BN h I I :\;g == = EE Em h I*I 3 THE EUROPEAN SPACE AGENCY




NIST Curves esa

-

Table 24: Appoved elliptic curves for ECC key-agreement.

Targeted
R‘*f“i':““" FIPS 186-4 | TLS (REC 4492) | IPsec w/ IKE v2 ;‘;‘;:; ':ﬁ;
SP 800-56A (SP 800-52) (RFC 5903) that can be
Supported
Specified in: SP 800-186" SEC 2 RFC 5903
P-224 secp224rl - s=112
P-256 secp256rl secp256rl 112<5< 128
P-384 secp384rl secp384rl 1125192
P-521 secp521rl secp521rl 11252256
K-233 sect233kl - 112<£5< 128
K-283 sect283kl - 1125128
K-409 sect409k1 - 112<5<192
K-571 sect3T1kl - 112=5= 256
B-233 sect233rl - 112=5<I128
B-283 sect283rl - 112<£5< 128
B-409 sect409r] - 1125192
B-571 sect371rl - 112=5=256
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