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Baseline configuration - derisking strategy

• Any CCSDS key negotiation protocol solution needs to incorporate cryptographic primitives which 
are mature

• Shall avoid instantiation with cryptographic primitives known to be very complex to 
implement on standard space hardware, prone to side-channel attacks or not previously 
standardized by NIST, IETF, ANSI, etc. 

• When using well established standards for different instantiations, while not all “features” of 
those standards are relevant, the ones that are relevant should not be deviated from -> 
interoperability . In other words, minimal subset that does the job is OK, but do not reinvent 
the wheel where not needed. 

• The proposed strategy here is to choose cryptographic protocols that lie at the intersection 
between NIST, ANSSI and BSI recommendations and bes t practices. Literature is available 
online and will be referenced at the end of the presentation.

NIST 
approved

BSI 
approved

ANSSI 
approved

How to choose the crypto primitive 
instantiations

Additional restrictions apply 
for space applications 
(space hardware limitations, 
bandwidth, etc)

Important for ESA partners (e.g., NASA) 
which are bound by US law to certify 
modules according to FIPS 140 if they 
process unclassified but sensitive data.

Not a rigid strategy, but a 
good starting point. 
Additional partners may have 
additional constraints
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PQC KEMs: ANSSI / BSI / NCSC / NIST Recommendations  
KEM Standard available? Recommended by 

NIST?

Recomm.

in CNSA 2.0?

Recommended by BSI? Recomm. 

by ANSSI?

Recomm. 

By NCSC?

Kyber (ML-KEM) NIST FIPS 203 Yes Yes, see [0] Yes, BSI intends to include ML-KEM in the 

recommendations of [6] with the parameter 

sets for NIST Level 3 and Level 5.

Yes, see [2,3,5] Yes, see [31], Level 

5 [32]

FrodoKEM No, NIST PQC round 

3 alternate 

candidate [4], under 

ISO standardisation

Conservative security 

but performance 

worse than BIKE/HQC, 

not selected for NIST 

standardization [1]

Not present Yes, see [6] Yes, see [2,3,5,30] Yes, see [32], Level 

3 or higher

Classic McEliece Submitted to NIST 

Round 4

TBD, too early to tell Not at this stage Yes, mceliece460896, mceliece6688128 and 

mceliece8192128, and the faster variants 

mceliece460896f, mceliece6688128f and 

mceliece8192128f in [6]

Not found, assume 

no at this stage. See 

[8], [9]. 

Yes, see [32], Level 

3 or higher [32]

BIKE Submitted to NIST 

Round 4

TBD, too early to tell Not at this stage TBD, too early to tell TBD, too early to tell TBD, too early to 

tell

HQC Submitted to NIST 

Round 4

TBD, too early to tell Not at this stage TBD, too early to tell TBD, too early to tell TBD, too early to 

tell

ANSSI Recommendations

[2] ANSSI Plan for post-quantum transition (pkic.org)

[3] Follow_up_position_paper_on_post_quantum_cryptography.pdf (cyber.gouv.fr)

[5] ANSSI's recommendations on the migration plan (cyber.gouv.fr)

[30] ANSSI views on the Post-Quantum Cryptography transition | ANSSI (cyber.gouv.fr)

BSI Recommendations

[6] Cryptographic Mechanisms: Recommendations and Key Lengths, Version 2024-01 (bund.de)

[7] https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-

cryptography.pdf?__blob=publicationFile&v=6

Additional References

[4] FrodoKEM-standard_proposal-20230314.pdf

[8] Faulting original McEliece’s implementations is possible 

[9] The syzygy distinguisher https://eprint.iacr.org/2024/1193.pdf

[31] NCSC whitepaper: Next steps in preparing for post-quantum cryptography

[32] NCSC: Guidelines for quantum-safe transport-layer encryption

NIST/NSA Recommendations

[1] Status Report on the 3rd Round of the NIST PQC Standardization Process

[0] The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ
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PQC Sign: ANSSI / BSI / NCSC / NIST Recommendations  
PQC 

Signatures

Standard 

available?

Recomm.

by NIST?

Recomm. 

in CNSA 2.0?

Recommended by BSI? Recomm. 

by ANSSI?

Recomm. 

By NCSC?

Dilithium 

(ML-DSA)

NIST FIPS 204 Yes Yes, Level 5 [0] Yes, “The BSI intends to include SLH-DSA 

and ML-DSA with the parameter sets 

corresponding to NIST Security Strength 

Categories 3 and 5 in ” reference [6]

Yes, see [2,3,5], hybridization 

mandatory

Yes, [31], all Levels 

acceptable, Level 3 or higher 

recommended

SPHINCS+ 

(SLH-DSA)

NIST FIPS 205 Yes Not present Yes, “The BSI intends to include SLH-DSA 

and ML-DSA with the parameter sets 

corresponding to NIST Security Strength 

Categories 3 and 5 in ” reference [6]”. 

Note attack when SPHINCS+ instantiated 

with SHA-256. [6]

Yes, see [2,3,5], hybridization not 

needed

Sometimes [31] “They 

are not suitable for general 

purpose use as the signatures 

are large and the algorithms 

are much slower than ML-

DSA. […] may be a good fit 

for use cases such as signing 

firmware and software where 

speed is not a bottleneck.” 

For XMSS/LMS, careful with 

state [34]

XMSS 

/LMS

NIST SP 800 208, 

RFC 8391, 

ETSI TR 103 692

Yes Yes, see [0] Yes, see [6] Yes, allowed for software updates, 

careful with the state, note the limited 

number of signatures [3]

FALCON Under NIST 

standardization

Draft not 

yet 

available 

Not at this stage No recommendation found in [6]. Yes, Level 5 recommended if used [2], 

“requires floating point operations, 

vulnerable to side channel attacks”

ANSSI Recommendations

[2] ANSSI Plan for post-quantum transition (pkic.org)

[3] Follow_up_position_paper_on_post_quantum_cryptography.pdf (cyber.gouv.fr)

[5] ANSSI's recommendations on the migration plan (cyber.gouv.fr)

[30] ANSSI views on the Post-Quantum Cryptography transition | ANSSI (cyber.gouv.fr)

BSI Recommendations

[6] Cryptographic Mechanisms: Recommendations and Key Lengths, Version 2024-01 (bund.de)

[7] https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-

cryptography.pdf?__blob=publicationFile&v=6

Additional References

[31] NCSC whitepaper: Next steps in preparing for post-quantum cryptography

[32] NCSC: Guidelines for quantum-safe transport-layer encryption

[43] ETSI TR 103 692 State management for stateful authentication mechanisms

NIST/NSA Recommendations

[1] Status Report on the 3rd Round of the NIST PQC Standardization Process

[0] The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ

N/A for 3KEM, 
relevant for 
KEM-Sign
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KEM Combiners

Use a secure (standardized) KEM combiner with a validated security 

proof, do not simply concatenate or XOR the symmetric keys resulting 

from the pre- and post-quantum key exchange schemes.

A KEM combiner uses a Key Derivation Function to combine the inputs 

from the pre- and post-quantum schemes and produce a common 

shared secret.

KEM Combiner options:

• See ANSSI recommendations for KEM combiners in [1]

• See BSI recommendations for KEM combiners in [5]

• CHEMPAT [3]

• X-wing (specific for Kyber) [2]

• draft-ounsworth-cfrg-kem-combiners [4]

shared key

pre-shared 

key 

(optional) PQC key material 

(e.g. from ML-KEM)

pre-quantum key 

material (e.g., from 

RSA/DH/ECDH)

KEM combiner

ML-KEM-768

Shared key 

(32 bytes)

X25519 

shared key

(32 bytes)

X25519 

ciphertext

(32 bytes)

X25519 

public

(32 bytes)
SHA3-256

Addt. 

Data

[1] ANSSI views on Post-Quantum Cryptography Transition (2023 follow-up)

[2] IETF draft: X-Wing: general-purpose hybrid post-quantum KEM draft-connolly-cfrg-xwing-kem-04

[3] IETF draft: Chempat: Generic Instantiated PQ/T Hybrid Key Encapsulation Mechanisms

[4] IETF draft: Combiner function for hybrid key encapsulation mechanisms (Hybrid KEMs)
[5] https://pkic.org/events/2023/pqc-conference-amsterdam-nl/pkic-pqcc_stephan-ehlen_bsi_post-quantum-policy-and-roadmap-of-the-

bsi.pdf

[6] Hybrid key exchange in TLS 1.3

shared

key

X-wing KEM combiner

CHEMPAT KEM 

combiner
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Ounsworth CFRG combiner

    # KDF = KMAC128, with hashSize = 128 bit.

    # KDF = KMAC256, with hashSize = 256 bit.

    # KDF = SHA3-256, with hashSize = 256 bit.

    # KDF = SHA3-512, with hashSize = 512 bit

combined_secret = KDF(counter + c_dh + rlen_c_dh + key_dh + rlen_key_dh + c_pq_kem + 

rlen_c_pq_kem + key_pq_kem + rlen_key_pq_kem + fixedInfo, outputBits)

Combiner function for hybrid key encapsulation mechanisms (Hybrid KEMs) (ietf.org) [16]
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KEM Combiners X -Wing

X-Wing (iacr.org)
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Elliptic curve choices

Curves Standard available? OK for NIST? OK for BSI? OK for ANSSI?

x25519 IETF 7748 - Elliptic Curves 
for Security

Listed as recommended/alternative 
in NIST SP800-186, allowed for US 
government use in SP 800-186

Not present in the list of 
recommended 
mechanisms, assume 
not

Not present in the 
list of 
recommended 
mechanisms, 
assume not, 

Brainpool
brainpoolP224r1, 
brainpoolP256r1, 
brainpoolP320r1, 
brainpoolP384r1, and 
brainpoolP512r1

RFC 5639 - Elliptic Curve 
Cryptography (ECC) 
Brainpool Standard Curves 
and Curve Generation

Yes for interoperability reasons for 
ECDSA and ECDH, for 112 bit sec 
strength or  higher; allowed inclusion 
in FIPS validated products (see 
Appendix H.1 in NIST SP 800-186). 
Not listed in allowed list for US 
government use in NIST SP 800-
186.

Yes, see BSI TR-03111 
v 2.1 

secp256k1 [17] SEC 2: 
Recommended Elliptic 
Curve Domain Parameters

Yes, 128 bit sec strength (see 
Appendix H.2 in NIST SP 800-186), 
allowed for blockchain

P-256
P-384
P-521

Yes Yes Yes Yes

Curve 448 IETF 7748 - Elliptic Curves 
for Security

Yes, recommended in NIST SP 800-
186
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Certification: NIST FIPS 140-3

FIPS 140-3 (Federal Information Processing Standard Publication 140-3) is a standard maintained by NIST (National 
Institute of Standards and Technology) which specifies the security requirements for a cryptographic module 
utilized within a security system protecting sensitive but unclassified information in computer and 
telecommunication systems (including voice systems) as defined in Section 5131 of the Information Technology 
Management Reform Act of 1996, (Public Law 104-106) and the Federal Information Security Management Act of 2002 
(Public Law 107-347).

FIPS 140-3 supersedes FIPS140-2. FIPS 140-3 aligns with ISO/IEC 19790:2012(E) and ISO/IEC 24759:2017 which 
form the technical requirements and the basis for the testing methods of FIPS.
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SDLS EP PDUs in CCSDS Packets in CCSDS Frames

[8] Space Packet Protocol. Issue 1. Recommendation for Space Data System Standards (Blue Book), CCSDS 133.0-B-1. 
Washington, D.C.: CCSDS, September 2003.
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SDLS EXTENDED PROCEDURES

SDLS Extended Procedures commands and reports share a common message format based on 
the ‘TLV’ concept. The Tag field uniquely identifies the command or the report. The Length field 
indicates the length of the Value field (may be zero). The (optional) Value field contains 
additional data pertaining to the message
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SDLS EXTENDED PROCEDURES

Add AKE PDUs 
under Key 

Management 
Service



13

SDLS EXTENDED PROCEDURES

AKE Header
AKE Protocol 
Version 
Number Initiator ID Responder ID

Session 
ID Timestamp

AKE Message 
Type

AKE Fragment 
Number

AKE Fragment 
size

432 TBC 32 TBC 32 TBC 64 TBC 4 TBC TBC TBC

New SDLS EP PDUs will be required to be defined to support a key negotiation protocol. 

Protocol Version Number
Indicates a protocol configuration (baseline vs alternate and 3KEM vs KEM-Sign ) as 
well as the explicit instantiation of the crypto primitives/ parameter sizes

Initiator ID ID of the entity initiating the AKE handshake

Responder ID ID of the entity responding to the AKE handshake initiation message
Session ID unique identifier for the session generated by the initiator

Timestamp
timestamp associated with the generation of the first negotiation message (Message 
Type 1)

KN Message Type message identifier, for 3-KEM there are 3 message types

Add total 
number 

fragments TBD
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Location of AKE PROTOCOL in the CCSDS stack

AKE Header
AKE 
Protocol 
Version 
Number

Initiator 
ID

Responder 
ID

Session 
ID

Timestam
p

AKE 
Message 
Type

AKE Fragment 
Number

AKE 
Fragment 
size

432 TBC 32 TBC 32 TBC 64 TBC 4 TBC TBC TBC
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BACKUP SLIDES
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Plan for Transitioning to Quantum -Resistant Crypto

“the United States must prioritize the transition of 

cryptographic systems to quantum-resistant 

cryptography, with the goal of mitigating as much 

of the quantum risk as feasible by 2035”

Source: M-23-02 (whitehouse.gov)
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Timeline for Transitioning to Quantum -Resistant Crypto

CNSS (Committee on National Security 

Systems) Commercial National Security 

Algorithm Suite (CNSA Suite) is a set of 

cryptographic algorithms recommended for 

use by U.S. government agencies to protect 

classified and sensitive information.

It is specifically designed to provide security 

for information that will remain sensitive 

and require protection beyond the year 

2030. 

CNSA 2.0 replaces the earlier CNSA 1.0, 

which included older algorithms such as 

RSA, ECDSA and ECDH.

Source: The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ
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Plan for Transitioning to Quantum -Resistant Crypto

Source:Recommendation on a Coordinated Implementation Roadmap for the transition to Post-Quantum 

Cryptography | Shaping Europe’s digital future (europa.eu)
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Timeline for Transitioning to PQC:   2030

”In 2030 quantum computing resources will be 

made more widely available, allowing threat actors 

to use quantum computing to attack existing 

deployments of public key cryptography. Likewise, 

there is a risk that threat actors collect sensitive 

encrypted data now, aiming to decrypt it once 

quantum computing is accessible.”

ENISA, March 2024

Source (FR): ANSSI views on the Post-Quantum Cryptography transition | ANSSI (cyber.gouv.fr)

Source (DE):  BSI: Quantum-safe cryptography, current developments and recommendations

Source (DE): Post-Quantum Policy and Roadmap of the BSI



20

US NSA on PQC Transitioning:  CNSA 1.0 to CNSA 2.0

Source: The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ

CNSA 1.0 CNSA 2.0
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Pre- and Post-Quantum Hybridization

In the context of PQC, hybridization refers to the combined use of both PQ and pre-quantum algorithms in the same 

protocol:

• hybridization of KEMs (key exchange/agreement)

• hybridization of signatures (signing the key exchange/agreement)

Hybrid mechanisms benefit from the resistance of the pre-quantum algorithm against classical attackers, and from the 

resistence of the post-quantum algorithm against quantum attackers.

• Hybridization of signatures is easy

• Hybridization of KEMs is more complex, it requires secure KEM combiners

Not to be confused with hybrid encryption (schemes that combine assymmetric and symmetric algorithms)

Hybrid mechanisms
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To Hybridize Or Not to Hybridize with Pre-Quantum

Source: CSI_CNSA_2.0_FAQ_.PDF (defense.gov)

Source: ANSSI views on the Post-Quantum Cryptography transition | ANSSI (cyber.gouv.fr)

US NSA FR NSA (ANSSI)

Source: ANSSI Plan for Post-Quantum Transition
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KEM Combiners

Use a secure (standardized) KEM combiner with a validated security 

proof, do not simply concatenate or XOR the symmetric keys resulting 

from the pre- and post-quantum key exchange schemes.

A KEM combiner uses a Key Derivation Function to combine the inputs 

from the pre- and post-quantum schemes and produce a common 

shared secret.

KEM Combiner options:

• See ANSSI recommendations for KEM combiners in [1]

• See BSI recommendations for KEM combiners in [5]

• CHEMPAT [3]

• X-wing (specific for Kyber) [2]

• draft-ounsworth-cfrg-kem-combiners [4]

shared key

pre-shared 

key 

(optional) PQC key material 

(e.g. from ML-KEM)

pre-quantum key 

material (e.g., from 

RSA/DH/ECDH)

KEM combiner

ML-KEM-768

Shared key 

(32 bytes)

X25519 

shared key

(32 bytes)

X25519 

ciphertext

(32 bytes)

X25519 

public

(32 bytes)
SHA3-256

Addt. 

Data

[1] ANSSI views on Post-Quantum Cryptography Transition (2023 follow-up)

[2] IETF draft: X-Wing: general-purpose hybrid post-quantum KEM draft-connolly-cfrg-xwing-kem-04

[3] IETF draft: Chempat: Generic Instantiated PQ/T Hybrid Key Encapsulation Mechanisms

[4] IETF draft: Combiner function for hybrid key encapsulation mechanisms (Hybrid KEMs)
[5] https://pkic.org/events/2023/pqc-conference-amsterdam-nl/pkic-pqcc_stephan-ehlen_bsi_post-quantum-policy-and-roadmap-of-the-

bsi.pdf

[6] Hybrid key exchange in TLS 1.3

shared

key

X-wing KEM combiner

CHEMPAT KEM 

combiner
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Cryptographic Agility

NIST SP 800-131A Rev 2

2019: NIST encourages implementers to plan for cryptographic agility to facilitate transitions to quantum-resistant 

algorithms where needed in the future.

• A product is crypto-agile if it includes the possibility of updating its cryptographic algorithms after it has been 

deployed, without recalling it. 

• Cryptographic agility is very relevant in the context of emerging attacks and updates of cryptographic standards. 

“In practice, cryptoagility also means that in addition to the possibility of patching, products could include an extra surface for allowing 

potential updates in order to react to upcoming cryptographic recommendations and standard updates. Even though updates of the 

cryptographic algorithms should be much less frequent than patches, the cryptoagility feature is non-trivial to implement due to the need for 

retro-compatibility and the potential requirement for additional security visas if the product is certified. However, as the motivation for 

cryptoagility is very relevant nowadays, ANSSI believes that cryptoagility features should be taken into account during the benefit/risk analysis 

of future products”

. Technical position paper – ANSSI Views on the Post-Quantum Cryptography Transition
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NCSC Recommendations
Source: NCSC: Guidelines for quantum-safe 

transport-layer encryption

Source: NCSC whitepaper: Next steps in preparing for post-

quantum cryptography
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ANSSI on FrodoKEM

“While few exceptions are expected in practice, at least for mainstream cryptography, an algorithm 

that is not a NIST standard, but that is demonstrably stronger that a NIST standard, could constitute 

such an exception. For example, a developer should be able to obtain a security visa for a product 

implementing an hybrid FrodoKEM whether NIST decides that FrodoKEM will be one of the first PQC 

standards or not.” 
Source: Technical Position paper – ANSSI views on Post-Quantum Cryptography transition, March 30, 2022

“FrodoKEM [16]: this scheme is considered as a more conservative variant of CRYSTALS-Kyber. Its security is 

based on plain (and not module) learning with errors. The unstructured property of the underlying lattice 

makes it more secure in theory as attacks might potentially leverage the lattice structure of CRYSTALS-Kyber 

and might be defeated by the absence of structure in the lattice used by FrodoKEM. The price to pay for this 

more conservative security lies in the performance. FrodoKEM is heavier in terms of key sizes and slower 

than CRYSTALS-Kyber which makes it a less relevant option for many use cases. However, ANSSI would 

encourage including FrodoKEM as a valid and conservative option in high security applications where the 

resulting performance penalty (in particular in terms of bandwidth) is not prohibitive. If a designer 

chooses to include this conservative post-quantum algorithm in a cryptographic product, the 

recommendations for CRYSTALS-Kyber also apply for FrodoKEM.”

Source: ANSSI views on the Post-Quantum Cryptography transition (2023 follow up)
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ANSSI and NSA on FALCON

ANSSI

NSA
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ANSSI on XMSS and LMS

ANSSI
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Certificates

Certification Authority (CA)

KeyGen: kpr, CA, kpub,CA

CertCA =[(kpub,CA , IDca), sigkpr, CA
(kpub,CA , IDca)] 

Verify IDsat
Certsat=[(kpub,sat , IDsat), sigkpr, CA

(kpub,sat , IDsat)]

Satellite

KeyGen: kpr,sat, kpub,sat

Long term 
authentication keys for 
AKE

REQUEST kpr,sat 
(kpub,sat , IDsat)

Ground Sec Function Main
Ground Sec Function Redundant

CertCA is distributed 
via authenticated 
channel

Only for KEM-Sign, N/A 
to 3KEM
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Certificates

Certification Authority (CA)

KeyGen: kpr, CA, kpub,CA

CertCA =[(kpub,CA , IDca), sigkpr, CA
(kpub,CA , IDca)] 

-------------------------------------------------------------------

Verify IDGND-M 

CertGND-M=[(kpub,GND-M , IDGND-M), sigkpr, CA
(kpub,GND-M , IDGND-M)]

-------------------------------------------------------------------
Verify IDGND-R 

CertGND-R=[(kpub,GND-R , IDGND-R), sigkpr, CA
(kpub,GND-R , IDGND-R)]

Satellite

GND Sec Function Main

KeyGen: kpr,GND-M, kpub,GND-M
REQUEST kpr,GND-M

(kpub,GND-M , IDGND-M)

GND Sec Function 
Redundant
KeyGen: kpr,GND-R, kpub,GND-R

REQUEST kpr,GND-R
(kpub,GND-R , IDGND-R)

Receives via authenticated 
channel CertCA
Sat receives CertGND-M, CertGND-R

Only for KEM-Sign, N/A 
to 3KEM
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Classic McEliece Security Strength vs Param Sets

Parameter set NIST Level
Public key 

size (bytes)

Secret key size 

(bytes)

Ciphertext size 

(bytes)

Shared secret 

size (bytes)

Classic-McEliece-348864 1 261120 6492 96 32

Classic-McEliece-348864f 1 261120 6492 96 32

Classic-McEliece-460896 3 524160 13608 156 32

Classic-McEliece-460896f 3 524160 13608 156 32

Classic-McEliece-6688128 5 1044992 13932 208 32

Classic-McEliece-6688128f 5 1044992 13932 208 32

Classic-McEliece-6960119 5 1047319 13948 194 32

Classic-McEliece-6960119f 5 1047319 13948 194 32

Classic-McEliece-8192128 5 1357824 14120 208 32

Classic-McEliece-8192128f 5 1357824 14120 208 32

Level 1

Level 3

Level 5

Level 5

Level 1

Level 3

Level 5

Level 5

Level 5

Level 5
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LUTs – Classic McEliece vs Kyber vs Frodo

10281391 (nsf.gov)
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LUTs – Classic McEliece vs Kyber vs Frodo
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LUTs – Classic McEliece vs Kyber vs Frodo
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HW/SW Codesign - Frodo
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ANSSI and NSA on FALCON

ANSSI

NSA
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ANSSI on XMSS and LMS
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Additional statements from various NSAs

Netherlands: https://english.aivd.nl/publications/publications/2022/01/18/prepare-for-the-threat-of-quantumcomputers
https://english.aivd.nl/publications/publications/2023/04/04/the-pqc-migration-handbook

2022: "For PQC, we recommend the most secure algorithms, such as Frodo or McEliece" 2023 Kyber is recommended, Classic McEliece
and FrodoKEM are acceptable

Germany: https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Brochure/quantum-safe-cryptography.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TG02102/BSI-TR-02102-1.pdf

2023: FrodoKEM as well as Classic McEliece are assessed to be cryptographically suitable to protect confidential information on a long-term 
basis 

France : https://www.ssi.gouv.fr/en/publication/anssi-views-on-the-post-quantum-cryptography-transition/
https://www.ssi.gouv.fr/uploads/2023/09/follow_up_position_paper_on_post_quantum_cryptography.pdf https://arxiv.org/pdf/2305.02855.pdf
2022: "FrodoKEM, Kyber, Dilithium or Falcon could be good options for first deployments“
2023: "Its competitive efficiency and simplicity are part of the reasons why Crystals-Kyber was selected as a first NIST post-quantum 
standard. Hence, Crystals-Kyber is expected to be the primary post-quantum KEM in security products and internet protocols." "However, 
ANSSI would encourage including FrodoKEM as a valid and conservative option in high security applications where the resulting 
performance penalty (in particular in terms of bandwidth) is not prohibitive." 
2023: "On the other hand, NIST candidate Classic McEliece, has been the subject of such attacks [6] [19] [24]. The Goppa codes of a 
Niederreiter cryptosystem, which are derived from McEliece, have been the subject of a fault injection based attack explained in [10]. These 
elements make it opportune to follow the PQCRYPTO recommendations and focus on the original McEliece cryptosystem."
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ANSSI on acceptable Elliptic Curves
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BSI on acceptable Elliptic Curves

Technical Guideline TR-02102-2: Use of Transport 
Layer Security (TLS) (bund.de)
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NSA on various algorithms

CSI_CNSA_2.0_FAQ_.PDF (defense.gov)
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NIST on acceptable security strength
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NIST Curves

Curve25519 was specified in IETF 7748 by the Crypto Forum Research Group (CFRG).
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NIST Curves


