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PREFACE
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[bookmark: _Toc464738659]Introduction
[bookmark: _Toc464738660]Purpose
The purpose of this Recommended Standard is to specify the Space Data Link Security Protocol Extended Procedures. It defines the Key Management, Security Association Management and Monitoring and Control Services and data structures required to operate the SDLS protocol over a space link. Further, it defines the interfaces and required data structures for proper interaction with the Space Data-Link (SDL) protocols and a security unit status reporting mechanism.
[bookmark: _Toc464738661]Scope
This Recommended Standard defines the SDLS Extended Procedures in terms of:
a)	the protocol data units employed by the service provider; and
b)	the procedures performed by the service provider; and
c)	the interfaces with the SDLS and SDL protocols.
It does not specify:
a)	individual implementations or products;
b)	the implementation of service interfaces within real systems;
c)	the methods or technologies required to perform the procedures; or
d)	the space-link security protocol itself.
This Recommended Standard does not mandate the use of any particular cryptographic algorithm for key generation and management. CCSDS Cryptographic Algorithms [7] are to be considered for this purpose where possible.
[bookmark: _Toc464738662]Applicability
This Recommended Standard applies to the creation of Agency standards and to data communications over space links between CCSDS Agencies in cross-support situations.  The Recommended Standard includes comprehensive specification of the service for inter-Agency cross support. It is neither a specification of, nor a design, for real systems that may be implemented for existing or future missions.
The Recommended Standard specified in this document is to be invoked through the normal standards programs of each CCSDS Agency, and is applicable to those missions for which cross support based on capabilities described in this Recommended Standard is anticipated.  Where mandatory capabilities are clearly indicated in sections of the Recommended Standard, they must be implemented when this document is used as a basis for cross support.  Where options are allowed or implied, implementation of these options is subject to specific bilateral cross support agreements between the Agencies involved.
[bookmark: _Toc464738663]Rationale
The goals of this Recommended Standard are to:
a) provide standard specification for the Extended Procedures required to operate the Space Data-Link Layer Security (SDLS) Protocol xx, in particular:	Comment by Daniel Fischer: Put references
· Key Management;
· Security Associations Management; and
· Security Monitoring and Control.	Comment by Daniel Fischer: Replace with SDLS (global)
b) specify a new type of Operational Control Field (OCF), the Frame Security Report (FSR), for reporting of link security status events fully compatible with the existing SDL protocols (TM and AOS) xx;	Comment by Daniel Fischer: Put references
c) facilitate the development of common commercial implementations to improve interoperability across agencies.
More discussion of the goals of the SDLS Extended Procedures and design choices, including its interaction with other CCSDS services, may be found in reference [C4].
[bookmark: _Toc464738664]Document Structure
Section 1 presents the purpose, scope, applicability, and rationale of this Recommended Standard and lists the conventions, definitions, and references used throughout the document.
Section 2 (informative) provides an overview of the Space Data Link Security Protocol Extended Procedures. 
Section 3 (normative) defines the services provided by the protocol entity. 
Section 4 (normative) specifies the interfaces of the SDLS Extended Procedures with the SDL and SDLS protocols. 
Section 5 (normative) specifies the protocol data units provided for these services and the procedures employed by the service provider.
Section 6 (normative) specifies the managed paramters.
Section 7 (normative) specifies how to verify an implementation’s conformance with the Security Protocol.	Comment by Daniel Fischer: Take text from SLDS book for this section
Annex A (normative) provides a Protocol Implementation Conformance Statement (PICS) proforma for the Security Protocol. 
Annex B (informative) provides an overview of security, SANA registry, and patent considerations related to this Recommended Standard. 
Annex C (informative) provides a list of informative references. 
Annex D (informative) defines baseline implementations suitable for a large range of space missions.
[bookmark: _Toc464738665]Definitions
For the purposes of this document, the following definitions apply:
NOTE – Generic definitions for the security terminology applicable to this and other CCSDS documents are provided under reference [3].
Initiator: The Initiator of an SDLS Extended Procedure is one of the two peers involved in an SDLS communication session. The Initiator is managing the SDLS session parameters, provides the necessary resources to execute a procedure, and always initiates a procedure.
Recipient: The Recipient of an SDLS Extended Procedure is one of the two peers involved in an SDLS communication session. It configures the SDLS session parameters based on procedures and instructions initiated by the Initiator.
NOTE – In most cases the Initiator is the ground control facility and the Recipient is the spacecraft.
[bookmark: _Toc464738666]Coventions
Nomentclature
The following conventions apply for the normative specifications in this Recommended Standard: 
a)	the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b)	the word ‘should’ implies an optional, but desirable, specification;
c)	the word ‘may’ implies an optional specification;
d)	the words ‘is’, ‘are’, and ‘will’ imply statements of fact. 
NOTE – These conventions do not imply constraints on diction in text that is clearly informative in nature.
Informative Text
In the normative sections of this document, informative text is set off from the normative specifications either in notes or under one of the following subsection headings: 
· Overview; 
· Background; 
· Rationale; 
· Discussion.
[bookmark: _Ref138744327][bookmark: _Toc138744508][bookmark: _Toc464738667]References
The following publications contain provisions which, through reference in this text, constitute provisions of this document. At the time of publication, the editions indicated were valid. All publications are subject to revision, and users of this Recommended Standard are encouraged to investigate the possibility of applying the most recent editions of the publications indicated below. The CCSDS Secretariat maintains a register of currently valid CCSDS publications.
[1]	Space  Data Link Security Protocol, Issue 1, Recommendation for Space Data System Standards (Blue Book), CCSDS 355.0-B-1. Washington, D.C.: CCSDS, September 2015.
[2]	Symmetric Key Management for Space Missions, Issue 1, Recommendation for Space Data System Standards (Magenta Book), CCSDS xxx.0-M-1. Washington, D.C.: CCSDS, October 2016.
[3]	Information Security Glossary of Terms, Issue 1, Report concerning Space Data System Standards (Green Book), CCSDS 350.8-G-1. Washington, D.C.: CCSDS, November 2012
[4]	TM Space Data Link Protocol. Issue 2. Recommendation for Space Data System Standards, CCSDS 132.0-B-2. Blue Book. Washington, D.C.: CCSDS, September 2015.
[5]	AOS Space Data Link Protocol. Issue 3. Recommendation for Space Data System Standards, CCSDS 732.0-B-3. Blue Book. Issue 3. Washington, D.C.: CCSDS, September 2015.
[6]	TC Space Data Link Protocol. Issue 3. Recommendation for Space Data System Standards, CCSDS 232.0-B-3. Blue Book. Issue 3. Washington, D.C.: CCSDS, September 2015.
[7]	CCSDS Cryptographic Algorithms. Issue 1. Recommendation for Space Data System Standards (Blue Book), CCSDS 352.0-B-1. Washington, D.C.: CCSDS, November 2012.	
[8]	Space Packet Protocol. Issue 1. Recommendation for Space Data System Standards (Blue Book), CCSDS 133.0-B-1. Washington, D.C.: CCSDS, September 2003.	
NOTE	– Informative references are listed in annex C.

[bookmark: _Toc464738668][bookmark: _Toc129154153]Overview
[bookmark: _Toc453754267][bookmark: _Toc464738669]Concept of SDLS Extended Procedures
The Space Data-Link Layer Security (SDLS) protocol [1] is a data processing method for space missions that need to apply authenticity and/or confidentiality to the contents of TM, AOS, or TC Transfer Frames used by the Space Data Link Protocols over a space link.
The purpose of the SDLS Extended Procedures is to provide a standardized set of auxiliary services that are necessary to operate an implementation of the SDLS protocol. These services are categorized into Key Management, Security Association (SA) Management, and SDLS Monitoring & Control.
[bookmark: _Toc453754268][bookmark: _Toc464738670]Features of SDLS Extended Procedures
The SDLS Extended Procedures specify, for each of the services provided, the following features:
· Procedures Description and Breakdown (actions to be performed by Sender and Recipient)
· Data Formats of the information exchanged as part of the procedures
In addition, the SDLS Extended Procedures specify a Frame Security Report (FSR) that is reported as an Operational Control Field with TM or AOS frames and contains a brief report on the status of the on-board security unit.
[bookmark: _Toc453754269][bookmark: _Toc464738671]Services provided by SDLS Extended Procedures
The SDLS Extended Procedures provide three different services:
1. Key Management Service;
2. Security Association (SA) Management Service; and
3. SDLS Management & Control Service.
[bookmark: _Toc453754270]Key Management Service
The Key Management Service for the SDLS protocol implements the abstract description of a subset of the Key Management Procedures that are specified in the Symmetric Key Management Recommended Practice [2]. Thus terminology from this recommended practice is used within this specification. 
The Key Management Services are designed to support a symmetric key management infrastructure for secure communications (authentication, confidentiality, and integrity) using the SDLS protocol. Key Management is a necessity to ensure that both communication end points (i.e. the Sender and the Recipient) are synchronized in terms of cryptographic keys and key states. 
A number of different key management infrastructure designs exist, however for reasons of scalability, security, and reduced complexity, the SDLS Key Management Services baseline is built around a two-tier symmetric key infrastructure, consisting of a master key (also called static key or key encryption key) tier, and a session key (also called traffic protection key) tier. Master keys are used exclusively for the purpose of management (with few notable exceptions) while session keys are used to support the actual SDLS cryptographic operations. The concept of over-the-air-rekeying (OTAR) is used to ensure frequent updates of the session keys by distributing new session keys that have been generated by the Initiator to the Recipient.
The Key Management Procedures are built around a cryptographic key lifecycle, as shown in Figure 2‑1. The lifecycle is a state machine and many of the key management procedures enable the transitions between states. The CCSDS Symmetric Key Management Recommended Practice [2] specifies in detail the various states and the transition rules.



[bookmark: _Ref428438794][bookmark: _Toc453754309][bookmark: _Toc464738693]Figure 2‑1:  SDLS Extended Procedures Cryptographic Key Lifecycle


[bookmark: _Toc453754271]Security Association (SA) Management Service
The SDLS protocol provides encryption, authentication, or authenticated encryption for data link layer services of the TC, TM, and AOS protocols. The Security Association (SA) Management Service for the SDLS protocol is designed to carry out the most basic functions of Security Association setup, activation, status, and control necessary to command the configurable Security Association parameters of a remote system’s SDLS implementation into a state suitable for operations.
The SA Management Service is designed to support an operational state model that may be simple or complex as mission needs indicate.  Many missions of ordinary duration and lower data rates can be satisfied with support for statically-defined Security Associations and pre-loaded cryptographic keys and algorithms.  For these, it is sufficient to choose which SA to use on a particular virtual channel along with all of its pre-loaded attributes.
It is anticipated that future complex or long-duration missions may need the capability to reuse and/or reconfigure Security Associations as the SAs and keys loaded into the system prior to the mission are used up over time.  For this reason, the SA Management Service state model includes optional directives supporting over-the-air rekeying, or even instantiation on demand of Security Associations.  Figure 2‑2 illustrates the state model for Security Associations.

[bookmark: _Ref383528531][bookmark: _Toc453754310][bookmark: _Toc464738694]
Figure 2‑2:  Variable State Model for Security Association Management
[bookmark: _Toc453754272]
SDLS Management & Control Service
The SDLS Management and Control Service is designed to support the monitoring and control of the on-board security processor. This is done via a set of messages sent to the security processor (Commands) or received from it (Reports). These messages allow for complete control / command of the on-board security processor(s).  A security processor may be a complete equipment or a piece of software providing security functions as defined in the SDLS standard, applied to one communication link : TC, TM or AOS.
[bookmark: _Toc453754273][bookmark: _Toc464738672]Frame Security Report (FSR)
The SDLS Extended Procedures also specify a new type of Operational Control Field for the Space Data Link Layer protocols. This Frame Security report contains information about the status of the security unit and about the security processing (e.g. indicating a recent authentication failure). Since a TM or AOS frame cannot contain two OCFs at the same time, it is expected that the FSR sampling alternates with the OCF Type 1 (Command Link Control Word (CLCW)) sampling.


[bookmark: _Toc464738673][bookmark: _Toc128466839]Service Definition
[bookmark: _Toc464738674]OVERVIEW
This Section provides the service definition for the SDLS Extended Procedures.
The services that the SDLS Extended Procedures provide are defined as procedures with sequential execution steps to be executed by the Initiator or the Recipient. These procedural execution steps are independent of specific implementations. Usually the Initiator is the ground control center while the Recipient is the spacecraft.
The parameters used by the procedures are specified in an abstract sense and specify the information associated with a particular procedure step and passed in either direction between the Initiator and the Recipient. The way in which a specific implementation makes this information available is not constrained by this specification.
This Section defines the Key Management Service, the Security Association Management Service, and the SLDS Monitoring & Control Service.
[bookmark: _Toc464738675]Key Management Service
Overview
The Key Management Service Procedures specified in this Section are an SLDS-specific instantiation of the abstract Key Management Procedures specified in reference [2].
The following service procedures are specified:
· Over-the-air-rekeying (OTAR);
· Key Activation;
· Key Deactivation;
· Key Destruction; and
· Key Verification.
Service Parameters
Over-the-air-rekeying (OTAR)
The OTAR procedure shall have the following Service Parameters:
a) Key ID of the Master Key
b) Initialization Vector for the Protected Set of Upload Session Keys MAC
c) Set of Upload Session Keys
d) Protected Set of Upload Session Keys, containing for each session key to be uploaded:
· Session Key ID
· Encrypted Key
· Key CRC
NOTE – The length of the session keys is mission specific.
e) Protected Set of Upload Session Keys MAC
NOTE – The actual possible identifier numbers for the Key ID are mission specific.
NOTE – The actual number of session keys is indicated by the length field of the Tag, Length, Value (TLV) format.	Comment by Daniel Fischer: Refer to TLV section
[bookmark: _Ref384023214]Key Activation
The Key Activation procedure shall have the following Service Parameters:
a) Set of Key IDs
NOTE – The actual possible identifier numbers for the Key ID are mission specific.
NOTE – The actual number of keys to be activated is indicated by the length field of the TLV format.
[bookmark: _Ref384023186]Key Deactivation
The Key Deactivation procedure shall have the following Service Parameters:
a) Set of Key IDs
NOTE – The actual possible identifier numbers for the Key ID are mission specific.
NOTE – The actual number of keys to be deactivated is indicated by the length field of the TLV format.
Key Destruction
The Key Destruction procedure shall have the following Service Parameters:
a) Set of Key IDs
NOTE – The actual possible identifier numbers for the Key ID are mission specific.
NOTE – The actual number of keys to be destroyed is indicated by the length field of the TLV format.	Comment by Daniel Fischer: Question: Can master keys be destroyed?
Key Verification
The Key Verification procedure shall have the following Service Parameters:
a) Set of Key IDs
b) Key Status Set Response, containing for each key
· Key ID
· Key Status (0000 = OK, 1111 = NOK)
· Key State (0000=Pre-Active, 0001=Active, 0010=Deactivated, 0011=Destroyed, 0100=Corrupted)
NOTE – The actual possible identifier numbers for the Key ID are mission specific.
NOTE – The actual number of keys to be verified is defined through the length field of the TLV format.
1.1.1 [bookmark: _Toc453754279]Service Procedures
1.1.1.1 [bookmark: _Ref434391864]Over-the-air-rekeying (OTAR)
Over-the-air-rekeying (OTAR) addresses the secure (encrypted and authenticated) transmission of session keys over a communication channel from the Initiator to the Recipient. The implementation of the installation of the keys on the Recipient side is mission specific and not addressed by this document.
1.1.1.1.1 Preconditions for the Procedure
a) The Initiator shall have a set of session keys in pre-activation state available.
b) Both entities shall have an identical master key in pre-activation or active state.
NOTE – This is the master key that will be used to ensure authenticity and confidentiality of the session keys during transmission from the Initiator to the Recipient.
1.1.1.1.2 Procedural Steps
1.1.1.1.2.1 The OTAR procedure shall include the following mandatory execution steps:
a) Protection of set of Upload Session Keys; Role: Initiator
b) Signaling of set of Protected Set of Upload Session Keys; Role: Initiator
c) Processing of Protected Set of Upload Session Keys; Role: Recipient
1.1.1.1.2.2 Protection of set of Upload Session Keys
1.1.1.1.2.2.1 This step shall be executed by the Initiator.
1.1.1.1.2.2.2 This step shall have the following inputs:
· Set of Upload Session Keys
· Key ID of the Master Key
1.1.1.1.2.2.3 This step shall have the following outputs:
· Protected Set of Upload Session Keys ready for upload
· Master Key in Active State
1.1.1.1.2.2.4 This step shall execute the following:
· The State of the master key identified by the key ID of the master key shall be transitioned to active state if the master key is not already in active state.
· For each key in the set of upload session keys, the Initiator shall first generate a CRC over the (Key ID, Key) for each session key.
· Authenticated encryption under the selected master key shall be applied to the complete set of triplets (Key ID, Key, CRC) to create the Protected Set of Upload Session Keys. This shall be done using the agreed cryptographic algorithm under the master key identified by the master key ID. The initialization vector (if applicable) and MAC parameters shall be populated accordingly.	Comment by Daniel Fischer: Put information on IV uniqueness in the green book.
1.1.1.1.2.3 Signaling of Set of Protected Upload Keys
1.1.1.1.2.3.1 This step shall be executed by the Initiator.
1.1.1.1.2.3.2 This step shall have the following inputs:
· Protected Set of Upload Session Keys
· Key ID of the Master Key
1.1.1.1.2.3.3 This step shall have the following outputs:
· The Protected Set of Upload Session Keys and the Key ID of the Master Key transmitted to the Recipient
1.1.1.1.2.3.4 This step shall execute the following:
· An OTAR Command PDU as defined in Section 5.4.2.1 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
1.1.1.1.2.4 Processing of Set of Protected Upload Keys 
1.1.1.1.2.4.1 This step shall be executed by the Recipient.
1.1.1.1.2.4.2 This step shall have the following inputs:
· The Protected Set of Session Keys and the Key ID of the Master Key received from the Initiator.
1.1.1.1.2.4.3 This step shall have the following outputs:
· None
1.1.1.1.2.4.4 This step shall execute the following:
· The Recipient shall perform the authentication and decryption of the Set of Protected upload session keys using the Initialization Vector and MAC parameters as input to the authentication algorithm execution under the master key identified by the Master Key Id.
· For each decrypted Upload Session Key, the Recipient shall verify its integrity using the CRC provided.
· For each decrypted Upload Key, the Recipient shall store it in Pre-Active state using the indicated Key ID.
NOTE – This may or may not imply that other keys that are stored at memory slot associated with the indicated Upload Key ID are overridden. Proper management of the key memory is not the subject of this recommended standard and mission specific.
1.1.1.2 [bookmark: _Ref434392776]Key Activation
The Key Activation procedure activates a set of keys at both ends of the communication channel (Initiator & Recipient) so that these keys are assigned the Active State and subsequently can be used for cryptographic operations.
1.1.1.2.1 Preconditions for the Procedure
Both entities shall have an identical set of keys in pre-activation state.
NOTE – A subset of these pre-active keys is activated by this procedure.
1.1.1.2.2 Procedural Steps
1.1.1.2.2.1 The Key Activation procedure shall include the following mandatory execution steps:
a) Activation of Initiator Keys; Role: Initiator
b) Signaling of Key IDs for Keys to be activated; Role: Initiator
c) Activation of Recipient Keys; Role: Recipient
1.1.1.2.2.2 Activation of Initiator Session Keys
1.1.1.2.2.2.1 This step shall be executed by the Initiator.
1.1.1.2.2.2.2 This step shall have the following inputs:
· Set of Key IDs
1.1.1.2.2.2.3 This step shall have the following outputs:
· All keys identified by the Set of Key IDs in State Activated.
NOTE – See Section 5.4.1.2 and reference [2] for more information on key states.
1.1.1.2.2.2.4 This step shall execute the following:
· The Keys identified by set of Key IDs shall be transitioned from Pre-Active State to Active State 
1.1.1.2.2.3 Signaling of Keys to be Activated
1.1.1.2.2.3.1 This step shall be executed by the Initiator.
1.1.1.2.2.3.2 This step shall have the following inputs:
· Set of Key IDs of keys activated in Step 1.
1.1.1.2.2.3.3 This step shall have the following outputs:
· The Set of Key IDs of keys activated in Step 1 transmitted to the Recipient
NOTE – The signaling uses the interface to the SLP as described in Section 4.
1.1.1.2.2.3.4 This step shall execute the following:
· A Key Activation Command PDU as defined in Section 5.4.2.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
1.1.1.2.2.4 Activation of Recipient Session Keys
1.1.1.2.2.4.1 This step shall be executed by the Recipient.
1.1.1.2.2.4.2 This step shall have the following inputs:
· The Set of Key IDs of keys activated in Step 1 received from the Initiator 
1.1.1.2.2.4.3 This step shall have the following outputs:
· All session keys identified by the set of key IDs in State Active.
1.1.1.2.2.4.4 This step shall execute the following:
· The keys identified by the Key IDs in the set of Key IDs shall be transitioned from Pre-Active State to Active State 
1.1.1.3 [bookmark: _Ref382991229]Key Deactivation
The Key Deactivation (or revocation) procedure deactivates a set of previously uploaded keys at both ends of the communication channel (Initiator & Recipient) so that these keys are assigned the Deactivated State and subsequently cannot be used for cryptographic operations anymore. The keys are not destroyed (erased) by this procedure.
1.1.1.3.1 Preconditions for the Procedure
Both entities shall have an identical set of keys in active state.
NOTE – A subset of these active keys is revoked by this procedure.
1.1.1.3.2 Procedural Steps
1.1.1.3.2.1 The Key Deactivation procedure shall include the following mandatory execution steps:
a) Deactivation of Initiator keys; Role: Initiator
b) Signaling of Key IDs of the keys to be deactivated; Role: Initiator
c) Deactivation of Recipient keys; Role: Recipient
1.1.1.3.2.2 Deactivation of Initiator Keys
1.1.1.3.2.2.1 This step shall be executed by the Initiator.
1.1.1.3.2.2.2 This step shall have the following inputs:
· The set of key IDs of keys to be deactivated
1.1.1.3.2.2.3 This step shall have the following outputs:
· All keys identified by the set of key IDs in State Deactivated.
NOTE – See Section 5.4.1.2 and reference [2] for more information on key states.
1.1.1.3.2.2.4 This step shall execute the following:
· The keys identified by the Key IDs in the set of Key IDs shall be transitioned from Active State to Deactivated State 
1.1.1.3.2.3 Signaling of Keys to be deactivated
1.1.1.3.2.3.1 This step shall be executed by the Initiator.
1.1.1.3.2.3.2 This step shall have the following inputs:
· The set of Key IDs of keys deactivated in Step 1.
1.1.1.3.2.3.3 This step shall have the following outputs:
· The set of Key IDs of keys deactivated in Step 1 transmitted to the Recipient
NOTE – The signaling uses the interface to the SLP as described in Section 4.
1.1.1.3.2.3.4 This step shall execute the following:
· A Key Deactivation Command PDU as defined in Section 5.4.2.3 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
1.1.1.3.2.4 Deactivation of Recipient Keys
1.1.1.3.2.4.1 This step shall be executed by the Recipient.
1.1.1.3.2.4.2 This step shall have the following inputs:
· The set of Key IDs of keys deactivated in Step 1 received from the Initiator.
1.1.1.3.2.4.3 This step shall have the following outputs:
· All keys identified by the set of key IDs in State Deactivated.
1.1.1.3.2.4.4 This step shall execute the following:
· The keys identified by the Key IDs in the set of Key IDs shall be transitioned from Active State to Deactivated State. 
1.1.1.4 [bookmark: _Ref435616172]Key Destruction
The Key Destruction deletes a number of keys from both, Initiator and Recipient key databases.
1.1.1.4.1 Preconditions for the Procedure
Both entities shall have an identical set of keys in deactivated state.
NOTE – A subset of these deactivated keys is deleted/ destroyed by this procedure.
1.1.1.4.2 Procedural Steps
1.1.1.4.2.1 The Key Destruction procedure shall include the following mandatory execution steps:
a) Destruction of Initiator session keys; Role: Initiator
b) Signaling of session Key IDs to be destroyed; Role: Initiator
c) Destruction of Recipient session keys; Role: Recipient
1.1.1.4.2.2 Destruction of Initiator Session Keys
1.1.1.4.2.2.1 This step shall be executed by the Initiator.
1.1.1.4.2.2.2 This step shall have the following inputs:
· The set of key IDs of keys to be destroyed
1.1.1.4.2.2.3 This step shall have the following outputs:
· All keys identified by the set of key IDs in State Destroyed.
NOTE – See Section 5.4.1.2 and reference [2] for more information on key states.
1.1.1.4.2.2.4 This step shall execute the following:
· The session keys identified by the Key IDs in the set of Key IDs shall be transitioned from Deactivated State to Destroyed State 
1.1.1.4.2.3 Signaling of Keys to be destroyed
1.1.1.4.2.3.1 This step shall be executed by the Initiator.
1.1.1.4.2.3.2 This step shall have the following inputs:
· The set of Key IDs of keys destroyed in Step 1.
1.1.1.4.2.3.3 This step shall have the following outputs:
· The set of Key IDs of keys destroyed in Step 1 transmitted to the Recipient
NOTE – The signaling uses the interface to the SLP as described in Section 4.
1.1.1.4.2.3.4 This step shall execute the following:
· A Key Destruction Command PDU as defined in Section 5.4.2.4 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
1.1.1.4.2.4 Destruction of Recipient Session Keys
1.1.1.4.2.4.1 This step shall be executed by the Recipient.
1.1.1.4.2.4.2 This step shall have the following inputs:
· The set of Key IDs of keys destroyed in Step 1 received from the Initiator 
NOTE – The signaling uses the interface to the SLP as described in Section 4.
1.1.1.4.2.4.3 This step shall have the following outputs:
· All keys identified by the set of key IDs in State Destroyed.
1.1.1.4.2.4.4 This step shall execute the following:
· The session keys identified by the Key IDs in the set of Key IDs shall be transitioned from Deactivated State to Destroyed State 
1.1.1.5 [bookmark: _Ref384026440]Key Verification
The procedure allows the verification of a set of keys at the Recipient. This gives confirmation to the Initiator that the keys are not corrupted or modified and fully operational. The procedure will also report on the state of the keys.
1.1.1.5.1 Preconditions for the Procedure
Both entities shall have an identical set of session keys in any state.
NOTE – A subset of these keys is verified by this procedure.
1.1.1.5.2 Procedural Steps
1.1.1.5.2.1 The Key Verification procedure shall include the following mandatory execution steps:
a) Signaling of Key Verification Request; Role: Initiator
b) Execution of Key Verification; Role: Recipient
c) Signaling of Key Verification Responses; Role: Recipient
1.1.1.5.2.2 Signaling of Key Verification Request 
1.1.1.5.2.2.1 This step shall be executed by the Initiator.
1.1.1.5.2.2.2 This step shall have the following inputs:
· The set of Key IDs to be verified.
1.1.1.5.2.2.3 This step shall have the following outputs:
· Key IDs to be verified transmitted to the Recipient
1.1.1.5.2.2.4 This step shall execute the following:
· A Key Verification Command PDU as defined in Section 5.4.2.5 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
1.1.1.5.2.3 Execution of Key Verification
1.1.1.5.2.3.1 This step shall be executed by the Recipient.
1.1.1.5.2.3.2 This step shall have the following inputs:
· Key IDs to be verified received from the Initiator.
1.1.1.5.2.3.3 This step shall have the following outputs:
· The Key Verification Response Set
1.1.1.5.2.3.4 This step shall execute the following:
· For each key ID in the set of Key IDs verify the associated key using the stored CRC. Result is either OK or NOK
· For each key ID in the set of Key IDs identify the Key State.
1.1.1.5.2.4 Signaling of Key Verification Responses
1.1.1.5.2.4.1 This step shall be executed by the Recipient.
1.1.1.5.2.4.2 This step shall have the following inputs:
· The Key Verification Response Set created in Step 3.
1.1.1.5.2.4.3 This step shall have the following outputs:
· Key Verification Response Set transmitted to the Initiator
1.1.1.5.2.4.4 This step shall execute the following:
· A Key Verification Response Set as defined in Section 5.4.2.5 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.
NOTE: This set includes that status of the key (OK or NOK) and the state.
[bookmark: _Toc464738676]SECURITY ASSOCIATIONS MANAGEMENT SERVICE
The Security Association Management Service establishes the context of a Security Association for a particular Global Virtual Channel and/or Global MAP ID.  The user manages the operations of a Security Association by invoking the service primitives defined below.
The following service procedures are specified:
· Start SA;
· Stop SA;
· Rekey SA;
· Create SA;
· Delete SA; 
· Set Anti-Replay Counter;
· Set Anti-Replay Window; and
· SA Status Request.
SERVICE PARAMETERS
Start SA
The Start SA directive shall have the following Service Parameters:
a)	Security parameter index (SPI);
b)	Global Virtual Channel ID(s) with which the SA is to be used;
Stop SA
The Stop SA directive shall have the following Service Parameters:
a)	Security parameter index (SPI);
Rekey SA
The Rekey SA directive shall have the following Service Parameters:
a) Security parameter index (SPI);
b) Encryption Key ID; and
c) Authentication Key ID.
Expire SA
The Expire SA directive shall have the following Service Parameters:
a)	Security parameter index (SPI).
Create SA
The Create SA directive shall have the following Service Parameters:
a)	Security parameter index (SPI);
b)	SA Service Type;
c)	Lengths for Security Header IV, SN,  and PL fields;
d)	Length for Security Trailer MAC field;
e)	Encryption cipher suite length and identifier;
f)	Initialization vector (IV) length and initial value;
g)	Authentication cipher suite length and identifier;
h)	Authentication bit mask length and value;
i)	Anti-replay counter (ARC) length and initial value; and
j)	Anti-replay counter window length and value.
Delete SA
The Delete SA directive shall have the following Service Parameters:
a)	Security parameter index (SPI).
Set Anti-Replay Counter
The Set Anti-Replay Counter directive shall have the following Service Parameters:
a) Security parameter index (SPI); and
b) Anti-replay counter value.
Set Anti-Replay Window
The Set Anti-Replay Window directive shall have the following Service Parameters:
a) Security parameter index (SPI); and
b) Anti-replay window value.
SA Status Request
The SA Status Request directive shall have the following Service Parameters:
a) Security parameter index (SPI); and).	Comment by Daniel Fischer: Add reply PDU.
b) Procedure Identification of most recent SA state transition directive.
SERVICE PROCEDURES	Comment by Daniel Fischer: Definition of steps missing.
[bookmark: _Ref472592070]Start SA	Comment by Daniel Fischer: Key ID is a globally managed parameter (create new section). Craig to update drawing. 
The Start SA directive is used to begin using a particular Security Association on a channel.
Preconditions for the Procedure
The Security Association must already existbe in the ‘Keyed’ state.
Procedural Steps
The Start SA procedure shall include the following mandatory execution steps:
a) Execution of Start SA; Role: Initiator
b) Signaling of Start SA Request; Role: Initiator
c) Execution of Start SA; Role: Recipient
Execution of Start SA
1.1.1.5.2.4.5 This stepThe initiator shall indicatebe executed by the Initiator.
1.1.1.5.2.4.6 This step shall have the following inputs:
· SPI of an existing Security Association which is in the ‘Keyed’ state.
· The specified GVC/GMAP ID(s) with which to use the SA.
1.1.1.5.2.4.7 This step shall have the following outputs:
· The SA transitions from ‘Keyed’ to ‘Operational’ state.
1.1.1.5.2.4.8 This step shall execute the following:
a) For each specified GVC/GMAP ID, verify that the SA is applicable and/or authorized for use.
b) Add the GVC/GMAP ID(s) into the SA.
Signaling of Start SA Request
1.1.1.5.2.4.9 This step shall be executed by the Initiator.
1.1.1.5.2.4.10 This step shall have the following inputs:
· The SPI of the Security Association to activate and the
· The GVC/GMAP ID(s) upon which to activate it.the SA
1.1.1.5.2.4.11 The recipientThis step shall verifyhave the following outputs:
· SPI and specified GVC/GMAP ID(s) transmitted to the Recipient
1.1.1.5.2.4.12 This step shall execute the following:
· A Start SA PDU as defined in Section 5.5.1.1 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Execution of Start SA
1.1.1.5.2.4.13 This step shall be executed by the Recipient.
1.1.1.5.2.4.14 This step shall have the following inputs:
· SPI and specified GVC/GMAP ID(s) received from the Initiator.
1.1.1.5.2.4.15 This step shall have the following outputs:
· The SA transitions from ‘Keyed’ to ‘Operational’ state.
1.1.1.5.2.4.16 This step shall execute the following:
a) Verify that the specified SA exists and is in the “Keyed” state.
b) The recipient shallFor each specified GVC/GMAP ID, verify that the SA is applicable / authorized for use with the requested virtual channel(s) or MAP(s)..
d) The recipient shall addAdd the GVC/GMAP ID(s) into the new SA. 
c) The recipient shall transition the SA from ‘Keyed’ to ‘Operational’ state.
[bookmark: _Ref472592022]Stop SA
The Stop SA directive is used to stop using a particular Security Association on a channel.
Preconditions for the Procedure
The Security Association must already existbe in the ‘Operational’ state.
Procedural Steps
The Stop SA procedure shall include the following mandatory execution steps:
a) The initiatorExecution of Stop SA; Role: Initiator
b) Signaling of Stop SA Request; Role: Initiator
c) Execution of Stop SA; Role: Recipient
Execution of Stop SA
1.1.1.5.2.4.17 This step shall indicatebe executed by the Initiator.
1.1.1.5.2.4.18 This step shall have the following inputs:
· SPI of thean existing Security Association which is in the ‘Operational’ state.
1.1.1.5.2.4.19 The recipientThis step shall verifyhave the following outputs:
· The SA transitions from ‘Operational’ to ‘Keyed’ state.
1.1.1.5.2.4.20 This step shall execute the following:
a) Verify that the specified SA exists and is in the ‘Operational’ state.
a) The recipient shall transition the SA from ‘Operational’ to ‘Keyed’ state.
b) The recipient shall removeRemove all GVC/GMAP IDsID(s) from the SA. 
Signaling of Stop SA Request
1.1.1.5.2.4.21 This step shall be executed by the Initiator.
1.1.1.5.2.4.22 This step shall have the following inputs:
· The SPI of the Security Association to stop
1.1.1.5.2.4.23 This step shall have the following outputs:
· SPI transmitted to the Recipient
1.1.1.5.2.4.24 This step shall execute the following:
· A Stop SA PDU as defined in Section 5.5.1.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Execution of Stop SA
1.1.1.5.2.4.25 This step shall be executed by the Recipient.
1.1.1.5.2.4.26 This step shall have the following inputs:
· SPI received from the Initiator.
1.1.1.5.2.4.27 This step shall have the following outputs:
· The SA transitions from ‘Operational’ to ‘Keyed’ state.
1.1.1.5.2.4.28 This step shall execute the following:
a) Verify that the specified SA exists and is in the ‘Operational’ state.
b) Remove all GVC/GMAP ID(s) from the SA. 
[bookmark: _Ref472591998]Rekey SA
The Rekey SA directive is used to associate a cryptographic key with a particular Security Association prior to the Security Association being activated for use on a channel. This directive may be implicit.
Preconditions for the Procedure
The Security Association must already exist and be in the ‘Unkeyed’ state.
Procedural Steps
The Rekey SA procedure shall include the following mandatory execution steps:
a) Execution of Rekey SA; Role: Initiator
b) Signaling of Rekey SA Request; Role: Initiator
c) Execution of Rekey SA; Role: Recipient
Execution of Rekey SA
1.1.1.5.2.4.29 This stepThe initiator shall indicatebe executed by the Initiator.
1.1.1.5.2.4.30 This step shall have the following inputs:
· SPI of thean existing Security Association andwhich is in the ‘Unkeyed’ state.
· The specified key ID with which(s) to load ituse.
1.1.1.5.2.4.31 This step shall have the following outputs:
· The recipientSA transitions from ‘Unkeyed’ to ‘Keyed’ state.
1.1.1.5.2.4.32 This step shall verifyexecute the following:
a) Verify that the specified SA exists and is in the ‘Unkeyed’ state.
b) The recipient shall importImport the requested key(s) (identified by the key ID) into the SA.
The recipientSignaling of Rekey SA Request shall transition the SA from ‘Unkeyed’ to ‘Keyed’ state.
1.1.1.5.2.4.33 This step shall transitionbe executed by the SAInitiator.
1.1.1.5.2.4.34 This step shall have the following inputs:
· The SPI of the Security Association to rekey
· The specified key ID(s) to use.
1.1.1.5.2.4.35 This step shall have the following outputs:
· SPI transmitted to the Recipient
1.1.1.5.2.4.36 This step shall execute the following:
· A Rekey SA PDU as defined in Section 5.5.1.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Execution of Rekey SA
1.1.1.5.2.4.37 This step shall be executed by the Recipient.
1.1.1.5.2.4.38 This step shall have the following inputs:
· SPI received from the Initiator.
1.1.1.5.2.4.39 This step shall have the following outputs:
· The SA transitions from ‘Unkeyed’ to ‘Keyed’ state.
1.1.1.5.2.4.40 This step shall execute the following:
a) Verify that the specified SA exists and is in the ‘Unkeyed’ state.
b) Import the requested key(s) (identified by key ID) into the SA.
[bookmark: _Ref472591885]Expire SA
The Expire SA directive is used to de-associate a cryptographic key from a particular Security Association in order that another key may be associated with that same SA using the ‘Rekey SA’ directive.  This directive may be implicit.
Preconditions for the Procedure
The Security Association must already exist and be in the ‘Keyed’ state.
Procedural Steps
The Expire SA procedure shall include the following mandatory execution steps:
a) The initiatorExecution of Expire SA; Role: Initiator
b) Signaling of Expire SA Request; Role: Initiator
c) Execution of Expire SA; Role: Recipient
Execution of Expire SA
1.1.1.5.2.4.41 This step shall indicatebe executed by the Initiator.
1.1.1.5.2.4.42 This step shall have the following inputs:
· SPI of thean existing Security Association which is in the ‘Keyed’ state.
a) The recipient shall verify that the SA exists and is in the ‘Keyed’ state.
1.1.1.5.2.4.43 The recipientThis step shall transitionhave the following outputs:
· The SA transitions from ‘Keyed’ to ‘Unkeyed’ state.
1.1.1.5.2.4.44 The recipientThis step shall removeexecute the following:
· Remove all key(s) from the SA.
Signaling of Expire SA Request
1.1.1.5.2.4.45 This step shall be executed by the Initiator.
1.1.1.5.2.4.46 This step shall have the following inputs:
· The SPI of the Security Association to expire
1.1.1.5.2.4.47 This step shall have the following outputs:
· SPI transmitted to the Recipient
1.1.1.5.2.4.48 This step shall execute the following:
· A Expire SA PDU as defined in Section 5.5.1.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Execution of Expire SA
1.1.1.5.2.4.49 This step shall be executed by the Recipient.
1.1.1.5.2.4.50 This step shall have the following inputs:
· SPI received from the Initiator.
1.1.1.5.2.4.51 This step shall have the following outputs:
· The SA transitions from ‘Keyed’ to ‘Unkeyed’ state.
1.1.1.5.2.4.52 This step shall execute the following:
a) Verify that the specified SA exists and is in the ‘Keyed’ state.
b) Remove all key(s) from the SA.
[bookmark: _Ref472591843]Create SA	Comment by Daniel Fischer: Procedural Steps missing
The Create SA directive is used to initialize a Security Association with the parameters supplied by the service user.  This directive may be implicit.
Preconditions for the Procedure
The Security Association must not already exist.
Procedural Steps
The Create SA procedure shall include the following mandatory execution steps:
a) Execution of Create SA; Role: Initiator
b) Signaling of Create SA Request; Role: Initiator
c) Execution of Create SA; Role: Recipient
Execution of Create SA
1.1.1.5.2.4.53 This step shall be executed by the Initiator.
1.1.1.5.2.4.54 This step shall have the following inputs:
· SPI of a nonexistent Security Association.
1.1.1.5.2.4.55 This step shall have the following outputs:
· SA in the ‘Unkeyed’ state.
1.1.1.5.2.4.56 This step shall execute the following:
a) Verify that the specified SA does not exist.
b) Initialize a Security Association (SA) having the specified Security Parameter Index (SPI);
c) Add the SA Service Type into the SA;
d) Add the Lengths for Security Header IV, SN, and PL fields into the SA;
e) Add the Length for Security Trailer MAC field into the SA;
f) Add the Encryption cipher suite identifier into the SA;
g) Add the Initialization vector (IV) length and initial value into the SA;
h) Add the Authentication cipher suite identifier into the SA;
i) Add the Authentication bit mask length and value into the SA;
j) Add the Anti-replay counter (ARC) length and initial value into the SA;
k) Add the Anti-replay counter window length and value into the SA.
Signaling of Create SA Request
1.1.1.5.2.4.57 This step shall be executed by the Initiator.
1.1.1.5.2.4.58 This step shall have the following inputs:
· The SPI of the Security Association to create
· The GVC/GMAP ID(s) upon which to activate the SA
1.1.1.5.2.4.59 This step shall have the following outputs:
· SPI and specified GVC/GMAP ID(s) transmitted to the Recipient
1.1.1.5.2.4.60 This step shall execute the following:
· A Create SA PDU as defined in Section 5.5.1.1 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Execution of Create SA
1.1.1.5.2.4.61 This step shall be executed by the Recipient.
1.1.1.5.2.4.62 This step shall have the following inputs:
· Fields in the Create SA PDU received from the Initiator.
1.1.1.5.2.4.63 This step shall have the following outputs:
· SA in the ‘Unkeyed’ state.
1.1.1.5.2.4.64 This step shall execute the following:
a) Verify that the specified SA does not exist.
b) Initialize a Security Association (SA) having the specified Security Parameter Index (SPI);
c) Add the SA Service Type into the SA;
d) Add the Lengths for Security Header IV, SN, and PL fields into the SA;
e) Add the Length for Security Trailer MAC field into the SA;
f) Add the Encryption cipher suite identifier into the SA;
g) Add the Initialization vector (IV) length and initial value into the SA;
h) Add the Authentication cipher suite identifier into the SA;
i) Add the Authentication bit mask length and value into the SA;
j) Add the Anti-replay counter (ARC) length and initial value into the SA;
k) Add the Anti-replay counter window length and value into the SA.
[bookmark: _Ref472591818]Delete SA	Comment by Daniel Fischer: Procedural Steps missing

The Delete SA directive is used to remove a Security Association entirely.  This directive may be implicit.
Preconditions for the procedure
The Security Association must be in the ‘Unkeyed’ state.
Procedural steps
The Delete SA procedure shall include the following mandatory execution steps:
a) Execution of Delete SA Request; Role: Initiator
b) Signaling of Delete SA Request; Role: Initiator
c) Execution of Delete SA Request; Role: Recipient
Execution of Delete SA Request (Initiator)
1.1.1.5.2.4.65 This step shall be executed by the Initiator.
1.1.1.5.2.4.66 This step shall have the following inputs:
· SPI of an existing Security Association which is in the ‘Unkeyed’ state.
1.1.1.5.2.4.67 This step shall have the following outputs:
· The SA transitions to a null state (‘No SA’).
1.1.1.5.2.4.68 This step shall execute the following:
· Erase all managed parameters of the SA.
Signaling of Delete SA Request
1.1.1.5.2.4.69 This step shall be executed by the Initiator.
1.1.1.5.2.4.70 This step shall have the following inputs:
· The SPI of the Security Association to delete
1.1.1.5.2.4.71 This step shall have the following outputs:
· SPI transmitted to the Recipient
1.1.1.5.2.4.72 This step shall execute the following:
· A Delete SA PDU as defined in Section 5.5.1.1 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Execution of Delete SA Request (Recipient)
1.1.1.5.2.4.73 This step shall be executed by the Recipient.
1.1.1.5.2.4.74 This step shall have the following inputs:
· SPI received from the Initiator.
1.1.1.5.2.4.75 This step shall have the following outputs:
· The SA transitions to a null state (‘No SA’).
1.1.1.5.2.4.76 This step shall execute the following:
a) Verify that the specified SA exists and is in the ‘Unkeyed’ state.
b) Erase all managed parameters of the SA.
[bookmark: _Ref472591760]Set Anti-Replay Counter
The Set Anti-Replay Counter directive is used to initialize the managed anti-replay sequence number for a Security Association to the value supplied by the service user.
Preconditions for the Procedure
The Security Association service type must already existbe Authentication or Authenticated Encryption.
Procedural Steps
The Set Anti-Replay Counter procedure shall include the following mandatory execution steps:
a) The initiatorExecution of Set ARC; Role: Initiator
b) Signaling of Set ARC Request; Role: Initiator
c) Execution of Set ARC; Role: Recipient
Execution of Set ARC
1.1.1.5.2.4.77 This step shall indicatebe executed by the Initiator.
1.1.1.5.2.4.78 This step shall have the following inputs:
· SPI of thean existing Security Association and the requested .
· Requested new value for the managed anti-replay sequence number.
1.1.1.5.2.4.79 The recipientThis step shall have the following outputs:
· None.
1.1.1.5.2.4.80 verifyThis step shall execute the following:
· Replace the current value of the managed anti-replay sequence number with the requested value.
Signaling of Set ARC Request
1.1.1.5.2.4.81 This step shall be executed by the Initiator.
1.1.1.5.2.4.82 This step shall have the following inputs:
· The SPI of the Security Association
· Requested new value for the managed anti-replay sequence number.
1.1.1.5.2.4.83 This step shall have the following outputs:
· SPI and new ARC value transmitted to the Recipient
1.1.1.5.2.4.84 This step shall execute the following:
· A Set ARC Command PDU as defined in Section 5.5.1.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Execution of Set ARC
1.1.1.5.2.4.85 This step shall be executed by the Recipient.
1.1.1.5.2.4.86 This step shall have the following inputs:
· SPI received from the Initiator.
1.1.1.5.2.4.87 This step shall have the following outputs:
· None.
1.1.1.5.2.4.88 This step shall execute the following:
a) Verifyverify that the SA exists and that its service type is Authentication or Authenticated Encryption.
b) The recipient shall replaceReplace the current value of the managed anti-replay sequence number with the requested value.
[bookmark: _Ref472591726]Set Anti-Replay Window
The Set Anti-Replay Window directive is used to initialize the managed anti-replay sequence number window for a Security Association to the value supplied by the service user.
Preconditions for the Procedure
The Security Association service type must already existbe Authentication or Authenticated Encryption.
Procedural Steps
The Set Anti-Replay Window procedure shall include the following mandatory execution steps:
a) The initiatorExecution of Set ARCW; Role: Initiator
b) Signaling of Set ARCW Request; Role: Initiator
c) Execution of Set ARCW; Role: Recipient
Execution of Set ARCW
1.1.1.5.2.4.89 This step shall indicatebe executed by the Initiator.
1.1.1.5.2.4.90 This step shall have the following inputs:
· SPI of thean existing Security Association and the requested .
· Requested new value for the managed anti-replay sequence number window.
1.1.1.5.2.4.91 The recipientThis step shall verifyhave the following outputs:
· None.
1.1.1.5.2.4.92 This step shall execute the following:
· Replace the current value of the managed anti-replay sequence number window with the requested value.
Signaling of Set ARCW Request
1.1.1.5.2.4.93 This step shall be executed by the Initiator.
1.1.1.5.2.4.94 This step shall have the following inputs:
· The SPI of the Security Association
· Requested new value for the managed anti-replay sequence number window.
1.1.1.5.2.4.95 This step shall have the following outputs:
· SPI and new ARCW value transmitted to the Recipient
1.1.1.5.2.4.96 This step shall execute the following:
· A Set ARCW Command PDU as defined in Section 5.5.1.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Execution of Set ARCW
1.1.1.5.2.4.97 This step shall be executed by the Recipient.
1.1.1.5.2.4.98 This step shall have the following inputs:
· SPI received from the Initiator.
1.1.1.5.2.4.99 This step shall have the following outputs:
· None.
1.1.1.5.2.4.100 This step shall execute the following:
a) Verify that the SA exists and that its service type is Authentication or Authenticated Encryption.
b) The recipient shall replaceReplace the current value of the managed anti-replay sequence number window with the requested value.
[bookmark: _Ref472591660]SA Status Request
The SA Status Request directive is used to request a summary of the current status of a Security Association.
Preconditions for the Procedure
· None.
None.
1.1.1.5.3 Procedural Steps
1.1.1.5.3.1 The SA Status Request procedure shall include the following mandatory execution steps:
a) The initiatorSignaling of SA Status Request; Role: Initiator
b) Execution of SA Status Verification; Role: Recipient
c) Signaling of SA Status Response; Role: Recipient
1.1.1.5.3.2 Signaling of SA Status Request 
1.1.1.5.3.2.1 This step shall indicatebe executed by the Initiator.
1.1.1.5.3.2.2 This step shall have the following inputs:
· SPI of thean existing Security Association.
1.1.1.5.3.2.3 The recipientThis step shall return a status message.have the following outputs:
· [bookmark: _Toc464738677]SA Status Request Command PDU
1.1.1.5.3.2.4 This step shall execute the following:
· A SA Status Request Command PDU as defined in Section 5.4.2.5 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
1.1.1.5.3.3 Execution of SA Status Verification
1.1.1.5.3.3.1 This step shall be executed by the Recipient.
1.1.1.5.3.3.2 This step shall have the following inputs:
· SA Status Request Command PDU received from the Initiator.
1.1.1.5.3.3.3 This step shall have the following outputs:
· State of an existing Security Association.
1.1.1.5.3.3.4 This step shall execute the following:
· Retrieve the the most recent state transition for the SA indicated, or the current state of the SA if no previous state transition is known.
1.1.1.5.3.4 Signaling of SA Status Response
1.1.1.5.3.4.1 This step shall be executed by the Recipient.
1.1.1.5.3.4.2 This step shall have the following inputs:
· SPI of an existing Security Association.
1.1.1.5.3.4.3 This step shall have the following outputs:
1.1.1.5.3.4.4 This step shall execute the following:
· A SA Status Request Reply PDU as defined in Section 5.4.2.5 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.

MONITORING & CONTROL SERVICE
OVERVIEW
The following service procedures are specified:
· Ping;
· Log Status;
· Dump Log;
· Erase Log;
· Self-Test;
· Read Sequence Number; and
· Alarm Flag Reset.
SERVICE PARAMETERS
Ping
The Ping procedure shall have no Service Parameter. 
Log Status 
The Log Status procedure shall have the following Service Parameters:
a) Number of Security Messages stored in the Security Log (Integer).
b) Available space in the Security Log (Integer).
Dump Log
The Dump Log procedure shall have the following Service Parameter :
a) Set of Security Messages stored in the Security Log.
NOTE – The content of each security message is implementation specific and not specified by this recommended standard. However, each security message has to comply with the TLV format.
[bookmark: _Ref464726873]Erase Log
The Erase Log shall have the following service parameters :
a) Number of messages stored in the Security Log after erasing (Integer)
b) Space available in the Security Log (Integer)
[bookmark: _Ref464726906]Self-Test
The Self-Test procedure shall have the following Service Parameter :
a) Self-Test Result: OK / NOK (8 bit)
[bookmark: _Ref464726981]Read Sequence Number
The Read Sequence Number (SN) procedure shall have the following Service Parameters :
a) Security Parameter Index (16 bit)
NOTE – This is the SPI of the SA to which the SN belongs.
b) Sequence Number Value (bit field length managed by the SA)
NOTE – The length of the SN is a managed parameter within the SA. It can vary. However, the full value of the Sequence Number must be reported without truncation.
Alarm Flag Reset
The Alarm Flag Reset procedure shall have the following Service Parameter :
a) Alarm Flag (1 bit)
SERVICE PROCEDURES
[bookmark: _Ref464726738]Ping
The ping procedure is used to test the status of a SDLS security processor protecting a TC, TM or AOS link. This directive generates a report. The intention behind the Ping procedure is to check that the security processor is alive.
Preconditions for the procedure
None.
Procedural steps
The Ping procedure shall include the following mandatory execution steps:
a) Signaling of the Ping Request; Role: Initiator
b) Signaling of the Ping Response; Role: Recipient
Signaling of the Ping Request 
This step shall be executed by the Initiator.
This step shall have the following input:
None
This step shall have the following output:
· The Ping Request transmitted to the Recipient.
This step shall execute the following:
· A Ping Request Command PDU as defined in Section 5.6.1.1.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Signaling of the Ping Response 
This step shall be executed by the Recipient.
This step shall have the following input:
•	Ping Request received from the Initiator
This step shall have the following output:
•	 Ping Response transmitted to the Initiator. 
This step shall execute the following:
A Ping Reply PDU as defined in Section 5.6.1.1.3 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.
[bookmark: _Ref464726836]Log Status 
The Log Status directive is used to read the status of the Security Log, by asking for the number of Security Events Messages stored in the Security Log.
Preconditions for the procedure
None.
Procedural steps
The Log Status procedure shall include the following mandatory execution steps:
a) Signaling of the Log Status Request; Role: Initiator
b) Generation of the Log Status Response; Role: Recipient
c) Signaling of the Log Status Response; Role : Recipient.
Signaling of the Log Status Request 
This step shall be executed by the Initiator.
This step shall have the following input:
•	None
This step shall have the following output:
•	The Log Status Request transmitted to the Recipient.
This step shall execute the following:
A Log Status Request Command PDU as defined in Section 5.6.1.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Generation of the Log Status Response 
This step shall be executed by the Recipient.
This step shall have the following input:
•	Reception of Log Status Request from the Initiator.
This step shall have the following output:
•	Log Status Response.
This step shall execute the following:
· The Recipient shall assess the status of the Security Log and derive
o	Number of entries in the log
o	Remaining capacity in the log
· Generate Log Status Response.
Signaling of the Log Status Response
This step shall be executed by the Recipient
This step shall have the following input :
•	Log Status Response created at step b)
This step shall execute the following :
· A Log Status Reply PDU as defined in Section 5.6.1.2 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.
[bookmark: _Ref464726840]Dump Log
The Dump Log directive is used to send to the ground the content of the Security Log. This directive does not erase the Security Log.
Preconditions for the procedure
None.
Procedural steps
The Dump Log procedure shall include the following mandatory execution steps:
a)	Signaling of the Dump Log request; Role: Initiator
b)	Computation of the Dump Log Response, comprising the entire set of messages stored in the Security Log; Role: Recipient
c)	Signaling of the Dump Log Response; Role : Recipient
Signaling of the Dump Log Request 
This step shall be executed by the Initiator.
This step shall have the following input:
· None
This step shall have the following output:
· The Dump Log Request transmitted to the Recipient.
This step shall execute the following:
· A Dump Log Request Command PDU as defined in Section 5.6.1.3 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Computation of the Dump Log Response 
This step shall be executed by the Recipient.
This step shall have the following input :
· Reception of Dump Log Request from the Initiator.
This step shall have the following output :
· Dump Log Response
This step shall execute the following:
· The Recipient shall derive the List of Log Security Messages from the Security Log.
· Generate the Dump Log Response comprising all the Security Messages.
Signaling of the Dump Log Response
This step shall be executed by the Recipient.
This step shall have the following input :
· The Dump Log Response created at Step b)
This step shall have the following output :
· Dump Log Response transmitted to the Initiator
This step shall execute the following :
· A Dump Log Reply PDU as defined in Section 5.6.1.3 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.
Erase Log
The Erase Log directive is used to erase the Security Log.
Preconditions for the procedure
None.
Procedural steps
The Erase Log procedure shall include the following mandatory execution steps:
a) Signaling of Erase Log Request; Role : Initiator
b) Erasing of the entire set of messages stored in the Security Log and generation of the Erase Log Response; Role : Recipient
c) Signaling of the Erase Log Response; Role : Recipient
Signaling of the Erase Log Request 
This step shall be executed by the Initiator.
This step shall have the following input:
· None
This step shall have the following output:
· The Erase Log Request transmitted to the Recipient.
This step shall execute the following:
· An Erase Log Command PDU as defined in Section 5.6.1.4 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Erasing of the entire set of messages stored in the Security Log and computation of the Erase Log Response 
This step shall be executed by the Recipient.
This step shall have the following input:
· Reception of Erase Log Request from the Initiator.
This step shall have the following outputs:
· Number of entries in the Security Log
· Remaining space in the Security Log
This step shall execute the following:
The Recipient shall :
· Erase all Security Messages from the Security Log
· Assess the status of the Security Log and derive:
· Number of entries in the Security Log
· Remaining space in the Security Log
· Generate the Erase Log Response comprising the number of entries and the remaining space in the Security Log
Signaling of the Erase Log Response
This step shall be executed by the Recipient.
This step shall have the following input :
· Erase Log Response created at Step b)
This step shall have the following output :
· Erase Log Response transmitted to the Initiator
This step shall execute the following :
· An Erase Log Reply PDU as defined in Section 5.6.1.4 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.
Self-Test
The Self-Test directive is used to trigger a security processor self-test.
Preconditions for the procedure
None.
Procedurals steps
The Self-Test procedure shall include the following mandatory execution steps:
a) Signaling of Self-Test Request; Role : Initiator
b) Computation of the Self-Test Response; Role : Recipient
c) Signaling of Self-Test Response; Role : Recipient
Signaling of Self-Test Request
This step shall be executed by the Initiator.
This step shall have the following input:
· None
This step shall have the following output:
· The Self-Test Request transmitted to the Recipient
This step shall execute the following:
· A Self-Test Command PDU as defined in Section 5.6.1.5 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
Computation of the Self-Test Response
This step shall be executed by the Recipient.
This step shall have the following input:
· Reception of Self-Test Request from the Initiator
This step shall have the following output:
· Self-Test Response
This step shall execute the following:
· Upon reception of the Self-Test Request, the Recipient shall run a self-test and create the Self-Test Response.
NOTE – The self-test is implementation specific and not specified by this recommended standard.
Signaling of Self-Test Response
This step shall be executed by the Recipient.
This step shall have the following input :
· The Self-Test Response created in Step b)
This step shall have the following output :
· Self-Test Response transmitted to the Initiator.
This step shall execute the following :
· A self-Test Reply PDU as defined in Section 5.6.1.5 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.
Read Sequence Number (SN)
The Read SN directive is used to read the current Sequence Number value associated to a given SA.
Preconditions for the procedure
None.
Procedural steps
The Read Sequence Number procedure shall include the following mandatory execution steps:
a) Signaling of Read Sequence Number Request; Role : Initiator
b) Computation of the Read Sequence Number Response; Role : Recipient
c) Signaling of the Read Sequence Number Response; Role : Recipient
Signaling of Read Sequence Number Request
This step shall be executed by the Initiator.
This step shall have the following input:
· Security Parameter Index of the SA
This step shall have the following output:
· The Read Sequence Number Request transmitted to the Recipient
This step shall execute the following:
· A Read Sequence Number Command PDU as defined in Section 5.6.1.6 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4. 
Computation of the Read Sequence Number Response
This step shall be executed by the Recipient.
This step shall have the following input:
· Reception of Read Sequence Number Request from the Initiator, including the SPI of the SA
This step shall have the following output:
· Read Sequence Number Response
This step shall execute the following:
· The recipient shall read the Sequence Number Value corresponding to the SA identified by the SPI and create the Read Sequence Number Response.
Signaling of the Read Sequence Number Response
This step shall be executed by the recipient
This step shall have the following input :
· The Read Sequence Number response created at Step b)
This step shall have the following output :
· Read Sequence Number Response transmitted to the Initiator
This step shall execute the following :
· A Read Sequence Number Reply PDU as defined in Section 5.6.1.6 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.
Alarm Flag Reset
Preconditions for the procedure
None.
Procedurals steps
The Alarm Flag Reset procedure shall include the following mandatory execution steps:
a) Signaling of Alarm Flag Reset Request; Role : Initiator
b) Resetting the Alarm Flag of the Frame Security Report; Role : Recipient
Signaling of Alarm Flag Reset Request
This step shall be executed by the Initiator.
This step shall have the following input:
· None
This step shall have the following output:
· The Alarm Flag Reset Request transmitted to the Recipient.
This step shall execute the following:
· An Alarm Flag Reset Command PDU as defined in Section 5.6.1.7 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4. 
Resetting the Alarm Flag of the Frame Security Report
This step shall be executed by the Recipient.
This step shall have the following input:
· Reception of Alarm Flag Reset Request from the Initiator.
This step shall have the following outputs:
· Alarm Flag of the Frame Security Report (FSR) reset.
This step shall execute the following:
· The recipient shall reset the Alarm Flag of the FSR 
NOTE – The way the Alarm Flag is stored and reset is implementation dependent and not specified in this standard.


[bookmark: _Ref383508555][bookmark: _Toc453754287][bookmark: _Toc464738678]Interface with SLP & SDLS
[bookmark: _Toc453754288][bookmark: _Toc464738679]Overview
The SDLS Extended Procedures are interfacing with the Space Link Protocols (SLP) for transport of the procedures protocol data units. This recommended practice does not mandate or recommend the transport data structures except for a new Operational Control Field (OCF), the Frame Security Report (FSR). The SDLS Extended Procedures Concept of Operations  describes various options to implement the interface.
Since the SDLS Extended Procedures are meant to provide additional capabilities to the core protocol, they do require interfacing with it. The interfaces however are generally on the Initiator and Recipient side, and not directly on protocol level. However, a Security Association should be allocated to the management channel.
[bookmark: _Toc453754289][bookmark: _Toc464738680]Interface with SLP
[bookmark: _Toc453754290]Transfer of EP Service PDU Over the Space Link	Comment by Daniel Fischer: Add references
For transport of SDLS Extended Procedures PDUs on the uplink (TC or USLP data link protocols), the MAP packet service with a dedicated MAP shall be used.
For transport of SDLS Extended Procedures PDUs on the downlink (TM, AOS or USLP data link protocols), the VC packet service shall be used.
NOTE: Grouping EP PDUs in one single packet is a way of ensuring that the related PDUs are transferred together.
[bookmark: _Toc453754291]Frame Security Report (FSR)
General
The Frame Security Report (FSR), which is the protocol data unit transmitted from the Recipient to the Initiator of an SDLS secured TC uplink, shall provide the systematic, real-time mechanism by which the SDLS function at the receiving end reports the status of TC frame acceptance at the sending end.
NOTE - The FSR is not the only reporting mechanism for this SDLS protocol. Several on-demand or on-event reporting mechanisms and corresponding messages are specified in this recommendation. They provide non real-time or non-systematic reporting of the frame acceptance status at the receiving end of the SDLS secured TC uplink.
The FSR shall be carried in the Operational Control Field of TM or AOS Transfer Frames (references [5], [6]) using the MC_OCF or the VC_OCF Service.
The FSR shall be sampled by the Recipient for each received SDLS protected frame.
The 32-bit FSR shall consist of 6 fields, positioned contiguously, in the following sequence:
a) Control Word Type (1 bit, mandatory)
b) FSR Version Number (3 bits, mandatory)
c) Alarm field (1 bit, mandatory)
d) Security event flags (3 bits, mandatory)
e) Last SPI field (16 bits, mandatory)
f) SN Value field (8 bits, mandatory)
NOTE – The structural components of the FSR are shown in Figure 4‑1.

 
[bookmark: _Ref428446197][bookmark: _Toc453754311][bookmark: _Toc464738695]Figure 4‑1: Frame Security Report (FSR)
Control Word Type
Bit 0 of the FSR shall contain the Control Word Type
NOTE – This field is used to distinguish Command Link Control Word (CLCW) – control word type “0” specified in [7] from other type of Control Word (type “1”) like the FSR, that may be alternatively carried in the Operational Control Field (OCF) of TM and AOS transfer frames.
This one-bit field shall be set to ‘1’.
FSR Version Number
Bits 1-3 of the FSR shall contain the FSR Version Number
[bookmark: _Ref434389953]This 3-bit field shall be set to ‘100’
NOTE – The FSR Version Number first bit (‘1’) identifies a CCSDS defined Type-2 OCF. The last 2 bits (‘00’) identifies a ‘Version-1’ FSR, whose binary encoded Version Number is ‘00’. At present, a single version is defined in this recommendation. The FSR Version Number is included to provide future growth flexibility.
Alarm Field
Bit 4 of the FSR shall contain the Alarm Flag
The Alarm Flag shall indicate whether a TC Transfer Frame has been rejected by the on-board SDLS function.
A setting of ‘0’ in the Alarm Flag shall indicate that all TC Transfer Frames have been accepted by the on-board SDLS function since the last reset of the Alarm Flag.
A setting of ‘1’ in the Alarm Flag shall indicate that at least one TC Transfer Frame has been rejected by the on-board SDLS function since the last reset of the Alarm Flag.
The Alarm Flag shall apply to all Virtual Channels and Security Associations of the TC uplink.
The Alarm Flag shall be updated at each TC Transfer Frame processed by the SDLS on-board function.
Once the Alarm Flag is set to ‘1‘, it shall remain persistent until reset to ‘0’ (NoAlarm state) by a dedicated command (See Section xxx).	Comment by Daniel Fischer: Add reference
Security Event Flags
General
Bits 5-7 of the FSR shall contain the Flags specified in the following subsections.
Bad Sequence Number Flag
Bit 5 of the FSR shall contain the Bad Sequence Number Flag.
The Bad Sequence Number  Flag shall indicate whether the Sequence Number (SN) of the last received TC Transfer Frame by the SDLS on-board function is valid.
A setting of ‘0’ in the Bad Sequence Number Flag shall indicate that the SN carried by the last received TC Transfer Frame by the on-board SDLS function is valid (i.e. within the SN window).
A setting of ‘1’ in the Bad Sequence Number Flag shall indicate that the SN carried by the last received TC Transfer Frame by the on-board SDLS function is invalid (i.e. outside the SN window).
The Bad Sequence Number Flag shall be updated at each TC Transfer Frame processed by the SDLS on-board function, its states not being persistent.
Bad MAC Flag
Bit 6 of the FSR shall contain the Bad MAC Flag.
The Bad MAC Flag shall indicate whether the last received TC Transfer Frame by the SDLS on-board function failed MAC verification.
A setting of ‘0’ in the Bad MAC Flag shall indicate that the MAC carried by the last received TC Transfer Frame by the on-board SDLS function is valid (i.e. matches the MAC computed over the received Transfer Frame).
A setting of ‘1’ in the Bad MAC Flag shall indicate that the MAC carried by the last received TC Transfer Frame by the on-board SDLS function is invalid (i.e. does not match the MAC computed over the received Transfer Frame).
The Bad MAC Flag shall be updated at each TC Transfer Frame processed by the SDLS on-board function, its states not being persistent.
Invalid SPI Flag
Bit 7 of the FSR shall contain the Invalid SPI Flag.
The Invalid SPI Flag shall indicate whether the last received TC Transfer Frame by the SDLS on-board function failed SA verification.
A setting of ‘0’ in the Bad SPI Flag shall indicate that the SPI carried by the last received TC Transfer Frame by the on-board SDLS function is valid (i.e. SPI points to an SA that is associated with the GVCID and/or GMAP of the received Transfer Frame)
A setting of ‘1’ in the Bad SPI Flag shall indicate that the SPI carried by the last received TC Transfer Frame by the on-board SDLS function is invalid (i.e. SPI points to an SA that is not associated with the GVCID and/or GMAP of the received Transfer Frame)
The Bad SPI Flag shall be updated at each TC Transfer Frame processed by the SDLS on-board function, its states not being persistent.
Last SPI used
Bits 8-23 of the FSR shall contain the SPI carried in the last received TC Transfer Frame by the on-board SDLS function.
NOTE – Bad MAC, Bad Sequence Number, and bad SPI flags are always associated with this SPI.
Sequence Number Value (LSB)
Bits 24-31 of the FSR shall contain the 8 Least Significant Bits (LSB) of the Sequence Number (SN) carried in the last received TC Transfer Frame by the on-board SDLS function.
[bookmark: _Ref435783325][bookmark: _Toc453754292][bookmark: _Toc464738681]Interface with SDLS
[bookmark: _Toc453754293]Transfer of EP Service PDU
Two Security Associations associated with master keys shall be reserved for use with the SDLS Extended Procedures and shall be active upon start of a mission phase. 
A Security Association cannot be used to execute any SA Management Procedure that would affect itself. Another security association must be used in this case.
NOTE – SDLS has two reserved SPIs. Those could be used by the SDLS Extended Procedures to manage Security Associations.
All EP Service Command PDUs shall only be transmitted over an authenticated SDLS channel.
Sensitive EP Service PDUs shall only be communicated over a SDLS channel protected by authenticated encryption. Table 4‑1 shows the sensitivity attributes for each procedure.

	Procedure
	Status

	Over-the-air-rekeying (OTAR)
(OTAR PDUs provide their own protection)
	Not Sensitive

	Key Activation
	Sensitive

	Key Deactivation
	Sensitive

	Key Verification
	Sensitive

	Key Destruction
	Sensitive

	Delete SA
	Not Sensitive

	Expire SA
	Not Sensitive

	Stop SA
	Not Sensitive

	Create SA
	Sensitive

	Rekey SA
	Not Sensitive

	Start SA
	Not Sensitive

	SA Status Request
	Not Sensitive

	Set Anti-Replay Counter
	Not Sensitive

	Set Anti-Replay Counter Window
	Sensitive

	Ping
	Not Sensitive

	Log Status Request
	Not Sensitive

	Dump Log
	Sensitive

	Erase Log
	Sensitive

	Self-Test
	Not Sensitive

	Read Sequence Number
	Not Sensitive

	Reset Alarm Flag
	Not Sensitive


[bookmark: _Ref464653224]Table 4‑1: Extended Procedures Sensitivity


[bookmark: _Toc453754294][bookmark: _Toc464738682]Procedures Specification
[bookmark: _Toc453754295][bookmark: _Toc464738683]Overview
This Section describes the procedures that are used to provide the Key Management, Security Association Management, and SDLS Monitoring & Control Services. 
[bookmark: _Toc453754296][bookmark: _Toc464738684]Procedure Identification
The Extended Procedures PDU header shall identity the type of procedure to which the contents of the Extended Procedures PDU data field is associated.
NOTE – For a mapping of field values to procedures, see Table 5‑1.
[bookmark: _Ref382990127][bookmark: _Toc453754297][bookmark: _Toc464738685]Protocol Data Units
[bookmark: _Toc453754298]Overview
Extended Procedures Protocol Data Units (PDUs) are the data structures that carry the information related to Extended Procedures commands and reports.
Tag, Length, Value Notation
SLDS Extended Procedures commands and reports share a common message format, based on the “Tag, Length, Value” (TLV) concept. The Tag field uniquely identifies the command or the report. The Length field indicates the length of the Value field (may be zero). The (optional) Value field contains additional data pertaining to the message. As long as the Tag and Length fields are of fixed length, the TLV concept is very flexible, allowing to define new commands and reports while maintaining full compatibility with previously defined messages. Figure 5‑1 shows the TLV format.
For example, this flexibility may be used by an implementer who needs to define some proprietary messages, while still retaining full CCSDS compatibility (as long as CCSDS defined messages are correctly implemented, proprietary messages will simply be skipped if not recognized, thanks to the TLV format). It should be noted that TLV concept allows nesting: the Value field can itself be composed of one or more TLV messages.




[bookmark: _Ref428433154][bookmark: _Ref428433151][bookmark: _Toc453754312][bookmark: _Toc464738696]Figure 5‑1: TLV Format Specification

[bookmark: _Toc453754299]Extended Procedures PDU
General
The Extended Procedures PDU shall be used for transport of SDLS Extended Procedures.
The Extended Procedures PDU shall consist of two mandatory fields, positioned contiguously, in the following sequence:
a) Extended Procedures PDU Header (24 bits; mandatory)
b) Extended Procedures PDU Data Field (variable but octet-aligned; mandatory)
NOTE – The format of the Extended Procedures PDU is shown in Figure 5‑2.

 
[bookmark: _Ref382928214][bookmark: _Toc453754313][bookmark: _Toc464738697]Figure 5‑2: Extended Procedures PDU
Extended Procedures PDU Header
The Extended Procedures PDU Header shall consist of two mandatory fields, positioned contiguously, in the following sequence:
a) Extended Procedures Tag (8 bits; mandatory)
b) Extended Procedures Data Field Length (16 bits; mandatory)
The Extended Procedures Tag shall consist of four mandatory fields, positioned contiguously, in the following sequence:
a) Procedure Type (1 bit; mandatory)
b) User Flag (1 bit; mandatory)
c) Service Group Field (2 bits; mandatory)
d) Procedure Identification Field (4 bits; mandatory)
The Procedure Type Flag
The Procedure Type Flag shall identify if the Extended Procedures PDU is associated with a command from the Initiator to the Recipient, or a reply from the Recipient.
A setting of  “0” shall identify a command.
A setting of  “1” shall identify a reply.
[bookmark: _Ref435534754]User Flag
The User Flag shall identify if the Extended Procedures PDU is carrying a CCSDS defined procedure or a user defined procedure. 
A setting of  “0” shall identify a CCSDS defined procedure.
A setting of  “1” shall identify a user defined procedure.
Service Group Field
The Service Group shall identify the Extended Procedures Service that the Extended Procedures PDU is associated with. 
A setting of  “00” shall identify a Key Management procedure.
A setting of  “01” shall identify a Security Association Management procedure.
A setting of  “10” shall identify a Security Monitoring & Control procedure.
A setting of  “11” may identify a user defined service group.


Procedure Identification Field
The Procedure Identification Field shall identify the procedure that is being communicated through the Extended Procedures PDU.
For CCSDS-defined procedures (see Section 5.3.2.2.2.2), the field shall have the settings as identified in Table 5‑1. 

	Procedure Identification
	Assignment

	0001
	Over-the-air-rekeying (OTAR)

	0010
	Key Activation

	0011
	Key Deactivation

	0100
	Key Verification

	0110
	Key Destruction

	0000
	Delete SA

	0001
	Expire SA

	0010
	Stop SA

	00010101
	Create SA

	0110
	Rekey SA

	01111011
	Start SA

	10001110
	Stop SA Status Request

	1001
	Expire SA

	0100
	Delete SA

	10101001
	Set Anti-Replay Counter

	01011010
	Set Anti-Replay Counter Window

	1111
	SA Status Request

	0001
	Ping

	0010
	Log Status Request

	0011
	Dump Log

	0100
	Erase Log

	0101
	Self-Test

	0110
	Read Sequence Number

	0111
	Reset Alarm Flag


[bookmark: _Ref382988775]Table 5‑1: Extended Procedures PDU Header Values
Extended Procedures PDU Data Field Length
The Extended Procedures Data Field Length shall signal the length of the Extended Procedures PDU Data Field in bits.
The Extended Procedures Data Field Length value shall be octet-aligned.
Extended Procedures PDU Data Field
The presence of the Extended Procedures PDU Data Field is optional. 
The size of the Extended Procedures PDU Data Field shall be as specified by the Extended Procedures Data Field Length.
If the Extended Procedures PDU Data Field Length is zero, the Extended Procedures PDU Data Field shall not be present.

[bookmark: _Toc453754300][bookmark: _Toc464738686]Key Management
[bookmark: _Toc453754301]Key Types and Key Lifecycle
Key Types
Key Types shall be specified and used according to the recommendations provided in reference [2] Section 3.1.
[bookmark: _Ref383507254]Key Lifecycle
Key Lifecycle shall be specified and used according to the recommendations provided in reference [2] Section 3.2.
[bookmark: _Toc435599473][bookmark: _Toc435616143][bookmark: _Toc435621767][bookmark: _Toc435621842][bookmark: _Toc435621916][bookmark: _Toc435621990][bookmark: _Toc435783617][bookmark: _Toc435783787][bookmark: _Toc436038586][bookmark: _Toc436039289][bookmark: _Toc435599474][bookmark: _Toc435616144][bookmark: _Toc435621768][bookmark: _Toc435621843][bookmark: _Toc435621917][bookmark: _Toc435621991][bookmark: _Toc435783618][bookmark: _Toc435783788][bookmark: _Toc436038587][bookmark: _Toc436039290][bookmark: _Toc435599475][bookmark: _Toc435616145][bookmark: _Toc435621769][bookmark: _Toc435621844][bookmark: _Toc435621918][bookmark: _Toc435621992][bookmark: _Toc435783619][bookmark: _Toc435783789][bookmark: _Toc436038588][bookmark: _Toc436039291][bookmark: _Toc453754302]Key Management Procedures
[bookmark: _Ref434391877][bookmark: _Ref384010390]Over-the-air-rekeying (OTAR)
The OTAR Rekeying Procedure shall support one Extended Procedures PDU data field structure:
a) OTAR command PDU
OTAR command PDU
The OTAR command PDU shall be associated with Steps 2 of the OTAR Procedure as defined in Section 3.2.3.1.
The OTAR command PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) Key ID of the master key used for encryption of session keys;
b) Initialization Vector for the authenticated encryption of the Upload Key Block (optional);
c) Upload Key Block consisting of N (Encrypted Key ID Field, Encrypted Upload Key Field, Encrypted CRC) field triplets (managed length; mandatory)
d) MAC field for the authenticated encryption of the Upload Key Block
NOTE – The number of (Encrypted Key ID Field, Encrypted Upload Key Field, Encrypted CRC) field triplets fields in the PDU data field and the size of the initialization vector, encrypted key ID fields, encrypted upload key, and encrypted CRC, and MAC are managed parameters.
NOTE – The format of the OTAR command PDU is shown in Figure 5‑3.


[bookmark: _Ref384024938][bookmark: _Toc453754314][bookmark: _Toc464738698]Figure 5‑3: OTAR Command PDU
The Master Key ID field shall signal the Key ID of the master key used for encrypted authentication of the Upload Key Block.
The Initialization Vector fields shall signal, if applicable, the Initialization Vector required by the cryptographic algorithm used for authenticated encryption of the Upload Key Block. 
The Encrypted Key ID field shall signal, in encrypted format, die identifiers of the session keys to be uploaded. 
The Encrypted Upload Key field shall signal, in encrypted format, the cryptographic keys to be uploaded to the Recipient. 
The Encrypted CRC field shall signal, in encrypted format, the CRC for keys to be uploaded to the Recipient. 
The MAC field shall signal the Message Authentication Code computed by the cryptographic algorithm used for authenticated encryption of the Upload Key Block. 
[bookmark: _Ref384011844]Key Activation
The Key Activation Procedure shall support one Extended Procedures PDU data field structure:
a) Key Activation Command PDU.
Key Activation Command PDU
The Key Activation Command PDU shall be associated with Step 2 of the Key Activation Procedure as defined in Section 3.2.3.2.
The Key Activation Command PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) Key ID field (managed length; mandatory)
NOTE – The number of Key ID fields in the PDU data field and the size of the key ID fields are managed parameters.
NOTE – The format of the Key Activation Command PDU is shown in Figure 5‑4.


[bookmark: _Ref384023376][bookmark: _Ref384023371][bookmark: _Toc453754315][bookmark: _Toc464738699]Figure 5‑4: Key Activation Command PDU
The Key ID fields shall signal the identifiers of the cryptographic keys to be activated on the recipient. 
[bookmark: _Ref383510548]Key Deactivation
The Key Deactivation Procedure shall support one Extended Procedures PDU data field structure:
a) Key Deactivation Command PDU
Key Deactivation Command PDU
The Key Deactivation Command  PDU shall be associated with Step 2 of the Key Deactivation Procedure as defined in Section 3.2.3.3.
The Key Deactivation Command PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) Key ID field (managed length; mandatory)
NOTE – The number of Key ID fields in the PDU data field and the size of the key ID fields are managed parameters.
NOTE – The format of the Key Deactivation Command PDU is shown in Figure 5‑5.


[bookmark: _Ref384023518][bookmark: _Toc453754316][bookmark: _Toc464738700]Figure 5‑5: Key Deactivation Command PDU 
The Key ID fields shall signal the identifiers of the cryptographic keys to be deactivated on the recipient. 
[bookmark: _Ref435616201]Key Destruction
The Key Destruction Procedure shall support one Extended Procedures PDU data field structure:
a) Key Destruction Command PDU
Key Destruction Command PDU
The Key Destruction Command  PDU shall be associated with Step 2 of the Key Destruction Procedure as defined in Section 3.2.3.4.
The Key Destruction Command PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) Key ID field (managed length; mandatory)
NOTE – The number of Key ID fields in the PDU data field and the size of the key ID fields are managed parameters.
NOTE – The format of the Key Destruction Command PDU is shown in Figure 5‑6.


[bookmark: _Ref435616174][bookmark: _Ref435616173][bookmark: _Toc453754317][bookmark: _Toc464738701]Figure 5‑6: Key Destruction Command PDU 
The Key ID fields shall signal the identifiers of the cryptographic keys to be destroyed on the recipient. 

[bookmark: _Ref384016691]Key Verification
The Key Verification Procedure shall support two Extended Procedures PDU data field structures:
a) Key Verification Command PDU
b) Key Verification Reply PDU
Key Verification Command PDU
The Key Verification Command PDU shall be associated with Step 2 of the Key Verification Procedure as defined in Section 3.2.3.5.
The Key Verification Command PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) Key ID field (managed length; mandatory)
NOTE – The number of Key ID fields in the PDU data field and the size of the key ID fields are managed parameters.
NOTE – The format of the Key Verification Command PDU is shown in Figure 5‑7.


[bookmark: _Ref450031970][bookmark: _Ref450031967][bookmark: _Toc453754318][bookmark: _Toc464738702]Figure 5‑7: Key Verification Command PDU
The Key ID fields shall signal the identifiers of the keys to be verified. 
Key Verification Reply PDU
The Key Verification Reply PDU shall be associated with Step 4 of the Key Verification Procedure as defined in Section 3.2.3.5.
The Key Verification Reply PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) (Key ID Field, Verification Status, Key State) triplets 
The Key Verification Status field shall be indicating status and state as following:

4 MSB: Key Status (0000=OK, 1111= NOK)
4 LSB: Key State (0000=Pre-Active, 0010=Active, 0100 =Deactivated, 0100=Destroyed, 1000=Corrupted)
NOTE – The number of (Key ID Field, Verification Status, Key State) triplets in the PDU data field and the size of the key ID fields and response fields are managed parameters.
NOTE – The format of the Key Verification Reply PDU is shown in Figure 5‑8.


[bookmark: _Ref384029617][bookmark: _Ref384029613][bookmark: _Toc453754319][bookmark: _Toc464738703]Figure 5‑8: Key Verification Reply PDU
The Key ID fields shall signal the identifiers of the keys to be verified. 
[bookmark: _Toc453754303][bookmark: _Toc464738687]Security Associations Management
[bookmark: _Toc453754304]SA Management Procedures
NOTE – Security Association Management directives and state transitions are shown in Figure 5‑9.

 
[bookmark: _Ref464738738][bookmark: _Toc453754322][bookmark: _Toc464738704] Figure 5‑9: SA Management Procedures Overview

[bookmark: _Ref469914672]Start SA
The Start SA Procedure shall support one Extended Procedures PDU data field structure:
a) Start SA Command PDU
[bookmark: _Ref469914663]Start SA Command PDU
The Start SA Command PDU shall be associated with the Start SA Procedure as defined in Section Error! Reference source not found. 3.3.2.1.	Comment by Daniel Fischer: Fix globally
The Start SA PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) SPI of the applicable Security Association (16 bits, mandatory);
b) One or more Global Virtual Channels (GVC) / Global Multiplexer Access Points (GMAP) with which to use the SA (32 bits each; mandatory)
NOTE – The GVC / GMAP ID is a unique identifier comprising the values of the Master Channel ID, Virtual Channel ID and (if applicable) Multiplexer Access Point fields.  The precise method of encoding these into a unique 32-bit field is mission-specific.
NOTE – The format of the Start SA PDU is shown in Figure 5‑3.
 
[bookmark: _Toc453754323][bookmark: _Toc464738705]Figure 5‑10: Start SA PDU
The SPI field shall signal the applicable Security Association.
The GVC ID / GMAP ID field shall signal the Global Virtual Channel(s) / Global Multiplexer Access Point(s) with which the SA is to be activated. 
[bookmark: _Ref469916176]Stop SA
The Stop SA Procedure shall support one Extended Procedures PDU data field structure:
a) Stop SA PDU
Stop SA PDU
The Stop SA PDU shall be associated with the Stop SA Procedure as defined in Section Error! Reference source not found. 3.3.2.2.
The Stop SA PDU shall consist of a single field:
a) SPI of the applicable Security Association (16 bits, mandatory)
NOTE – The format of the Stop SA PDU is shown in Figure 5‑11.
 
[bookmark: _Ref464739042][bookmark: _Toc453754324][bookmark: _Toc464738706]Figure 5‑11: Stop SA PDU
The SPI field shall signal the applicable Security Association.
Rekey SA
The Rekey SA Procedure shall support one Extended Procedures PDU data field structure:
a) Rekey SA PDU
Rekey SA PDU
The Rekey SA PDU shall be associated with the Rekey SA Procedure as defined in Section Error! Reference source not found. 3.3.2.3.
The Rekey SA PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) SPI of the applicable Security Association (16 bits, mandatory)
b) New encryption key ID for the SA (length managed length, right-justified,; mandatory)
c) New authentication key ID for the SA (length managed length, right-justified,; mandatory)
NOTE – The format of the Rekey SA PDU is shown in Figure 5‑12.

[bookmark: _Ref464739086][bookmark: _Toc453754325][bookmark: _Toc464738707]
Figure 5‑12: Rekey SA PDU
The SPI field shall signal the SPI of the Security Association to be rekeyed.
The New Encryption Key ID field shall signal the new encryption key. 
The New Authentication Key ID field shall signal the new authentication key. 
If the SA service type is Authenticated Encryption using a combined single-key algorithm, the New Authentication Key ID field shall signal the new key.
Expire SA
The Expire SA Procedure shall support one Extended Procedures PDU data field structure:
a) Expire SA PDU
Expire SA PDU
The Expire SA PDU shall be associated with the Expire SA Procedure as defined in Section Error! Reference source not found..3.3.2.4.
The Expire SA PDU shall consist of a single mandatory field:
a) SPI of the applicable Security Association (16 bits, mandatory)
NOTE – The format of the Expire SA PDU is shown in Figure 5‑13.

[bookmark: _Ref464739216][bookmark: _Toc453754326][bookmark: _Toc464738708]
Figure 5‑13: Expire SA PDU
The SPI field shall signal the SPI of the Security Association whose key is to be expired.
Create SA
The Create SA Procedure shall support one Extended Procedures PDU data field structure:
a) Create SA PDU
Create SA PDU
The Create SA PDU shall be associated with the Create SA Procedure as defined in Section 3.3.2.6Error! Reference source not found...
The Create SA PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) SPI of the applicable Security Association (16 bits, mandatory)
b) SA Service Type flag for Encryption (1 bit, mandatory)
c) SA Service Type flag for Authentication (1 bit, mandatory)
d) Security Header IV Field Length (6 bits, right-justified, mandatory)
e) Security Header SN Field Length (6 bits, right-justified, mandatory)
f) Security Header PL Field Length (2 bits, right-justified, mandatory)
g) Security Trailer MAC Field Length (8 bits, right-justified, mandatory)
h) Encryption cipher suite length (8 bits, right-justified, mandatory)
i) Encryption cipher suite identifier (managed length, right-justified,; optional)
j) Initialization vector length (8 bits, right-justified, mandatory)
k) Initialization Vector (IV) value (managed length, right-justified,; optional)
l) Authentication cipher suite length (8 bits, right-justified, mandatory)
m) Authentication cipher suite identifier (managed length, right-justified,; optional)
n) Authentication bit mask length (8 bits, right-justified, mandatory)
o) Authentication bit mask value (managed length, right-justified,; optional)
p) Anti-replay counter (ARC) length (8 bits, right-justified, mandatory)
q) Anti-replay counter (ARC) value (managed length, right-justified,; optional)
r) Anti-replay counter window length (8 bits, right-justified, mandatory)
s) Anti-replay counter window value (managed length, right-justified,; optional)
NOTE – The format of the Create SA PDU is shown in Figure 5‑14.

[bookmark: _Ref464739424][bookmark: _Toc453754327][bookmark: _Toc464738709]
Figure 5‑14: Create SA PDU
The SPI field shall signal the SPI of the Security Association to be created.
The Encryption Service Type flag shall signal that the SA to be created provides encryption service (1 = encryption; 0 = no encryption).
The Authentication Service Type flag shall signal that the SA to be created provides authentication service (1 = authentication; 0 = no authentication).
If the SA Service Type is Authenticated Encryption, both Encryption Service Type and Authentication Service Type flags shall be set.
The Security Header IV Field Length shall signal the length of the Initialization Vector field in the Security Header.
The Security Header SN Field Length shall signal the length of the Sequence Number field in the Security Header.
The Security Header PL Field Length shall signal the length of the Pad Length field in the Security Header.
The Security Trailer MAC Field Length shall signal the length of the MAC field in the Security Trailer.
The Encryption cipher suite length shall signal the length of the Encryption cipher suite field in the PDU.
The Encryption cipher suite identifier shall signal the encryption algorithm and mode of operation for the SA.
NOTE – The interpretation of the Encryption cipher suite identifier field is mission-specific.  If more than one algorithm and mode are supported, the identifier should uniquely select which one is intended for use.

The Initialization vector length shall signal the length of the Initialization vector field in the PDU.
The Initialization Vector (IV) value shall signal the initial managed value of the Initialization Vector for the SA.
The Authentication cipher suite length shall signal the length of the Authentication cipher suite field in the PDU.
The Authentication cipher suite identifier shall signal the authentication algorithm and mode of operation for the SA.
NOTE – The interpretation of the Authentication cipher suite identifier field is mission-specific.  If more than one algorithm and mode are supported, the identifier should uniquely select which one is intended for use.
The Authentication bit mask length shall signal the length of the Authentication bit mask field in the PDU.
The Authentication bit mask shall signal the authentication bit mask value for the SA.
The Anti-replay counter (ARC) length shall signal the length of the Anti-replay counter field in the PDU.
The Anti-replay counter (ARC) value shall signal the initial value of the managed anti-replay counter for the SA.
The Anti-replay counter window length shall signal the length of the Anti-replay counter window field in the PDU.
The Anti-replay counter window value shall signal the initial value of the managed anti-replay counter window for the SA.
Delete SA
The Delete SA Procedure shall support one Extended Procedures PDU data field structure:
a) Delete SA PDU
Delete SA PDU
The Delete SA PDU shall be associated with the Delete SA Procedure as defined in Section 3.3.2.7Error! Reference source not found..
The Delete SA PDU shall consist of a single mandatory field:
a) SPI of the applicable Security Association (16 bits, mandatory)
NOTE – The format of the Delete SA PDU is shown in Figure 5‑15.

[bookmark: _Ref464739457][bookmark: _Toc453754328][bookmark: _Toc464738710]
Figure 5‑15: Delete SA PDU
The SPI field shall signal the SPI of the Security Association to be deleted.
Set Anti-Replay Counter (ARC)
The Set Anti-Replay Counter (ARC) Procedure shall support one Extended Procedures PDU data field structure:
a) Set Anti-Replay Counter (ARC) PDU
Set Anti-Replay Counter (ARC) PDU
The Set ARC PDU shall be associated with the Set ARC Procedure as defined in Section 3.3.2.8.Error! Reference source not found..
The Set ARC PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) SPI of the applicable Security Association (16 bits, mandatory);
b) Length of the Anti-Replay Counter (8 bits, mandatory)
c) New value of the Anti-Replay Counter (managed length, right-justified,; mandatory)
NOTE – The format of the Set ARC PDU is shown in Figure 5‑16.
 
[bookmark: _Ref464739483][bookmark: _Toc453754329][bookmark: _Toc464738711]Figure 5‑16: Set ARC PDU
The SPI field shall signal the SPI of the Security Association whose ARC is to be modified.
The ARC Length field shall signal the length of the ARC field in the PDU.
The ARC field shall signal the new anti-replay counter value.
Set Anti-Replay Counter (ARC) Window
The Set Anti-Replay Counter Window Procedure shall support one Extended Procedures PDU data field structure:
a) Set ARC Window PDU
Set ARC Window PDU
The Set ARC Window PDU shall be associated with the Set ARC Window Procedure as defined in Section 3.3.2.9Error! Reference source not found..
The Set ARC Window PDU shall consist of a managed number of contiguously positioned mandatory fields:
a) SPI of the applicable Security Association (16 bits, mandatory);
b) Length of the anti-replay counter window (8 bits, mandatory)
c) New value of the anti-replay counter window (managed length, right-justified,; mandatory)
NOTE – The format of the Set ARC Window PDU is shown in Figure 5‑17.
 
[bookmark: _Ref464739512][bookmark: _Toc453754330][bookmark: _Toc464738712]Figure 5‑17: Set ARC Window PDU
The SPI field shall signal the SPI of the Security Association whose ARC window is to be modified.
The ARC Length field shall signal the length of the ARC Window field in the PDU.
The ARC Window field shall signal the new anti-replay counter window value.
SA Status Request PDU
The SA Status Request PDU shall be associated with the SA Status Request Procedure as defined in Section 3.3.2.10.Error! Reference source not found..
The SA Status Request PDU shall consist of a single mandatory field:
a) SPI of the applicable Security Association (16 bits, mandatory)
NOTE – The format of the SA Status Request PDU is shown in Figure 5‑18.

[bookmark: _Ref464739535][bookmark: _Toc453754331][bookmark: _Toc464738713]
Figure 5‑18: SA Status Request PDU
The SPI field shall signal the SPI of the Security Association to be queried.
SA Status Request Reply PDU
The SA Status Request Reply PDU shall be associated with the SA Status Request Procedure as defined in Section 3.3.2.10Error! Reference source not found...
The SA Status Request Reply PDU shall consist of two contiguously positioned mandatory fields:
a) SPI of the applicable Security Association (16 bits, mandatory);
b) Procedure Identification of the last executed state transition directive for the applicable Security Association (8 bits, right-justified, mandatory)
NOTE – Within each SA state transition directive defined in this Recommended Standard, the previous (exited) The current state of the SA corresponds to the leftmost two bits of the Procedure Identification, and the current (entered) state of the SA each SA corresponds to the rightmost two bits of the Procedure Identification.  from the last executed state transition directive for that SA.
NOTE – The format of the SA Status Request Reply PDU is shown in Figure 5‑19.

[bookmark: _Ref464739557][bookmark: _Toc453754332][bookmark: _Toc464738714]Figure 5‑19: SA Status Request Reply PDU

The SPI field shall signal the SPI of the Security Association to be queried.
The State Transition Directive field shall signal the Procedure Identification of the last executed state transition directive for the applicable Security Association; or, if no previous state transition for the SA is known, the current state of the SA.

[bookmark: _Toc447636660][bookmark: _Toc453754305][bookmark: _Toc464738688]SDLS Monitoring and Control (M&C)
[bookmark: _Toc447636661][bookmark: _Toc453754306]M&C Procedures
[bookmark: _Ref447555735]Ping
The Ping Command Procedure shall support two Extended Procedures PDU data field structures :
a) Ping Command PDU
b) Ping Reply PDU
[bookmark: _Ref464729516]Ping Command PDU
The Ping Command PDU shall be associated with Step a)  of the Ping Procedure as defined in Section 3.4.3.1.
The Ping Command PDU shall have no data field
NOTE – The format of the Ping Command PDU is shown in Figure 5‑20


[bookmark: _Ref447206161][bookmark: _Toc453754333][bookmark: _Toc464738715]Figure 5‑20 : Ping Command PDU

[bookmark: _Ref464729592]Ping Reply PDU
The Ping Reply PDU shall be associated with step b) of the Ping Procedure as defined in section 3.4.3.1.
The Ping Reply PDU shall have no data field
NOTE – The format of the Ping Reply PDU is shown in Figure 5‑21


[bookmark: _Ref447206543][bookmark: _Toc453754334][bookmark: _Toc464738716]Figure 5‑21 : Ping Reply PDU
[bookmark: _Ref447556241]Log Status 
The Log Status Procedure shall support two Extended Procedures PDU data field structures :
a) Log Status Command PDU
b) Log Status Reply PDU
Log Status Command PDU
The Log Status Command PDU shall be associated with Step a) of the Log Status Procedure as defined in Section 3.4.3.2.
The Log Status Command PDU shall have no data field.
NOTE – The format of the Log Status Command PDU is shown in Figure 5‑22.


[bookmark: _Ref447207292][bookmark: _Toc453754335][bookmark: _Toc464738717]Figure 5‑22 : Log Status Command PDU
 
Log Status Reply PDU
The Log Status Reply PDU shall be associated with Step c) of the Log Status procedure as defined in Section 3.4.3.2.
The Log Status Reply PDU shall consist of two contiguously positioned mandatory fields:
a) Number of Security Events in the Security Log (managed length; mandatory)	Comment by Daniel Fischer: We need to collect the list of managed paramters.
b) Remaining space in the Security Log (managed length; mandatory)
NOTE – The format of the Log Status Reply PDU is shown in Figure 5‑23.


[bookmark: _Ref447208364][bookmark: _Toc453754336][bookmark: _Toc464738718]Figure 5‑23 : Log Status Reply  PDU
[bookmark: _Ref447553021]Dump Log
The Dump Log Procedure shall support two Extended Procedures PDU data field structures :
a) Dump Log Command PDU
b) Dump Log Reply PDU
Dump Log Command PDU
The Dump Log Command PDU shall be associated with Step a) of the Dump Log Procedure as defined in Section 3.4.3.3.
The Dump Log Command PDU shall have no data field.
NOTE – The format of the Dump Log Command PDU is shown in Figure 5‑24


[bookmark: _Ref447208790][bookmark: _Toc453754337][bookmark: _Toc464738719]Figure 5‑24 : Dump Log Command PDU
 
Dump Log Reply PDU
The Dump Log Reply PDU shall be associated with Step c) of the Dump Log Procedure as defined in Section 3.4.3.3.
The Dump Log Reply PDU shall consist of a variable number of contiguously positioned fields:
a) Security Event Message (TLV formatted, T and L fields lengths managed)
NOTE – The format of the Dump Log Reply PDU is shown in Figure 5‑25


[bookmark: _Ref447209454][bookmark: _Toc453754338][bookmark: _Toc464738720]Figure 5‑25 : Dump Log Reply PDU
[bookmark: _Ref447616079]Erase Log
The Erase Log Procedure shall support two Extended Procedures PDU data field structures :
a) Erase Log Command PDU
b) Erase Log Reply PDU.
Erase Log Command PDU
The Erase Log Command PDU shall be associated with Step a) of the Erase Log Procedure as defined in Section 3.4.2.4.
The Erase Log Command PDU shall have no data field.
NOTE – The format of the Erase Log Command PDU is shown in Figure 5‑26.


[bookmark: _Ref447286505][bookmark: _Toc453754339][bookmark: _Toc464738721]Figure 5‑26 : Erase Log Command PDU
Erase Log Reply PDU
The Erase Log Reply PDU shall be associated with Step c) of the Erase Log Procedure as defined in Section 3.4.2.4.
The Erase Log Reply PDU shall consist of two contiguously positioned mandatory fields :
a) Number of Security Events in the Security Log (managed length; mandatory)
b) Remaining space in the Security Log (managed length; mandatory)
NOTE – The format of the Erase Log Reply PDU is shown in Figure 5‑27.


[bookmark: _Ref447286731][bookmark: _Toc453754340][bookmark: _Toc464738722]Figure 5‑27 : Erase Log Reply PDU
 
[bookmark: _Ref447617264]Self-Test
The Self-Test Procedure shall support two Extended Procedures PDU data field structures :
a) Self-Test Command PDU
b) Self-Test Reply PDU
Self-Test Command PDU
The Self-Test Command PDU shall be associated with Step a) of the Self-Test Procedure as defined in Section 3.4.2.5.
The Self-Test Command PDU shall have no data field.
NOTE – The format of the Self-Test Command PDU is shown in Figure 5‑28.


[bookmark: _Ref447287286][bookmark: _Toc453754341][bookmark: _Toc464738723]Figure 5‑28 : Self-Test Command PDU
Self-Test Reply PDU
The Self-Test Reply PDU shall be associated with Step c) of the Self-Test Procedure as defined in Section  3.4.2.5.
The Self-Test Reply PDU shall consist of one mandatory data field :
a) Self-Test result :
· 0XXXXXXXb: Self-Test OK (8 bit length)
· 1XXXXXXXb: Self-Test not OK (8 bit length)
· The bits having the value ‘X’ in the above definitions are not used by CCSDS. Their values are left to the implementer’s choice.
NOTE – The format of the Self-Test Reply PDU is shown in Figure 5‑29.


[bookmark: _Ref447288749][bookmark: _Toc453754342][bookmark: _Toc464738724]Figure 5‑29 : Self-Test Reply PDU
[bookmark: _Ref447554570]Read Sequence Number
The Read Sequence Number Procedure shall support two Extended Procedures PDU data field structures :
a) Read Sequence Number Command PDU
b) Read Sequence Number Reply PDU
Read Sequence Number Command PDU
The Read Sequence Number Command PDU shall be associated with Step a) of the Read Sequence Number Procedure as defined in Section 3.4.2.6.
The Read Sequence Number Command PDU shall consist of one mandatory data field :
a) SPI of the SA whose Sequence Number is to be read (16 bits, mandatory)
NOTE 1 – The format of the Read Sequence Number Command PDU is shown in Figure 5‑30.
NOTE 2 – The Sequence Number Value field shall contain the full value of the Sequence Number, without truncation.


[bookmark: _Ref447292184][bookmark: _Toc453754343][bookmark: _Toc464738725]Figure 5‑30: Read Sequence Number Command PDU
Read Sequence Number Reply PDU
The Read Sequence Number Reply PDU shall be associated with Step c) of the Read Sequence Number Procedure as defined in Section 3.4.2.6. 
The Read Sequence Number Reply PDU shall consist of one mandatory data field:
a) Sequence Number Value (managed length, mandatory)
NOTE – The format of the Read Sequence Number Reply PDU is shown in Figure 5‑31.


[bookmark: _Ref447292530][bookmark: _Toc453754344][bookmark: _Toc464738726]Figure 5‑31 : Read Sequence Number Reply PDU
[bookmark: _Ref447618408]Alarm Flag Reset
The Alarm Flag Reset Procedure shall support one Extended Procedures PDU data field structures :
a) Alarm Flag Reset Command PDU
Alarm Flag Reset Command PDU
The Alarm Flag Reset Command PDU shall be associated with Step a) of the Alarm Flag Reset Procedure as defined in Section Error! Reference source not found.
The Alarm Flag Reset Command PDU shall have no data field.
NOTE – The format of the Alarm Flag Reset Command PDU is shown in Figure 5‑32.
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Implementation Conformance 
Statement (ICS) Proforma

(normative)
INTRODUCTION
OVERVIEW
This annex provides the Implementation Conformance Statement (ICS) Requirements List (RL) for an implementation of [Specification].  The ICS for an implementation is generated by completing the RL in accordance with the instructions below. An implementation claiming conformance must satisfy the mandatory requirements referenced in the RL.
[bookmark: _Ref403538128]ABBREVIATIONS AND CONVENTIONS
The RL consists of information in tabular form.  The status of features is indicated using the abbreviations and conventions described below.
Item Column
The item column contains sequential numbers for items in the table.
Feature Column
The feature column contains a brief descriptive name for a feature. It implicitly means “Is this feature supported by the implementation?”
Status Column
The status column uses the following notations:
· M		mandatory;
· O		optional;
· C		conditional;
· X		prohibited;
· I		out of scope;
· N/A		not applicable.
Support Column Symbols
The support column is to be used by the implementer to state whether a feature is supported by entering Y, N, or N/A, indicating:
Y	Yes, supported by the implementation.
N	No, not supported by the implementation.
N/A	Not applicable.
The support column should also be used, when appropriate, to enter values supported for a given capability.
INSTRUCTIONS FOR COMPLETING THE RL
An implementer shows the extent of compliance to the Recommended Standard by completing the RL; that is, the state of compliance with all mandatory requirements and the options supported are shown. The resulting completed RL is called an ICS. The implementer shall complete the RL by entering appropriate responses in the support or values supported column, using the notation described in A1.2.  If a conditional requirement is inapplicable, N/A should be used. If a mandatory requirement is not satisfied, exception information must be supplied by entering a reference Xi, where i is a unique identifier, to an accompanying rationale for the noncompliance.
ICS PROFORMA FOR [SPECIFICATION]
GENERAL INFORMATION
Identification of ICS
	Date of Statement (DD/MM/YYYY)
	

	ICS serial number
	

	System Conformance statement cross-reference
	


Identification of Implementation Under Test
	Implementation Name
	

	Implementation Version
	

	Special Configuration
	

	Other Information
	


Identification of Supplier
	Supplier
	

	Contact Point for Queries
	

	Implementation Name(s) and Versions
	

	Other information necessary for full identification, e.g., name(s) and version(s) for machines and/or operating systems;

System Name(s)
	


Identification of Specification
	[CCSDS Document Number]

	Have any exceptions been required?
NOTE	–	A YES answer means that the implementation does not conform to the Recommended Standard. Non-supported mandatory capabilities are to be identified in the ICS, with an explanation of why the implementation is non-conforming.
	Yes [  ]      No [  ]


REQUIREMENTS LIST
[See CCSDS A20.1-Y-1, CCSDS Implementation Conformance Statements (Yellow Book, Issue 1, April 2014).]

A1 Introduction
A1.1 Overview
To evaluate conformance of a particular implementation, it is necessary to have a statement of which capabilities and options have been implemented for a given protocol specification. Such a statement is called a Protocol Implementation Conformance Statement (PICS).  This annex provides the PICS proforma for the Space Data Link Security Protocol in compliance with the relevant requirements, and in accordance with the relevant guidance given in ISO/IEC 9646-7.
A1.2 Conformance to this PICS proforma
If it is claimed to conform to this Recommended Standard, the actual PICS proforma to be filled in by a supplier shall be technically equivalent to the text of the PICS proforma in this annex, and shall preserve the numbering/naming and ordering of the PICS proforma items.  A PICS which conforms to this Recommended Standard shall be a conforming PICS proforma completed in accordance with the instructions for completion given in A2.
A1.3 Copyright
Users of this Recommended Standard may freely reproduce this PICS proforma so that it can be used for its intended purpose and may further publish the completed PICS.
A2 [bookmark: _Ref310246429]Instructions for completing the PICS proforma
A2.1 Overview
In order to reduce the size of tables in the PICS proforma, notations have been introduced that have allowed the use of a multi-column layout, where the columns are headed ‘Status’, and ‘Support’. The definition of each of these follows.
A2.2 Status column
The ‘Status’ column indicates the level of support required for conformance to the standard. The values are as follows:
M		Mandatory support is required.
O		Optional support is permitted for conformance to the standard.  If implemented, it must conform to the specifications and restrictions contained in the standard.  These restrictions may affect the optionality of other items.
O.n		The item is optional, but support of at least one of the options labeled with the same number n is mandatory.  The definitions for the qualification statements used in this annex are written under the tables in which they appear.
C.n		The item is conditional (where n is the number which identifies the applicable condition). The definitions for the conditional statements used in this annex are written under the tables in which they appear.
n/a		The item is not applicable.
A2.3 Support column
The ‘Support’ column shall be completed by the supplier or implementer to indicate the level of implementation of each feature. The proforma has been designed such that the only entries required in the ‘Support’ column are:
Y		Yes, the feature has been implemented.
N		No, the feature has not been implemented.
–		The item is not applicable.
A2.4 Item reference numbers
Each line within the PICS proforma which requires implementation detail to be entered is numbered at the left hand edge of the line. This numbering is included as a means of uniquely identifying all possible implementation details within the PICS proforma. The need for such unique referencing has been identified by the testing bodies.
The means of referencing individual responses should be to specify the following sequence:
a) a reference to the smallest subsection enclosing the relevant item;
b) a solidus character, ‘/’;
c) the reference number of the row in which the response appears;
d) if, and only if, more than one response occurs in the row identified by the reference number, then each possible entry is implicitly labeled a, b, c, etc., from left to right, and this letter is appended to the sequence.
An example of the use of this notation would be A4/1, which refers to the SDLS implementation’s support for the TM Space Data Link Protocol.
A2.5 Completion of the PICS
The implementer shall complete all entries in the column marked ‘Support’. In certain clauses of the PICS proforma further guidance for completion may be necessary. Such guidance shall supplement the guidance given in this clause and shall have a scope restricted to the clause in which it appears. In addition, other specifically identified information shall be provided by the implementer where requested. No changes shall be made to the proforma except the completion as required. Recognizing that the level of detail required may, in some instances, exceed the space available for responses, a number of responses specifically allow for the addition of appendices to the PICS.
A3 GENERAL INFORMATION
A3.1 Referenced Base Standards
The Space Data Link Security (SDLS) Protocol (this Recommended Standard) is the only base standard referenced in this PICS proforma.  In the tables below, numbers in the Reference column refer to applicable subsections within this document.
A3.2 IDENTIFICATION OF the PICS
	Date of statement  (yyyy-mm-dd)
	

	PICS version
	

	System Conformance Statement cross-reference
	

	Other information
	




NOTE	–	The System Conformance Statement is identified in ISO/IEC 9646-7 (reference [D13]).  It contains a declaration of the layers of the Reference Model covered by the implementation to be tested.
A3.3 Identification of the system supplier and/or
test laboratory client
	Organization name
	

	Contact name
	

	Address
	

	Telephone
	

	E-mail
	

	Other information
	


A3.4 IDENTIFICATION OF the IMPLEMENTATION UNDER TEST
	Implementation name
	

	Implementation version
	

	Machine name
	

	Machine version
	

	Operating system name
	

	Operating system version
	

	Special configuration
	



	Other information
	




A3.5 IDENTIFICATION OF the protocol
	Protocol specification / version
	

	Technical corrigenda implemented
	

	Other amendments implemented (explain)
	




A3.6 Global statement of conformance
	Are all mandatory features implemented? (Yes or No)
	


NOTE	–	If a ‘No’ answer is given to this question, then the implementation does not conform to the SDLS standard.  Non-supported mandatory capabilities are to be identified in the PICS, with an explanation of why the implementation is non-conforming.
	Non-conforming capabilities (explain)
	







A4 [bookmark: _Ref308166729][bookmark: _Ref310328104]Supported Security Services
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	Key Management
	
	O.2
	

	2
	SA Management
	
	O.2
	

	3
	Monitoring & Control
	
	O.2
	

	
	O.2: 	Support for at least one of [ A4/1 | A4/2 | A4/3 ] is M


A5 Service Primitives
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	Start SA
	
	M
	

	2
	Stop SA
	
	M
	

	3
	Rekey SA
	
	C.2
	

	4
	Expire SA
	
	C.2
	

	5
	Create SA
	
	C.3
	

	6
	Delete SA
	
	C.3
	

	7
	Set ARC
	
	M
	

	8
	Set ARCW
	
	M
	

	9
	SA Status Request
	
	O
	

	
	C.2:	if [ A5/3 ] is supported then M, else n/a
C.3:	if [ A5/5 ] is supported then M, else n/a


A6 Protocol Data Units
A6.1 PDU Header
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	Procedure Type
	
	M
	

	1
	User Flag
	
	M
	

	1
	Service Group
	
	M
	

	1
	Procedure Identification
	
	M
	

	2
	Length
	
	M
	

	3
	PDU Data Field
	
	O
	

	
	



A6.1.1 Start SA PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	

	2
	GVCID / GMAP ID
	
	M
	



A6.1.2 [bookmark: _GoBack]Stop SA PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	



A6.1.3 Rekey SA PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	

	2
	Encryption Key ID
	
	O.1
	

	3
	Authentication Key ID
	
	O.1
	

	
	O.1: 	Support for at least one of [ A6.1.3/2 | A6.1.3/3 ] is M



A6.1.4 Expire SA PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	



A6.1.5 Create SA PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	

	2
	Encryption Key ID
	
	M
	

	3
	Authentication Key ID
	
	M
	

	4
	SH IV Length
	
	M
	

	5
	SH SN Length
	
	M
	

	6
	SH PL Length
	
	M
	

	7
	ST MAC Length
	
	M
	

	1
	Encr. Cipher Suite Length
	
	M
	

	1
	Encryption Cipher Suite
	
	M
	

	1
	IV Length
	
	M
	

	1
	IV
	
	M
	

	1
	Auth. Cipher Suite Length
	
	M
	

	1
	Authentication Cipher Suite
	
	M
	

	1
	Auth. Bit Mask Length
	
	M
	

	1
	Authentication Bit Mask
	
	M
	

	1
	ARC Length
	
	M
	

	1
	ARC
	
	M
	

	1
	ARCW Length
	
	M
	

	1
	ARCW
	
	M
	




A6.1.6 Delete SA PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	



A6.1.7 SET ARC PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	

	2
	ARC
	
	M
	




A6.1.8 Set ARCW PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	

	2
	ARCW
	
	M
	




A6.1.9 SA Status Request PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	



A6.1.10 SA Status Request Reply PDU Data Field
	Item
	Protocol Feature
	Reference
	Status
	Support

	1
	SPI
	
	M
	

	2
	Last State Transition
	
	M
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Security, SANA, and Patent Considerations

(Informative)
Security Considerations
security concerns with respect to the CCSDS document
Data Privacy
Data Integrity

Authentication of Communicating Entities

Control of Access to Resources

Availability of Resources

Auditing of Resource Usage

Potential threats and attack scenarios

Consequences of not applying security to the technology

SANA Considerations
[See CCSDS 313.0-Y-1, Space Assigned Numbers Authority (SANA)—Role, Responsibilities, Policies, and Procedures (Yellow Book, Issue 1, July 2011).]
Patent Considerations
[See CCSDS A20.0-Y-4, CCSDS Publications Manual (Yellow Book, Issue 4, April 2014).]
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Informative References

(Informative)
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Baseline Implementation Mode

(Informative)

Frame Security Report
This section specifies the baseline implementation mode for the Frame Security Report (FSR) and its integration into the transfer service protocol.
Transfer Service Interface
FSR USE WITH TM
The baseline implementation mode to be used for integrating the FSR into the TM transfer service shall be as follows:
1. The FSR shall be reported as Operational Control Field (OCF Type 2), see also Section 4.2.2.3.2.
2. In case COP-1 is reporting on the same virtual channel, the FSR reporting shall alternate with the Command Link Control Word (OCF Type 1) reporting.
FSR USE WITH AOS
The baseline implementation mode to be used for integrating the FSR into the AOS transfer service shall be as follows:
1. The FSR shall be reported as Operational Control Field (OCF Type 2), see also Section 4.2.2.3.2.
2. In case COP-1 is reporting on the same virtual channel, the FSR reporting shall alternate with the Command Link Control Word (OCF Type 1) reporting.
INTERFACE WITH SDLS
The SLDS implementation used for the SDLS Extended Procedures shall be the SDLS baseline implementation mode (see reference [1] Annex E). 
Protocol Data Units
The baseline implementation of the TLV format shall not make use of nesting.
Reserved SPIs/SAs
The baseline implementation mode uses two reserved SPIs for the master key channels as specified in Section 4.3.
These two reserved SPIs are ‘all zeros’ (0) and ‘all ones’ (65535) (see also reference [1]).
Key Management Service	Comment by Daniel Fischer: Update all to 32 keys
This section specifies the baseline implementation mode for the Key Management Service Extended Procedures.
The baseline implementation mode shall not include the Key Destruction Procedure.
Security Algorithm  and Key Configuration
The following security algorithm configuration shall be used to support the Key Management Service Extended Procedures in the baseline implementation mode.
Algorithm for OTAR
The baseline implementation to be used for OTAR operation is:
· For authentication of the key block: AES-GCM as defined in reference [7];
· The keys shall be 128 bits in total length;
· The IV shall be 96 bits in total length;
· The output MAC for the authentication shall be 128 bit in length.
Key Management Services Parameters
OTAR 
The baseline implementation configuration to be used for OTAR procedure (Sections 3.2.3.1 and 5.4.2.1) interoperability testing and operation is:
· The Master Key ID field of the OTAR Command PDU shall have a size of 16 bit.

NOTE: It is up to the implementer to decide if master keys are assigned a special range from the total key ID range.
· The Initialization Vector field of the OTAR Command PDU shall have a size of 96 bit.
· Each Encrypted Key Block of the OTAR Command PDU shall have a size of 176 bit, consisting of
· The Key ID fields shall have a size of 16 bit,
· The Session Key fields shall have a size of 128 bit,
· The CRC fields shall have a size of 32 bit.	Comment by Daniel Fischer: Specify the CRC e.g. by pointing to a another standard (TBD Gilles)
· The MAC field of the OTAR Command PDU shall have a size of 128 bit.
· The total length of the PDU (Header + Data Field) shall not exceed 988 octets (=upload of 30 session keys). This is to ensure that the complete Command PDU fits into one frame of 1024 octets.	Comment by Daniel Fischer: Max Frame Size = 1024
- OCF, Prim. Header (2+5) =1017
- SDLS Header + Trailer (6+16) = 995
- Segment Header (1) = 994
- Packet Header (6) = 988
This leaves 955 Octets for the key upload = 43 keys a 176 bit  
· The Length field shall indicate a number of N*176+240, where N is the number of session keys to be uploaded, N<=30.	Comment by Daniel Fischer: As stated above, 43 keys would fit but I think its ok to limit this to 30. 


[bookmark: _Toc464738728]Figure 5‑33:Baseline Implementation Mode OTAR Command PDU

Key Activation
The baseline implementation configuration to be used for Key Activation procedure (Sections  3.2.3.2 and 5.4.2.2) interoperability testing and operation is:
· The Key ID fields of the Key Activation PDU data field structure shall have a size of 16 bit. 
· The total length of the PDU (Header + Data Field) shall not exceed 63 octets (=activation of 30 session keys).	Comment by Daniel Fischer: Max Frame Size = 1024
- OCF, Prim. Header (2+5) =1017
- SDLS Header + Trailer (6+16) = 995
- Segment Header (1) = 994
- Packet Header (6) = 988
This leaves 985 Octets for the PDU data field = 29 keys a 266 bit  + 10 bit master key id. 
· The Length field shall indicate a number of N*16,  where N is the number of session keys to be activated, N<=30.


[bookmark: _Toc464738729]Figure 5‑34: Baseline Implementation Mode Key Activation Command PDU

Key Deactivation
The baseline implementation configuration to be used for Key Deactivation procedure (Sections   3.2.3.3 and 5.4.2.3) interoperability testing and operation is:
· The Key ID fields of the Key Deactivation PDU data field structure shall have a size of 16 bit. 
· The total length of the PDU (Header + Data Field) shall not exceed 63 octets (=deactivation of 30 session keys).	Comment by Daniel Fischer: Max Frame Size = 1024
- OCF, Prim. Header (2+5) =1017
- SDLS Header + Trailer (6+16) = 995
- Segment Header (1) = 994
- Packet Header (6) = 988
This leaves 985 Octets for the PDU data field = 29 keys a 266 bit  + 10 bit master key id. 
· The Length field shall indicate a number of N*16,  where N is the number of session keys to be deactivated, N<=30.


[bookmark: _Toc464738730]Figure 5‑35: Baseline Implementation Mode Key Deactivation Command PDU
Key Verification
The baseline implementation configuration to be used for Key Verification procedure (Sections 3.2.3.5 and 5.4.2.5) interoperability testing and operation is:
· The Key ID fields of the Key Verification PDU data field structures shall have a size of 16 bit. 
· The total length of the Command PDU (Header + Data Field) shall not exceed 63 octets (=verification of 30 session keys).	Comment by Daniel Fischer: Max Frame Size = 1024
- OCF, Prim. Header (2+5) =1017
- SDLS Header + Trailer (6+16) = 995
- Segment Header (1) = 994
- Packet Header (6) = 988
This leaves 985 Octets for the PDU data field = 29 keys a 266 bit  + 10 bit master key id. 
· The Length field shall indicate a number of N*16,  where N is the number of session keys to be verified, N<=30.
· The Key Validity fields shall have a length of 4 bit.
· The Key State fields shall have a length of 4 bit.
· The total length of the Reply PDU (Header + Data Field) shall not exceed 93 octets (=verification of 30 session keys).	Comment by Daniel Fischer: Max Frame Size = 1024
- OCF, Prim. Header (2+5) =1017
- SDLS Header + Trailer (6+16) = 995
- Segment Header (1) = 994
- Packet Header (6) = 988
This leaves 985 Octets for the PDU data field = 29 keys a 266 bit  + 10 bit master key id. 



[bookmark: _Toc464738731]Figure 5‑36: Baseline Implementation Mode Key Verification Command PDU


[bookmark: _Toc464738732]Figure 5‑37: Baseline Implementation Mode OTAR Reply PDU

Security Associations Management Service
This section specifies the baseline implementation mode for the Security Associations Management Service Extended Procedures.  The configuration to be used for SA Management interoperability testing and operation is:
Start SA
· The SPI field shall be 16 bits in length.
· The GVC ID / GMAP ID field shall be a multiple of 32 bits in length.  Each GVC ID / GMAP ID entered shall consist of a concatenation of the following values from the underlying Space Link Protocol:
· Transfer Frame Version Number (4 bits, right-justified);
· Spacecraft ID (16 bits, right-justified);
· Virtual Channel ID (6 bits, right-justified);
· Multiplexer Access Point ID (6 bits).
· The total length of the PDU (Header + Data Field) shall not exceed 988 octets.  This is to ensure that the complete Command PDU fits into one frame of 1024 octets.	Comment by Daniel Fischer: Craig double-check
 
[bookmark: _Toc464738733]Figure 5‑38: Baseline Mode Start SA PDU
Stop SA
· The SPI field shall be 16 bits in length.
 
[bookmark: _Toc464738734]Figure 5‑39: Stop SA PDU
Rekey SA
· The SPI field shall be 16 bits in length.
· The New Encryption Key ID field shall be 0 bits in length, right-justified.
· The New Authentication Key ID field shall be 16 bits in length, right-justified.

[bookmark: _Toc464738735]Figure 5‑40: Rekey SA PDU
Expire SA
· The SPI field shall be 16 bits in length.

[bookmark: _Toc464738736]
Figure 5‑41: Expire SA PDU
Set Anti-Replay Counter (ARC)
· The SPI field shall be 16 bits in length.
· The ARC Length field shall be 8 bits in length.
· The New ARC Value field shall be 64 bits in length, right-justified.
 
[bookmark: _Toc464738737]Figure 5‑42: Set ARC PDU

Monitoring and Control Service
This section specifies the baseline implementation mode for the Monitoring and Control Service Extended Procedures.
Monitoring and Control Services Parameters	Comment by Daniel Fischer: Include Figures.
Ping 
· No specific configuration needed.
Read Sequence Number
The baseline implementation configuration to be used for Read Sequence Number procedure interoperability testing and operation is:
· For TC : The length of the Sequence Number is 0x0004 (32 bits)
· For TM / AOS : The length of the Sequence Number / Initialization Vector is 0x000C (12 octets, 96 bits)
Alarm Flag Reset
The baseline implementation configuration to be used for Alarm Flag Reset procedure interoperability testing and operation is:
· No specific configuration needed.
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