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The protection of data transmitted over the space-link is an issue of growing importance also for civilian space missions. The Consultative Committee for Space Data Systems (CCSDS) has recently published the Space Data-Link Layer Security (SDLS) core protocol which provides confidentiality and integrity services for the CCSDS Telemetry (TM), Telecommand (TC) and Advanced Orbiting Services (AOS) space data-link protocols. In this paper, we outline the SDLS Extended Procedures Standard that is currently under development. The Extended Procedures provide auxiliary services required to effectively operate the SDLS core protocol over the space link. Three groups of services are covered by the standard: Security Association Management, Cryptographic Key Management, and Security Monitoring and Control. The standard defines procedures build around formal state models for each of these services and specifies the interfaces to communicate messages associated with these procedures over the space link. Furthermore, the SDLS Extended Procedures specify a real-time security incident reporting mechanism, the Frame Security Report that integrates nicely with the existing standards. 
I. Introduction

W
ith the ever growing cyber security threats to space mission infrastructures, the protection of the space-link between the ground segment, i.e. the control center, and the spacecraft has become a key priority even for civilian space missions. The Consultative Committee for Space Data Systems (CCSDS), an international standardization body composed of all major space agencies, has developed and recently published the Space Data-Link Layer (SDLS) Security Protocol1,2,3,4 with the objective to enable standardized protection of the space-link and a smooth integration into the existing protocol stack. The SDLS protocol has been very well received by the space agencies and will be supported by the major ground and space communication protocol implementations. SDLS is able to provide confidentiality and integrity security services for the space data-link layer.  
A. SDLS Extended Procedures
The SDLS core protocol protects the Service Data Units transported by the SDL protocols5,6,7 and, in addition, selected SDL protocol data structures taking into account compatibility constraints with SDL and Space Link Extension services. Thus, the SDLS protocol is essentially a data processing function.
The core protocol however does not specify the setup of any of the necessary configuration parameters such as the cryptographic algorithms or keys to be used for the crypto transformations. It does also not specify how these cryptographic parameters and the general SDLS configuration is to be agreed and synchronized between the sender and the receiver. However, without this information, a successful operation of secure space link is difficult. This is partially mitigated through the provision of a non-normative, so called “baseline mode” for the core protocol, which is basically a recommended crypto configuration setup. However, the baseline mode is only a static solution and furthermore does not address key issues such as the replacement of cryptographic keys.

 The SLDS Extended Procedures (EP) are a standard supplement to the SDLS core protocol and have been designed to address the above options. They specify auxiliary services for the SDLS core protocol in three distinct fields: Key Management, Security Association Management, and Security Monitoring and Control. Additionally, the EP specify an alternative Operational Control Field Type 2, the Frame Security Report (FSR), that is intended to report security events such as failed authentication of a command in the most effective way. The FSR is constantly reported to the ground as part of TM or AOS frames. It should be noted that the SLDS Extended Procedures standard is still under development and changes may occur at a later point in time that invalidate or modify part of the information provided in this paper. 
B. Paper Structure

The remainder of this paper is organized as follows. In Section II, we briefly recap the main features of the Space Data Link Security (SDLS) Protocol. Section III describes the general structure and setup of the Extended Procedures, their interaction with the underlying space-link protocols and the setup of the necessary Protocol Data Units (PDU). Section IV specifies in detail the Extended Procedures in the three fields of Key Management, Security Association Management and Security Monitoring and Control. Section V discusses the specification of a procedure as per the standard on the example of the Over-The-Air-Rekeying procedure. Section VI outlines the necessity and the specification of the Frame Security Report (FSR).  Finally, Section VII concludes the paper and provides an outline of future work.

II. The Space Data-Link Security Protocol
The Space Data-Link Security (SDLS) protocol is a result of a coordinated effort between space agencies to develop a standardized concept for the integration of security on space missions with a simple network topology. It has been developed for use at the data link layer, thus avoiding individual project ad-hoc solutions and delivering the benefits of standardization. The Consultative Committee for Space Standardization (CCSDS) specified that the SDLS protocol should be usable with existing CCSDS telecommand (TC), telemetry (TM), and advanced orbiting systems (AOS) space data-link standards without implying significant changes to them. These standards are in wide use by many missions and planned for many upcoming missions. At the same time the SDLS was also designed to be compatible with future developments such as the Unified Space Link Protocol8. The SDLS protocol implements a security function  integrated in the Data Link layer of the International Standards Organization Open Systems Interconnection (ISO/OSI) model. Fig. 1 shows this integration. [image: image1.emf]
C. SDLS Core Protocol – Key Features
The SDLS core protocol is built around the following key features:


1) Compatibility with SDL protocols: The SDLS protocol has only a minimum impact on the existing SDL protocols. Only minor modifications and adaptations of these protocol standards (CCSDS TM, TC and AOS5
,6,7) were necessary.. This, however, has no impact on implementations of the SDL protocols when used withour security and consequently also none on the existing TM/TC ground infrastructure and on-board equipment.

2) Compatibility with Space-Link Extension (SLE) services: The currently defined and specified SLE services9 rely on their ability to identify and process SDL frames or parts of it for further processing and transfer between the SLE endpoints. The application of security services (e.g., confidentiality) at the SDL protocol with the SDLS may impact the SLE service ability to ‘read’ and process the SDL frames and in turn, the SLE service compatibility with SDLS. The SDLS protocol has been designed to minimize this impact.

3) Modularity: The SDLS protocol offers modularity in selecting security services in accordance with the risk specifics and management decision of a given flight project. In order to support the application of such modularity, guidelines are provided for choosing security services in an accompanying document (Green Book) 10.

[image: image2.emf]4) Algorithm Independence: The CCSDS has established recommendations for cryptographic algorithms11. The SDLS protocol supports those recommended algorithms but also provides sufficient flexibility to allow the incorporation of operator-specific cryptographic algorithms or future algorithms replacing the current recommendation due to obsolescence. This is particularly important for authentication where length of message authentication codes (MACs) may evolve in order to cope with increasing threats.

5) Interoperability: Interoperability plays a key role in CCSDS work. As such, the SDLS protocol has also been designed with interoperability in mind. A good example for SDLS interoperability cases are LEOP handovers.
D. SDLS – Main Concepts

In the following, we will outline the main design concepts of the SDLS protocol which are also directly relevant to the Extended Procedures. 

1) Security Association: The concept of Security Association (SA), borrowed from IPSec12 but somewhat adapted to space communications, is crucial to the SDLS protocol. The selected security services for SDLS are implemented with cryptographic algorithms and functions. The SDLS protocol provides SAs for defining the cryptographic parameters to be used by both the sending and receiving ends of a communications session and for maintaining state information for the duration of the session. 
The SA defines a simplex (one-way), stateful cryptographic session for providing authentication, data integrity, replay protection, and/or data confidentiality. All Transfer Frames that share the same SA on a physical channel constitute a Secure Channel. Once a SA is created, the authentication and/or encryption algorithms specified, along with their modes of operation, they are fixed and cannot be changed for the duration of the SA.

2) Protocol Position in the CCSDS stack: The objective of the SDLS protocol development is to add a security function at the data link layer of space links using either one of the CCSDS space data link protocols. The relation of CCSDS protocol layers with OSI layers, together with position of SDLS security functions are depicted in Fig. 1. Two sub-layers of the Data Link layer are defined for CCSDS space link protocols: data link protocol sub-layer, and synchronization & channel coding sub-layer. SDLS protocol and functions are part of the CCSDS data link protocol sub-layer and fully integrated in the TC, TM and AOS data link protocols. SDLS functions insert themselves inside the stack of functions of CCSDS data link protocols. SDLS protocol is not as such a distinct sub-layer but rather a set of additional security features for existing data link protocols. Each of those data link protocols provides a set of communication services. SDLS protects only part of those services as shown in Fig. 2
.  

3) Protocol Data Structures: The SDLS encapsulates application-layer data carried in Space Data Link Protocol transfer frames between a Security Header and Trailer.  The Security Header and Trailer contain the contextual information necessary to perform decryption and/or integrity verification at the receiving end.  This contextual information does impose some additional transmission overhead; the sender must ensure that the overall length of the transfer frame does not exceed the maximum allowed by the underlying Space Data Link Protocol.  The amount of overhead will depend upon the options chosen for each Security Association.  

III. SDLS Extended Procedures Concept

CCSDS has initiated work on the SDLS Extended Procedures with the objective to complement the SDLS core protocol with the necessary auxiliary services to operate security over the space link with the SDLS protocol. These auxiliary services are grouped into three main fields which are addressed in more detail in Section IV:
· Security Association Management

· Cryptographic Key Management

· Security Monitoring and Control
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Furthermore, CCSDS decided to specify an Operational Control Field (OCF) type 2, the Frame Security Report (FSR) for the telemetry downlink channel that would report on the onboard security status. The rationale behind this is that security incidents should be reported to the operator as soon as possible. Section VI describes the FSR in detail.

In this Section, we describe the general concept of the Extended Procedures, the interface with the SDLS and SDL protocols and the rationale behind the Protocolprotocol Data Units (PDU) structure.

E. Extended Procedures General Concept
The SDLS Extended Procedures (EP) standard differs significantly from the SDLS core protocol and similar communication protocols in the sense that it specifies well defined sequenced interactions, so called procedures, between the communication endpoints (the sender and the recipient) of a space-link communication session. Each procedure follows a specific objective e.g. to assign a Security Association to a virtual channel. For all procedures it is assumed that the sender (which generally is the operational control center) initiates the procedure and also acts as the “master” in the interaction, while the recipient (which generally is the spacecraft) reacts to incoming directives. Directives are data structures sent over the link between the sender and recipient. Some procedures also ask the recipient to send a report back to the sender. Reports follow the same pattern as directives, but flow in the opposite direction. As such, each procedure is defined through a set of processing steps, directives and reports that are either executed/issued by the sender or the recipient. Steps have a well-defined input and output. Procedures are also considered to be transactions in order to avoid inconsistencies. That means that either all steps of a procedure are executed successfully or none. Fig. 3 illustrates the general concept of a procedure.
F. The TLV format for Extended Procedures Directives and Reports
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As mentioned above, the Extended Procedures use directives to communicate information from the sender to the recipient and reports to communicate information from the recipient to the sender. A generic format based on the “Tag, Length, Value” (TLV) concept was chosen and is used by all directives and reports. The Tag field uniquely identifies the type of directive or the report. The Length field indicates the length of the Value field. This field can also be empty (meaning zero). If it is empty, no Value field is specified for this directive or report. The optional Value field contains additional data pertaining to the message. As long as the Tag and Length fields are of fixed length, the TLV concept is very flexible, allowing defining new directives and reports while maintaining full compatibility with previously defined messages. Fig. 4 shows the TLV format. 
Based on the TLV format, a generic Extended Procedures Protocol Data Unit (PDU) has been developed (see Fig. 5
). All directives and reports use this PDU format. The Extended Procedures Tag identifies the type of the PDU (either directive or response), whether the PDU is user defined or not, which service group it belongs to, and which exact procedure is actually associated to. User defined PDUs are enabling possible non-standard or mission specific addons to the Extended Procedures that are required by additional procedures. The Extended Procedures Data Field is structured specificly to the procedure that is actually using the PDU in a directive or report. Section V shows an example of a PDU data field for the Over-The-Air-Rekeying (OTAR) procedure. Because of the TLV format, it is generally not necessary to specify the lengths of the individual elements within the data field.
G. Communication of Extended Procedures PDUs over the Space Link

The directives and reports are injected into the communication stream between the two communication partners. On the uplink (TC), the directives are transported using the MAP packet service6. In the downlink (TM, AOS), the reports are transported using the virtual channel packet service5,7. This means that in both cases, the Space Packet is used as the encapsulating data structure for the Extended Procedures PDUs. A main reason for this is that this ensures all Extended Procedures PDUs are protected by the underlying SDLS protocol. It is possible to encapsulate more than one EP PDU in a single packet. It is recommended that a dedicated virtual channel or multiplexer access point (and thus a dedicated Security Association) is used for the EP directives and reports. 
IV. SDLS Extended Procedures Services

As mentioned above, the SDLS Extended Procedures are grouped into three main service groups. In this Section, we address them individually.

H. Security Association Management Service

The SDLS protocol provides encryption, authentication, or authenticated encryption for the data link layer of the TC, TM, and AOS protocols. Security Associations (SAs) are assigned to multiplexer access points or virtual channels that should be protected by SDLS. They specify all the necessary security parameters for SDLS to be able to execute the same cryptographic operations using the same security configuration on both communication end points. For example, a SA would specify the security service (authentication, encryption, or authenticated encryption) for a channel, which cryptographic algorithm and keys to use and other configuration parameters (such as the length of the MAC or the authentication bit mask). A SA is always uniquely identified through a Security Parameter Index (SPI). The SPI is always transmitted as part of the SDLS security header. 

The Security Association (SA) Management Service of the SDLS Extended Procedures is designed to carry out the most basic functions of SA setup, activation, status, and control necessary to command the configurable Security Association parameters of a remote system’s SDLS implementation. 
Different complexity levels for SA management are anticipated by the SDLS EP standard. A state model has been developed to formalize the SA configuration options. (See Fig. 6). The state model is atomic for each SA. This means that each SA can only be in one state at a given point in time. 

The two most important states are “Keyed (Dormant)” and “Operational (in Use)” (on the right side of the Figure). They are required as a minimum on all missions that implement the SDLS EP standard. Many missions of ordinary duration and lower data rates can be satisfied with support for this statically-defined SA setup (pre-loaded keys and configuration, no option to upload new keys). A SA state model with those two states only allows to use EP to activate a dormant SA and assign it to a specific channel (using the SA.start procedure) and likewise to deactivate an SA (using the SA.stop procedure). In this case keys are statically assigned to SAs.

Most missions however will want to have the option to upload new keys from time to time. For these missions, the SA state model needs to be extended. It needs to support the expiration of an SA and the associated key (using the SA. Expire procedure) and likewise it needs to support the assignment of a new key to an unkeyed SA (using the SA.Rekey procedure). Thus, for these types of missions, the SA state model contains three states and four transitions (with associated procedures).

Finally, the most complex setup allowed by the SDLS EP standard is reserved for the most complex missions and is considered to be a future scenario. For these missions, it can be imagined that they have the need to tear down existing unkeyed SAs completely (using the SA.delete procedure) and create new SAs on the fly (using the SA.create procedure). This is a very likely requirement in a scenario where a mission spontaneously needs to build up a secure channel to a new communication partner. This full state model (four states, six transitions) is very close to what is supported by IPSec for the Internet Protocol.
As can be seen from the state model and the description of the SA management procedures there is a direct interaction with the Key Management state model and service (See Section IV.B). For example, every time a SA is expired it should trigger the execution of a key management procedure to deactivate the associated key as well. Likewise, a Security Association can never be operational if the associated key is not active yet.
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The SDLS core protocol and the Extended Procedures reserve specific SPIs for the execution of the Extended Procedures. These Security Associations are usually active already at launch and are associated with master keys. This ensures control over the on-board security unit at all times and provides for a specific mission initial configuration.
I. Key Management Service
Cryptographic keys are the most sensitive parameters for symmetric cryptographic algorithms as used on the space link. They must only be known by the sender and the receiver and, in order to counter attacks using cryptanalysis, they only have a specific lifetime. The lifetime depends on a number of parameters but is directly connected to the amount of data protected by the key, the supported cryptographic functions, and the actual time the key is being used. This means that cryptographic keys need to be replaced from time to time. The Extended Procedures Key Management Service includes all the procedures necessary to support the lifecycle of cryptographic keys (see Fig. 7) from their generation to their destruction.
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The key hierarchy model adopted for the SDLS Extended Procedures is a two-tier model consisting of master keys and sessions keys. Master keys are at the top of the hierarchy and only used for specific events (e.g. the protection of new session keys to be uploaded over the space link). Usually master keys are burned into a non-writable area of the spacecraft memory before launch. This means that it is very hard to corrupt these keys. But it also means that their number is limited and mission planers need to know in advance how many master keys are required for a specific mission. Session keys on the other hand are at the bottom of the hierarchy and are used for the actual traffic protection (i.e. as inputs for the crypto algorithm processing the TM, TC, or AOS traffic). Session keys need frequent replacement and can be uploaded over the space link using the Over-The-Air-Rekeying (OTAR) procedure. Both master and session keys, however, share the same lifecycle from generation to deactivation and destruction.  More information regarding the key types and the key lifecycle can be found in the CCSDS Symmetric Key Management Magenta Book13.
The Key Management EP ensures synchronization of keys and their states between the ground and the spacecraft. Each transition of the keys in the lifecycle state model (see Fig. 7) is supported by a procedure. Each Key is uniquely identified through a Key Id. While Key Activation, Key Deactivation, and Key Destruction are straight forward (transmitting a number of key IDs with the request to transition them), the OTAR procedure is more complex and needs some more explanation. The OTAR procedure guarantees the authenticity and confidentiality of uploaded session keys by adding an additional protection layer on the basis of a master key. This guarantees that session keys are not disclosed or modified during transport. Even if SDLS provides protection on the data link layer, this additional protection layer is required since it protects the keys up to the packet processing end point, and not only up to the frame processing end point. The OTAR procedure is also sending a CRC for each key up to the spacecraft. This CRC is used by the Key Verification Procedure to validate that keys are not corrupted, e.g. by memory flips on the spacecraft. 
J. Security Monitoring and Control Service 

The services provided by the security monitoring & control procedures implement the management and monitoring of the security unit that is responsible for the SDLS functionality onboard the spacecraft. The service does not assume a specific implementation of the security unit and the procedures are kept in a generic way. However, a certain number of functionalities need to be provided by the onboard security unit and made accessible through procedures. Procedures specified by SDLS EP are:
· Ping: This is a simple directive to the security unit asking for a simple report to validate that the security unit is still alive.
· Log Procedures: The logging function of the security unit is of critical importance. In case of attempted attacks, the security log is an invaluable instrument to perform tracing and forensic investigations remotely from ground. Three procedures support the logging functionality. The log status procedure is requesting the log status from the security unit (e.g. number of log entries, available space, etc.) while the dump log procedure is asking to downlink the complete content of the security log through reports. Erase log will clear the security unit log. Since the log procedures are security sensitive, additional encrypted authentication is provided for directives and reports of these procedures.
· Self-Test: This procedure will initiate a simple self-test of the security unit to check if all functions are working as expected. 
· Read Sequence Number: The sequence number is an important parameter for anti-replay protection. It is not fully reported (only the Least Significant Bits) in the Frame Security Report (see Section VI) and thus a procedure has been defined to downlink the current sequence number for a given Security Association. 
· Alarm Flag Reset: This procedure will reset the alarm flag in the security unit. The alarm flag is associated with the Frame Security Report (see Section VI) and will be set by the security unit in case of a security problem (e.g. an authentication failure). Since this procedure is security critical, it also uses an additional authentication layer.
V. An Example Procedure: Over-The-Air-Rekeying
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In this paragraph, we provide an illustrative example of a more complex SDLS Extended Procedure. The Over-The-Air-Rekeying (OTAR) procedure has the objective to upload a new set of session keys from the sender (ground) to the recipient (spacecraft) – see also Section IV.B. 

Every procedure has one or more well defined preconditions. In the case of OTAR, the preconditions are:

a) The Initiator shall have a set of session keys in pre-activation state available (these will be the ones that are uploaded to the recipient)

b) Both, the sender and the recipient, shall have an identical master key in either pre-activation or active state. The master key will be used for the protection of the session keys.
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Fig. 8 shows the three processing steps associated with the the OTAR procedure. In the first step, the session keys are prepared for uplink by performing authenticated encryption over the whole set (with the master key as input parameter). In the second step, the protected keys are then prepared to be uplinked together with their Key IDs and the CRC values. A directive containing all this information (see Fig. 9) is then sent to the spacecraft. And in Step 3 (executed by the recipient), the received set of keys is processed. This means it is first decrypted and authenticated. Then the keys and the associated CRCs are stored in the spacecraft memory according to their Key Id.
As shown in Fig. 9, the directive implements the TLV format introduced in Section III.B. The PDU data field is specific to the procedure and specified in the SDLS EP standard. It contains the Key ID of the master key that is used for the protection of the uploaded session keys. The initialization vector (IV) field is optional and only required in case a cryptographic algorithm is used for the authenticated encryption that requires an IV to be present. The IV is followed by an arbitrary number of field triplets carrying a session key, its key Id, and the CRC of the session key. The number of triplets that can be uploaded within a single directive is only limited by the maximum length of a frame. Finally, the Message Authentication Code (MAC) that is required for the authenticated encryption of the keys is included in the directive PDU.
All other procedures that are defined in the standard follow the same basic principle. First the procedure as such is defined (though the pre-condition and the steps) and then the necessary directive and report PDUs are specified. 
VI. Frame Security Report

In this Section, we describe the Frame Security Report (FSR) which has been designed as a systematic, almost real-time reporting mechanism for the security status onboard the spacecraft and in particular for the status of TC frame security acceptance. This type of real-time reporting is necessary since the operator should be constantly informed about the state of the security processing onboard the spacecraft. Should an unexpected event such as an authentication failure occur, the security report helps to react quickly and efficiently to this.

The FSR is carried inside the operational control field of TM or AOS frames. As such, the FSR is specified as a TM or AOS Operational Control Field (OCF), more concrete as OCF Type 2. The only other existing OCF is the Type 1, which is the Command Link Control Word (CLCW). The CLCW carries real-time information regarding the COP-1 protocol. This also means that the FSR has to follow the defined structure of an OCF as per TM data-link and AOS standard5,6.  Fig. 10 outlines the structure of the FSR. Below follows a brief description of the fields (more details are provided in the SDLS EP standard):
· Control Type: This indicates the OCF type. For the FSR, this is always “1” (“0” indicates a CLCW)
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FSR Version Number: This is a fixed number: “100”

· Alarm Field: This flag indicates if there has been a security alert in the security unit (in this case it is set to “1”, otherwise it is set to “0”)

· Security Event Flags: These three flags detail a bit more what the actual problem is in case the alarm flag is set. Options are a bad sequence number (possible implication of a replay attack), bad MAC (i.e. an authentication failure), or an invalid SPI (i.e. the received SDLS frame is not allowed for that particular channel).

· Last SPI used: The SPI of the last received SDLS protected transfer frame

· SN Value (LSB): Providing the eight least significant bits of the sequence number of the last SDLS protected transfer frame received onboard

While the specification of the FSR as an OCF type 2 is an elegant solution to introduce near real-time security reporting without having to modify the underlying data-link communication standards for TM and AOS, it also comes with a specific limitation. TM/ AOS do allow different types of OCF, however only one OCF can be attached to a TM or AOS frame at a time. This means that a frame can either carry a CLCW or a FSR. However, since space communication is highly asymmetric in nature with the uplink being much lower bandwidth than the downlink, in practice the operator would not see a difference if the CLCW is only provided in every second frame. As such, the SDLS EP standard recommends an alternating pattern for the two OCF types. 
VII. Conclusion and Way Forward
In this paper, we presented the new Space Data Link Security Extended Procedures standard, which will build on the recently published SDLS core protocol and provide auxiliary services necessary to operate a secure space-link in an interoperable way. These services are categorized into Security Association Management, Key Management and Security Monitoring & Control. Furthermore, the standard provides a systematic, almost real-time concept to report on security problems onboard the spacecraft, the Frame Security Report.
K. Publication Roadmap

Currently, the standard is moving to Red Book status (meaning that it is conceptionally finished) and will be subjected to review by the CCSDS member agencies. Thus some of the aspects presented in this paper may still be subject to change. Depending on the number and significance of the comments received during the review, the standard will be published towards the end of 2017. An accompanying document in the form of a CCSDS Green Book (i.e. a handbook) will be provided as well outlining guidelines for the implementation of the standard. 

CCSDS also imposes another requirement for the publication of a standard. It needs to go through the so-called interoperability testing. This means, that at least two independent implementations of the standard need to be provided with the capability to communicate with each other. ESA and NASA are already in the process of implementing their prototypes which will then be used for the interoperability testing (see also next paragraph).
L. Interoperability Testing Campaign

As stated above, successful interoperability testing is a condition for the publication of a CCSDS standard. ESA has already developed an end-to-end test environment, the SpaceSecLab14, which includes an implementation of the SDLS EP as well, both for the ground and the space segment side. The ground side is implemented as an interface to ESA’s mission control system infrastructure, SCOS-2000, while the space segment implementation is interfacing with the generic spacecraft simulator software GSTVi15. Similarly, NASA has been working on an implementation for the SDLS Extended Procedures as well. The objective for the interoperability test is that the ESA ground segment implementation interfaces with the NASA space segment implementation to perform the interoperability testing. 
This work is already ongoing and NASA and ESA are using public cloud services the setup and execute interoperability testing. This has already been very successful for SDLS core protocol testing and now the test campaign setup for the SDLS Extended Procedures is under preparation as well. Fig11 shows the public cloud setup for the interoperability testing. 
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Baseline Mode

Similar to the SDLS core protocol, the SDLS Extended Procedures have a non-normative baseline mode defined in an Appendix to the standard. Since many aspects of the EP standard are configurable (e.g. which cryptographic algorithm to use for the OTAR procedure),  it is not straightforward to implement the standard as-is. The baseline mode tries to address this problem by providing a recommended configuration set (i.e. a baseline configuration) for the Extended Procedures. This set is believed to be most optimal for current space missions. As such, should a mission decide to implement the Extended Procedures and it follows the baseline mode, interoperability with other implementations is guaranteed. However, since it is non-normative, should a mission decide to use different configuration parameters, this would be fine as well. 
N. Future Work

Once the SDLS Extended Procedures Standard has been finalized and the interoperability testing completed, it will become available on the CCSDS website. While the SDLS core protocol together with the Extended Procedures form a complete space data-link security standard framework, more challenges are to be met in the future. One example is the evolution in the field of space-link protocols. Nowadays, TM, TC, and AOS are the three mostly used standards but in the future next-generation protocols such as the Unified Space Link Protocol (ULSP)8 may take over their role. The SDLS and SDLS Extended Procedures standards must be developed further and maintained to be compatible with these new standards. 
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Figure 1.	SDLS Protocol Integration into the Communication Layers.  The Figure shows how the Space Data Link Layer Security (SDLS) Protocol integrates into the OSI and CCSDS communication protocol stacks. 





�Figure 2.	Protected SDL user services. 
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Figure 3.	Illustration of the execution of a procedure between Sender and Recepient.  





�


Figure 5.	Extended Procedures PDU.  The Figure shows the actual Payload Data Unit (PDU) used by the Extended Procedures directives and reports. The format is based on the TLV concept.
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Figure 4.	Tag, Length, Value (TLV) data format.  





�


Figure 6.	Security Association Management State Model.  The Figure shows the state model and the state transitions supported by the Security Assocation Management Service. The complexity of the model can be adapted to the needs of the missions (growing complexity from right to left).
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Figure 7.	Key Management State Model.  The Figure shows the state model and the state transitions supported by the Key Management Service. The state model implements the key lifecycle from left to right.
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Figure 8.OTAR procedure steps.
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Figure 9.	OTAR Directive.  The Figure shows the structure of the OTAR directice PDU.





�


Figure 10.	Frame Security Report.  The Figure shows the structure of the Operational Control Field Type 2- Frame Security Report.
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Figure 11.	SDLS Extended Procedures Interoperability Testing Setup.  The Figure shows the cloud-based interoperability testing setup for the SDLS Extended Procedures between ESA and NASA. Each Agency operates its own VM within a shared VLAN and the only allowed interface between these machines is the Space Link Extension protocol. 
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�I have updated the SDLP references to point to the revised version integrating SDLS option.


�I would replace the table provided in Fig2 by Table 5-1 of the SDLS blue book which is much more accurate. For example : insert protection is not optional , insert is not protected.


�Change Payload to Protocol in the legend of figure 5
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