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Question The CCSDS Engineering Steering Group:
'CONSIDERING that CCSDS 355.0-R-3, Space Data Link Security Protocol (Red Book, Issue 3, October 2013) has.
‘completed CCSDS Agency review (RP 13-21);
and BEARING IN MIND that the SLS/Space Data Link Layer Security has resolved all review items resulting from the
review;
and ALLOWING that the Space Link Services Area recommends that the document be published as a new
Recommended Standard (SLS-R-2015-06-002);
APPROVES publication of CCSDS 355.0-B-1, Space Data Link Security Protocol (Blue Book, Issue 1).
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MOIMSAD _ Merri Mario _ APPROVE UNCONDITIONALLY s/12/2015
MOINS  Behal Brigitte APPROVE UNCONDITIONALLY 8/12/2015 11:32 AM 51
DAD
SEAAD  Shames Peter APPROVE WITH CONDITIONS (state conditions  We need this document to be published, and soon, but there are stil a few inconsistencies that T believe should be fixed before that happens. There are marked in the attached text, but 1 will summarize  8/3/2015 6:05 PM [ @
that must be satisfied) them here:
1) The document is missing a really good overview description and figure showing the relationship of the user provided transfer frame data field to the secured field. Such figures are in docs like CCSDS
232x00.
2) related to 1), the term "payload” is defined in sec 1.6, but it is then not used in any consistent way within the rest of the document. And the definition of the word “payload” is disjoint from other CCSDS
usage. The word "package" or "user provided data” might be better.
3) The Security Association Management Service, sec 3.4, reads like Green Book material, not Blue Book. There is not even an abstract service spec provided and as such it appears to be non-normative
content. The related "Primitives" are not even sketched out, which makes this section look even more “urfinishe".
4) There is a repeated description of "Rollover of the sequence number could be used to signal the end of the acceptable lifetime of a cryptographic key”, which sounds like specific guidance, but always
ppears in a NOTE. This migh be better expressed in a real requirement a5 3 "may"
SISAD  ScottKeth  APPROVE WITH CONDITIONS (state conditions 1 concur with Tomaso that a note stating the non-applicabilty of this specification to Proximity-2 communications would be quite helpful. 5//2015 2:05 PM [
that must be satisfied)
SISDAD  de Cola Tomaso APPROVE WITH CONDITIONS (state conditions  As the book relates to security implemented in the data link layer of CCSDS protocol stack, 1 would expect a note or comment in Section 1 to state that the scope of the book is limited to AS, TM, and TC  8/5/20156:32 AM (53
that must be satisfied) and does not address Proximity. Finding no mention of proximity leaves some uncertainty on the overall security implementation in SDLP.
Note for future book amendments, the green book CCSDS 350.0-G-2 (THE APPLICATION OF CCSDS PROTOCOLS
TO SECURE SYSTEMS ) will probably require some minor revision to reflect the changes provided in this blue book, once published.
SISAD  Calzolan Gian  APPROVE UNCONDITIONALLY 5/3/2015 6:09 AM [
Paclo
SLSDAD _ Moury Giles _ APPROVE UNCONDITIONALLY 8/7/2015 8:53 AN (5
SOISDAD  Barton Richard APPROVE UNCONDITIONALLY

/472015 11:38 AW





