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PREFACE

This document is a draft CCSDS Recommended Standard. Its ‘White Book’ status indicates that its contents are not stable, and several iterations resulting in substantial technical changes are likely to occur before it is considered to be sufficiently mature to be released for review by the CCSDS Agencies.

Implementers are cautioned not to fabricate any final equipment in accordance with this document’s technical content.
Recipients of this draft are invited to submit, with their comments, notification of any relevant patent rights of which they are aware and to provide supporting documentation.
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1 Introduction

1.1 [INTRODUCTORY SUBSECTIONS]
[Insert introductory subsections such as PURPOSE, SCOPE, APPLICABILITY, RATIONALE, etc. See CCSDS A20.0-Y-3, CCSDS Publications Manual (Yellow Book, Issue 3, December 2011) for the contents of section 1.]
1.2 Definitions

For the purposes of this document, the following definitions apply:

NOTE – Generic definitions for the security terminology applicable to this and other CCSDS documents are provided under reference [3].
Initiator: The Initiator of an SDLS Extended Procedure is one of the two peers involved in an SDLS communication session. The Initiator is managing the SDLS session parameters, provides the necessary resources to execute a procedure, and always initiates a procedure.
Recipient: The Recipient of an SDLS Extended Procedure is one of the two peers involved in an SDLS communication session. It configures the SDLS session parameters based on procedures and instructions initiated by the Initiator.

NOTE – In most cases the Initiator is the ground control facility and the Recipient is the spacecraft.
1.3 References

The following publications contain provisions which, through reference in this text, constitute provisions of this document. At the time of publication, the editions indicated were valid. All publications are subject to revision, and users of this Recommended Standard are encouraged to investigate the possibility of applying the most recent editions of the publications indicated below. The CCSDS Secretariat maintains a register of currently valid CCSDS publications.
[1] Space Data Link Security Protocol, Issue 1.0, Recommendation for Space Data System Standards (Blue Book), CCSDS 355.0-B-1. Washington, D.C.: CCSDS, May 2014.

[2] Symmetric Key Management for Space Missions, Issue 1.0, Recommendation for Space Data System Standards (Magenta Book), CCSDS xxx.0-M-1. Washington, D.C.: CCSDS, May 2015.
[3] Information Security Glossary of Terms, Issue 1.0, Report concerning Space Data System Standards (Green Book), CCSDS 350.8-G-1. Washington, D.C.: CCSDS, November 2012.
[4] SDLS Extended Procedures Concept of Operation, Issue 1.0, Report concerning Space Data System Standards (Green Book), CCSDS xxx.-x-1. Washington, D.C.: CCSDS, Month Year.
[5] TM Space Data Link Protocol. Recommendation for Space Data System Standards, CCSDS 132.0-B-1. Blue Book. Issue 1. Washington, D.C.: CCSDS, September 2003.

[6] AOS Space Data Link Protocol. Recommendation for Space Data System Standards, CCSDS 732.0-B-1. Blue Book. Issue 1. Washington, D.C.: CCSDS, September 2003.
[7] TC Space Data Link Protocol. Recommendation for Space Data System Standards, CCSDS 232.0-B-1. Blue Book. Issue 1. Washington, D.C.: CCSDS, September 2003.

2 Overview
2.1 Purpose of SDLS Extended Procedures
The Space Data-Link Layer Security (SDLS) protocol [1] is a data processing method for space missions that need to apply authentication and/or confidentiality to the contents of Transfer Frames used by the Space Data Link Protocols over a space link.
The purpose of the SDLS Extended Procedures is to provide a standardized from to support auxiliary services that are necessary to operate an implementation of the SDLS protocol, namely Key Management, SA Management, and SDLS Monitoring & Control.
2.2 Features of SDLS Extended Procedures

The SDLS Extended Procedures specify, for each of the services provided, the following features:

· Procedures Description and Breakdown (actions to be performed by sender and recipient)

· Data Formats of the information exchanged as part of the procedures
The SDLS Extended Procedures do not specify the means by which the data  is exchanged between the sender and recipient (i.e. the interface to the SLP protocol suite). The rationale behind this is that implementers can have different approaches in this respect.

2.3 Services provided by SDLS Extended Procedures

The SDLS Extended Procedures provide three different services:
1. Key Management Service

2. Security Association (SA) Management Service

3. SDLS Management & Control Service
2.3.1 Key Management Service

Daniel
The Key Management Service for the SDLS protocol is specified as an extension of the CCSDS Symmetric Key Management Recommended Practice [2]. Thus terminology from this recommended practice is used within this specification. The SDLS Key Management Services implement the abstract description of the Key Management Procedures in the Symmetric Key Management Recommended Practice. More concrete, they replace the generic data structure specifications with concrete service data units and put the procedures into context with the established Security Associations.

The Key Management Services is designed to support a symmetric key management infrastructure to support secure communications (authentication, confidentiality, and integrity) using the SDLS protocol. Key Management is necessary to ensure that both communication end points (i.e. the sender and the recipient) are synchronized in terms of cryptographic keys. 
A number of different key management infrastructure designs exist, however for reasons of scalability, security, and reduced complexity, the SDLS Key Management Services baseline is built around a two-tier symmetric key infrastructure. This infrastructure contains of two tiers – a static or master key tier, and an ephemeral or session key tier. Master Keys are used exclusively for the purpose of key management (with few notable exceptions) while Session Keys are used to support the actual SDLS cryptographic operations. The concept of over-the-air-rekeying (OTAR) is used to ensure frequent update of the session keys by distributing new session keys that have been generated by the Initiator to the Recipient.

[INSERT FIGURE HERE]

2.3.2 Security Association (SA) Management Service

Craig
The SDLS protocol provides encryption, authentication, or authenticated encryption for data link layer services of the TC, TM, and AOS protocols.  The Security Association (SA) Management Service for the SDLS protocol is designed to carry out the most basic functions of Security Association setup, activation, status, and control necessary to command the configurable Security Association parameters of a remote system’s SDLS implementation into a state suitable for operations.

The SA Management Service is designed to support an operational state model that may be simple or complex as mission needs indicate.  Many missions of ordinary duration and lower data rates can be satisfied with support for statically-defined Security Associations and pre-loaded cryptographic keys and algorithms.  For these, it is sufficient to choose which SA to use on a particular virtual channel along with all of its pre-loaded attributes.

It is anticipated that future complex or long-duration missions may need the capability to reuse and/or reconfigure Security Associations as the SAs and keys loaded into the system prior to the mission are used up over time.  For this reason, the SA Management Service state model includes optional directives supporting over-the-air rekeying, or even instantiation on demand of Security Associations.  Figure 2‑1 illustrates the state model for Security Associations.
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Figure 2‑1.  Variable State Model for Security Association Management
SDLS Management & Control Service

Bruno

3  Service Definition
3.1 Overview

This Section provides the service definition for the SDLS Extended Procedures.

The services that the SDLS Extended Procedures provide are defined as procedures with sequential execution steps to be executed by the Initiator or the Recipient. These procedural execution steps are independent of specific implementation approaches.

The parameters used by the procedures are specified in an abstract sense and specify the information associated with a particular procedure step and passed in either direction between the Initiator and the Recipient. The way in which a specific implementation makes this information available is not constrained by this specification.
This Section defines the Key Management Service, the Security Association Management Service, and the SLDS Monitoring & Control Service.
3.2 Key Management Service
3.2.1 Overview

The Key Management Service Procedures specified in this Section are an SLDS-specific instantiation of the abstract Key Management Procedures specified in reference [2].
3.2.2 Service Parameters

3.2.2.1 OTAR Rekeying

3.2.2.1.1 The OTAR Rekeying procedure shall have the following Service Parameters:

a) Key ID of the Master Key (Integer, unmanaged)

b) Size of set of Upload Keys (Integer; managed)

c) Set of Upload Keys (Integer[Session Key]; managed)

NOTE – The size of the session keys is mission specific.

a) Set of Key IDs of Upload Keys (Integer[Key IDs]; managed)

b) Set of Encrypted Upload Keys (Integer[Size of set of Key ID]; unmanaged)
c) Agreed Cryptographic Algorithm (managed)

NOTE – The actual possible identifier numbers for the Key ID are mission specific.
3.2.2.2 Key Activation
3.2.2.2.1 The Key Activation procedure shall have the following Service Parameters:

a) Size of set of Key IDs (Integer; managed)

b) Set of Key IDs (Integer[Size of set of Key ID]; unmanaged)

NOTE – The actual possible identifier numbers for the Key ID are mission specific.
3.2.2.3 Key Deactivation

3.2.2.3.1 The Key Deactivation procedure shall have the following Service Parameters:

a) Size of set of Key IDs (Integer; managed)
b) Set of Key IDs (Integer[Size of set of Key ID]; unmanaged)

NOTE – The actual possible identifier numbers for the Key ID are mission specific.
3.2.2.4 Key Destruction

3.2.2.4.1 The Key Destruction procedure shall have the following Service Parameters:

a) Size of set of Key IDs (Integer; managed)

b) Set of Key IDs (Integer[Size of set of Key ID]; unmanaged)

NOTE – The actual possible identifier numbers for the Key ID are mission specific.
3.2.2.5 Key Verification

3.2.2.5.1 The Key Verification procedure shall have the following Service Parameters:

a) Size of set of Key IDs (Integer; managed)

b) Set of Key IDs (Integer[Size of set of Key ID]; unmanaged)

c) Set of Challenges  (Integer[Size of set of Key ID]; unmanaged)

d) Set of Responses  (Integer[Size of set of Key ID]; unmanaged)

e) Verification Status Set  (Boolean[Size of set of Key ID]; managed)

NOTE – The actual possible identifier numbers for the Key ID are mission specific.
3.2.2.6 Key DB Status Request

3.2.2.6.1 The Key Status Request procedure shall have the following Service Parameters:

f) Key DB Status Request (Integer; unmanaged)

g) Key DB Status Response (Integer; unmanaged)
3.2.3 Service Directives

3.2.3.1 OTAR Rekeying

3.2.3.1.1 Overview

Over-the-air-rekeying (OTAR) addresses the secure (encrypted) transmission of session keys over a communication channel from the Initiator to the Recipient. 
3.2.3.1.1.1 Preconditions for the Procedure

3.2.3.1.1.1.1 The Initiator shall have available a set of session keys in pre-activation state.

NOTE – These are the keys that will be transferred to the Recipient.

3.2.3.1.1.1.2 Both entities shall have an identical master key in pre-activation state.

NOTE – This is the master key that will be used to ensure confidentiality of the session keys during transmission from the Initiator to the Recipient.
3.2.3.1.1.2 Procedural Steps

3.2.3.1.1.2.1 The Key Deactivation procedure shall include the following mandatory execution steps:

a) Encryption of set of Upload Keys; Role: Initiator

b) Signaling of set of Encrypted Upload Keys; Role: Initiator

c) Decryption of Encrypted Upload Keys; Role: Recipient

3.2.3.1.1.3 Encryption of set of Upload Keys
3.2.3.1.1.3.1 This step shall be executed by the Initiator.

3.2.3.1.1.3.2 This step shall have the following inputs:

· Set of Upload Keys
· Key ID of the Master Key

3.2.3.1.1.3.3 This step shall have the following outputs:

· Encrypted Set of Upload Keys
· Master Key in Active State

3.2.3.1.1.3.4 This step shall execute the following:

· The State of the master key identified by the Key ID of the Master Key shall be transitioned to Active State.

· For each key in the Set of Upload Keys, the Initiator shall encrypt this key using the Agreed Cryptographic Algorithm and the master key identified by the Key ID of the Master Key

3.2.3.1.1.4 Signaling of Set of Encrypted Upload Keys
3.2.3.1.1.4.1 This step shall be executed by the Initiator.

3.2.3.1.1.4.2 This step shall have the following inputs:

· Encrypted Set of Session Keys
3.2.3.1.1.4.3 This step shall have the following outputs:

· The Encrypted Set of Session Keys and the Set of Key IDs of Upload Keys transmitted to the Recipient

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.1.1.4.4 This step shall execute the following:

· A procedure (1,1) PDU as defined in Section 5.4.3.1 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
3.2.3.1.1.5 Decryption of Set of Encrypted Upload Keys 
3.2.3.1.1.5.1 This step shall be executed by the Recipient.

3.2.3.1.1.5.2 This step shall have the following inputs:

· The Encrypted Set of Session Keys, the Set of Key IDs of Upload Keys, and the Key ID of the Master Key received from the Initiator

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.1.1.5.3 This step shall have the following outputs:

· None
3.2.3.1.1.5.4 This step shall execute the following:

· The master key identified by the Key ID of the Master Key

· For each encrypted key received in the Set of Encrypted Session Keys, the Recipient shall decrypt the key using the Agreed Cryptographic Algorithm and the Master Key identified by the Key ID of the Master Key. The decrypted Session key shall then be stored in the storage field associated with the respective key ID from the Set of Key IDs of Upload Keys.
3.2.3.2 Key Activation

3.2.3.2.1 Overview

The Key Activation procedure activates a set of previously uploaded session (ephemeral) keys at both ends of the communication channel (Initiator & Recipient) so that these keys are assigned the Active State and subsequently can be used for cryptographic operations.

3.2.3.2.1.1 Preconditions for the Procedure

3.2.3.2.1.1.1 Both entities shall have an identical set of session keys in pre-activation state.

NOTE – A subset of these pre-active keys is activated by this procedure.

3.2.3.2.1.2 Procedural Steps

3.2.3.2.1.2.1 The Key Deactivation procedure shall include the following mandatory execution steps:

a) Activation of Initiator session keys; Role: Initiator

b) Signaling of Key IDs to be activated; Role: Initiator

c) Activation of Recipient session keys; Role: Recipient

3.2.3.2.1.3 Activation of Initiator Session Keys

3.2.3.2.1.3.1 This step shall be executed by the Initiator.

3.2.3.2.1.3.2 This step shall have the following inputs:

· The set of key IDs of keys to be activated

NOTE – The number of elements in this set is a managed parameter.

3.2.3.2.1.3.3 This step shall have the following outputs:

· All keys identified by the set of key IDs in State Activated.

NOTE – See Section 5.4.1.2 and reference [2] for more information on key states.

3.2.3.2.1.3.4 This step shall execute the following:

· The session keys identified by the Key IDs in the set of Key IDs shall be transitioned from Pre-Active State to Active State 

3.2.3.2.1.4 Signaling of Keys to be Activated

3.2.3.2.1.4.1 This step shall be executed by the Initiator.

3.2.3.2.1.4.2 This step shall have the following inputs:

· The set of Key IDs of keys activated in Step 1.

3.2.3.2.1.4.3 This step shall have the following outputs:

· The set of Key IDs of keys activated in Step 1 transmitted to the Recipient

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.2.1.4.4 This step shall execute the following:

· A procedure (2,1) PDU as defined in Section 5.4.3.2 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.

3.2.3.2.1.5 Activation of Recipient Session Keys

3.2.3.2.1.5.1 This step shall be executed by the Recipient.

3.2.3.2.1.5.2 This step shall have the following inputs:

· The set of Key IDs of keys activated in Step 1 received from the Initiator 

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.2.1.5.3 This step shall have the following outputs:

· All keys identified by the set of key IDs in State Active.

3.2.3.2.1.5.4 This step shall execute the following:

· The session keys identified by the Key IDs in the set of Key IDs shall be transitioned from Pre-Active State to Active State 

3.2.3.3 Key Deactivation

3.2.3.3.1 Overview
The Key Deactivation (or revocation) procedure deactivates a set of previously uploaded session (ephemeral) keys at both ends of the communication channel (Initiator & Recipient) so that these keys are assigned the Deactivated State and subsequently cannot be used for cryptographic operations anymore. The keys are not destroyed (erased) by this procedure.
3.2.3.3.1.1 Preconditions for the Procedure

3.2.3.3.1.1.1 Both entities shall have an identical set of session keys in active state.
NOTE – A subset of these active keys is revoked by this procedure.

3.2.3.3.1.2 Procedural Steps
3.2.3.3.1.2.1 The Key Deactivation procedure shall include the following mandatory execution steps:

d) Deactivation of Initiator session keys; Role: Initiator

e) Signaling of Key IDs to be deactivated; Role: Initiator

f) Deactivation of Recipient session keys; Role: Recipient

3.2.3.3.1.3 Deactivation of Initiator Session Keys

3.2.3.3.1.3.1 This step shall be executed by the Initiator.

3.2.3.3.1.3.2 This step shall have the following inputs:
· The set of key IDs of keys to be deactivated
NOTE – The number of elements in this set is a managed parameter.

3.2.3.3.1.3.3 This step shall have the following outputs:
· All keys identified by the set of key IDs in State Deactivated.

NOTE – See Section 5.4.1.2 and reference [2] for more information on key states.

3.2.3.3.1.3.4 This step shall execute the following:
· The session keys identified by the Key IDs in the set of Key IDs shall be transitioned from Active State to Deactivated State 

3.2.3.3.1.4 Signaling of Keys to be deactivated
3.2.3.3.1.4.1 This step shall be executed by the Initiator.

3.2.3.3.1.4.2 This step shall have the following inputs:
· The set of Key IDs of keys deactivated in Step 1.
3.2.3.3.1.4.3 This step shall have the following outputs:
· The set of Key IDs of keys deactivated in Step 1 transmitted to the Recipient
NOTE – The signaling uses the interface to the SLP as described in Section 4.
3.2.3.3.1.4.4 This step shall execute the following:
· A procedure (3,1) PDU as defined in Section 5.4.3.3 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.
3.2.3.3.1.5 Deactivation of Recipient Session Keys

3.2.3.3.1.5.1 This step shall be executed by the Recipient.

3.2.3.3.1.5.2 This step shall have the following inputs:
· The set of Key IDs of keys deactivated in Step 1 received from the Initiator 

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.3.1.5.3 This step shall have the following outputs:
· All keys identified by the set of key IDs in State Deactivated.

3.2.3.3.1.5.4 This step shall execute the following:
· The session keys identified by the Key IDs in the set of Key IDs shall be transitioned from Active State to Deactivated State 
3.2.3.4 Key Destruction

3.2.3.4.1 Overview

The Key Destruction (or erasure) procedure erases a set of previously uploaded session (ephemeral) keys at both ends of the communication channel (Initiator & Recipient) so that these keys are assigned the Destroyed State and subsequently are not available anymore. 

3.2.3.4.1.1 Preconditions for the Procedure

3.2.3.4.1.1.1 Both entities shall have an identical set of session keys.

NOTE – A subset of these keys is destroyed by this procedure.

3.2.3.4.1.2 Procedural Steps

3.2.3.4.1.2.1 The Key Destruction procedure shall include the following mandatory execution steps:

g) Destruction of Initiator session keys; Role: Initiator

h) Signaling of Key IDs to be destroyed; Role: Initiator

i) Destruction of Recipient session keys; Role: Recipient

3.2.3.4.1.3 Destruction of Initiator Session Keys

3.2.3.4.1.3.1 This step shall be executed by the Initiator.

3.2.3.4.1.3.2 This step shall have the following inputs:

· The set of key IDs of keys to be destroyed.
NOTE – The number of elements in this set is a managed parameter.

3.2.3.4.1.3.3 This step shall have the following outputs:

· All keys identified by the set of key IDs in State Destroyed.

NOTE – See Section 5.4.1.2 and reference [2] for more information on key states.

3.2.3.4.1.3.4 This step shall execute the following:

· The session keys identified by the Key IDs in the set of Key IDs shall be transitioned to Destroyed State 

NOTE – The keys to be destroyed can be in any State that allows transition to the Destroyed State. 

3.2.3.4.1.4 Signaling of Keys to be destroyed
3.2.3.4.1.4.1 This step shall be executed by the Initiator.

3.2.3.4.1.4.2 This step shall have the following inputs:

· The set of Key IDs of keys destroyed in Step 1.

3.2.3.4.1.4.3 This step shall have the following outputs:

· The set of Key IDs of keys destroyed in Step 1 transmitted to the Recipient

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.4.1.4.4 This step shall execute the following:

· A procedure (4,1) PDU as defined in Section 5.4.3.4 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.

3.2.3.4.1.5 Destruction of Recipient Session Keys

3.2.3.4.1.5.1 This step shall be executed by the Recipient.

3.2.3.4.1.5.2 This step shall have the following inputs:

· The set of Key IDs of keys destroyed in Step 1 received from the Initiator 

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.4.1.5.3 This step shall have the following outputs:

· All keys identified by the set of key IDs in State Destroyed.

3.2.3.4.1.5.4 This step shall execute the following:

· The session keys identified by the Key IDs in the set of Key IDs shall be transitioned from to Destroyed State 
3.2.3.5 Key Verification

3.2.3.5.1 Overview

The procedure allows the verification of a set of active session keys at the Recipient. This gives confirmation to the Initiator that the keys are not corrupted or modified and fully operational. It should be noted that this procedure may not be executed for session or static keys associated with pre-activation state since this would imply a transition to active state.

3.2.3.5.1.1 Preconditions for the Procedure

3.2.3.5.1.1.1 Both entities shall have an identical set of session keys in Active State.

NOTE – A subset of these keys is verified by this procedure.

3.2.3.5.1.2 Procedural Steps

3.2.3.5.1.2.1 The Key Verification procedure shall include the following mandatory execution steps:

a) Challenge Creation; Role: Initiator

b) Signaling of Challenges and Key IDs to be verified; Role: Initiator

c) Computation of Challenge Responses; Role: Recipient

d) Signaling of Challenge Responses; Role: Recipient

e) Response Verification; Role: Initiator
3.2.3.5.1.3 Challenge Creation
3.2.3.5.1.3.1 This step shall be executed by the Initiator.

3.2.3.5.1.3.2 This step shall have the following inputs:

· The set of key IDs of keys to be verified.

NOTE – The number of elements in this set is a managed parameter.

3.2.3.5.1.3.3 This step shall have the following outputs:

· Set of Challenges corresponding to the number of keys to be verified
3.2.3.5.1.3.4 This step shall execute the following:

· For each key in the set of Key IDs, a challenge shall be created in the Set of Challenges. Each challenge shall be associated with a Key ID. 

NOTE – The specification of the algorithm for the creation of the Challenges is outside the scope of this recommendation.
3.2.3.5.1.4 Signaling of Challenges and Key IDs to be verified 

3.2.3.5.1.4.1 This step shall be executed by the Initiator.

3.2.3.5.1.4.2 This step shall have the following inputs:

· The set of Key IDs to be verified and the Set of Challenges created in Step 1.
3.2.3.5.1.4.3 This step shall have the following outputs:

· Key IDs to be verified and the Set of Challenges transmitted to the Recipient

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.5.1.4.4 This step shall execute the following:

· A procedure (5,1) PDU as defined in Section 5.4.3.5 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.

3.2.3.5.1.5 Computation of Challenge Responses
3.2.3.5.1.5.1 This step shall be executed by the Recipient.

3.2.3.5.1.5.2 This step shall have the following inputs:

· Key IDs to be verified and the Set of Challenges received from the Initiator.

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.5.1.5.3 This step shall have the following outputs:

· The Set of Responses 
3.2.3.5.1.5.4 This step shall execute the following:

· For each key in the set of Key IDs and each associated Challenge in the Set of Challenges, a response shall be created in the Set of Responses. 
3.2.3.5.1.6 Signaling of Challenge Responses

3.2.3.5.1.6.1 This step shall be executed by the Recepient.

3.2.3.5.1.6.2 This step shall have the following inputs:

· The set of Key IDs and the Set of Responses created in Step 3.

3.2.3.5.1.6.3 This step shall have the following outputs:

· Key IDs and the Set of Responses transmitted to the Initiator

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.5.1.6.4 This step shall execute the following:

· A procedure (5,2) PDU as defined in Section 5.4.3.5 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.

3.2.3.5.1.7 Response Verification

3.2.3.5.1.7.1 This step shall be executed by the Initiator.

3.2.3.5.1.7.2 This step shall have the following inputs:

· Key IDs and the Set of Responses transmitted to the Recepient

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.5.1.7.3 This step shall have the following outputs:

· Verification Status Set
3.2.3.5.1.7.4 This step shall execute the following:

· For each key in the set of Key IDs and each associated response in the Set of Response, the challenge shall be computed and compared with the associated challenge in the Set of Challenges. In case of a match, the associated field in the Verification Status shall be set to true, otherwise it shall be set to false.
3.2.3.6 Key DB Status Request
3.2.3.6.1 Overview

The procedure allows the Initiator to request the status of the Key DB from the Recipient. The main purpose is to check whether the Key DB is operational before starting the key management operations.

3.2.3.6.1.1 Preconditions for the Procedure

3.2.3.6.1.1.1 This procedure shall have no preconditions.
3.2.3.6.1.2 Procedural Steps

3.2.3.6.1.2.1 The Key DB Status Request procedure shall include the following mandatory execution steps:

a) Signaling of Key DB Status Request; Role: Initiator

b) Computation of Key DB Status Response; Role: Recipient

c) Signaling of Key DB Status Response; Role: Recipient

3.2.3.6.1.3 Signaling of Key DB Status Request
3.2.3.6.1.3.1 This step shall be executed by the Initiator.

3.2.3.6.1.3.2 This step shall have the following inputs:

· None.

3.2.3.6.1.3.3 This step shall have the following outputs:

· DB Status Request transmitted to the Recipient

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.6.1.3.4 This step shall execute the following:

· A procedure (6,1) PDU as defined in Section 5.4.3.6 shall be created and transmitted to the Recipient using the SLP interface specified in Section 4.

3.2.3.6.1.4 Computation of DB Status Response
3.2.3.6.1.4.1 This step shall be executed by the Recipient.

3.2.3.6.1.4.2 This step shall have the following inputs:

· Key DB Status Requestr received from the Initiator.

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.6.1.4.3 This step shall have the following outputs:

· Key DB Status Response
3.2.3.6.1.4.4 This step shall execute the following:

· Upon reception of the Key DB Status request, the Recipient shall run a Key DB status check and create the Key DB Status Response.
NOTE – The Key DB status DB check is implementation specific.
3.2.3.6.1.5 Signaling of DB Status Response
3.2.3.6.1.5.1 This step shall be executed by the Recipient.

3.2.3.6.1.5.2 This step shall have the following inputs:

· The set Key DB Status Response created in Step 2.

3.2.3.6.1.5.3 This step shall have the following outputs:

· Key DB Status Response transmitted to the Initiator

NOTE – The signaling uses the interface to the SLP as described in Section 4.

3.2.3.6.1.5.4 This step shall execute the following:

· A procedure (6,2) PDU as defined in Section 5.4.3.6 shall be created and transmitted to the Initiator using the SLP interface specified in Section 4.

3.3 Security Associations Management Service

Craig

The Security Association Management Service establishes the context of a Security Association for a particular Global Virtual Channel and/or Global MAP ID.  The user manages the operations of a Security Association by invoking the service primitives defined below.
3.3.1 Service Parameters

3.3.1.1 Activate SA
The Activate SA directive shall have the following Service Parameters:

a) Security parameter index (SPI);

b) Global Virtual Channel ID with which the SA is to be used;

3.3.1.2 Deactivate SA
The Deactivate SA directive shall have the following Service Parameters:

a) Security parameter index (SPI);

b) Global Virtual Channel ID with which the SA is being used;

3.3.1.3 Load SA

The Load SA directive shall have the following Service Parameters:

a) Security parameter index (SPI);

b) Authentication key | Encryption key;

3.3.1.4 Modify SA

The Modify SA directive shall have the following Service Parameters:

a) Security parameter index (SPI);

b) Authentication key | Encryption key;

3.3.1.5 Create SA

The Create SA directive shall have the following Service Parameters:

c) Security parameter index (SPI);

3.3.1.6 Delete SA

The Delete SA directive shall have the following Service Parameters:

d) Security parameter index (SPI);

3.3.1.7 Set Anti-Replay Counter

The Set Anti-Replay Counter directive shall have the following Service Parameters:

e) Security parameter index (SPI);

f) Anti-replay counter value;

3.3.1.8 Set Anti-Replay Window

The Set Anti-Replay Window directive shall have the following Service Parameters:

g) Security parameter index (SPI);

h) Anti-replay window value;

3.3.1.9 SA Status Request

The SA Status Request directive shall have the following Service Parameters:

i) Security parameter index (SPI);

3.3.1.10 SA Self-Test
3.3.2 Service Directives

3.3.2.1 Activate SA
The Activate SA directive is used to begin using a particular Security Association on a channel.

3.3.2.1.1 Preconditions for the Procedure

The Security Association must already exist and be in the ‘Keyed’ state.

3.3.2.1.2 Procedural Steps
The Activate SA procedure shall include the following mandatory execution steps:

a) The requestor shall indicate the SPI of the Security Association to activate and the GVC/GMAP ID upon which to activate it.
b) The recipient shall verify that the new SA exists and is keyed.

c) The recipient shall verify that the new SA is authorized for use with the requested channel (GVC/GMAP).

d) If another SA is currently active on the channel, the recipient shall invoke the ‘Deactivate SA’ procedure to stop using the current SA on the channel.
e) The recipient shall add the GVC/GMAP ID into the new SA to mark it active for that channel.

3.3.2.2 Deactivate SA
The Deactivate SA directive is used to stop using a particular Security Association on a channel.

3.3.2.2.1 Preconditions for the Procedure

The Security Association must already be in the ‘Active’ state.

3.3.2.2.2 Procedural Steps
The requestor shall indicate the SPI of the Security Association and the GVC ID or GMAP ID upon which to deactivate it.

The Deactivate SA procedure shall include the following mandatory execution steps:

f) The requestor shall indicate the SPI of the Security Association to deactivate and the GVC/GMAP ID upon which to deactivate it.

g) The recipient shall verify that the SA exists and is active.

h) The recipient shall remove the requested GVC/GMAP ID from the SA to mark it inactive for that channel.

3.3.2.3 Load SA
The Load SA directive is used to associate a cryptographic key with a particular Security Association prior to the Security Association being activated for use on a channel.  This directive may be implicit.

3.3.2.3.1 Preconditions for the Procedure

The Security Association must already exist.

3.3.2.3.2 Procedural Steps
The Load SA procedure shall include the following mandatory execution steps:

i) The requestor shall indicate the SPI of the Security Association and the key [index] with which to load it.

j) The recipient shall verify that the SA exists.

k) The recipient shall verify that the SA’s service type and algorithm matches the requested key.

l) If the SA is already keyed with another key, the recipient shall invoke the ‘Modify SA’ procedure to de-associate the current key from the SA.

m) The recipient shall import the requested key [index] into the SA and transition the SA into the ‘Keyed’ state.

3.3.2.4 Modify SA

The Modify SA directive is used to de-associate a cryptographic key from a particular Security Association in order that another key may be associated with that same SA using the ‘Load SA’ directive.  This directive may be implicit.

3.3.2.4.1 Preconditions for the Procedure

The Security Association must already exist and be in the ‘Keyed’ state.

3.3.2.4.2 Procedural Steps
The Modify SA procedure shall include the following mandatory execution steps:

n) The requestor shall indicate the SPI of the Security Association and the key [index] to de-associate from it.

o) The recipient shall verify that the SA exists and is in the ‘Keyed’ state.

p) The recipient shall remove the requested key [index] from the SA and transition the SA into the ‘Unkeyed’ state.

3.3.2.5 Create SA
The Create SA directive is used to initialize a Security Association with the parameters supplied by the service user.  This directive may be implicit.

3.3.2.6 Delete SA

The Delete SA directive is used to remove a Security Association entirely.  This directive may be implicit.

3.3.2.7 Set Anti-Replay Counter

The Set Anti-Replay Counter directive is used to initialize the managed anti-replay sequence number for a Security Association to the value supplied by the service user.

3.3.2.7.1 Preconditions for the Procedure

The Security Association must already exist.

3.3.2.7.2 Procedural Steps
The Set Anti-Replay Counter procedure shall include the following mandatory execution steps:

q) The requestor shall indicate the SPI of the Security Association and the requested new value for the managed anti-replay sequence number.

r) The recipient shall verify that the SA exists and that its service type is Authentication or Authenticated Encryption.

s) The recipient shall replace the current value of the managed anti-replay sequence number with the requested value.

3.3.2.8 Set Anti-Replay Window

The Set Anti-Replay Window directive is used to initialize the managed anti-replay sequence number window for a Security Association to the value supplied by the service user.

3.3.2.8.1 Preconditions for the Procedure

The Security Association must already exist.

3.3.2.8.2 Procedural Steps
The Set Anti-Replay Window procedure shall include the following mandatory execution steps:

t) The requestor shall indicate the SPI of the Security Association and the requested new value for the managed anti-replay sequence number window.

u) The recipient shall verify that the SA exists and that its service type is Authentication or Authenticated Encryption.

v) The recipient shall replace the current value of the managed anti-replay sequence number window with the requested value.

3.3.2.9 SA Status Request
The SA Status Request directive is used to request a summary of the current status of a Security Association.

3.3.2.9.1 Preconditions for the Procedure

None.

3.3.2.9.2 Procedural Steps
The SA Status Request procedure shall include the following mandatory execution steps:

w) The requestor shall indicate the SPI of the Security Association.

x) The recipient shall return a status message.

3.3.2.10 SA Self-Test
3.4 SLDS Monitoring & Control Service

Bruno
3.4.1 Service Parameters

3.4.2 Service Directives

3.4.2.1 Get O/B Security Processor Status

3.4.2.2 O/B Security Processor Self-Test

3.4.2.3 Enter/Exit Clear Mode

4 Interface with SLP & SDLS

4.1 Overview

The SDLS Extended Procedures are interfacing with the Space Link Protocols (SLP) for transport of the procedures protocol data units. This recommended practice does not mandate or recommend the transport data structures. The SDLS Extended Procedures Concept of Operations [4] describes various options to implement the interface.
Since the SDLS Extended Procedures are meant to provide additional capabilities to the core protocol, they do require interfacing with it. The interfaces however are generally on the Initiator and Recipient side, and not directly on protocol level.  However, a Security Association should be allocated to the management channel.
4.2 Interface with SLP

4.2.1 Transfer of EP Service PDU Over the Space Link

4.2.1.1 The SDLS Extended Procedures PDUs shall be transported using a transfer service provided by the agreed space-link protocols between the Initiator and Recipient.
4.2.1.2 The transfer service used to transport SDLS Extended Procedures PDUs shall be protectable by the SDLS protocol.
NOTE – The SDLS protocol only protects supported space-link protocols (TM, TC, AOS) at the data-link layer or above.
Frame Security Report (FSR)

General

The Frame Security Report (FSR), which is the protocol data unit transmitted from the receiving end to the sending end of an SDLS secured TC uplink, shall provide the systematic, real-time mechanism by which the SDLS function at the receiving end reports the status of TC frame acceptance at the sending end.
NOTE - The FSR is not the only reporting mechanism for this SDLS protocol. Several on-demand or on-event reporting mechanisms and corresponding messages are specified in this recommendation. They provide non real-time or non systematic reporting of the frame acceptance status at the receiving end of the SDLS secured TC uplink.
The FSR shall be carried in the Operational Control Field of TM or AOS Transfer Frames (references [5], [6]) using the MC_OCF or the VC_OCF Service

 The 32-bit FSR shall consist of 6 fields, positioned contiguously, in the following sequence:
a) Control Word Type (1 bit, mandatory)

b) FSR Version Number (3 bits, mandatory)
c) Alarm field (1 bit, mandatory)

d) Security errors flags (3 bits, mandatory)

e) Last SPI field (16 bits, mandatory)
f) ARC Value field (8 bits, mandatory)

NOTE – The structural components of the FSR are shown in figure 4-1
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Figure 4-1: Frame Security Report (FSR)
Control Word Type
Bit 0 of the FSR shall contain the Control Word Type

NOTE – This field is used to distinguish Command Link Control Word (CLCW) – control word type “0” specified in [7] from other type of Control Word (type “1”) like the FSR, that may be alternatively carried in the Operational Control Field (OCF) of TM and AOS transfer frames.
This one-bit field shall be set to ‘1’.
FSR Version Number

Bits 1-3 of the FSR shall contain the FSR Version Number

This 3-bit field shall be set to ‘100’

NOTE – The FSR Version Number first bit (‘1’) identifies a CCSDS defined Type-2 OCF. The last 2 bits (‘00’) identifies a ‘Version-1’ FSR, whose binary encoded Version Number is ‘00’. At present, a single version is defined in this recommendation. The FSR Version Number is included to provide future growth flexibility.
Alarm Field

Bit 4 of the FSR shall contain the Alarm Flag

The Alarm Flag shall indicate whether a TC Transfer Frame has been rejected by the on-board SDLS function
A setting of ‘0’ in the Alarm Flag shall indicate that all TC Transfer Frames have been accepted by the on-board SDLS function since the last reset of the Alarm Flag.

A setting of ‘1’ in the Alarm Flag shall indicate that at least one TC Transfer Frame has been rejected by the on-board SDLS function since the last reset of the Alarm Flag.

The Alarm Flag shall apply to all Virtual Channels and Security Associations of the TC uplink.
The Alarm Flag shall be updated at each TC Transfer Frame processed by the SDLS on-board function, its state ‘1’ being remanent.
It shall be possible to reset (to ‘0’: NoAlarm state) the Alarm Flag by a dedicated command (SDLS directive) sent from the ground.
Security Errors Flags
General

Bits 5-7 of the FSR shall contain the Flags specified in the following subsections.
Bad ARC Flag

Bit 5 of the FSR shall contain the Bad ARC Flag.

The Bad ARC Flag shall indicate whether the Anti-Replay Counter (ARC) of the last received TC Transfer Frame by the SDLS on-board function is valid.
A setting of ‘0’ in the Bad ARC Flag shall indicate that the ARC carried by the last received TC Transfer Frame by the on-board SDLS function is valid (i.e. within the ARC window)
4.2.1.2.1.1 A setting of ‘1’ in the Bad ARC Flag shall indicate that the ARC carried by the last received TC Transfer Frame by the on-board SDLS function is invalid (i.e. outside the ARC window)

The Bad ARC Flag shall be updated at each TC Transfer Frame processed by the SDLS on-board function, its states not being remanent.
Bad MAC Flag

4.2.1.2.1.2 Bit 6 of the FSR shall contain the Bad MAC Flag.

4.2.1.2.1.3 The Bad MAC Flag shall indicate whether the last received TC Transfer Frame by the SDLS on-board function failed MAC verification.

4.2.1.2.1.4 A setting of ‘0’ in the Bad MAC Flag shall indicate that the MAC carried by the last received TC Transfer Frame by the on-board SDLS function is valid (i.e. matches the MAC computed over the received Transfer Frame)

4.2.1.2.1.5 A setting of ‘1’ in the Bad MAC Flag shall indicate that the MAC carried by the last received TC Transfer Frame by the on-board SDLS function is invalid (i.e. does not match the MAC computed over the received Transfer Frame)

4.2.1.2.1.6 The Bad MAC Flag shall be updated at each TC Transfer Frame processed by the SDLS on-board function, its states not being remanent.

Invalid SPI Flag
4.2.1.2.1.7 Bit 7 of the FSR shall contain the Invalid SPI Flag.

4.2.1.2.1.8 The Invalid SPI Flag shall indicate whether the last received TC Transfer Frame by the SDLS on-board function failed SA verification.

4.2.1.2.1.9 A setting of ‘0’ in the Bad SPI Flag shall indicate that the SPI carried by the last received TC Transfer Frame by the on-board SDLS function is valid (i.e. SPI points to an SA that is associated with the GVCID and/or GMAP of the received Transfer Frame)

4.2.1.2.1.10 A setting of ‘1’ in the Bad SPI Flag shall indicate that the SPI carried by the last received TC Transfer Frame by the on-board SDLS function is invalid (i.e. SPI points to an SA that is not associated with the GVCID and/or GMAP of the received Transfer Frame)

4.2.1.2.1.11 The Bad SPI Flag shall be updated at each TC Transfer Frame processed by the SDLS on-board function, its states not being remanent.
4.2.1.2.1.12 Last SPI used

4.2.1.2.1.13 Bits 8-23 of the FSR shall contain the SPI carried in the last received TC Transfer Frame by the on-board SDLS function.
4.2.1.2.1.14 ARC Value (LSB)

4.2.1.2.1.15 Bits 24-31 of the FSR shall contain the 8 Least Significant Bits (LSB) of the Anti-Replay Counter (ARC) carried in the last received TC Transfer Frame by the on-board SDLS function.
4.3 Interface with SDLS
4.3.1 Usage of SA to secure transfer of EP Service PDU over the Space LInk

5 Procedures Specification
5.1 Overview
This Section describes the procedures that are used to provide the Key Management, Security Association Management, and SDLS Monitoring & Control Services. 
5.2 Procedure Identification

5.2.1.1 The Extended Procedures PDU header shall identity the type of procedure to which the contents of the Extended Procedures PDU data field is associated.
NOTE – For a mapping of field values to procedures, see Table 5‑1.
5.3 Protocol Data Units
5.3.1 Extended Procedures PDU
5.3.1.1 General

5.3.1.1.1 The Extended Procedures PDU is mandatory to use for transport of SDLS Extended Procedures.
5.3.1.1.2 The Extended Procedures PDU shall consist of two mandatory fields, positioned contiguously, in the following sequence:

a) Extended Procedures PDU Header (16 bits; mandatory)

b) Extended Procedures PDU Data Field (variable; mandatory)

NOTE – The format of the Extended Procedures PDU is shown in Figure 5‑1.
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Figure 5‑1: Extended Procedures PDU
5.3.1.2 Extended Procedures PDU Header

5.3.1.2.1 The Extended Procedures PDU Header shall consist of two mandatory fields, positioned contiguously, in the following sequence:
a) Extended Procedures Type Identifier (8 bits; mandatory)

b) Extended Procedures Identifier (8 bits; mandatory)

5.3.1.2.2 The Extended Procedures Type Identifier shall signal the type of procedure to which the contents of the Extended Procedures PDU data field is associated.
NOTE – Three types are currently defined: Key Management, Security Association Management, and SLDS Monitoring & Control.

5.3.1.2.3 The Extended Procedures Identifier shall signal the procedure to which the contents of the Extended Procedures PDU data field is associated.
5.3.1.2.4 The Extended Procedures PDU Header shall signal the procedure contained within the Extended Procedures PDU Data Field according to Table 5‑1.
	Extended Procedures PDU Type Identifier
	Extended Procedures PDU Identifier
	Associated Procedure

	00000000
	00000001
	Key DB Status Request

	00000000
	00000010
	Key DB Self-Test

	00000000
	00000100
	Verify Key

	00000000
	00001000
	Revoke Key

	00000000
	00010000
	Erase Key

	00000000
	00100000
	Key Upload (OTAR)

	00000000
	01000000
	Activate Key

	00000010
	00000001
	Activate SA

	00000010
	00000000
	Deactivate SA

	00000010
	00000011
	Load SA

	00000010
	00000010
	Modify SA

	00000010
	00000101
	Create SA

	00000010
	00000100
	Delete SA

	00000010
	00001000
	Set Anti-Replay Counter

	00000010
	00010000
	Set Anti-Replay WIndow

	00000010
	00100000
	SA Status Request

	00000010
	01000000
	SA Self-Test


Table 5‑1: Extended Procedures PDU Header Values
5.3.1.3 Extended Procedures PDU Data Field

5.3.1.3.1 The Extended Procedures PDU Data Field shall consist of one mandatory field:
a) Extended Procedures Identifier (16 bits; mandatory)
5.4 Key Management

Daniel
5.4.1 Key Types and Key Lifecycle

5.4.1.1 Key Types

Key Types shall be specified and used according to the recommendations provided in reference [2] Section 3.1.
5.4.1.2 Key Lifecycle

Key Lifecycle shall be specified and used according to the recommendations provided in reference [2] Section 3.2.
5.4.2 Key Management PDU

5.4.2.1 The Protocol Data Unit Header format specified in Section 5.3 shall be used by the Key Management Service.
5.4.2.2 The Protocol Data Unit Data Field format specified in Section 5.3 shall be used by the Key Management Service.
NOTE – The exact contents of the PDU data field are specific and vary by procedure.
5.4.3 Key Management Procedures

5.4.3.1 OTAR Rekeying

5.4.3.1.1 The OTAR Rekeying Procedure shall support one Extended Procedures PDU data field structure:

a) OTAR Rekeying Extended Procedures PDU structure (1,1).

5.4.3.1.2 OTAR Rekeying Procedures PDU structure (1,1)

5.4.3.1.2.1 The OTAR Rekeying Procedure PDU structure (1,1) shall be associated with Steps 1 through 3 of the Key Activation Procedure as defined in Section 3.2.2.2.

5.4.3.1.2.2 The OTAR Rekeying PDU Structure (1,1) shall consist of a managed number of contiguously positioned mandatory fields:

a) Key ID of the master key used for encryption of session keys

b) (Key ID Field, Encrypted Upload Key Field) pairs fields (managed length; mandatory)

NOTE – The number of (Key ID Field, Encrypted Upload Key Field) pairs fields in the PDU data field and the size of the key ID fields and encrypted key upload are managed parameters.

NOTE – The format of the Extended Procedures PDU structure (1,1) is shown in Figure 5‑2.
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Figure 5‑2: OTAR Rekeying Extended Procedures PDU (1.1)
5.4.3.1.2.3 The Master Key ID field shall signal the Key ID of the master key used for encryption of the session keys transported with this procedure.

5.4.3.1.2.4 The Key ID fields shall signal die identifiers of the cryptographic keys to be replaced with the uploaded keys on the recipient. 

5.4.3.1.2.5 The Encrypted Upload Key fields shall signal, in encrypted format, the cryptographic keys to be replaced uploaded to the Recipient. 

5.4.3.2 Key Activation
5.4.3.2.1 The Key Activation Procedure shall support one Extended Procedures PDU data field structure:
b) Key Activation Extended Procedures PDU structure (3,1).

5.4.3.2.2 Key Activation Extended Procedures PDU structure (2,1)
5.4.3.2.2.1 The Key Activation PDU Structure (2,1) shall be associated with Steps 1 through 3 of the Key Activation Procedure as defined in Section 3.2.2.2.

5.4.3.2.2.2 The Key Activation PDU Structure (2,1) shall consist of a managed number of contiguously positioned mandatory fields:

a) Key ID field (managed length; mandatory)

NOTE – The number of Key ID fields in the PDU data field and the size of the key ID fields are managed parameters.

NOTE – The format of the Extended Procedures PDU structure (2,1) is shown in Figure 5‑3.
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Figure 5‑3: Key Activation PDU data field structure (2,1)
5.4.3.2.3 The Key ID fields shall signal die identifiers of the cryptographic keys to be activated on the recipient. 

5.4.3.3 Key Deactivation

5.4.3.3.1 The Key Deactivation Procedure shall support one Extended Procedures PDU data field structure:
c) Key Deactivation Extended Procedures PDU structure (3,1).

5.4.3.3.2 Key Deactivation Extended Procedures PDU structure (3,1)

5.4.3.3.2.1 The Key Deactivation PDU Structure (3,1) shall be associated with Steps 1 through 4 of the Key Deactivation Procedure as defined in Section 3.2.3.3.
5.4.3.3.2.2 The Key Deactivation PDU Structure (3,1) shall consist of a managed number of contiguously positioned mandatory fields:

b) Key ID field (managed length; mandatory)

NOTE – The number of Key ID fields in the PDU data field and the size of the key ID fields are managed parameters.
NOTE – The format of the Extended Procedures PDU structure (3,1) is shown in Figure 5‑4.
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Figure 5‑4: Key Deactivation PDU data field (3,1)
5.4.3.3.2.3 The Key ID fields shall signal die identifiers of the cryptographic keys to be deactivated on the recipient. 
5.4.3.4 Key Destruction

5.4.3.4.1 The Key Destruction Procedure shall support one Extended Procedures PDU data field structure:
a) Key Destruction Extended Procedures PDU structure (4,1).

5.4.3.4.2 Key Destruction Extended Procedures PDU structure (4,1)

5.4.3.4.2.1 The Key Destruction PDU Structure (4,1) shall be associated with Steps 1 through 3 of the Key Destruction Procedure as defined in Section 3.2.3.4.
5.4.3.4.2.2 The Key Destruction PDU Structure (4,1) shall consist of a managed number of contiguously positioned mandatory fields:

c) Key ID field (managed length; mandatory)

NOTE – The number of Key ID fields in the PDU data field and the size of the key ID fields are managed parameters.
NOTE – The format of the Extended Procedures PDU structure (4,1) is shown in Figure 5‑5.
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Figure 5‑5: Key Activation PDU Data Field (4,1)
5.4.3.4.2.3 The Key ID fields shall signal die identifiers of the cryptographic keys to be destroyed on the recipient. 

5.4.3.5 Key Verification

5.4.3.5.1 The Key Verification Procedure shall support two Extended Procedures PDU data field structures:

a) Key Verification Extended Procedures PDU structure (5,1)
b) Key Verification Extended Procedures PDU structure (5,2)

5.4.3.5.2 Key Verification Procedures PDU structure (5,1)

5.4.3.5.2.1 The Key Verification Procedure PDU structure (5,1) shall be associated with Steps 1 through 2 of the Key Verification Procedure as defined in Section 3.2.3.5.

5.4.3.5.2.2 The Key Verification Procedure structure (5,1) shall consist of a managed number of contiguously positioned mandatory fields:

a) (Key ID Field, Challenge Field) pairs fields (managed length; mandatory)

NOTE – The number of (Key ID Field, Challenge Field) pairs fields in the PDU data field and the size of the key ID fields and challenge fields are managed parameters.

NOTE – The format of the Key Verification Procedure PDU structure (5,1) is shown in Figure 5‑2.
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Figure 5‑6: Key Verification Procedure PDU (5.1)
5.4.3.5.2.3 The Key ID fields shall signal die identifiers of the keys to be verified. 

5.4.3.5.2.4 The Challenge fields shall signal, the challenges to be used for verification of keys at the Recipient. 

5.4.3.5.3 Key Verification Procedures PDU structure (5,2)

5.4.3.5.3.1 The Key Verification Procedure PDU structure (5,2) shall be associated with Steps 2 through 5 of the Key Verification Procedure as defined in Section 3.2.3.5.

5.4.3.5.3.2 The Key Verification Procedure structure (5,2) shall consist of a managed number of contiguously positioned mandatory fields:

a) (Key ID Field, Response Field) pairs fields (managed length; mandatory)

NOTE – The number of (Key ID Field, Response Field) pairs fields in the PDU data field and the size of the key ID fields and response fields are managed parameters.

NOTE – The format of the Key Verification Procedure PDU structure (5,2) is shown in Figure 5‑7.
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Figure 5‑7: Key Verification Procedure PDU (5.2)

5.4.3.5.3.3 The Key ID fields shall signal die identifiers of the keys to be verified. 

5.4.3.5.3.4 The Response fields shall signal, in encrypted format, the responses to the challenges. 
5.4.3.6 Key DB Status Request

5.4.3.6.1 The Key DB Status Request Procedure shall support two Extended Procedures PDU data field structures:

c) Key DB Status Request Procedures PDU structure (6,1)

d) Key DB Status Request Procedures PDU structure (6,2)

5.4.3.6.2 Key DB Status Request PDU structure (6,1)

5.4.3.6.2.1 The Key DB Status Request PDU structure (6,1) shall be associated with Steps 1 through 2 of the Request DB Status Procedure as defined in Section 3.2.3.6.
5.4.3.6.2.2 The Key DB Status Request Procedure structure (6,1) shall consist of a managed number of contiguously positioned mandatory fields:

a) DB Status Request (managed length; mandatory)​​​
NOTE – The format of the Key Verification Procedure PDU structure (6,1) is shown in Figure 5‑8.
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Figure 5‑8: Key DB Status Request (6,1)

5.4.3.6.2.3 The Key DB Status Request field shall contain the request for status information the  fields shall signal die identifiers of the keys to be verified. 

5.4.3.6.3 Key DB Status Request PDU structure (6,2)

5.4.3.6.3.1 The Key DB Status Request PDU structure (6,2) shall be associated with Steps 1 through 2 of the Request DB Status Procedure as defined in Section 3.2.3.6.

5.4.3.6.3.2 The Key DB Status Request Procedure structure (6,2) shall consist of a managed number of contiguously positioned mandatory fields:

a) DB Status Response (managed length; mandatory)

NOTE – The format of the Key Verification Procedure PDU structure (6,2) is shown in Figure 5‑9.
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Figure 5‑9:  Key DB Status Response (6,2)
5.4.3.6.3.3 The Key DB Status Response field shall contain the response for status information the  fields shall signal die identifiers of the keys to be verified.  
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