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FOREWORD 

[Foreword text specific to this document goes here. The text below is boilerplate.] 

Attention is drawn to the possibility that some of the elements of this document may be the 

subject of patent rights. CCSDS shall not be held responsible for identifying any or all such 

patent rights. 

Through the process of normal evolution, it is expected that expansion, deletion, or 

modification of this document may occur. This Recommended Standard is therefore subject 

to CCSDS document management and change control procedures, which are defined in 

Organization and Processes for the Consultative Committee for Space Data Systems 

(CCSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the CCSDS 

Web site: 

http://www.ccsds.org/ 

Questions relating to the contents or status of this document should be addressed to the 

CCSDS Secretariat at the address indicated on page i. 
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PREFACE 

This document is a draft CCSDS Recommended Standard. Its ‘White Book’ status indicates 

that its contents are not stable, and several iterations resulting in substantial technical changes 

are likely to occur before it is considered to be sufficiently mature to be released for review by 

the CCSDS Agencies. 

Implementers are cautioned not to fabricate any final equipment in accordance with this 

document’s technical content. 

Recipients of this draft are invited to submit, with their comments, notification of any 

relevant patent rights of which they are aware and to provide supporting documentation. 
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1 INTRODUCTION 

1.1 PURPOSE 

[Insert introductory subsections such as PURPOSE, SCOPE, APPLICABILITY, 

RATIONALE, etc. See CCSDS A20.0-Y-4, CCSDS Publications Manual (Yellow Book, 

Issue 4, April 2014) for the contents of section 1.] 

1.2 SCOPE 

 

1.3 APPLICABILITY 

 

1.4 RATIONALE 

 

1.5 DOCUMENT STRUCTURE 

 

1.6 DEFINITIONS 

 

1.7 REFERENCES 

The following publications contain provisions which, through reference in this text, 

constitute provisions of this document. At the time of publication, the editions indicated were 

valid. All publications are subject to revision, and users of this Recommended Standard are 

encouraged to investigate the possibility of applying the most recent editions of the 

publications indicated below. The CCSDS Secretariat maintains a register of currently valid 

CCSDS publications. 

[Only references required for the implementation of the specification are listed in the 

References subsection. See CCSDS A20.0-Y-4, CCSDS Publications Manual (Yellow Book, 

Issue 4, April 2014) for additional information on this subsection.] 

[1] IETF RFC 1662 PPP in HDLC-like Framing, version 

[2] IEEE 802.3-2008 Ethernet Standard, version  
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[3] IEEE 802.1q-2011 Media Access Control (MAC) Bridges and Virtual Bridged Local 

Area Networks, version  

[4] ETSI EN 302 307 DVB-S2 Standard, version 
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2 OVERVIEW 

[Non-normative overview text appears in section 2. See CCSDS A20.0-Y-4, CCSDS 

Publications Manual (Yellow Book, Issue 4, April 2014) for the contents of section 2.] 
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3 DATA LINK LAYER 

[Normative specifications appear in sections 3 through n. See CCSDS A20.0-Y-4, CCSDS 

Publications Manual (Yellow Book, Issue 4, April 2014). 

All sections and annexes should be separated by Word continuous section breaks.] 

3.1 TERMINAL A 

3.1.1 LINK LAYER ENCAPSULATION 

The terminal-to-terminal link layer employs “PPP in HDLC-like Framing” as defined in IETF 

RFC 1662.  The phrase “PPP in HDLC-like Framing” is simply termed “HDLC” framing 

herein.  For reference, the HDLC frame structure is shown in Figure 3-1. 

 

Figure 3-1. Link Layer HDLC Frame Structure 

3.1.1.1 Burst-Mode HDLC Encapsulation 

The User Terminal and Ground Relay terminal shall frame the input packet stream using 

HDLC in accordance with RFC 1662 Section 3.1 [1]. 

The address field shall be set to one of the values in Table 3-1. 

Table 3-1. Allowable Values for the Address (8 stations (TBR) supported): 

Value Definition 

0xff All stations address 

0x0f Station 7 

0x0d Station 6 

0x0b Station 5 

0x09 Station 4 

0x07 Station 3 

0x05 Station 2 

0x03 Station 1  
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0x01 Station 0  

The control field shall be one octet and set to the constant 0x03. 

If an HDLC frame is received with an unrecognized address or control field, the frame shall 

be discarded and not output to the data edge interface.  

The HDLC protocol field shall be two octets and set to one of the values in Table 3-2. 

Table 3-2. Allowable Values for the HDLC Protocol Field 

Value Definition 

0x3efb Ethernet 

TBD CCSDS Space Data Link 

The 32-bit frame check sequence (FCS) specified in Section C.3 of RFC 1662 [1] shall be 

applied. 

Byte stuffing shall be applied in accordance with RFC 1662 Sections 4.1-4.3 [1]. 

At least one flag byte shall be sent between each HDLC frame. The flag byte (0x7e) is 

defined in RFC 1662 Section 4.1 [1]. 

Additional flag bytes (i.e., stuff bytes) shall be inserted between frames as necessary to create 

a stream with a constant bit rate in accordance with RFC 1662 Section 4.4.1 [1]. 

The octets within the HDLC frame shall be transmitted left-to-right.  The bits within each 

octet shall be transmitted right-to-left (i.e., LSB-to-MSB).  Note, this order is as defined in 

RFC 1662, and differs from the rest of this standard. 

HDLC frames that do not pass frame check via the FCS shall be discarded and not output to 

the data edge interface. 

Invalid HDLC frames, per RFC 1662 Section 4.3 [1], shall be discarded and not output to the 

data edge interface. 

HDLC framing, byte stuffing, and flag insertion are performed prior to encoding and are 

removed after decoding. 

The output of the HDLC framing shall be divided into code blocks, each composed of 32,208 

bits. 

Input code blocks shall be aligned with HDLC octets such that the MSB of a code block is 

the LSB of an HDLC octet. Figure 3-2 illustrates this relationship. 



PROPOSED DRAFT CCSDS RECOMMENDED STANDARD FOR HIGH DATA 

THROUGHPUT: CODING AND SYNCHRONIZATION 

CCSDS 000.0-W-0 Page 3-3 October 2014 

 

Figure 3-2. HDLC Transmission Order 

3.1.1.2 User Data HDLC Frames 

When the protocol field is set to the Ethernet value, the HDLC payload shall contain a single 

Ethernet frame. 

When the protocol field is set to the Ethernet value, the HDLC payload shall contain the 

following Ethernet fields: Destination Address, Source Address, Length/Type, and MAC 

Client Data. 

Note: The preamble, start frame delimiter, pad, frame check sequence, and extension fields 

are omitted. 

When the protocol field is set to the Ethernet value, the Ethernet fields shall be set in 

accordance with the IEEE 802.3-2008 standard [2]. 

When the protocol field is set to the Ethernet value, the maximum length, prior to byte 

stuffing, of the MAC Client Data field for basic Ethernet frames shall be 1500 octets. 

When the protocol field is set to the Ethernet value, the maximum length, prior to byte 

stuffing, of the MAC Client Data field for Q-tagged (i.e., 802.1q [3]) Ethernet frames shall be 

1504 octets. 

When the protocol field is set to the CCSDS data link value, the HDLC payload shall contain 

a single CCSDS data link frame. 
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3.1.2 FRAME STRUCTURE 

Processing for each data stream will consist of an HDLC framer, an encoder, an interleaver, a 

Q-Repeater, and a physical framer, as shown in Figure 3-3. A data stream and a fill stream 

will be merged by the physical frame merger. 

 

Figure 3-3. Transmitter Processing Sequence for Ground Relay or User Terminal 

Physical layer frames are used to transport five types of data: User data, User Terminal 

telemetry, Space Relay command, Space Relay telemetry, and fill data.  User data and 

telemetry frames carry User data and telemetry over the edge-to-edge link.  Space Relay 

command and telemetry frames carry Space Relay commands and telemetry between a 

Ground Relay and a Space Relay.  Fill frames are used to fill links to a constant channel rate 

and to allow asynchronous clock domains. 

Note: This physical layer framing is not to be confused with the physical layer framing in the 

DVB-S2 ETSI EN 302 307 standard [4]. 

Physical layer framing is used for the following purposes: 

• Demultiplex different frame types propagating to and from a Space Relay 

• Allow asynchronous clock domains between terminals 

• Demultiplex user data frames into individual data streams at the Ground Relay 

• Identify frame gaps for proper de-interleaving 

• Carry channel state information provided by the Space Relay demodulator on multi-

hop links for proper decoder input computations in the end-point terminal 

• Identify fill frames 

The unique word, channel state information, frame sequence numbering, and physical layer 

control information fields are collectively termed the physical layer frame “header.” 
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Physical layer framing shall be performed on fill frames and each encoded and interleaved 

HDLC-framed bit stream.  There is a separate data stream associated with each unique word. 

The physical layer frame structure shall be composed of the following fields (from MSB to 

LSB) as shown in Figure 3-4: 

• unique word (384 bits), 

• control data (640 bits), 

•  frame data (64800 bits) 

 
640  bits 

Control Data Frame Data Unique Word 

384  bits 64 , 800  bits 

left 
MSB 

right 
LSB 

 

Figure 3-4. Physical Layer Frame Structure 

The content of the frame data for fill frames is defined on a link-by-link basis. 

3.1.3 FRAME SYNCHRONIZATION MARKER 

An identifier, called the “unique word,” is applied to the frames at the physical layer to allow 

for frame synchronization, channel state computation, and for traffic to be multiplexed, 

demultiplexed, and switched appropriately at the physical layer. 

The unique words used are managed parameters.  Unique word values are assigned by 

mission planning.  It is desirable for the set of unique words to exhibit good autocorrelation 

and cross-correlation properties. 

The unique word shall be a 384 bit sequence. 

The leftmost 96 bits of each 384 bit sequence shall be the following constant, fixed across all 

unique words: 0xEBE2 587B 22EE 5319 A15A A382 

Note: The 96 bit sequence above provides good autocorrelation properties, a DC balance of 

two, and a maximum run length of five; it is intended to be used as a frame alignment signal. 

As shown in Figure 3-4, the “leftmost” or “MSB” of the unique word shall be located in the 

“leftmost” or “MSB” bit of the physical layer frame header. 

Each User link uses two unique words in each direction (four total), one for data frames and 

one for fill frames. 
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Frames identified as fill on a multi-hop link are removed and shall not be passed along to the 

next hop. 

For each data frame received on a multi-hop data link, a terminal shall replace the received 

data unique word with an error-free copy of the unique word that had a maximum correlation 

with the received unique word before transmitting over the next hop. 

The telemetry stream generated by a Space Relay uses another unique word.  The Space 

Relay multiplexes the User data link data stream(s) and the Space Relay telemetry stream 

together for transmission to a Ground Relay.  Each hop uses an additional fill frame unique 

word. 

Frames identified as fill at the last terminal in a multi-hop link are removed and shall not be 

output to the data edge interface. 

The command stream from a Ground Relay to a Space Relay also uses a unique word, as does 

the fill frame for that link.  For this link, the Space Relay demultiplexes the user data 

stream(s) from each other and the Space Relay command stream. 

Frames identified as fill at a User Terminal are removed in the User Terminal and shall not be 

output to the user platform. 

3.1.4 SLICER 

 

3.1.5 CHANNEL CODING 

For the 2.88 GHz slot rate, rate 1/2 DVB-S2 channel encoding shall be applied to the code 

blocks in accordance with ETSI EN 302 307 Section 5.3 [4].  Bit interleaving, as described in 

Section 5.3.3 of ETSI EN 302 307, is not applied; only the DVB-S2 LDPC inner code and 

the BCH outer code are employed. 

The input block size to the rate-1/2 encoder is 32208 bits.  Additional DVB-S2 code rates can 

be selected by the user if coordinated with the remote end of the link (typically the Ground 

Relay).  These additional code rates could range from rate-1/4 to rate-9/10, which have input 

block sizes ranging from 16008 information bits to 58192 information bits, respectively. 

For the 2.88 GHz slot rate, the code shall use normal FECFRAME (nldpc = 64,800 bits) 

output block size and LDPC code rate of 1/2. 
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3.1.6 CHANNEL INTERLEAVING 

3.1.6.1 Overview of Interleaving 

Interleaving is used to mitigate the burst errors associated with fades caused by the dynamic 

channel.   

Convolutional interleaving and deinterleaving shall be used on all data links between a 

terminal within the atmosphere (Ground or Airborne Users, Ground Relay) and a Space 

Relay. 

A block diagram of the convolutional channel interleaver and deinterleaver is shown in 

Figure 3-5. Channel interleaving acts over several codewords so that the channel symbol rate 

(and thus link rate) of the system is not affected by interleaving.  In the context of Figure 3-5 

there is one bit out of the interleaver (respectively, deinterleaver) for each input bit.  There is, 

however, a fixed delay associated with the interleaving process, and its value is a function of 

the interleaving parameters. Note that the deinterleaver in the figure is consistent with hard-

decision decoding, and is shown as an example implementation for the purpose of 

illustration; soft-decision decoding is also a valid implementation. 

 

Figure 3-5. Convolutional Channel Interleaver and Deinterleaver 

3.1.6.2 Description of Interleaving Process 

The convolutional interleaver performs interleaving on a continuous basis as conceptually 

illustrated in Figure 3-5. 

The interleaving is performed on a bit-by-bit basis.  Let the ith codeword output of the 

encoder be denoted ci,0, ci,1, ci,2,…,ci,j,…,ci,J-1, where ci,0 is the first output bit and J is 

the length of the codeword.  A continuous bit stream, s(n), n=0,1,2,…, is formed by serially 

concatenating successive codewords, i.e., s(0), s(1), … = ci,0, ci,1,…, ci,J-1, ci+1,0, 

ci+1,1,…, ci+1,J-1, ci+2,0,…, and this stream serves as input to the channel interleaver, with 

s(0)=ci,0 being the first input bit. 
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The sequence s(n) is input to a serial-to-parallel converter that outputs N parallel streams, 

pk(m), k=0,1,...,N-1, m=0,1,…, where each stream is simply one of the N phases of the serial 

input sequence; i.e., pk(m) = s(mN + k). The kth stream is input to a kB stage delay line, 

which is clocked once every N bit times.  The output of the N delay lines is serialized for 

channel transmission. 

At the receiver, the deinterleaver accepts the (potentially Q-recombined) data stream into a 

serial-to-parallel converter with N outputs.  The N output streams are denoted vk(m), 

k=0,1,...,N-1, m=0,1,….  The kth stream is the input to an (N-1-k)B stage delay line, which is 

clocked every N bit times. 

The overall delay to the serialized output stream is thus (N-1)NB bit times.  Thus, starting at 

the (N-1)Bth sample output from the deinterleaver, the deinterleaved data stream corresponds 

to the bits ci,0, ci,1, ci,2,…,ci,j,…,ci,J-1, which is the ith codeword.  The memory required at 

the transmitter (respectively, receiver) for interleaving (respectively, deinterleaving) is N (N-

1)B/2. 

3.1.6.3 Interleaver Parameter Value 

The interleaver parameter, N, shown in Figure 3-5, evenly divides the length of the physical 

layer frame payload which is 64,800 bits long.  The physical layer frame payload is the same 

length as one DVB-S2 codeword (see section 3.1.5). By design, the first bit of each codeword 

is always input to the top delay line of the interleaver, denoted p0(m) in Figure 3-5.  

Therefore, the payload for a new physical layer frame is output after each codeword has been 

fully fed into the channel interleaver. Similarly, the first bit of the deinterleaver output after 

each physical layer frame payload has been fully fed into the channel deinterleaver contains 

the first bit of a codeword.  This allows the convolutional interleaver to be self-synchronizing 

in the sense that each physical layer frame input to the deinterleaver will result in a single 

codeword output from the deinterleaver. 

For interleaved burst-mode links, codewords shall be interleaved using a convolutional 

interleaver as follows: 

The input to the interleaver is a sequence of codewords, and the output consists of interleaved 

bit sequences. 

• The convolutional interleaver has N delay lines, numbered 0 through N-1. 

• The delay of the ith delay line is (i - 1)B, where B is measured in bits. 

• All bits from a codeword are written sequentially into the delay lines, starting with the 

MSB of the codeword being written into delay line 1. 

• For every codeword written into the interleaver, an interleaved bit sequence consisting 

of 64,800 bits is read out of the interleaver (an interleaved codeword). 
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• At the output of the interleaver, bits are read sequentially out of the delay lines, 

starting with the MSB of the interleaved bit sequence being read out of delay line 1. 

Note: The MSB of an interleaved codeword (64,800 bits) is also the MSB of some codeword 

(other bits in the sequence may or may not belong to the same codeword). 

Note: This requirement is not intended to specify an implementation. Any implementation 

that meets the requirements and complies with this interface definition is acceptable. 

The parameters for the convolutional interleaver depend on the interleaver mode and shall be 

as defined in Table 3-3. 

Table 3-3. Convolutional Interleaver Parameters 

Nominal Data Mode Interleaver Mode N B (bits) 

U-311 CONV_162_24000 162 24,000 

U-155 CONV_162_11200 162 11,200 

U-51.8 CONV_162_4000 162 4,000 

U-16 CONV_162_1216 162 1,216 

U-8 CONV_162_608 162 608 

U-4 CONV_162_288 162 288 

U-2 CONV_162_224 162 

128 

The interleaver mode shall be one of the allowed interleaver modes  for the current system 

data rate mode, as listed in Table 3-4. 
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Table 3-4. Allowed Interleaver Modes 

Mode Name Allowed Interleaver 

Modes 

U-1244 

U-622 

U-311 

U-155 

U-51.8 

CONV_162_96000 

CONV_162_48000 

CONV_162_24000 

CONV_162_11200 

CONV_162_4000 

U-16 

U-8 

U-4 

U-2 

CONV_162_1216 

CONV_162_608 

CONV_162_288 

CONV_162_128 

Space Relay telemetry and command streams are interleaved separately from user data 

streams. 

For modes that require Q-repetition (U-16, U-8, U-4, U-2), as described below in section 

3.1.8, the interleaver depth (nominally 1 second) is reduced by a factor of Q. 

3.1.7 MAPPER (SYMBOL TO CHANNEL SYMBOL) 

 

3.1.8 Q-REPETITION 

Q-Repetition is additional coding applied in the form of multiple copies of each data frame. 

Only system modes identified in Table 3-5 shall have Q-repetition. 
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The repetition value for data rates with Q-repetition shall be as listed in Table 3-5. 

Table 3-5. Q-Repetition 

Data Mode Repetition 

Value 

U-16 2 

U-8 4 

U-4 8 

U-2 
16 

The unique word and data payload shall be the same for all Q-repetition data frames. 

3.1.9 FRAME SCHEDULE 

Terminals use fixed schedules when transmitting frames. 

User Terminal transmitters and Ground Relay transmitters shall use one of the physical layer 

frame schedules in Table 3-6. 

Table 3-6. Physical Layer Frame Schedules 

Terminal Data Rate Schedule 

User Terminal 51.8 – 1244 Mbps Repeat Forever { 

    9 x Data Frames 

    1 x Fill Frame 

} 

User Terminal 2-16 Mbps Repeat Forever { 

    14 x Data Frames 

    1 x Fill Frame 

} 
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Ground Relay 51.8 – 1244 Mbps Repeat Forever { 

    9 x Data Frames 

    1 x Fill Frame 

} 

Ground Relay 2-16 Mbps Repeat Forever { 

    14 x Data Frames 

    1 x Fill Frame 

} 

Space Relay TBS TBS 

The spacing between data frames of the same stream, at the input to a User Terminal or 

Ground Relay, shall not exceed three frame periods, under error-free conditions.  This 

maximum data frame spacing accounts for physical layer fill frames and jitter introduced at 

the Space Relay. 

The difference between the actual received data frame rate and nominal transmitted data 

frame rate, at a User Terminal or Ground Relay, shall differ by no more than +/- 50 ppm.  

This maximum frame rate skew accounts for clock accuracy and Doppler.  Nominal data 

frame rates are shown in Table 3-7. 
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Table 3-7. Nominal Data Frame Rates 

Data Mode Nominal  

Data Frame Rate  

(fps, rounded) 

U-1244 39,378 

U-622 19,689 

U-311 9,844 

U-155 4,922 

U-51.8 1,641 

U-16 
1,021 

U-8 1,021 

U-4 1,021 

U-2 1,021 

3.1.10 RANDOMIZER 

To prevent deleterious effects related to run length, the optical link signals must have 

sufficient bit-timing content at the optical waveform interface.  A suitable bit pattern, which 

prevents a long sequence of ‘1’s or ‘0’s, is provided by a randomizer. 

On transmission, randomization is performed prior to burst-mode formatting (if present) and 

DPSK encoding.  On reception, descrambling is performed following frame synchronization 

and removal of off-times (if present) from the data stream. 

The terminal shall perform randomization on the signal it transmits onto the optical link. 

The terminal shall perform frame alignment and descrambling on the signal it receives from 

the optical link. 
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The operation of the optical link randomizer shall be functionally identical to that of a frame 

synchronous scrambler of sequence length 65,535 operating at the frame rate. 

Both data frames and fill frames (if present) on the optical link shall be randomized. 

The optical link randomizer shall be the equivalent of a linear feedback shift register (LFSR) 

with a pattern length of 216 – 1. 

The generating polynomial of the optical link randomizer shall be 1 + x + x
3
 + x

12
 + x

16
. 

Figure 3-6 shows a functional diagram of the frame-synchronous optical link scrambler. Note 

that this figure represents an example implementation for illustration purposes. Alternate 

implementations that perform the identical function are acceptable. 

 

Figure 3-6. 216 – 1 LFSR Optical Link Scrambler 

The unique word field (frame alignment signal) of the physical layer frame header shall not 

be randomizer. 

The optical link randomizer shall be set to 0xFFFF on the most significant bit of the channel 

state information field, which follows the last bit of the unique word field (frame alignment 

signal) of the physical layer frame. 

The most significant bit of the channel state information field of the physical layer frame, and 

all subsequent bits to be randomized, shall be added modulo 2 to the output from the x16 

position of the optical link randomizer. 

The optical link randomizer shall run continuously beginning with the most significant bit of 

the channel state information field through the remainder of the physical layer frame. 

All 64800 frame data bits of any fill frame to be transmitted on an optical link shall be set to 

‘0’ before scrambling. 

 

3.2 TERMINAL B 

3.2.1 FRAME STRUCTURE 
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3.2.2 FRAME SYNCHRONIZATION MARKER 

 

3.2.3 SLICER 

 

3.2.4 CHANNEL CODING 

 

3.2.5 CHANNEL INTERLEAVING 

 

3.2.6 MAPPER (SYMBOL TO CHANNEL SYMBOL) 
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4 RANGING 
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ANNEX A 

 

[ANNEX TITLE] 

 

[EITHER NORMATIVE OR INFORMATIVE] 

[Annexes contain ancillary information. Normative annexes precede informative annexes. 

Informative references are placed in an informative annex. See CCSDS A20.0-Y-4, CCSDS 

Publications Manual (Yellow Book, Issue 4, April 2014) for discussion of the kinds of 

material contained in annexes.] 
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ANNEX B 

 

SECURITY 

 

(INFORMATIVE) 

B1 INTRODUCTION 

 

B2 SECURITY CONCERNS WITH RESPECT TO THE CCSDS DOCUMENT 

B2.1 DATA PRIVACY 

 

B2.2 DATA INTEGRITY 

 

B2.3 AUTHENTICATION OF COMMUNICATING ENTITIES 

 

B2.4 CONTROL OF ACCESS TO RESOURCES 

 

B2.5 AVAILABILITY OF RESOURCES 

 

B2.6 AUDITING OF RESOURCE USAGE 

 

B3 POTENTIAL THREATS AND ATTACK SCENARIOS 

 

B4 CONSEQUENCES OF NOT APPLYING SECURITY TO THE TECHNOLOGY 


