
HDLC over CCSDS - DRAFT


Concept for Including

HDLC Framing and Frame Relay Encapsulation

in

CCSDS Recommendations

11
Current CCSDS Link and Coding Architecture

1.1
Telemetry or Return link
2
1.2
Command, Telecommand, or Forward link
2
2
HDLC, Frame Relay, and Multiprotocol Encapsulation Details
3
2.1
Basic HDLC Framing
4
2.2
HDLC and CCSDS Error Handling Issues
5
2.3
Frame Relay and Multiprotocol Encapsulation
7
3
Approach for Including HDLC/Frame Relay in CCSDS Architecture
12
3.1
Telemetry Concepts
14
3.2
End-to-End Data Flow Considerations
16
3.2.1
Clock and data serial bitstream with HDLC framing
17
3.3
Telecommand Concepts
17
4
Summary
18


This paper describes the concepts and rational for including HDLC framing and Frame Relay encapsulation in the current CCSDS architecture.  A primary goal of this is to define a standard way for future missions to make greater use of high-volume, lower-cost, widely available communication hardware for supporting space communication links. HDLC and Frame Relay are commonly used to support Internet traffic and are also widely used for other traffic such as audio, video, and bitstream data.

This paper focuses on how Frame Relay and HDLC fit into the CCSDS architecture and does not address higher-level concepts for using Internet protocols for space communication.  Missions are already using Internet protocols to operate their satellites and have addressed these higher-level issues.  Many aspects of mission operations change when using Internet protocols and that is a large topic for discussion but a completely separate topic from the use of HDLC and Frame Relay at the data link layer. 

This first section of this paper identifies the current CCSDS recommendations that would need modifications to include HDLC and Frame Relay options.  The second section lists the standards references for HDLC and Frame Relay, technical details, and high-level concepts/rational for their use in space communication.  The third section provides a detailed discussion on how HDLC and Frame Relay fit into the CCSDS architecture and discussions of operational issues and differences.  The forth section summarized the concepts and rational and describes some usage scenarios. 

1 Current CCSDS Link and Coding Architecture

The current CCSDS architecture defines different data formats and link coding options for sending data from a satellite to ground and from the ground to a satellite.  These data flows are commonly referred to as telemetry or return link data (e.g. space-to-ground) and command, telecommand, or forward link data (e.g. ground-to-space).  The framing and data encapsulation details for these data flows are defined in the following documents:

1.1 Telemetry or Return link

CCSDS 131.0-B-1. TM Synchronization and Channel Coding. Blue Book. Issue 1. September 2003.

CCSDS 132.0-B-1. TM Space Data Link Protocol. Blue Book. Issue 1. September 2003

CCSDS 133.0-B-1. Space Packet Protocol. Blue Book. Issue 1. September 2003.

CCSDS 732.0-B-1. AOS Space Data Link Protocol. Blue Book. Issue 1. September 2003.
The data link level structure defined in these documents is a fixed length “Transfer Frame”.  Mechanisms are defined for multiplexing upper layer data structures (i.e. packets, bitstreams) into these frames.  As these Transfer Frames are passed to lower layers for transmission, a synchronization mark is added and optional forward-error-correction information is added.  

Changes at the channel coding layer would consist of enhancing the interface to the channel coding layer to support a stream of bits in addition to the current Transfer Frames.  This opens up the option of carrying any other type of data over the CCSDS channel coding mechanisms.  This could include HDLC/Frame Relay as well as other formats.  The details of the HDLC and Frame Relay formats are transparent to the coding layer since the transfer frame and code block boundaries are not related to the HDLC frame boundaries in any way.  

Above the coding layer, HDLC and Frame Relay would show up in the link protocol documents as an alternative option for wrapping upper layer user data before passing it to the coding layer.

1.2 Command, Telecommand, or Forward link

CCSDS 231.0-B-1. TC Synchronization and Channel Coding. Blue Book. Issue 1. September 2003.

CCSDS 232.0-B-1. TC Space Data Link Protocol. Blue Book. Issue 1. September 2003.

CCSDS 232.1-B-1. Communications Operation Procedure-1. Blue Book. Issue 1. September 2003.

The data link level structure used in these documents is a variable length “Telecommand Transfer Frame”.  This data structure is supported by frame delimiting and forward-error-correction services from the lower layer.

Some problems arise since CCSDS recommendations specify different framing and coding mechanisms for data flowing in different directions.  This leads to problems when moving from traditional space-to-ground communication scenarios to new concepts with spacecraft communicating directly with each other.  Telemetry frames traditionally sent by one spacecraft could not be received by another spacecraft since it expects to receive telecommand frames.   Current spacecraft using HDLC and Frame Relay use the same format in both directions and there is no special sense of direction in their communication systems.  Fitting HDLC into the forward-link coding layer is similar to the return link where the interface to the coding layer needs to be redefined to include a bitstream.  The details of HDLC would still be transparent to the coding layer and the coding layer could be changed completely independent of HDLC.  

Above the coding layer, HDLC and Frame Relay would show up in the link protocol documents as an alternative option for wrapping upper layer user data before passing it to the coding layer. 

This use of different formats for data flowing in different directions works fine for the traditional model of a spacecraft receiving commands from its control center and sending data back to the ground.  However, new missions are looking at communication scenarios where spacecraft will send information directly to other spacecraft.  This scenario requires using the same data formats for sending and receiving data since the data one spacecraft sends (e.g. telemetry), is the format directly received (e.g. telecommand) by the other spacecraft.   The current model that uses completely different data structures in different directions doesn’t work in this scenario.  Using the same format to communicate between spacecraft and to the ground further simplifies the overall communication system.  Using HDLC and Frame Relay provides a common solution for these scenarios and is identical to the approach used throughout the Internet where similar framing is used on both directions of a data link.

2 HDLC, Frame Relay, and Multiprotocol Encapsulation Details

This section describes the details of HDLC and Frame Relay as they are used for space communication.  The following ISO framing standard defines a protocol that has been successfully used to support space missions over the last 20 years.  The basic concept is to use a common data link framing mechanism (High-level Data Link Control-HDLC) and a standard mechanism for mapping upper layer protocols into HDLC (RFC 2427 or ITU X.36).  These formats define commonly available protocols that can be used for future space mission and provide full compatibility and interoperability with other Internet based networks and space resources. 

Both standards are widely available in commercial network equipment.  The current version of the HDLC standard is ISO 13239:2002, third edition:

ISO/IEC 13239:2002, “Information technology -- Telecommunications and information exchange between systems -- High-level data link control (HDLC) procedures”, International Organization For Standardization (Adopted ISO/IEC 13239:2002, third edition, 2002-07-15)

This replaces the previous version of HDLC (ISO 3309) and includes a much wider range of information than just the frame structure information that was in ISO 3309. 

ISO/IEC 3309:1991(E), "Information Technology - Telecommunications and information exchange between systems - High-level data link control (HDLC) procedures - Frame structure", International Organization For Standardization, Fourth edition 1991-06-01.

HDLC simply defines a mechanism for locating frames and providing a basic validity check.  Then RFC 2427 defines a mechanism used to encapsulate user data in the frames in a standard format.  The Frame Relay/Multiprotocol Encapsulation standard is available from both the IETF and ITU as:

RFC 2427, Multiprotocol Interconnect over Frame Relay, September 1998, Internet Engineering Task Force , Brown, C., Malis, A.,

ITU-T Recommendation X.36 Annex D, Interface Between Data Terminal Equipment (DTE) And Data Circuit-Terminating Equipment (DCE) For Public Data Networks Providing Frame Relay Data Transmission Service By Dedicated Circuit, April 1995

All ISO standards are available through the International Standards Organization which can be contacted at http://www.iso.ch/
All ITU standards are available through the International Telecommunication Union which  can be contacted at http://www.itu.org/
All Internet standards can be accessed through the Internet Engineering Task Force (IETF) web site at http://www.ietf.org/rfc.html.

2.1 Basic HDLC Framing

HDLC framing is widely supported in standard network equipment by serial interfaces.  These interfaces support clock and data lines to pass a bitstream consisting of HDLC frames and flag bytes in or out of a device.  The concept presented here is to include an option for passing an HDLC bitstream into the CCSDS Telemetry Coding interface and to use an identical HDLC bitstream in the Telecommand interface.  Adding these options to the CCSDS architecture enables the following new capabilities:

· Separates Data Link framing from Physical Link Coding to allow changing coding mechanisms without any impact on upper layer hardware or software

· Provides identical data formats on transmit and receive links to enable direct communication between spacecraft

· Supports standard use of Internet protocols and direct interface to existing ground IP and Frame Relay networks

· Allows greater use of widely available communication hardware, software, and test equipment in mission design, development, testing, and operation

The following diagram shows the basic components of an HDLC frame.  Unlike traditional fixed-length frames there is no real sync mark that identifies the start of a frame.  The length of an HDLC frame is completely variable and current commercial equipment supports frame lengths of at least 2048 bytes with some vendors supporting 4K bytes or more.  This exceeds the normal frame lengths defined in the CCSDS recommendations.  In HDLC, the frame length is signaled by a standard idle byte pattern or FLAG byte between frames.  On a fully utilized link there would only be a single FLAG byte between each data frame.  On a completely idle link there will always be a stream of FLAG bytes. This is a very different process from traditional TDM framing with fixed length frames and multi-byte, highly unique sync marks operating at a fixed clock rate.  But is also means that there is no need for any sort of “fill packets” or “fill frames” to compensate for speed differences between the transmitter data rate and sources generating data.

Basic byte alignment is performed by constantly sending FLAG bytes with a pattern of 01111110.  The receiving equipment looks for this pattern to identify byte boundaries.  The start of a frame occurs when a receiver sees something other than a FLAG byte.  The end of the frame is signaled by another occurrence of a FLAG byte.  This requires that no FLAG bytes ever appear within the data bytes.  This is accomplished with a technique called “bit stuffing” in which the transmitter inserts a zero bit whenever it sees 5 consecutive ones go by.  The receiver reverses this process by removing the next bit whenever it receives 5 ones in a row inside a data frame.  
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After the data bytes going into a frame are bit stuffed, the actual amount of bits delivered to the lower layer for coding and transmission will normally be different from the input data bits and will normally not be an integral number of bytes.  Bit stuffing results in a small amount of additional overhead but it is normally about 1%.

2.2 HDLC and CCSDS Error Handling Issues

All HDLC frames have a two byte CRC on the end that is checked against the data bytes to see if a valid frame was received.  If the CRC is OK the frame is passed up the protocol stack for further processing.  If it is bad, the frame is counted and discarded.  This may be different than current spacecraft communication systems that often have options for passing data with errors so other subsystems can make a final decision on what to do with the data.  The HDLC approach of discarding data with errors seems somewhat harsh but has many benefits and actually works well in space systems. 

Discarding data frames with known errors greatly simplifies the software that processes the resulting data.  The major problem with trying to process frames with known errors is that the exact location of the error is not known and this produces many possible error-handling scenarios.  These conditions must also be handled in legacy TDM and CCSDS processing and lead to a wide range of error handling scenarios.

For basic TDM frames the only error indication was whether there were errors in the frame sync pattern.  There could be any numbers of errors at any location in the frame.  The one benefit with TDM frames is that the internal data structures tend to be fairly simple with just a few bytes indicating minor frame or mode information.  As long as those fields were intact telemetry fields could be extracted but there was no clear indication of whether there were any errors in the actual telemetry data.  A useful feature of fixed length TDM frames is that you could simply count off a fixed length number of bits to find the next frame and resume processing.  This process is commonly referred to as “flywheeling”.  It lets processing continue through noisy data but it also outputs data of unknown quality that is almost certain to contain errors.

 For CCSDS frames, internal errors pose more problems since the internal data structures are more complex.  When processing CCSDS frames with known errors, the errors can lead to many more error handling scenarios.  CCSDS frames have many data fields that all work together to identify and locate data.  These fields include:

· Version numbers

· Virtual channel numbers

· Master and per channel frame sequence counts

· Options flags

· First header pointers

· Packet APIDs

· Packet sequence numbers

· Packet length fields. 

A random bit error in one of more of these fields leads to a large number of error scenarios where the data cannot be properly extracted from the frame.  Many of these errors spill over into previous and following frames and cause problems recovering even more data.  This is why the standard approach to handling CCSDS frames with known errors is to discard the frame and go on to the next.  Another CCSDS approach to avoid many of these problems is to add enough channel coding to ensure that the data stream, after decoding, has virtually no errors.

The extensive use of forward-error-correction coding to protect data on the RF link leads to another major factor that favors discarding data with known errors.  The FEC processing will determine that the frame is either good, correctable, or uncorrectable.  If the frame is good or correctable, then the resulting data is good and any resulting frames of TDM, CCSDS, or HDLC data will not have any errors and will be processed perfectly.  

Due to the strong FEC codes used for spacecraft, if a FEC frame is uncorrectable then the resulting data will not have just a single bit error.  It will have a large number of bits in error with a very high probability of errors in some of the CCSDS data structure fields.  The standard processing option in control centers and level-zero-processing systems for FEC frames with uncorrectable errors is to discard the whole frame and move on.  Trying to process the data in an uncorrectable frame is almost certain to result in misidentified data and probably incorrect packet lengths and sequence numbers which can cause further confusion and data loss in processing following frames.  Processing these bad frames also requires a large amount of extra error handling code in data handling systems all the way to the end users.  It also requires appending special quality information that must be passed all the way to the end user.

By separating channel coding and data link framing, the combination of FEC and HDLC framing can actually recover more data and simplify the rest of the data handling systems.  Since HDLC has its own frame synchronization mechanism that is completely separate from the FEC sync mark, the bits from uncorrectable FEC frames can be passed on for HDLC processing.  Even if there is a large burst of errors in a FEC codeblock, there can be other bits in the codeblock that are still OK.  By simply passing a bitstream out of the FEC processing, HDLC can determine if those bits are part of complete HDLC frames.  This allows it to properly complete frames from the previous  or following codeblock and resume frame processing sooner.  This is a result of HDLC having its own frame synchronization mechanism combined with its CRC to determine if it has recovered valid data.  This separation of the FEC framing HDLC data link framing also means that changing the FEC codeblock size or completely changing the coding type is transparent to the data link framing.  This simplifies future upgrades by providing a cleaner, layered interface between the coding layer and the data link framing.

Finally, if the data being received is very rare and discarding bad data is not acceptable, most space communication systems have a fallback option where they record all bits coming out of the ground receiver.   This data can always be reprocessed and examined manually if it is necessary to try to extract information from the uncorrectable frames.  The same process can be used if special data needs to be recovered from damaged HDLC frames.

2.3 Frame Relay and Multiprotocol Encapsulation

Using HDLC framing provides a simple mechanism for passing variable length frames of data over a communication link.  The next step is to add some identifying information to support the following capabilities:

· Multiplexing multiple streams of data over a single RF link

· Routing of frames to multiple destinations

· Identifying streams of data with differing priorities 

· Indicating data with a lowest priority (discard if necessary)

· Carrying multiple upper layer protocols

Defining a format for the first few bytes inside each HDLC frame supports all these functions.  This format is built on standard Frame Relay technology that was developed in 1991.  The use of RFC 2427 provides a standard capability for carrying network layer protocols over Frame Relay.  A common use is for carrying IP packets over national and international Frame Relay WANs but there are many options for carrying data other than IP packets.

The following diagram shows the basic HDLC frame from the previous section with the 4 header bytes enlarged to show the RFC 2427 header.  For common upper layer protocols such as IPv4 and IPv6 this header is 4 bytes long.  There are standard formats for encapsulating less common protocols and they result in headers that are a few bytes longer.  
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Frame Relay/RFC 2427 Headers

The first two bytes in the frame are a standard ITU Q.922 address used by frame relay equipment to switch frames. The full specification for Q.922 is:

International Telecommunication Union, "ISDN Data Link Layer Specification for Frame Mode Bearer Services", ITU-T Recommendation Q.922, 1992.

The following diagram shows the format of a basic Q.922 address and describes each field.
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Q.922 Address Format

· Address extension (EA): Used to determine the size of the header. If this bit is 0, another header octet will follow. In the last header octet, this bit is set to 1. 

· Data link connection identifier (DLCI): A logical identifier used to distinguish between multiple Frame Relay connections over a link. The 10-bit DLCI (in the 2-octet header format) is the most common format in use. Certain DLCI values are reserved for control operations such as signaling (DLCI 0), consolidated link layer management (DLCI 1023), etc. 
· The DLCI value can either be of local significance or global significance. If globally significant, the total number of Frame Relay connections in the network are very restricted. For example, with a 10-bit DLCI, only 1023 connections can be established. With local significance, each link remaps the DLCI such that the end-to-end connection is identified by a series of local DLCIs. This local significance allows a much larger number of connections to be maintained in the network at the cost of maintaining local DLCI mapping in each network element. 

· Command/response (C/R): This bit indicates whether the current frame is a command frame or a response frame. The C/R is a legacy of the HDLC protocol from which Q.922 was derived, and its use for core functions is not specified. In practice, it is used in the XID frame of the CLLM protocol used to report link status. 

· Forward and backward explicit congestion notification (FECN, BECN): The network uses these notifications for congestion avoidance. The network sends these notifications to the users in advance of congestion problems. 

· Discard eligibility (DE): DE is used to discard frames when the network experiences congestion. Frames that exceed the traffic parameters (CIR, Bc, Be) are tagged by the network with the DE bit to indicate that they are more likely to be discarded if the need arises. 

The primary field of interest for space use is the 10-bit Data Link Connection Identifier (DLCI).  This identifies frames as part of a virtual circuit and is used by Frame Relay switches to direct frames across a WAN through switches.  This field performs the same function that the Virtual Channel ID (VCID) does for CCSDS frames.  One possible use of HDLC/Frame Relay is to transport data on the ground using only low-level Frame Relay switches. This would allow any type of data to be directly passed over national and international Frame Relay WANs without any special gateway.  This allows direct use of the large international Frame Relay WANs, which represented a $15 billion market in 2003.
Another option for transporting data is to use protocols such as IP and use routers to receive the frames, extract the IP packet, and route the packets based on the IP header information.  The format of the third and fourth bytes in the frame is defined in RFC 2427 and ITU-T X.36 Annex D and identifies the type of upper layer data encapsulated in the frame.  The main field of interest for space applications is the Network Level Protocol IP (NLPID) field.  The control information is used for link signaling and may not be suitable for space applications.  The common use for space is to specify Unnumbered Information (UI), which indicates this, is just an individual packet of data similar to a traditional frame of telemetry.
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The following information is extracted from RFC 2427 and further describes the NLPID and provides short table of commonly used NLPIDs.  The 0xCC ID for IPv4 is the common format used on the Internet and for current IP spacecraft.

The Network Level Protocol ID (NLPID) field is administered by ISO

and the ITU.  It contains values for many different protocols

including IP, CLNP, and IEEE Subnetwork Access Protocol (SNAP)[10].

This field tells the receiver what encapsulation or what protocol

follows.  Values for this field are defined in ISO/IEC TR 9577 [3]. A

NLPID value of 0x00 is defined within ISO/IEC TR 9577 as the Null

Network Layer or Inactive Set.  Since it cannot be distinguished from

a pad field, and because it has no significance within the context of

this encapsulation scheme, a NLPID value of 0x00 is invalid under the

Frame Relay encapsulation. Appendix A contains a list of some of the

more commonly used NLPID values.

11.  Appendix A - NLPIDS and PIDs     

   List of Commonly Used NLPIDs

   0x00    Null Network Layer or Inactive Set

           (not used with Frame Relay)

   0x08    Q.933 [2]

   0x80    SNAP

   0x81    ISO CLNP

   0x82    ISO ESIS

   0x83    ISO ISIS

   0x8E    IPv6

   0xB0    FRF.9 Data Compression [14]

   0xB1    FRF.12 Fragmentation [18]

   0xCC    IPv4

   0xCF    PPP in Frame Relay [17]

Missions currently using HDLC/Frame Relay and IP on their communication links use fixed values in these headers.  

Q.922 address (first 2 bytes)

· Select a DLCI that is supported by mission ground stations

· Set C/R, first E/A, FECN, BECN, and DE to zero

· Set second E/A bit to one 

Control (third byte)

· Set Control to 0x03 (UI)

NLPID (fourth byte)

· Set the NLPID to 0xCC to indicate IPv4

A bitstream containing HDLC frames with these first 4 bytes can be fed directly into a router serial interface and the router will extract the packets and forward them based on their IP address.  The router will also transmit data out its serial interface in this format.

The basic HDLC and Frame Relay technologies that have been discussed are widely used around the world.  A quick web search came up with over 60 Frame Relay service providers around the world including companies such as Ameritech, AT&T, Bell, British Telecom, Deutsche Telekom AG, France Telecom, Global One, GTE, IBM, Intelsat, MCI, NTT, Qwest, Sprint, Telstra, and Worldcom.  For more information, the MPLS and Frame Relay Alliance web site has Frame Relay Implementation Agreements defining issues such as basic formats, interfaces with other networks, data compression, and managing PVCs and SVCs.  These documents are available at:

http://www.mplsforum.org/frame/frfia.shtml 

The Frame Relay market is still healthy and growing.  According to a Nov. 2003 report from Vertical Systems Group:

“Frame relay, which first hit the scene in 1991, still meets many end users’ WAN needs 12 years later. In fact, analyst firm Vertical Systems Group expects the worldwide market opportunity for frame relay to grow from $15 billion last year to more than $21 billion in 2004.”

The Frame Relay market consists of manufacturers building switches and interface cards as well as carriers using this equipment to build international WANs and sell services.  These services commonly support T1 and E1 rates (1.544 Mbps and 2048 Mbps).  Interfaces are also available to support rates up to 51 Mbps using the following electrical specifications:

· Up to 10 Mbps on RS-449 interfaces

· Up to 51 Mbps on HSSI interfaces

The actual data rate is completely variable and a function of the clock supplied by the RF interface equipment.

The encapsulation and framing of the network packets over HDLC/Frame Relay is completely independently of any modulation (e.g. BPSK, QPSK) and coding (e.g. convolutional, Reed-Solomon, BCH, Turbo, LDPC) mechanisms.  Any framing needed to implement the coding, such as a sync mark for the Reed-Solomon block-oriented FEC, can be completely independent of the HDLC data link framing which encapsulates the network packets.  The only function of coding will be to operate on the bitstream being delivered.  Any coding and modulation will be added and removed transparently to the bitstream carrying the framing of the network packets.  This provides a layered approach in which coding schemes operating on the bitstream can be changed without any impact on the upper layer data-link framing mechanism.  This is the approach that has been supported for many years by satellite modems.  Huge volumes of data flow across communication satellite links every day by using IP/Frame Relay/HDLC and sending the resulting bitstream through satellite modems with perform forward-error-correction coding/decoding and modulation/demodulation.  There are also International agreements on Reed-Solomon codes to be used.
3 Approach for Including HDLC/Frame Relay in CCSDS Architecture

The previous sections listed the current CCSDS recommendations related to data links and provided details on HDLC, Frame Relay, and RFC 2427 multi-protocol encapsulation.  This section describes more details on how these additional standards fit with the existing CCSDS recommendations.  Some of the details and rational were mentioned above but the following sections will go into more detail and discuss how they can support various operational scenarios.

The left side of the following figure shows the current division between the CCSDS Data Link Protocol and the Sync and Channel Coding recommendations.  Currently, data is gathered in upper layers and eventually packed into fixed length Master Channel frames (e.g. Transfer Frames).  These frames are the basic data structure passed between the CCSDS Data Link and Channel Coding layers.  Including HDLC in the architecture requires adding another option to the interface between the layers.  With HDLC, the only information passing between layers is a bitstream that is does not require any frame or byte alignment with the lower layer.  During transmission, the HDLC interface is always sending either 1-byte FLAG symbols or data and the coding layer simply needs to gather enough bits to fill one code block and then send the resulting coding frame.  For receiving HDLC data with R/S coding, the coding frame is received, the coding processed and removed, and the resulting bitstream of HDLC data passed to a Frame Relay switch or a router serial interface.
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Current CCSDS front-end systems synchronize a frame, process any coding, and then pass the frame or data contents to a control center or end user.  This requires repackaging all data for delivery over ground networks.  The device doing the FEC processing must be able to repackage the data for ground delivery and understand details of the ground data deliver network.  This has resulted in the development of many ground data distribution formats such as Nascom 4800 bit blocks, Nascom IP Transition formats, and CCSDS Space Link Extension (SLE).  As new FEC codes are deployed, they will also need special front-ends that can pass on the frames in special ground network formats.  

The simplest CCSDS framing applies sync mark at the beginning of a frame and an optional CRC at the end.  This allows a receiver to locate frames and use the CRC to determine if the frame is intact or if it contains any bits in error.  However it does not indicate where the error bits are located (e.g. headers or data space).


[image: image6.wmf]
Most missions want better data recovery than the basic CCSDS framing with only CRC error detection.  Missions commonly use the CCSDS Reed/Solomon forward-error-correction (FEC) coding to provide better data recovery.  Many FECs are designed to use fixed length codeblocks and they have been defined for CCSDS use as indicated in the following diagram.  The transfer frames remain the same and the only thing that changes are some additional R/S code symbols that get added instead of the CRC or in addition to the CRC.
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One option for inserting HDLC frames into CCSDS frames is to add headers to identify the HDLC frames being encapsulated.  However, since HDLC frames are not an integral number of bytes after bit-stuffing, this encapsulation process needs to accommodate variable length bit strings.  Allowing a simple bit interface to the coding layer and HDLC at the data link separates the coding and framing functions and requires no additional encapsulation information.  Coding devices can be swapped at will as long as they have a simple bit interface.  Many vendors build FEC coders and decoders that provide these interfaces.  The interface can be easily implemented using RS-422 or ECL signal levels with clock and data lines for a serial interface or a parallel interface for higher rates.  The key point is that there is no relationship between the FEC frame and the HDLC frame.  There is not even any alignment between the byte boundaries of the FEC codeblock and the HDLC frame since the bit stuffing of the HDLC frame results in HDLC frames that are not an integer multiple of bytes.
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Using IP over HDLC over lower layer coding eliminates custom ground gateways.  This approach uses standard Internet layered concepts where the coding gets processed in a coding device designed to handle the space link noise environment.  Then the resulting bits are passed into a router serial interface where the HDLC framing get stripped off.  The only data that gets forwarded is the IP packet which has complete routing information carried in its source and destination IPI addresses.  An IP packet is similar to a standard postal letter that contains both a source address (return address) and a destination address (addressee).  Each packet is completely identified and can be routed to its destination without any other knowledge.  CCSDS data is more like a postal letter with only a source address (spacecraft IP, virtual channel, APID) and no destination address.  The only way this type of letter can be delivered is if each post office that saw the letter has been told ahead of time where to send it.  This is similar to the management setup that must be done to support CCSDS data delivery.  Future missions desire more flexible and dynamic mechanisms for addressing data to multiple destinations on the fly. 

3.1 Telemetry Concepts

The basis of CCSDS telemetry data is the use of fixed length frames with variable length user data packets inserted into them.  Fixed length frames allow hardware to locate a frame sync,  grab a fixed length of bytes for the frame, and then be automatically positioned at the start of the next frame.  This approach also allows frame synchronization equipment to “flywheel” if there are bits in error in the frame sync pattern.  If the location of the next frame sync marker does not contain a good sync pattern, the frame synchronization equipment can assume there are some errors in the sync pattern and proceed to process the frame.  If there was a random error, the next frame sync location will have a good sync pattern and processing can continue.  Otherwise the frame synchronizer will drop back into a bit-by-bit search mode to locate the start of the next frame.

Flywheeling is good for processing Reed-Solomon frames since the error correction bits in the frame may be able to correct the errors in the sync pattern and surrounding data.  However,  this means that the next R/S frame must start exactly after the last bit of the previous frame.  This requires either a constant amount of data flowing into the R/S process or some mechanism for making adjustments between the data being generated on the spacecraft and the actual transmitter rate.  In current CCSDS processes this is handled by either inserting fill packets to fill partial frames or insertion of entire fill frames if there is not a partial frame available.  This requires special hardware and software that is coupled to the actual transmitter rate and requires very deterministic real-time performance.

Adding HDLC over R/S results in a simpler interface and removes the need to generate fill packets or fill frames at precise time intervals.  The interface is simpler because there is no need to pass fixed length transfer frames to the R/S system. It is also, not possible to encapsulate an HDLC frame in a R/S frame using normal CCSDS packet processing since the length of an HDLC frame will normally not be an integral number of bytes due to “bit stuffing”. Since HDLC is a bit-oriented protocol with its own frame sync mechanism it does not need any relationship with a R/S frame boundaries or byte boundaries.  There is also no need for any “fill” packets or frames because an HDLC is always sending bits of some type.  If there is no data being sent, HDLC will insert “FLAG” bytes which server to both adjust the spacecraft data rate to the transmitter rate and provide a mechanism for the ground receiver to locate byte boundaries and also frame boundaries.  The R/S system will still need to generate frames at a fixed rate but there is no need for it to worry about fill frames since it will always be receiving a continuous stream of bits from HDLC. 

The end result is that current CCSDS packet and frame processes require a higher degree of synchronization between data sources and the spacecraft transmitter.  HDLC provides  a simpler approach that allows the spacecraft data sources to send when they like and have the HDLC hardware fill in “FLAG” bytes when there is no data.  This process provides very smooth rate adaptation in one byte increments instead of inserting entire packets or frames as padding.  It also eliminates all frame sequence number generation at the data link level.  This further simplifies the low-level hardware interface.  Any sequence numbering needed can be performed at higher layer protocol layers.  This is the way Internet streaming processes such as streaming audio and video are handled.  Putting sequence numbers at the frame level would require that all network equipment pass the sequence numbers on to the next link.  This is not possible with existing network technology where data passes across many different types of data links which do not all have a fields to carry the numbers.

This illustrates another difference between CCSDS data delivery and modern networking concepts.  Modern networks use layered approaches where network packets are delivered end-to-end across a wide range of different types of data links.  At each data link incoming link headers and framing are removed and new link headers and framing information are added for the next link.  This results in a common IP network packet sent over many links with link headers added and removed on each link.   With CCSDS data, the frame headers are needed to process the data inside the frame and cannot be removed but must be passed on after being received on the ground.  This requires special gateway systems to pack the frames into a suitable format for ground transport.  It also requires special gateways at each receiving location.  

3.2 End-to-End Data Flow Considerations

Using protocols such at IP packets over HDLC/Frame Relay is the approach used in the Internet to support end-to-end communication over a wide range of data links.  This is done by using a common network layer data structure such as an IP packet that is delivered from  end-to-end while using a variety of link specific protocols at the lower layers.  An example of this process is to deliver an IP packet from an instrument on a spacecraft directly to a control center or end user with the following processing:

· IP packet wrapped in Ethernet frame on board

· IP packet wrapped in HDLC/Frame Relay frame over space to ground link

· IP packet wrapped in Ethernet frame for passing around ground station

· IP packet wrapped in ATM cells for delivery across ground WAN

· IP packet wrapped in Ethernet frame for final delivery at control center or to user

· IP packet received by control center or user computer system

During the whole data transport process the IP packet remained intact while the data link framing kept changing as it traveled across various media.  This end-to-end, layered architecture provides a much more scalable and flexible communication system that the current CCSDS structures.  The following example shows the difference between an Internet layered approach and the packet from the example above would be transported in the current CCSDS approach for delivering data.

· CCSDS packet wrapped in 1553 frame onboard

· CCSDS packet wrapped in CCSDS transfer frame over space to ground link

· CCSDS packet wrapped in CCSDS transfer frame wrapped in IP packet over Ethernet at ground station (or wrapped in SLE inside IP packet over Ethernet, or Nascom block in IP over Ethenet)

· CCSDS packet wrapped in CCSDS transfer frame wrapped in IP packet over ATM cells for delivery across WAN (or wrapped in SLE inside IP packet over ATM, or Nascom block in IP over ATM)

· CCSDS packet wrapped in CCSDS transfer frame wrapped in IP packet over Ethernet for delivery to front-end at control center or user(or wrapped in SLE inside IP packet over Ethernet, or Nascom block in IP over Ethernet)

· CCSDS packet wrapped in CCSDS transfer frame received by front-end system and CCSDS packets extracted and sent for final deliver to control center or end users in IP packets over Ethernet

· CCSDS packet wrapped in IP received by control center or user computer system

For both examples, in the end, a packet from the spacecraft gets delivered to the end user and everything ends up in IP packets for delivery on the ground.  HDLC/Frame Relay provides an option for more seamless interface between space link data and the ground networks.  It also allows the use of standard commercial network hardware that is easier to procure, operate, and maintain.  

3.2.1 Clock and data serial bitstream with HDLC framing

One of the common options of RFC 2427 is support for carrying Internet Protocol (IP) packets over serial links.  This is defined in section 7 of RFC 2427.  A Frame Relay network provides a number of virtual circuits that form the basis for connections between stations attached to the same Frame Relay network.  The resulting set of interconnected devices forms a private Frame Relay group which may be either fully interconnected with a complete "mesh" of virtual circuits, or only partially interconnected.  In either case, each virtual circuit is uniquely identified at each Frame Relay interface by a 10-bit Data Link Connection Identifier (DLCI).  In most circumstances, DLCIs have strictly local significance at each Frame Relay interface.

For space use, the DLCIs used will probably be specific to the ground system equipment.  A recommended value to use is a DLCI of 17.  If normal IP mechanisms are being used for priority and data routing there is no need to use multiple DLCIs.  Other values can be used with appropriate configuration of the receiving interfaces at ground stations.  Other values could be used to sort various types of data streams (e.g. audio, video) for delivery over Frame Relay networks with managed Virtual Circuits.  Audio and video data streams are routinely supported over current Frame Relay networks.

3.3 Telecommand Concepts

A major difference between HDLC and current CCSDS is that HDLC links use the same framing format in both directions on the link.  Traditional CCSDS links use different framing formats for transmitting and receiving.  This fits the legacy model of a spacecraft primarily sending data to the ground and only receiving a small amount of data from the ground.  However, future mission scenarios involve communication between spacecraft as well as to the ground.  This means that they must use the same formats for sending and receiving data since the format one spacecraft sends data is the format another one receives.  

Traditional CCSDS telecommand formats use variable length frames like HDLC while the telemetry formats use fixed length frames.  Newer CCSDS Proximity-1 protocols do use the same framing formats in both directions but they are not compatible with mass market  frame relay communication equipment.  

HDLC provides simple, variable length framing similar to CCSDS telecommand formats but it does not provide any acknowledgement or retransmission features.  However, since the CCSDS COP-1 acknowledgement and retransmission strategies are normally implemented in higher level application software, the same thing can be done when using HDLC framing.  This is exactly what upper layer protocols like TCP, NFS, and other UDP-based reliable data delivery mechanisms use.  Doing the handshakes at the application layer also simplifies the lower level communication hardware.   Current CCSDS front-ends need to perform special processing of the Command Link Control Word (CLCW) since it is embedded on the link layer information.  Performing all acknowledgement functions at the application layer separates them from the link layer and simplifies overall system design.

Another issue when using the same formats and coding on both directions of a communication link is that both systems must be able to decode the FEC of the other system.  Traditionally, spacecraft use BCH coding on their uplink since it is easy to implement onboard.  Moving to the same FEC on both directions of a link requires some work to determine a common code that could be implemented onboard as well as on the ground.

4 Summary

HDLC and Frame Relay are very widely used technologies that are used in international telecommunication systems representing a market of $20 billion a year.  They are mature technologies that will be around for many more years.  Also, HDLC has been successfully used on over 80 spacecraft over the last 20 years.

The only real change required to incorporate HDLC/Frame Relay in CCSDS is to modify the definition of the interface to the Channel Sync and Coding Layer.  The simple change is to allow both transfer frames and bits at this interface.  Adding HDLC/Frame Relay at the data link layer is just a matter of including it as supported alternatives.  It does not require any changes to any existing formats.

Modifying ground stations to add HDLC/Frame Relay processing is a simple process that has already been tested in NASA ground stations as well as other projects and nations ground stations.  Missions that currently use HDLC framing chose it because it provided the most cost effective and simple solution for meeting their space communication needs.    It is easy to add standard routers to existing antennas, transmitters, and receivers.  This provides a simple solution to connecting existing station equipment to standard networks for delivering data to end users.  The standard equipment also provides many more options for implementing security mechanisms using standard, well-tested Internet approaches.

HDLC provides a basic data framing mechanism that works with RFC 2427 to provide a simple, standard approach for supporting multiple protocols for future space missions.  It allows implementation of simple data handling functions in spacecraft hardware and transfers most of the protocol complexity into software.  It utilizes standard software which already exists in all operating systems.  It enables missions to use standard networking technologies to support whatever level of communication functionality they need.  It also provides a single, interoperable data delivery mechanism for future space missions to build on.  It uses the same concepts that have already proven highly successful in the Internet.

Future missions are looking for the lowest-cost, simple, communication solution that meets their needs while enabling new types of communication scenarios.  HDLC/FR provide this by leveraging the huge, international investment made by standards organizations and manufacturers over the last 20 years.
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