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Ethernet/IP Prototype:  Commands

Prototype commands will be uplinked as IP/UDP packets.  The UDP data area will contain CCSDS telecommands and/or TBD special commands.  Each onboard subsystem is a node with it's own IP address.  There is a Communications Card (COM) which interfaces with the RF and, among other things, contains a simple router, h/w command decoder and NIC.  All other subsystems just have the NIC.  

There are 3 characteristics of commanding that need to be addressed for a complete IP/command implementation and they are acknowledgment, sequencing, and reliability.   Acknowledgment is similar to the CLCW in the COP-1; sequencing, whether or not the commands are received in order; and reliability.  

In addition, some commands are "special", meaning they are executed by hardware.   There are 2 types of special commands:  COM and Bus.  Each is described below.

1)  COM Special Command:  A COM special command is received via the RF, decoded by COM, and distributed via hardwire.  A COM special command type is defined by a specific, pre-determined UDP destination port.  The action of the COM special command is defined in the UDP data.  The UDP data will either be formatted as a byte(s) or a CCSDS packet (TBD), but must be at a fixed offset from the IP header.  The receipt of command is recorded by hardware via a counter or other similar method.  

2)  Bus Special Command:  A bus special command is received via the RF, decoded by the COM, and is broadcast over the network.  A bus special command type is defined by the host id of the IP address equaling a value of 255, which is the IP standard for broadcast.  The bus special command is received by the all subsystem NICs.  The memory controller on the NIC will look at the UDP destination port to determine if the command is for its subsystem.  If the command is valid, it will be executed by subsystem hardwares as defined in the UDP data.  The UDP data will either be formatted as a byte(s) or a CCSDS packet (TBD), but must be at a fixed offset from the IP header.  The command is also passed to software for logging/reporting and, optionally, backup action.

General Commanding:

It is the intention of the prototyping effort to implement many of the COP-1 features including sequence verification, retransmit, bypass, and lock-out.  These functions are performed at the application layer in the Command Ingest Task (CI).  The CLCW will be used for verification and will be downlinked by CI in a UDP packet, on a separate UDP port, at a TBD rate.  On the uplink side, the secondary header of the CCSDS command will include a sequence counter, the unlock bit, and the bypass bit.  Changes to CI include the removal of codeblock and transfer frame processing, and the modification of the COP-1 checks to act on the secondary header instead of the transfer frame header.  In addition, TO will not have to bother with the CLCW thereby keeping all command functionality in one task.
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