COP-1 -- Green Book -- Executive Summary

X  Executive Summary

To see how COP-1 fits into the bigger picture, refer to the Executive Summary for the TC Data Link Protocol sublayer [reference TBD] (COP-1 is part of the TC Data Link sublayer).  Note that TC is an abbreviation for "Telecommand".   

The COP-1 protocol ensures reliable delivery of command Transfer Frames (they are delivered in sequence, with neither duplicates nor gaps).  Reliable delivery is accomplished with a feedback loop.  This feedback loop requires a CCSDS-compliant telemetry stream -- the data to be delivered is carried in the command stream, and the feedback is carried in the telemetry stream.  In technical terms, the feedback loop is an automatic request for retransmission (ARQ) procedure of the "go-back-n" type.

The reliable delivery mechanism can be bypassed on a frame-by-frame basis.  Transfer Frames that bypass the mechanism are sent once; there is no feedback loop, and no retransmission.  It is sensible to bypass the COP-1 reliable delivery mechanism if a higher protocol layer provides its own reliable delivery mechanism.  It can also be useful to bypass the reliable delivery mechanism while telemetry is being turned on or off (because the feedback loop is not available when telemetry is off). 

COP-1 can be used for various missions, including near-Earth (i.e. short delay) and Deep Space (i.e. long delay).  The required flexibility is provided by configuration parameters that are built into the protocol.

Most CCSDS missions use COP-1 to reliably deliver "individual spacecraft commands".  They may also use COP-1 to reliably deliver datasets (e.g. memory loads), although the CCSDS File Delivery Protocol (CFDP) is better suited for that task (see reference TBD).

X.1 Virtual Channels

The Transfer Frame structure includes a multiplexing scheme that allows one Physical Channel to carry multiple Virtual Channels.  The COP-1 protocol runs on each command Virtual Channel.  Each command Virtual Channel receives its feedback from the corresponding telemetry Virtual Channel (e.g. command Virtual Channel 3 receives its feedback from telemetry Virtual Channel 3), and runs independently of the other Virtual Channels.   While COP-1 guarantees that Transfer Frames within a Virtual Channel are delivered in sequence, there is no such guarantee across Virtual Channels (for example, if a group of commands on Virtual Channel 3 has to be retransmitted, it is possible for these commands to be delivered later than commands on other Virtual Channels, even if they got an earlier start).  Many missions use only one command Virtual Channel.

X.2 Data Structures

The data structures used by COP-1 are defined in the TC Space Data Link Protocol sublayer [reference TBD].

The TC Transfer Frame is sent by the sender, and contains these fields (among others):

· Frame Sequence Number -- Each non-Bypass frame is numbered sequentially (e.g. 1, 2, 3…)

· Bypass flag -- if set, the reliable delivery mechanism is to be bypassed for this frame

· Control flag -- if set, the frame contains a directive that is internal to COP-1

· Frame Data Unit -- the actual data being transferred (or the internal directive)

The feedback data structure is sent in telemetry by the receiver, is called a Communications Link Control Word (CLCW), and contains these fields (among others):

· Next Expected Frame Sequence Number -- if frames arrive in sequence, this one will be next

· Retransmit flag -- if set, a retransmission is needed

· Lockout flag -- if set, a protocol error called Lockout has occurred

· Wait flag -- if set, the sender is to hold off on sending frames until this flag clears (e.g. the receiver might set this flag temporarily if all memory buffers are full).

These four fields apply only to the reliable delivery mechanism.

X.3 Rough sketch of the Reliable Delivery mechanism

The receiver is passive; it responds to each incoming frame in a prescribed manner.  For example, frames that arrive in sequence are accepted, and when a gap is detected (i.e. a missing frame number) a retransmission is requested.  

 

The sender drives the protocol.  It establishes a session when requested to do so (this might occur at the beginning of a pass).  A session is established by synchronizing frame numbers with the receiver (internal directives are available to accomplish this).  After synchronization, the sender sends frames and maintains a queue of pending frames (frames which have been sent but have yet to be accepted by the receiver).  The sender may have multiple frames pending, but never more than 255 (the Sliding Windows section explains why).  Each delivery of feedback information may indicate newly accepted frame(s) and/or a required retransmission.  Any newly accepted frames are removed from the pending queue, and then any required retransmission occurs.  The sender may also send some new frame(s) and add them to the pending queue.  The sender terminates the session if:

· it is requested to do so (this might occur at the end of a pass), or 

· a protocol error is detected.

Otherwise, the session continues indefinitely.  

Note: frames that bypass the reliable delivery mechanism can be sent at any time.

X.4 The finite frame number problem

Because the Frame Sequence Number field is 8 bits long, there are only 256 unique frame numbers (i.e. the frame number is modulo 256).  If there were ever more than 256 pending frames (i.e. sent, but not accepted) at any given time, then the same frame number would identify two different frames (e.g. there could be two pending frame #100s).  If the receiver then accepted frame #100, the sender would not know which frame #100 had been accepted.  

X.5 Preventing the finite frame number problem -- Sliding Windows and Lockout

The sender helps prevent the finite frame number problem by ensuring that no two pending frames will ever have the same frame number.  It accomplishes this by allowing no more than 255 pending frames.  The actual limit is normally below 128; 64 is typical.  This limit is called the Sliding Window.  For example, if the Sliding Window is set to 64, then no more than 64 frames are ever "in transit" (i.e. sent, but awaiting acceptance).  The size of the window is fixed, but the window slides forward -- as frames are accepted, the sender may output new frames. 

The receiver helps prevent the finite frame number problem by refusing to accept frames when it detects a possibility of the problem occurring -- i.e. when it detects a violation of the Sliding Window by the sender.  In this case, the receiver enters a Lockout state in which all frames are discarded.  It will remain in Lockout until it receives an internal directive called Unlock from the sender.  When the sender realizes that the receiver is in Lockout, it will end the current session and establish a new one (this will include sending the Unlock directive).

How does the receiver determine that the sender has violated the Sliding Window?  The sender is allowed to transmit ahead of the current frame number; the receiver calls this the Positive Sliding Window.  The sender is allowed to transmit behind the current frame number (when it performs a retransmission); the receiver calls this the Negative Sliding Window.  Typically, the Positive and Negative Sliding Windows are each set equal to the sender's Sliding Window.  This leaves a range of "illegal" frame numbers between the two windows that is called the Lockout Area.  Figure 6-1 in the Blue Book illustrates these areas.

X.6 Blue Book terminology

· The COP-1 logic at the sending end is referred to as the Frame Operation Procedure (FOP-1).  

· The COP-1 logic at the receiving end is referred to as the Frame Acceptance and Reporting Mechanism (FARM-1).  

· The combination of FOP-1 and FARM-1 is referred to as COP-1.

· A Transfer Frame that uses the reliable delivery mechanism is referred to as a Type-A Transfer Frame.  The service associated with Type-A Transfer Frames is called Sequence-Controlled Service.

· A Transfer Frame that bypasses the reliable delivery mechanism is referred to as a Type-B Transfer Frame.  The service associated with Type-B Transfer Frames is called Expedited Service.

