[bookmark: _Toc313093638][bookmark: _Toc313093750][bookmark: _Toc313549118][bookmark: _Toc343091890][bookmark: _Toc343091937][bookmark: _Toc343685414][bookmark: _Toc343685478][bookmark: _Toc343685637][bookmark: _Toc343685741][bookmark: _Toc343686033][bookmark: _Toc390672025][bookmark: _Toc390692057][bookmark: _Ref394394298][bookmark: _Ref111348430][image: ]
Recommendation for Space Data System Practices
	Space Communications Cross Support—Architecture Requirements Document


Draft Recommended Pract ice
CCSDS 901.1-P-1.11
Draft Magenta Book
December 2021

AUTHORITY


	
	
	
	

	
	Issue:
	Draft Recommended Practice, Issue P 1.11
	

	
	Date:
	December 2021
	

	
	Location:
	Washington, DC, USA
	

	
	
	
	


This document has been approved for publication by the Management Council of the Consultative Committee for Space Data Systems (CCSDS) and represents the consensus technical agreement of the participating CCSDS Member Agencies.  The procedure for review and authorization of CCSDS documents is detailed in Organization and Processes for the Consultative Committee for Space Data Systems (CCSDS A02.1-Y-4), and the record of Agency participation in the authorization of this document can be obtained from the CCSDS Secretariat at the e-mail address below.


This document is published and maintained by:

CCSDS Secretariat
National Aeronautics and Space Administration
Washington, DC, USA
E-mail: secretariat@mailman.ccsds.org
STATEMENT OF INTENT
The Consultative Committee for Space Data Systems (CCSDS) is an organization officially established by the management of its members. The Committee meets periodically to address data systems problems that are common to all participants, and to formulate sound technical solutions to these problems. Inasmuch as participation in the CCSDS is completely voluntary, the results of Committee actions are termed Recommendations and are not in themselves considered binding on any Agency.
CCSDS Recommendations take two forms: Recommended Standards that are prescriptive and are the formal vehicles by which CCSDS Agencies create the standards that specify how elements of their space mission support infrastructure shall operate and interoperate with others; and Recommended Practices that are more descriptive in nature and are intended to provide general guidance about how to approach a particular problem associated with space mission support. This Recommended Practice is issued by, and represents the consensus of, the CCSDS members.  Endorsement of this Recommended Practice is entirely voluntary and does not imply a commitment by any Agency or organization to implement its recommendations in a prescriptive sense.
No later than five years from its date of issuance, this Recommended Practice will be reviewed by the CCSDS to determine whether it should: (1) remain in effect without change; (2) be changed to reflect the impact of new technologies, new requirements, or new directions; or (3) be retired or canceled.
In those instances when a new version of a Recommended Practice is issued, existing CCSDS-related member Practices and implementations are not negated or deemed to be non-CCSDS compatible. It is the responsibility of each member to determine when such Practices or implementations are to be modified.  Each member is, however, strongly encouraged to direct planning for its new Practices and implementations towards the later version of the Recommended Practice.
FOREWORD
Through the process of normal evolution, it is expected that expansion, deletion, or modification of this document may occur.  This Recommended Practice is therefore subject to CCSDS document management and change control procedures, which are defined in the Organization and Processes for the Consultative Committee for Space Data Systems (CCSDS A02.1-Y-4).  Current versions of CCSDS documents are maintained at the CCSDS Web site:
http://www.ccsds.org/
Questions relating to the contents or status of this document should be sent to the CCSDS Secretariat at the e-mail address indicated on page i.
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The purpose of this Recommended Practice is to define a set of requirements for CCSDS-recommended configurations for secure Space Communications Cross Support (SCCS) architectures. This architecture is to be used as a common framework when CCSDS Agencies 1) provide and use SCCS services, and 2) develop systems that provide interoperable SCCS services. These SCCS services include both elements on the ground and elements in space. These services cover both single-hop, space Data Link Layer services (Mission Operations Center [MOC]-to-spacecraft), and Solar System Internet (SSI), multi-hop, Network Layer services that involve data routing and internetworking using multiple space assets.
NOTE	–	The term ‘agency’ is used in CCSDS, but users of CCSDS cross support concepts include satellite operators and service providers, and the context of the cross support is not limited to a user/provider interface with an agency.
This Space Communications Cross Support—Architecture Requirements Document (SCCS-ARD) provides normative specifications and definitions; its companion Space Communications Cross Support—Architecture Description Document (SCCS-ADD) (reference [D5]) provides the descriptive information, explanatory materials, and other graphical representations that support the understanding of these requirements.
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This document describes SCCS architecture in terms of the following:
· definitions of all key elements, on ground and in space, that are involved in space communications;
· definitions of concepts that characterize SCCS services;
· requirements on system elements and components that provide secure SCCS services;
· recommended protocol stack configurations for each element type; and
· recommended end-to-end system configurations to provide interoperable and cross-supportable space communications services.
This document does not specify:
· the details of how to implement systems that provide SCCS services;
· explicit technologies needed to implement SCCS services;
· application or mission operations protocols except for those used for data transfer;
· mission operations except for those involved in planning, scheduling, and executing space communications;
· spacecraft onboard cross support, except for space communication services.
This document contains references to other CCSDS technical engineering and architectural recommendations describing how systems doing space communication cross support should be engineered, deployed, organized, and operated to provide interoperable SCCS services. While this document does not specify detailed internal implementation approaches, which are a private matter, it does recommend specific protocols and protocol stacks, service interfaces, element behaviors, and end-to-end architectures.
Some of the standards that are referenced in this document, especially those relating to the Solar System Internetwork (SSI), are still in development. They are included here so the reader gets a clear understanding of how they fit into an overall architecture.
The protocol-related parts of this document make liberal reference to the layers defined in the Open Systems Interconnection (OSI) Basic Reference Model (reference [4]). Subsection 6.2 of the Architecture Description Document (ADD) (reference [D5]) contains a discussion of the OSI stack and the functions associated with each layer.
The technical scope of single-hop cross support is the provision of Data Link Layer (Layer 2) data communications services across the Solar System in support of space mission users, using the interoperable infrastructure of one or more space agencies. Services above the Data Link Layer, such as CCSDS File Delivery Protocol (CFDP), Cross-Support File Service (CXFS), or Delta-Differential One-way Range (DOR), may also be provided.  All mission operations application in CCSDS-compliant, interoperable, single-hop deployments are expected to utilize these underlying space link and file communications layers.
The technical scope of the SSI is the provision of internetworked (Layer 3) data communications services across the Solar System in support of space mission users, using the confederated and interoperable infrastructure of one or more space agencies to achieve a level of service that individual agencies would otherwise be unlikely to achieve. All mission operations application in CCSDS-compliant, interoperable, SSI deployments are expected to utilize these underlying space internetworking communications layers.
The temporal scope of this document covers current, single-hop, secure interoperable cross support installations, future deployments of an interoperable and evolving space networking infrastructure, and the transition strategies to evolve from current deployments to a future SSI state. Included in this discussion are mission-driven considerations, such as use of hybrid science/routing missions, as well as identification of optional configurations that are considered acceptable because they are in line with the transition strategies defined in this document.
Any agency that wishes to participate as a peer in the SSI should implement interoperable services and interfaces at least up to the Network Layer, along with related support services, as described in this document and specified in the relevant CCSDS and Internet standards. Agencies that are not yet ready to adopt the SSI themselves, but that wish to offer compliant ground station cross support services that can support SSI services, may also take advantage of this document for guidance on developing Data Link Layer services that will both meet their immediate needs and also interoperate with SSI-enabled missions.
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[bookmark: _Toc390672029]Applicability of This Recommended Practice
This Recommended Practice provides a set of reference architecture requirements for the development of CCSDS compatible agency systems for space communications. This Recommended Practice is applicable to all space communication systems that are involved in cross support.
The SCCS systems that are addressed in this Recommended Practice explicitly include ground stations and related systems that provide cross support services, user mission control and mission operations ground systems, and a variety of spacecraft systems. In all cases the applicability is to systems participating in both single space link (ABA – see 1.6.1 a)) and internetworked (SSI) configurations. The term ‘spacecraft systems’ includes free-flying spacecraft, landers, rovers, and even balloons and other ‘platforms’ that are users of space communication services. It also includes spacecraft that are themselves providers of space communication services.
[bookmark: _Toc390672030]Limit of Applicability
This Recommended Practice is an architectural reference specification, but not a design for real SCCS systems that may be implemented for communication with existing or future missions. It provides detailed, but broadly stated, requirements, within two different architectural contexts, for using a suite of CCSDS standards that may be tailored or adapted for constructing SCCS systems.
Future CCSDS requirements (e.g., service interfaces, protocols, or data formats) that are planned, but still under development, are included for completeness so that the directions of CCSDS are clear; these are marked ‘[Future]’ to avoid ambiguity. Any requirements that are considered optional are marked ‘[Opt]’. The [Opt] requirements are things like security, which may or may not be implemented by any given system.  All other core standards, those that are expected to be used by the bulk of missions and implemented by the bulk of service providers, are defined as mandatory, with ‘shall’ rather than ‘should’ language.  Any specific system deployment may treat these as ‘shall’ if they are required for that use.
Any requirements marked ‘[Future]’ should not be relied upon in the design of current real SCCS systems. This Recommended Practice will be updated periodically. When updates of this document are published, any requirements marked ‘[Future]’ in this version, whose publication status conditions are met, will be reviewed and evaluated for inclusion as full requirements. Many of these future specifications are completely applicable to either ABA or SSI deployments.
[bookmark: _Toc390672031][bookmark: _Toc390692061][bookmark: _Toc396318272][bookmark: _Toc99867812]Rationale
CCSDS has developed a body of space communications recommendations that specify protocols and related services for specific types of functionality that are usually defined at a single layer of the OSI stack, or define how to format and exchange a specific type of information. These standards typically specify provided and required interfaces, i.e the layer above and the layer below, In order to build end-to-end space communications systems that will interoperate, systems designers need to understand how to select, configure, and deploy different kinds of system elements that implement a complete stack of protocols in each element and how these are assembled to deliver end-to-end services. Single-hop communications configurations often require cross support, where one space agency develops the spacecraft and the corresponding MOC, and another agency provides the ground communications assets. This ABA configuration is the typical cross support configuration used today. Multi-hop communications configurations (referred to as ABCBA configurations – see 1.6.1 b)) may require that space assets developed by one agency offer cross support to space elements developed by another agency, with both being supported by ground communications assets from yet another agency.
Since cross support among agencies has become the norm, and since future agency collaborative missions require elements developed by different agencies, at different times, to interoperate as a network, agreed-upon interoperable standards and architectures must be adopted in an end-to-end sense. As the only international body that defines standards to link space communication service providers with space missions, CCSDS is defining this recommended standard architecture for SCCS services, so that interoperable cross support between agencies can be defined and operated more efficiently and effectively for single-hop and multi-hop mission configurations.
Similar to existing ABA architectures, it is fundamental to the SSI concept that all full participants in the confederation must expose standard and agreed-upon cross support services at the Network Layer of the OSI communications stack, while observing common network management strategies and governance mechanisms. Agencies that provide only single-hop Data Link Layer services may still participate in the SSI if they provide compliant services at that layer.
[bookmark: _Toc313093642][bookmark: _Toc313093754][bookmark: _Toc313549122][bookmark: _Toc343091894][bookmark: _Toc343091941][bookmark: _Toc343685418][bookmark: _Toc343685482][bookmark: _Toc343685641][bookmark: _Toc343685745][bookmark: _Toc343686037][bookmark: _Toc390672032][bookmark: _Toc390692062][bookmark: _Toc396318273][bookmark: _Toc99867813]Document Structure
This document consists of several sections plus annexes.
· Section 1 presents the purpose, scope, and rationale of this document and lists the definitions, conventions, and references used throughout the document.
· Section 2 provides context and an overview of the SCCS architecture.
· Section 3 provides a brief overview of ABA and SSI technical architecture and some guidance on how to use the document.
· Section 4 defines top-level service requirements of ABA and SSI configurations from user and provider perspectives.
· Section 5 defines physical requirements of spacecraft and ground system nodes that are used to create deployed ABA and SSI configurations, their allocated functions, and behavior.
· Section 6 defines communications requirements and protocol ‘stacks’ for the ABA and SSI node types.
· Section 7 defines end-to-end deployment requirements for representative examples of space communication configurations.
· ANNEX A identifies the security and Space Assigned Numbers Authority (SANA) considerations that are pertinent to the SCCS architecture.
· ANNEX B is an informative glossary.
· ANNEX C lists the acronyms used in this document.
· ANNEX D lists the informative references.
Each of sections 4 through 7 includes a brief descriptive introduction and normative subsections that define the required elements, attributes, and behaviors for both ABA and SSI deployments. The ADD (reference [D5]) contains an extended set of descriptive materials that provide explanations and examples.
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For the purposes of this document, the following normative definitions apply. Many of these terms are derived from other sources. Primary sources of definitions are references [1], [2], [4], [5], [6], [65], [D6], and [D7].
NOTE	–	Many other terms that pertain to specific items are defined in the appropriate sections. A glossary with additional definitions can be found in annex B, and a list of acronyms can be found in annex C.
a) [bookmark: _Ref47087214]ABA: A ‘single-hop’ space communications configuration that involves only a single direct to/from Earth space link. Term derives from the notion of an Agency ‘A’ using the ground station of an Agency ‘B’ to communicate between its MOC and its spacecraft, hence ABA. 
NOTE	-	As used in this Recommended Practice, the ABA configuration describes use of only link-layer protocols. SSI may also be used in configurations involving only a MOC (Agency A), ground station (Agency B), and spacecraft (Agency A), but such configurations are considered to be special cases of the ABCBA configuration (see 1.6.1 b).
b) [bookmark: _Ref47087554][bookmark: _Ref57962378]ABCBA: A multi-hop space communications configuration that involves multiple space and ground elements and one or more direct to/from Earth space links or space-space links. ABCBA configurations nominally include elements from three or more agencies.  
NOTE	-	As used in this Recommended Practice, ABCBA configurations use SSI protocols. While some Agencies have implemented multi-hop, multi-Agency configurations using just link layer protocols with ad hoc means to relay data, such configurations are outside the scope of this Recommended Practice.
c) Application Layer: OSI Layer 7 contains all those functions that imply communication between open systems that are not already performed by the lower layers.
d) building block: The set of nodes, with specific defined characteristics, that are used to describe end-to-end system configurations in this document.
e) CCSDS-compliant credential: One or more CCSDS baseline recommended credentials that have the minimum recommended level of security. Higher-level security credentials (to be defined in an update to reference [7]) may be employed where required.
f) Transfer Frames, TF: Portocol Data Units of the Space Data Link Protocols.
g) Coding and Synchronization sublayer: CCSDS-defined sublayer (of the OSI Data Link Layer) that provides error detection and correction for the space Data Link Layer protocols and deals with noisy, low signal-to-noise ratio, space link physical channel characteristics.
h) communications link: An RF, optical, or other electromagnetic radiation signal path that establishes a communications channel for the purposes of data exchange.
i) credential: An object or data structure that authoritatively binds an identity - via an identifier or identifiers - and (optionally) additional attributes, to at least one authenticator possessed and controlled by a subscriber. (see references [D31], [D32])
j) cross support: An agreement between two or more organizations to exploit the technical capability of interoperability for mutual advantage, such as one organization offering support services to another in order to enhance or enable some aspect of a space mission.
k) cross support service: A function provided by one space agency to support operations of a space mission of another space agency.
l) cross support service element, CSSE: A physical element involved in providing one or more cross support services (including functions for managing services).
m) cross support service system, CSSS: A set of CSSEs or user elements that are managed by a single authority with a single set of management policies. These may be user or provider systems.
n) Cross Support Transfer Service, CSTS: One of a family of cross support services, based upon a common framework derived from space link extension, that provides reliable, access-controlled transfer of spaceflight mission-related data between ground CSSEs and user elements. Each type of CSTS is qualified by the kind of data it transfers (e.g., TF, tracking data, monitor data). CSTS is a generalization of the SLE concept (see 1.6.1 aaa).
o) data delivery services: The generic term for the CSTS and space link extension services used to deliver data between an Earth-Space Link Terminal (ESLT) and the ground user elements that use it.
p) Data Link Layer: The OSI Layer (Layer 2, often referred to as ‘link layer’) that provides functional and procedural means for the establishment, maintenance, and release of data link connections among Network Layer entities (where they are used) and for the transfer of data link service data units.
q) Earth User Node, EUN: A physical element, located on the ground, that uses a cross support service provided by a CSSS.
r) Space User Node, SUN: A physical element located in space that uses a cross support service provided by a CSSS.
s) Space Routing Node, SRN: A physical element located in space that provides space internetworking services.
t) Earth Management/Routing Node, EMRN: The element that operates one or more SRNs. An EMRN may optionally provide routing from EUNs to the supporting ESLT (but this is not required). NOTE: An EMRN is both a CSSE and a UE: when its SRN(s) support another Mission, it acts in the CSSE role, but as the user of another provider CSSS it acts in the UE role. 
u) [bookmark: _Ref58505162]Earth Space Link Terminal, ESLT: The CSSE that provides space communication services between the EUN and the SUN, and SUN tracking services to an EUN. It includes the ground station control and management systems. There are two primary categorizations of ESLTs: ABA ESLTs (see 1.6.1 a)) and SSI ESLTs (see 1.6.1 xx)). An ABA ESLT has space link protocol interfaces and supports terrestrial SLE and CSTS interfaces. The SSI ESLT has space link protocol interfaces and supports SSI protocols as well as optionally supporting SLE and CSTS interfaces. Each ESLT also has a service management interface that is controlled by the UE that is responsible for managing the space link. 
NOTES
1 In this Recommended Practice, the ESLT represents the aggregate functionality of the ground nodes of a provider system (see 1.6.1 mm)). A real provider system may deploy the ESLT functions across multiple physical facilities, e.g., as a separate network control center and one or more grounds stations. Any artifacts of such a distribution of ESLT functionality among physical facilities (such as communications systems used to connect the physical nodes of the provider system and not visible from outside the provider system) are outside the purview of this Recommended Practice.
2 Some service providers present the space link interface to the SUN via a physical-layer relay satellite and not directly from a ground station. For such a service provider, the ESLT is also considered to include the relay satellite.
v) forward data: Data sent from a ground element to a space element.
w) forwarding: The act of transferring data from its source towards its destination, which may be in space or on the ground.
x) functional resource: The functions or capabilities that are provided by physical resources (e.g., transmitters and receivers) of a CSSE, but not those physical resources themselves. A functional resource is a logical construct not necessarily linked to any single system component.
y) information entity: An Extensible Markup Language (XML) document that is used to exchange a well-defined set of Service Management information (from reference [D9]).
z) interface protocol stack: The stack of communications protocols used by an entity to bind to service or application elements on another entity. An interface protocol stack in the space communications enterprise may involve Transmission Control Protocol/Internet Protocol (TCP/IP), Hypertext Transfer Protocol (HTTP), or some set of CCSDS space-communication protocols. 
aa) internetwork: A ‘network of networks’ (often shortened to internet), where two or more distinct computer networks are connected together using routing devices that use a common protocol to allow user traffic to flow back and forth across the networks.
ab) internetworking: Practice of connecting two or more distinct computer networks or network segments together to form an internetwork, using devices which operate at OSI Layer 3 (Network Layer) to connect them together to allow traffic to flow back and forth bacross them. The OSI Layer 3 routing devices guide traffic on the correct path (among the several different paths that may be available) across the complete internetwork to their destination.
ac) interoperability: The technical capability of two or more systems or components to exchange information and to use the information that has been exchanged. Multiple degrees of interoperability are possible, ranging from basic Physical Layer (e.g., frequency, modulation, and coding) compatibility up to full Application Layer information exchange. (From reference [2])
ad) logical link: A link that shows a relationship between various types of logical objects (e.g., functions, protocols, or organizations). It may be considered separately from any particular implementation or deployment and has no physical manifestation except as part of a model.
ae) Master Channel, MC: The combined designation of the data channel associated with a single spacecraft and the space data link protocol used on that data channel. There is at least one master channel associated with each space link physical channel, but more than one master channel may be used to logically split a single space link physical channel. 
af) Mission Operations Center (MOC): The User Element (UE) of a Mission that operates the SUN(s) of that Mission. In addition to operating the SUNs, the MOC is also the UE with nominal responsibility for scheduling and controlling (to the degree permitted) the services of provider systems in order to track and communicate with those User Space Nodes.
NOTE	-	In this Recommended Practice, the MOC represents the aggregate functionality of the ground nodes of a user system (see 1.6.1 kkk)). A real user system may deploy the MOC functions across multiple physical facilities, e.g., as a separate spacecraft control center and a science data processing center. Any artifacts of such a distribution of MOC functionality among physical facilities (such as communications systems used to connect the physical nodes of the user system and not visible outside the user system) are outside the purview of this Recommended Practice.
ag) network: One or more computers or other processing elements that are owned by a single organization, communicating using a single OSI Layer 3 protocol and sharing a single Layer‑2 technology.
ah) Network Layer: OSI Layer 3, which provides the means to establish, maintain, and terminate network connections between open systems and provides transport entities independence from routing and relay considerations.
ai) node: A physical entity of a space data system physical entity operating in a physical environment. A node is a configuration of engineering objects forming a single unit, for the purpose ofwith a defined location in space, {this is not clear} and embodying a set of processing, storage, and communication functions. A node has some well-understood, possibly rapidly moving location, and it may be composed of two or more (sub-) nodes.
aj) physical channel: A stream of bits transferred over a space link in a single direction.
ak) Physical Layer: OSI Layer 1, which provides for the transparent transmission of bit streams between data-link entities across physical connections and the mechanical, electrical, functional, and procedural means to activate, maintain, and deactivate physical connections.
al) protocol data unit, PDU: A unit of data which is specified in a protocol of a given layer and which consists of protocol-control information, addressing information, and possibly user data for that layer (typically defined as a Service Data Unit [SDU]).
am) [bookmark: _Ref58502868]provider system: A CSSS that provides services to a user CSSS. A provider CSSS may also be a user of the services of other CSSSes.
an) provision management, PM: A set of functions of a provider CSSS, related to the acquisition and management of services provided by that CSSS to other CSSSes. PM interacts with the utilization management of user CSSSes to negotiate provision of services to their respective CSSSes. In this Recommended Practice, the PM functions of a provider CSSS that performs earth-space link communications and/or tracking services are ascribed to the ESLT (1.6.1 u)) that represents that provider system. In a real provider system, the node that performs PM may be separate (e.g., a “Network Control Center”) from the node that performs the communications and tracking functions (e.g., a ground station). Futhermore, when the functionality of real provider CSSSes is deployed across multiple facilities, PM may also be disbursed across some or all of those facilities, e.g., a ground station may have allocated to it responsibility for management of the real-time execution of services performed by that ground station. 
ao) Proximity link: A communications link between an element in space and another nearby element in space or on the surface of a planetary body (<1 second Round-Trip Light Time [RTLT]).
ap) relaying: A managed process for forwarding frame, packet, or physical data that involves no network layer protocol nor routing decisions.
aq) return data: Data sent from a space element to a ground element.
ar) router: A device that forwards Network Layer PDUs between computer networks, creating an Internetwork. A router is connected to two or more data links from different subnetworks and uses address information in the PDU and information in its routing table or routing policy to direct the PDU to the next subnetwork.
as) routing: The process of selecting paths from origins to destinations in a network or internetwork. 
at) service management, SM: 1) The set of functions exposed by PM to utilization management for the purposes of acquiring and managing the services provided by the provider CSSS to the user CSSS. These functions include planning, scheduling, and managing the configuration of space communication service functions. 2) The specification for exchanging service management information.
au) service provider: The role played by a physical, functional, or organizational entity that provides a cross support service for a service user. (A single entity may play the roles of service provider and service user at the same time.)
av) service user: The role played by a physical, functional, or organizational entity that uses a cross support service provided by a service provider. (A single entity may play the roles of service provider and service user at the same time.)
aw) signal-to-noise ratio, SNR: A measure that compares the level of a desired signal to the level of background noise. The principal signal degradations in space communications are due to the loss of signal energy with distance, and to the thermal noise in the receiving system.
ax) [bookmark: _Ref47945920]Solar System Internetwork, SSI: A loose confederation of independent space communications networks that all share a single Network-Layer protocol that allows them to interoperate and exchange Network-Layer PDUs over space distances.  Each of these confederated networks are often owned and administered by a different space agency.
ay) space communications protocol: A communications protocol designed to be used over a space link or in a network that contains one or multiple space links.
az) space link: A communications link between a spacecraft and its associated ESLT or between two spacecraft. A space link carries one or more physical channels in one or both directions.
ba) [bookmark: _Ref47090056]space link extension, SLE: A set of specific cross support services that provide reliable, access-controlled transfer of spaceflight mission-related data between ground cross support service providers and user elements. Each specific SLE service is defined separately for the kind of data it transfers (e.g., telemetry frames, Operational Control Field [OCF], and Communication Link Transmission Units [CLTUs].. 
bb) space link interface: The interface of a CSSE that uses space link protocols.
bc) space link layer processing: Processing at OSI Layers 1 and 2 for space communications, including any needed framing, coding, and modulation.
bd) supported agency: A space agency that uses cross support services.
be) supporting agency: A space agency that provides cross support services.
bf) terrestrial-link interface: The interface of a CSSE that uses terrestrial link (and networking) protocols.
bg) TGFT sender: A Terrestrial Generic File Transfer (TGFT) entity that sends a file to a TGFT receiver entity(from reference [64]).
bh) TGFT receiver: A TGFT) entity that receives a file from a TGFT sender (from reference [64]).
bi) Transport Layer: OSI Layer 4, which has end-to-end significance, where the ends are defined as transport entities having transport associations. The Transport Layer provides transparent transfer of data between applications and relieves them from any concern with subnetwork topologies or the detailed way in which transfer of data is achieved.
bj) user element, UE: A physical element involved in using one or more cross support services (including functions for managing services).
bk) [bookmark: _Ref58510205]user system: A CSSS that uses the services of a provider CSSS. A user CSSS may also be a provider CSSS for other CSSSes.
bl) utilization management, UM: A set of functions of a CSSS or user system, related to the acquisition and management of services provided to that CSSS or user system by other CSSSes.
bm) virtual channel, VC: A logical subdivision of a single master channel. 
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For the purposes of this document, the graphical conventions shown in figure 1‑1 are used. They are derived from the Reference Architecture for Space Data Systems (RASDS) (reference [2]).
There are several different types of objects depicted in the diagrams in this document; they may be color coded according to the key to identify their different nature and/or associated functionality.
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[bookmark: _Toc99813016][bookmark: _Toc99813777][bookmark: F_101GraphicalConventions]Figure 1‑1	:  Graphical Conventions
NOTES
1 Physical nodes (system elements) are depicted with solid three-dimensional boxes.
2 Data stores are shown as a cylinder.
3 Organizations are depicted with dashed three-dimensional boxes. Organizational domains are depicted with rounded, dashed, two-dimensional boxes.
4 Physical or functional connections are depicted with solid lines.
5 Logical links between elements are depicted with dashed lines.
6 Functional elements (aside from communications protocols) are depicted with ovals.
7 Communications protocols are depicted with two-dimensional boxes.
8 The differences between link layer user service (ABA) and peering arrangement (SSI) are distinguished as shown, where needed.
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[bookmark: _Toc390672037]Normative Text
The following conventions apply for the normative specifications in this document:
a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should’ implies an optional, but desirable, specification;
c) the word ‘may’ implies an optional specification;
d) the words ‘is’, ‘are’, and ‘will’ imply statements of fact.
NOTE	–	These conventions do not imply constraints on diction in text that is clearly informative in nature.
[bookmark: _Toc390672038]Informative Text
In the normative sections of this document, informative text is set off from the normative specifications either in notes or under one of the following subsection headings:
· Overview;
· Background;
· Rationale;
· Discussion.
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Cross support is an activity of using resources of one space agency to support the operations of a space mission of another space agency. To reduce the cost of developing systems for operating space missions, multi-agency cross support arrangements have been used by many space missions. To date, most cross support has been one agency using the ground-based communications assets of another agency. This has already shifted to where agencies are providing cross support for in-space relaying of data; however, these technical and operational arrangements, to date, have been mission-specific and rather ad hoc and idiosyncratic.
To facilitate SCCS, CCSDS developed standard protocols to transfer telecommands (references [8], [31]) and telemetry (references [10], [32]) over space links, which can ensure link layer interoperability between space elements and ground elements belonging to different agencies. The International Space Station introduced requirements (e.g., bidirectional voice and video) exceeded the capabilities of the traditional telecommand and telemetry protocols and led to the development of the Advanced Orbiting System (AOS) space link protocol ((reference [9]). The Proximity-1 Space Link Protocol suite (references [43], [44], and [45]) is optimized for communications between spacecraft in relative proximity to each other and between nodes on planetary surfaces and spacecraft orbiting those planets. The Unified Space Data Link Protocol (USLP, reference [58]) consolidates the capabilities of the telecommand, telemetry, AOS, and Proximity-1 protocols and provides for increased scalability. CCSDS also developed: standard SLE and CSTS services (references [1], [21], [22], [23], [28], and [63]) to transfer telecommand and telemetry data on the ground (for example, between a ground station and a spacecraft control center); standard services for reporting tracking data (reference [62]) and ground station monitored data (reference [61]); and service management (references [D9], [60]) as the standard means to request cross support services. By using these CCSDS protocols and services, interoperability between elements of different agencies can be guaranteed to some extent at the link layer; however, coordination and negotiation for cross support is still done in mission-specific, labor-intensive ways. If space internetworking is to become a reality, with cross support and interoperability at higher protocol layers than the space data link, such as internetworking cross support in space, some new protocols and new approaches to mission design will be required.
The SCCS communications architecture defined in this Architecture Requirements Document (ARD) is intended to provide a common framework that is a basis for developing, providing, and using SCCS services. Defining a set of common concepts, common protocols and configurations, and common processes and terminology does this. This architecture is intended to 1) facilitate development of interoperable end-to-end SCCS systems, 2) describe characteristics of SCCS services, and 3) provide examples of protocol stacks for ground and space, including Data Link and Network Layers.
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This SCCS-ARD Recommended Practice (Magenta Book) provides the top-level requirements on the architecture elements of SCCS as shown in figure 2‑1. The ARD provides concrete guidance and normative subsections that define the required elements, attributes, and behaviors for service interfaces, functional allocations at nodes, protocol stacks, and end-to-end configurations for both ABA and SSI deployments. The accompanying SCCS-ADD Informational Report (Green Book) provides descriptive materials to help understand and explain the concepts.
Each section in this ARD starts by 1) addressing the requirements for simple, single-hop missions that form the bulk of current cross support configurations (ABA configurations,) followed by SSI configurations, 2) adding what is required to achieve a fully internetworked ‘end game’—a secure, interoperable SSI, and also 3) providing specific requirements on how to architect the building blocks for these missions. This ARD provides requirements on how to architect the building blocks for the ABA systems in a way that can directly serve existing mission modes, the future SSI, and also transitional states between them  This sounds as if SSI belongs to the future. Yes. It needs to be corrected. This is especially important since these transitional configurations, when correctly constructed, will directly support the future SSI as well as offer useful services for missions that do not need to adopt the full SSI functionality.
Within each section of this document, this ARD addresses each of these operational configurations, along with any transitional information. The intent is to permit users who only require single-hop services to be able to readily find the information they need, while also providing guidance for those who are interested in progressing toward the full SSI.
[image: ]
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The companion document, the SCCS-ADD Green Book (reference [D5]), provides rationale, explanatory text, and other descriptive materials. It contains an extensive set of figures that will be referenced in this ARD, and the reader is directed to that document when such additional explanatory materials, such as element architectures and a variety of end-to-end configurations are needed.
This SCCS-ARD defines requirements for developing a multi-agency, interoperable, secure technical architecture for SCCS, including single-hop and internetworked configurations. This document provides requirements on: 1) the service elements from both end-user and service-provider perspectives, 2) the physical elements and building blocks of the SSI, 3) the communications protocols that permit them to operate in end-to-end delivery of service, and 4) the underlying organizational principles. Section 7 provides requirements for specific end-to-end configurations for single-hop missions, for SSI missions, and for transitional strategies in getting from the present ABA operational state to the future SSI one; this includes mixed-mode states describing how SSI-compliant and non-SSI-compliant missions may interoperate in a limited fashion.
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General
Large-scale system architectures are complex and must be considered from different perspectives, including both technical and operational views. An architecture that provides multi-agency SCCS services and uses service systems or elements, has many technical and organizational aspects to it. To help make each of these aspects clear, this ARD uses multiple views to define SCCS services and systems, each focusing on different aspects associated with these services and systems.
The views used in this ARD and its companion ADD are:
a) a service view;
b) a physical view;
c) a communications view;
d) an end-to-end deployment view.
These views were defined based on four of the six viewpoints of the RASDS (reference [2]), which were themselves defined based on the five viewpoints of the Reference Model of Open Distributed Processing (reference [11]). (See those documents for more background on this approach of using distinct viewpoints to describe system architectures.)
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The service view is covered in section 4 and is used to define requirements on services provided by CSSSes/CSSEs and their behavioral and interface characteristics. Specifically, it addresses the topics of:
· top-level visible service interfaces for key elements;
· means for locating and binding to services;
· top-level interfaces for using services;
· top-level interfaces for managing services.
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The physical view is addressed in section 5 and defines requirements on the physical configuration of CSSSes/CSSEs and their functional characteristics. Specifically, it addresses the topics of:
· types of nodes and physical locations;
· allocated functionality at each node;
· physical access to the nodes.
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The communications view, which is covered in section 6 defines requirements on communications protocols used for accessing services provided by CSSSes/CSSEs. Specifically, it addresses the topics of:
· specific interface binding types for each node;
· communications protocol ‘building block’ stacks for each node type;
· relationships between interface bindings and internal functions.
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The end-to-end view is addressed in section 7 and defines requirements on how to configure the communications protocol building blocks to construct a set of representative mission communications configurations. Specifically, it provides a set of examples covering the following:
· ABA configurations;
· transitional configurations (limited number of examples);	Comment by Davarian, Faramaz (US 9700): What does limited mean?
· SSI configurations;
· mixed ABA and SSI configurations (limited).
The companion SCCS-ADD Informational Report (reference [D5]), provides an extended set of descriptive materials describing service interfaces, CSSE node configurations, suitable building blocks, and many more end-to-end protocol and system configurations for cross support.
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There is an identified relationship among the different elements that appear in each of these views:
a) The service view shows top-level terrestrial elements that offer or use service interfaces, both terrestrial and for space communications.
b) The physical view introduces all of the different classes of physical elements (nodes) that are described and their internal functions and behavior. Their interfaces are identified in the physical view, but the interface protocol stacks (i.e., the stack of protocols required to actually communicate with them) are specified in the communications view.
c) The communications view also provides the connection between the interface details and the internal functional details described in the physical views.
d) The end-to-end view shows how to assemble those nodes, and their protocol stacks, to create mission space communications deployments that will interoperate.
All of these views in this document focus only on the communications protocols up to the Link (ABA) or Network (SSI) Layer. The only Application Layer protocols that are described are those involved in transporting data (files and messages). Mission operations services and other applications protocols are not addressed in this ARD.
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Relationship Between SCCS and Other Cross Support Service Documents
The terminology in the SCCS for ABA configurations is derived in part from other cross support service documents, such as the Cross Support Reference Model (CSRM) (reference [1]), Cross Support Transfer Service Specification Framework (reference [65]), and Service Management (reference [D9]) CCSDS Recommended Standards (Blue Books). Because the SSI configuration introduces some new user/provider relationships, and also places cross support elements in space, some new terminology has been required.
This SCCS-ARD has introduced the terms cross support service element, user element, and cross support service system instead of the more limited complex and mission data-operation system terms used in the CSRM. While those CSRM terms are still relevant for ABA cross support configurations, they do not scale for the SSI.
The CSRM concept of complex management has been replaced here by provision management, which is defined as a set of functions of a CSSS, related to the acquisition and management of services provided by that CSSS to other CSSSes. PM interacts with the UMs of user CSSSes to negotiate the provision of services to their respective CSSSes.
The concept of service management has been extended to mean the set of functions exposed by PM to UM for the purposes of acquiring and managing the services provided by the provider CSSS to the user CSSS. Similarly, the concept of utilization management has been extended to mean a set of functions of a CSSS or user system, related to the acquisition and management of services provided to that CSSS or user system by other CSSSes.
This SCCS-ARD also defines a set of nodes and different node types to support specialized CSSEs, UEs, and their functional configurations and protocol bindings. The Functional Resource Model (reference [D15]) defines the concept of functional resource as a standardized mechanism for representing the functions or capabilities that are provided by physical resources (e.g., transmitters and receivers) of a CSSE, but not those physical resources themselves. A functional resource is a logical construct not necessarily linked to any single system component. Service management (reference [D9]) uses functional resources to represent the resources of a CSSE. Element Management (EM) manages the elements inside a CSSE or UE that provide services or support user communications functions. Functional Resources are also referenced in the CCSDS CSTS Specification Framework (reference [65]), specification and used in the Monitored Data (reference[61]), Tracking Data (reference [62]), Forward Frame (reference [63]), and Service Control (reference [D13]) cross support transfer service specifications.
Relationship between SCCS and Other CCSDS Application Layer Standards.   	Comment by Shames, Peter M (US 312B): Relationship between SCCS and IPS docs???
This document defines the suite of standards that are assumed to provide the communications services for all other CCSDS Application Layer documents such as Spacecraft Monitor & Control (SM&C) and spacecraft onboard interface services area (SOIS).  These applications functions, and any other mission- or agency-specific applications, are all treated uniformly as ‘applications functions’.  A separate mission operations Applications and Support Layer Reference Architecture (reference [D27]) has been developed for these application functions, which primarily run in the Earth and SUNs.
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General
In this architecture document, a CSSE is defined to be a physical element that is involved in providing one or more SCCS services, possibly together with some other CSSEs. The nodes that are CSSEs play the service-provider role and are implemented by different service-provider systems. CSSEs functioning together can provide communications and/or navigation services for any space mission element of any space agency provided that the UE conforms to the technical interface specifications and management policies specified for the CSSE.
These service-providing elements are also referred to as ‘building blocks’ because they can be assembled in various ways to provide deployed CSSS services.
A UE is defined to be a physical element that is involved in using one or more SCCS services provided by one or more CSSEs. The nodes that are UEs play the service user role and are implemented by different service user systems. A UE may be adapted to also provide services; when this is done it is then functioning as a CSSE.
A CSSS is defined to be a set of CSSEs or Ues UEs that are managed by a single authority with a single set of management policies. These may be provider or user systems.
[bookmark: _Toc343685500][bookmark: _Toc343686055][bookmark: _Toc390672051]Cross Support Service Element
A CSSE may be a landed element on the surface of a heavenly body (e.g., the Earth, the Moon, Mars, Jupiter), an element orbiting around a heavenly body (e.g., a relaying satellite), or an element in cruise through space (e.g., data management systems onboard spacecraft). Table 2‑1 shows the types and nominal locations of the different CSSEs described in this document.
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	CSSE Type
	Earth
	Space/
Orbit
	Space/
Planet

	ESLT
	X
	
	

	Earth Management/Routing Node (EMRN)
	X
	
	

	Space Routing Node (SRN)
	
	X
	

	Planet-Space Link Terminal (PSLT)
	
	
	X

	Earth/planet Wide Area Network (WAN) Routing Node
	X
	
	X


A CSSE may include a single computer or a large complex consisting of many subsystems. The internal implementation of a CSSE is not visible to its users. What is visible to the users are:
· services (functions) provided for users;
· methods for using and managing the services;
· means for locating and binding to the services;
· physical location, trajectory, and/or logical location (e.g., internetwork address) of the CSSE.
NOTE	–	For purposes of this document, the Earth is treated separately from the other planets, and the term ‘planet’ is extended to mean any other Solar System body (moon, asteroid, comet) that has missions and associated communications assets.
[bookmark: _Toc343685502][bookmark: _Toc343686056][bookmark: _Toc390672052]User Element
A UE may be a MOC, a landed element on the surface of a heavenly body (e.g., the Earth, the Moon, Mars, Jupiter), an element orbiting around a heavenly body (e.g., a science satellite), or an element in cruise through space. Table 2‑2 shows the types and nominal locations of the different UEs described in this document.
[bookmark: _Toc99867692][bookmark: T_202UserElementsandNominalLocations]Table 2‑2	:  User Elements and Nominal Locations
	UE Type
	Earth
	Space/
Orbit
	Space/
Planet

	Earth User Node (EUN)
	X
	
	

	Space User Node (SUN)
	
	Varies
	Varies

	Planet User Node (PUN)
	
	
	X

	Earth Management/Routing Node (EMRN)
	X
	
	


NOTE	–	The EMRN is included in the UE table because it is a user of the ESLT link layer services and operates as a UE for purposes of planning, scheduling, and controlling the link to the SRN.
A UE may include a single computer or a large complex consisting of many subsystems. The internal implementation of a UE is not visible to provider systems. What is visible to the provider systems are:
· services required by the UE;
· descriptions of the UE and its interfaces, configurations, and operating constraints;
· requests for locating and binding to the services;
· service requests made by users;
· physical location, trajectory, and/or logical location (e.g., internetwork address) of the UE.
[bookmark: _Toc313093654][bookmark: _Toc313093766][bookmark: _Toc343685504][bookmark: _Toc343686057][bookmark: _Toc390672053]Cross Support Service Systems
A CSSS is defined to be a set of CSSEs that are managed by a single authority with a single set of management policies. A CSSS may be a service provider, a service user, or both. Table 2‑3 shows some examples of service provider CSSSes and CSSEs contained in them.
[bookmark: _Toc99867693][bookmark: T_203ExamplesofProviderCrossSupportServi][bookmark: _Toc396318220][bookmark: _Toc99810708]Table 2‑3	:  Examples of Provider Cross Support Service Systems and Related Elements
	CSSS
	CSSEs

	Deep Space Tracking Network
	Deep Space Stations, (TT&C) Network Control Center

	Near-Earth Tracking Network
	Tracking Stations, (TT&C) Network Control Center

	Space Relay Tracking Network
	Data Relay Satellites, Ground Terminals, (TT&C) Network Control Center

	Ground Tracking Station
	Tracking Station, Station Control Center

	Lunar Network
	Lunar Relay Satellites, Relay Satellite Control Center

	Mars Network
	Mars Relay Satellites, Relay Satellite Control Center


As shown in table 2‑3, some provider CSSSes have multiple terrestrial CSSEs. In the views defined in this Recommended Practice, the functions of those terrestrial CSSEs are represented in the aggregate by the ESLT CSSE so as to simplify the possible combinations of real CSSEs. Real provider CSSSes are expected to allocate those ESLT functions to the real CSSEs that comprise their systems. 
NOTE	-	Any artifacts of such a distribution of ESLT functionality among physical facilities (such as communications systems used to connect physical nodes of the provider system and not visible from outside the provider system) are outside the purview of this Recommended Practice.
Users of the service-provider CSSSes are service-user CSSSes, typically described as a MOC, spacecraft, lander, rover, or other mission element in space. These elements use SCCS services to accomplish their mission objectives. Table 2‑4 describes some examples of service user CSSSes and the UEs contained in them.
[bookmark: _Ref92704917][bookmark: _Toc99867694][bookmark: _Toc99810709]Table 2‑4	:  Examples of User Cross Support Service Systems and Related User Elements
	CSSS
	UEs

	MOC
	Earth User Node, Mission Control Center, Science Center

	Spacecraft
	Orbiter, Lander, Rover, Hybrid Science/Routing Orbiter, Habitat


As shown in Table 2‑4, some user CSSSes have multiple terrestrial UEs. In the views defined in this Recommended Practice, the functions of those terrestrial UEs are represented in the aggregate by the MOC CSSS so as to simplify the possible combinations of real UEs. Real user CSSSes are expected to allocate those MOC functions to the real UEs that comprise their systems. 
NOTE	-	Any artifacts of such a distribution of MOC functionality among physical facilities (such as communications systems used to connect the physical nodes of the user system and not visible outside the user system) are outside the purview of this Recommended Practice.
[bookmark: _Toc343091904][bookmark: _Toc343091951][bookmark: _Toc343685429][bookmark: _Toc343685505][bookmark: _Toc343685652][bookmark: _Toc343685756][bookmark: _Toc343686058][bookmark: _Toc390672054][bookmark: _Toc390692071][bookmark: _Toc396318282][bookmark: _Toc99867822]Basic System-Element Configurations
[bookmark: _Toc343685506][bookmark: _Toc343686059][bookmark: _Toc390672055][bookmark: _Toc343685507][bookmark: _Toc390672056]ABA Service Elements—Simple ABA Configuration
For the usual SCCS service, there is a service UE in space and another service UE on the ground. The ESLT in figure 2‑2 is a specialized instance of the generic CSSE. Figure 2‑2 shows the basic ABA configuration, with a CSSE of one agency (B) (the ABA ESLT) providing services to the Earth and SUNs of another agency (A). The interface of the CSSE with the service user is called the service-provider interface. In this case, there is a terrestrial link service-provider interface to the EUN and a space link service-provider interface to the SUN.
[image: ]
[bookmark: _Toc99813018][bookmark: _Toc99813779][bookmark: F_202BasicABAConfiguration]Figure 2‑2	:  Basic ABA Configuration
The Earth and SUNs shown in figure 2‑2 are specialized instances of the generic UE. Within the EUN, there will be a UM element, which manages, controls, and/or monitors the service provided by a CSSE. The UM element may be within the EUN, but it can be separate, and it may be connected either directly to the interface on the CSSE that permits service management, or to another CSSE that supports the service remotely. The interface of the CSSE with the UM element is called the service management interface. (See definitions in 1.6.1).
In an ABA configuration, a user’s primary interfaces to the service provider are the link layer service request and service delivery interfaces either on the ground or in space. The service user produces either encoded or un-encoded space link frames for delivery and receives decoded space link frames. The activities within the service provider and the details of the service production are opaque to the service user, but a certain amount of monitor data and reporting is provided to allow the service user to determine the state of communications.
[bookmark: _Toc343685509][bookmark: _Toc343686060][bookmark: _Toc390672057][bookmark: _Toc343685510][bookmark: _Toc390672058]SSI Service Elements—Core SSI Configuration
In the SSI, there are cases in which a SUN and an EUN are supported by two or more CSSEs. Figure 2‑3 shows such an example, in which a SUN (a spacecraft) and an EUN (e.g., a spacecraft mission control center) are supported by a SRN (a relay satellite), the ESLT (e.g., a communications ground station), and a terrestrial WAN connection. The WAN is really an infrastructure element, and aside from providing Internet Protocol (IP) or Bundle Protocol (BP) network connectivity, it has no other distinguished role in the SSI. The MOC for the SRN also participates, since it is responsible for managing and configuring the SRN and for managing the space link to that node that is provided by the CSSE, but it is not necessarily in the direct SSI data flow from EUN to SUN.
[image: ]
[bookmark: _Toc99813019][bookmark: _Toc99813780][bookmark: F_203SSICoreConfiguration]Figure 2‑3	:  SSI Core Configuration
In this document these SSI configurations are also referred to as ABCBA style configurations. The notion is that the EUN and the SUN both belong to the same agency (A), the SRN and its MOC may belong to a different agency (B), and the ESLT may belong to yet a different agency (C). So EUN A, gets support from the SRN MOC B, connects to ESLT C, and then to SRN B, which connects to SUN A, hence ABCBA. Of course, configurations are possible where all of the ABCBA elements may be owned by one agency. The terrestrial WAN may belong to either agency or be a public Internet. In practice the data may not flow directly through the SRN MOC, but this element is certainly involved in managing the transfer and in controlling the SRN. Much more complex SSI deployment configurations are possible, but this core SSI ABCBA configuration serves to introduce most of the necessary concepts for any SSI deployment.
[bookmark: _Toc313093658][bookmark: _Toc313093770][bookmark: _Toc343685430][bookmark: _Toc343685512][bookmark: _Toc343685653][bookmark: _Toc343685757][bookmark: _Toc343686061][bookmark: _Toc390672059][bookmark: _Toc390692072][bookmark: _Toc396318283][bookmark: _Toc99867823]Network Terminology
[bookmark: _Toc313093659][bookmark: _Toc313093771][bookmark: _Toc343685513][bookmark: _Toc343686062][bookmark: _Toc390672060]Definition of a Network
A network consists of one or more computers or other processing elements (such as a spacecraft, data storage device, or other service-providing element) that are owned by a single organization, communicate using a single Layer 3 (Network Layer) protocol (see reference [4]) such as BP or IP, and share a single Layer-2 technology. These elements may communicate directly or may be connected via one or more routers that implement the Network Layer protocol and other support protocols for routing and management of the network. The underlying links from each element to another, or to the router, may differ, but the Network Layer protocol is common across the network.
NOTE	-	Space agencies have traditionally used the term “network” to refer to one or more tracking, telemetry, and command (TT&C) ground stations and/or relay satellites and their associated management functions. In this Recommended Practice, the formal term for such a TT&C network is Provider CSSS or simply provider system. However, in some cases the traditional term “network” is used when there is no ambiguity regarding its reference to a service Provider CSSS. 
[bookmark: _Toc313093660][bookmark: _Toc313093772][bookmark: _Toc343685514][bookmark: _Toc343686063][bookmark: _Toc390672061]Definition of an Internetwork 
Internetworking involves connecting two or more distinct computer networks, usually in separate management domains, together to form an internetwork (often shortened to internet), using routing devices that operate at Layer 3. These routing devices allow traffic to flow back and forth between the networks in a manner that is independent of how each network is implemented, and they guide traffic to its destination, routing data along a suitable path (among several different paths usually available) across the complete Internetwork. An Internetwork is therefore constructed as a network of networks. Internetworks may also use protocols at the boundaries of each network to manage flow from one management domain to another.
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The SSI (figure 2‑4) consists of a loose confederation of independent space communications networks, each often owned and administered by a different space agency. End users of the SSI are given access to internetworked data communications services by the Solar System Internet Service Provider (SSI-SP) with which they have established a Service-Level Agreement (SLA). ‘Loose confederation’ means there is no pre-agreed, planned development timeline for the full set of interoperable multi-agency assets that comprise the SSI; rather, the timeline is developed as assets are deployed by different agencies.
The participation of all assets in the SSI, from initiation until end of life, is carefully planned and managed; there is little that is ‘loose’ about it except for the lack of a complete, pre-agreed plan. ‘Confederation’ means that all agencies that choose to participate, each of which is free to act independently, voluntarily come together to collectively form what is effectively a single infrastructure. They do this by adhering to the operating guidelines, standards, protocols, and service interfaces agreed to by the confederation. Each of these independent participating networks is an SSI-SP which may consist of ground (planet or space) communications assets, dedicated routing assets, and/or hybrid science/routing assets. The SSI as a whole provides services to user missions.
[image: ]
[bookmark: _Toc99813020][bookmark: _Toc99813781][bookmark: F_204TheSSI]Figure 2‑4	:  The SSI
NOTES
1 Applications are identified using Network Layer addressesidentifiers.  Not true for DTN?	Comment by Shames, Peter M (US 312B): For IP these identifiers are IP addresses and ports.  For SSI these identifiers are node numbers and service numbers.  Maybe the note needs to say this explicitly.
2 All application communications go through the Network Layer.
3 To applications, there is no difference between a 1-hop or a multi-hop network path.
[bookmark: _Toc390672063]Definition of Delay-Tolerant Networking Configurations
The Delay-Tolerant Networking (DTN) Protocol suite is the primary means recommended to implement the SSI because these protocols are best suited for use in all space communication configurations: deep space, near Earth, and terrestrial. In this document whenever the term ‘DTN’ is used, this is to be interpreted as the use of the BP (reference [12]) and all other related parts of the DTN suite that are required in that type of deployment. In the case of space links, this includes BP and the associated Store and Forward (S&F) Bundle Protocol Agent (BPA), Licklider Transmission Protocol (LTP) (reference [13]), and Encapsulation (ENCAP) (reference [14]) in order to insert BP PDUs into a CCSDS space link and to provide reliable delivery across that link. In the case of terrestrial hops, this includes BP, the bundle agent, and a convergence layer adapter providing a binding to TCP/IP or possibly User Datagram Protocol (UDP)/IP. Any references to ‘Core DTN’ are references to these limited DTN protocol stacks and the related functionality that may be deployed in any simple or complex mission configuration using the SSI protocols.
The SSI architecture (reference [D6]) describes three different stages of deployments. In Stage 1 there is no expectation that SSI ESLTs or WAN nodes, with full routing and other services, will be available. In this stage SSI UEs will perform any and all SSI functions and will utilize ABA ESLTs to only provide space link access and normal link layer services. All SSI functionality is performed in the user nodes, but these may, by local agreement, provide services to other SSI UEs as well. These core DTN configurations may also use the Bundle Protocol Security (BPSec)  Streamlined Bundle Security Protocol (SBSP) (reference [15]) to secure the data and Contact Graph Routing Protocol (CGRP) (reference [D10]) to describe link opportunities for DTN traffic.	Comment by Shames, Peter M (US 312B): I think we need a nice concise description of these three SSI stages (along with 2a and 2b).  And then these following paragraphs can add the clarifying details.  There are materials in my DTN & security analysis files..	Comment by Davarian, Faramaz (US 9700): This is now a regular reference
For extended SSI configurations a number of additional protocols and configuration information exchanges is required. These are all described in the SSI Architecture as Stage 2 or 3 deployments, and they specifically involve the deployment of SSI functions in the ESLT and the deployment of additional DTN protocols for network management and coordination. At a minimum these extended SSI configurations will include deployment of the DTN Management Protocol (DTNMP, reference [D11]) and some new SSI planning and coordination information exchanges.	Comment by Shames, Peter M (US 312B): Need to discriminate Stage 2 (a & b) and Stage 3.	Comment by Davarian, Faramaz (US 9700): Isn't this a contradiction because SSI Stage 2 is being implemented without DTNMP	Comment by Shames, Peter M (US 312B): Stage 2a uses local/ implementation specific versions of NMP & KM, Stage 2b, as it is being defined, includes them.
The extended SSI Stage 3 will use Network Service Agreements (NSAs) and Extensible Space Communication Cross Support Service Management (ESCCS-SM) requests to arrange for ESLT link and network layer services. The NSA covers SSI services from the service providing ESLTs, and increasingly automated exchanges for coordination among users, ESLTs, and between ESLTs. The SSI Architecture, for Stages 2 and 3, describes the specific planning and scheduling document exchanges that are to occur among coordinating authorities and within a multi-agency organization called the Coordinating Council. The SSI Architecture should be referenced for these details (see reference [D6]).	Comment by Shames, Peter M (US 312B): This is likely to be related to Stage 3 & governance.	Comment by Davarian, Faramaz (US 9700): This no longer a D reference. Move to the list of references. 
[bookmark: _Toc390672064][bookmark: _Toc390692073][bookmark: _Toc396318284][bookmark: _Toc99867824]Practical Limits on Protocol Choices
In data communications, Bandwidth Delay Product (BDP) refers to the product of a data link’s capacity (in bits per second) and its end-to-end delay (in seconds). The result, an amount of data measured in bits (or bytes), is equivalent to the maximum amount of data on a circuit (network or otherwise) at any given time, i.e., data that has been transmitted but not yet acknowledged. This is calculated as the data link’s capacity multiplied by its RTLT.
A network with a large BDP is commonly known as a Long Fat Network (LFN). A network is considered an LFN if its BDP is significantly larger than 105 bits 12500 bytes. Ultra-high-speed LANs fall into this category, where protocol tuning is critical for achieving peak throughput, on account of their extremely high bandwidth, even though their delay is not great.
Of importance for space communications are situations where the BDP is large, such as Geosynchronous Earth Orbit (GEO) satellite connections, where end-to-end delivery time is very high and link throughput may also be high. Other examples in space include what could be called Really Long Skinny Networks (RLSNs). Examples would be IP out to GEO or almost any deep space link. Above some practical limit, like a BDP of 106, the high end-to-end delivery time makes life difficult for stop-and-wait protocols and applications that assume rapid end-to-end response. Above a BDP of 107, such as in almost all space applications, stop-and-wait, go-back-n, and selective repeat protocols just break, and other approaches for end-to-end reliability must be employed. Table 2‑5 provides some example BDPs.
[bookmark: _Toc99867695][bookmark: T_205ExampleBDPsforDifferentEarthandSpac][bookmark: _Toc396318222][bookmark: _Toc99810710]Table 2‑5	:  Example BDPs for Different Earth and Space Applications
	Application
	Speed
(bits/second)
	RTLT
	BDP

	Moderate-speed GEO satellite network
	512 kb/s
	900 ms
	512×103 b/s × 900×10-3 s = 460,800 bits

	Residential ADSL[footnoteRef:1] 2+ [1:  Asymmetric Digital Subscriber Line.] 

	20 Mb/s[footnoteRef:2]  [2:  From Digital Subscriber Line Access Multiplexer (DSLAM) to residential modem.] 

	50 ms
	2×107 b/s × 5×10-2 s = 106 b, or 1 Mb

	High-speed terrestrial network
	1 Gb/s 
	1 ms
	109 b/s × 10-3 s = 106 b, or 1 Mb

	Earth-to-Moon network
	500 Mb/s 
	2.6 sec
	5×108 b/s × 2.6 s = 1.3×109 b, or 1.3 Gb

	L1/L2 orbit
	100 Mb/s 
	210 sec
	108 b/s × 2.1×102 s = 2×1010 b, or 20 Gb

	Earth trailing orbit
	5 Mb/s 
	300 sec
	5×106 b/s × 300 s = 1011 b, or 1.5  Gb

	Mars Reconnaissance Orbiter (MRO) to MSLEarth
	 1 Mb/s 
	1300 sec
	106 b/s × 8×10-3 s = 8×103 b, or 1.3 Gbits


What is known from real-world experience is that getting TCP/IP to run effectively over GEO satellite links requires quite a bit of tuning of acknowledgement windows and buffers tuning or use of some specialized protocols like Space Communications Protocol Specification—Transport Protocol (SCPS-TP). Where drawing the distinction is required, this document will use a breakpoint BDP of 107 to indicate where certain families of protocols, such as the Internet Protocol Suite (IPS), will cease to work effectively and where other protocol families, such as DTN, should be selected instead. Another practical limit on protocol selection is an RTLT of greater than 2 sec, above which many terrestrial protocols time-out and assume that the link has failed.	Comment by Shames, Peter M (US 312B): Reference???
[bookmark: _Toc390672065][bookmark: _Toc390692074][bookmark: _Toc396318285][bookmark: _Toc99867825]How To Use This Document
General
This document covers the broad subject matter of space cross support and protocols, including both ABA and SSI configurations, and does so from a number of different viewpoints. This is a carefully structured architectural approach, but individual users may wish to look at the problem from a different point of view, such as ‘What do I need to implement to construct a compliant ABA ESLT?’ or ‘What do I need to implement to build an SSI-capable spacecraft that can be supported in Stage 1 by an ABA ESLT?’ There will be many such application-specific viewpoints. What this subsection tries to do is to provide a few ‘slices’ through the document to show how such mission or application specific questions may be answered.
[bookmark: _Toc390672066]Document Internal Structure
Each of the major document sections is generally structured as follows:
· ABA topics:
· ABA Service Provider (ESLT) topics,
· ABA Earth User topics,
· ABA Space User topics;
· SSI topics:
· SSI Service Provider (ESLT and other Earth and space service provider) topics,
· SSI Earth User topics,
· SSI Space User topics;
· Security topics.
Readers who are only interested in ABA topics may safely skip all of the SSI subsections. The reverse is not true, however, as the SSI sections make references back to the ABA ones that they are built upon. Readers who are interested in how to construct a ground station can safely read just the ESLT subsections. They should probably read about the service interfaces first (section 4) and then look at the physical viewpoint (section 5) and the protocol building blocks (section 6).
Readers who are interested in the protocols that a user spacecraft should implement are recommended to read the SUN physical viewpoint (section 5) to understand the allocated functionality, and then read the related protocol building blocks (section 6). If they are also concerned with the functionality expected of a spacecraft MOC, they should read the EUN and ESLT service interfaces in section 4 and the related physical viewpoint and allocated functionality in section 5. Table 2‑6 provides separate ABA and SSI examples of mission application-specific views.
It is recommended that all readers review the security sections.
[bookmark: _Toc99867696][bookmark: T_206ExamplesofMissionApplicationSpecifi]Table 2‑6	:  Examples of Mission Application-Specific Views	Comment by Shames, Peter M (US 312B): See revised table from Faramaz, plus new Stage 3 sections
	Topic
	Subtopics
	SCCS-ARD Sections to Read 

	
	
	ABA 
	SSI

	
	
	Sec 4
	Sec 5
	Sec 6
	Sec 4
	Sec 5
	Sec 6

	ABA Spacecraft and MOC
	ABA Spacecraft
	
	5.2.3.3
	6.3.1.6
	

	
	ABA MOC
	4.2.1
4.2.2
	5.2.3.1
5.2.3.2
	6.3.1.1 
6.3.1.4
	

	ABA ESLT
	ABA ESLT
	4.2.2
	5.2.2
	6.3.1.1
	

	SSI Spacecraft and MOC
	SSI Spacecraft
	
	5.2.3.3 
	6.3.1.6
	
	5.3.3.3
	6.3.2.6

	
	SSI MOC
	4.2.1
4.2.2
	5.2.3.1
5.2.3.2
	6.3.1.1
6.3.1.4
	4.3.2
4.3.3
	5.3.2.1
5.3.3.2
	6.3.2.2
6.3.2.5	Comment by Davarian, Faramaz (US 9700): These sections do not exist

	SSI ESLT
	SSI ESLT
	4.2.2
	5.2.2
	6.3.1.1 
	

	SSI Stage 1 Spacecraft and MOC
	SSI Stage 1 Spacecraft
	
	5.2.3.3 
	6.3.1.6
	
	5.3.3.35.3.3.4
	6.3.2.6

	
	SSI Stage 1 MOC
	4.2.1
4.2.2
	5.2.3.1
5.2.3.2
	6.3.1.1
6.3.1.4
	
	5.3.2.2
	6.3.2.4

	
	SSI Stage 1 ESLT
	4.2.2
	5.2.2
	6.3.1.1
	


NOTE	–	SSI Stage 1 missions will implement all of the SSI functions themselves and will use ABA ESLTs only to provide link layer space communications services, not any SSI services.


[bookmark: _Toc181877989][bookmark: _Toc181878638][bookmark: _Toc181886612][bookmark: _Toc313549133][bookmark: _Toc343091907][bookmark: _Toc343091954][bookmark: _Toc343685433][bookmark: _Toc343685527][bookmark: _Toc343685656][bookmark: _Toc343685760][bookmark: _Toc343686072][bookmark: _Toc390672067][bookmark: _Toc390692075][bookmark: _Toc313093678][bookmark: _Toc313093790][bookmark: _Ref394394313][bookmark: _Toc396318286][bookmark: _Toc99867826][bookmark: _Toc128466839][bookmark: _Toc236632195][bookmark: _Toc313093679][bookmark: _Toc313093791][bookmark: _Toc313549134][bookmark: _Toc343091908][bookmark: _Toc343091955][bookmark: _Toc343685434][bookmark: _Toc343685528][bookmark: _Toc343685657][bookmark: _Toc343685761][bookmark: _Toc343686073][bookmark: _Toc390672068][bookmark: _Toc390692076]Cross Support Overview of ABA and SSI Technical Architecture—Cross Support Building Blocks
[bookmark: _Toc396318287][bookmark: _Toc99867827]Overview
There are two different, but related, types of building blocks that are used to compose space cross support systems: ABA building blocks and SSI building blocks. They differ most importantly in that the ABA building blocks are required only to support up to link layer services, where the SSI building blocks are required to support internetworking services. Service-provider building blocks may be constructed so as to support both ABA and SSI user nodes.
Figure 3‑1 shows a representative genericized end-to-end ABA configuration, using ABA building blocks and link layer functions. (See section 5 for more details on the characteristics of these building blocks.)
[image: ]
[bookmark: _Toc99813021][bookmark: _Toc99813782][bookmark: F_301GenericABAEndtoEndDeployment]Figure 3‑1	:  Generic ABA End-to-End Deployment
Figure 3‑2 shows a genericized representative end-to-end SSI configuration, using SSI building blocks and Network Layer functions. An SSI ESLT is also capable of supporting ABA missions, and SSI SRNs and PSLTs should also be capable of supporting ABA SUNs, using some defined adaptation functions.
[image: ]
[bookmark: _Toc99813022][bookmark: _Toc99813783][bookmark: F_302GenericSSIEndtoEndDeployment]Figure 3‑2	:  Generic SSI End-to-End Deployment
[bookmark: _Toc313093682][bookmark: _Toc313093794][bookmark: _Toc343685529][bookmark: _Toc343686074][bookmark: _Toc390672069][bookmark: _Toc396318288][bookmark: _Toc99867828]Building-Block Functions
Discussion
Each of the SCCS building blocks (CSSEs) has an associated set of basic functions that distinguishes the blocks one from another. MaAny of these building blocks may also incorporate other functionality, but the basic functions must be included to enable interoperability. The sets of functions identified here are suitable for both ABA and SSI configurations, but some of the functions are only required to provide SSI services; these are marked as (SSI).
Required Building-Block Functions
The basic sets of functions required for each SCCS building block are as follows:
a) ESLTs (e.g., ABA and SSI ground stations)
· shall provide a communications link between terrestrial elements and space elements,
· shall provide interface to Radio Frequency (RF) space link,
· shall provide services to one (or possibly more) EUNs,
· shall provide full services for link layer processing and frame merging,
· shall provide secure access control mechanisms,
· shall route data between terrestrial elements and space (SSI),
· shall provide full services for Network Layer processing and routing (SSI),
· may support last-hop emergency {why the “emergency” qualifier?} and non-SSI delivery services (SSI),
· shall provide a service management interface for processing requests, and for service configuration and reporting;
b) SRNs (SSI)
· shall provide routing among space elements,
· shall provide interfaces to two or more RF space links,
· shall provide full services for Data Link Layer and Network Layer processing and routing,
· shall provide security services across their links,
· must support last-hop emergency and non-SSI delivery services,
· should have an EM interface for configuration and reporting;
c) EMRNs (SSI)
· shall operate one or more SRNs,
· may provide routing from EUNs to their ESLT (but this is not required),
· may provide interfaces to one or more EUNs,
· should provide full services for Data Link Layer and Network Layer processing and routing,
· must support secure essential commanding and telemetry for the SRNs that they operate,
· should have an EM interface for configuration and reporting;
d) PSLTs (SSI)
· shall route data between planet surface elements and space,
· shall provide interfaces to RF space link, either in situ or long haul,
· may provide interfaces to one or more planet ‘terrestrial’ links,
· should provide full services, including security, for Data Link Layer and Network Layer processing and routing,
· may support last-hop emergency and non-SSI delivery services,
· should have a service management interface for processing requests, and for configuration and reporting;
e) terrestrial WANs (SSI)
· shall route data securely among terrestrial elements (Internet),
· shall provide interfaces to two or more terrestrial links,
· shall provide full services for Data Link Layer and Network Layer processing and routing,
· should have an EM interface for configuration and reporting;
f) planetary WANs (SSI)
· should route data securely among planet surface elements (Internet),
· shall provide interfaces to two or more planetary surface links,
· shall provide full services for Data Link Layer and Network Layer processing and routing,
· should have an EM interface for configuration and reporting.
User Node Requirements
All of the CSSE functionality supports user nodes (UEs), on Earth and in space, including other planet surfaces, which in turn:
· are end-user elements, either in space or on some surface;
· shall use interfaces to either RF space link or terrestrial link;
· shall use basic services for Data Link Layer processing;
· shall use basic services for Network Layer processing (SSI only);
· may use basic security services;
· may provide at least simple routing to next-hop SSI service point (SSI only).
Discussion
The fully compliant SSI CSSEs are all expected to provide full Network Layer and Data Link Layer services and to be capable of routing user data from multiple users simultaneously. All of the SSI service elements can also handle perform requests  data submissions transfers from non-SSI nodes operating at the Data Link Layer in ABA-style configurations. Using this approach, fully compliant SSI ESLTs can support ABA and SSI configurations at the same time, but an ESLT with only ABA-compliant services cannot directly support SSI missions except at the link layer (see the Stage 1 configuration in the SSI Architecture) (reference [D6]). The ABA user nodes only need to be able to communicate using link layer services, but they may also implement additional mission-specific protocols above the link layer. The SSI user nodes are only expected to use the minimum necessary Network Layer functions in order to hand off their data to the next hop, which will be an SSI CSSE.
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[bookmark: _Toc390672071][bookmark: _Toc390692078][bookmark: _Toc396318290][bookmark: _Toc99867830]Overview
This service view defines service interfaces (space and ground), methods for using services, and cross-supported behavior for planning, scheduling, configuring, requesting, delivering, and reporting on services. The service view also addresses the means for locating and binding to services at Service Access Points (SAPs), including an initial discussion of the roles that protocols play in the binding process. The protocols that underlie a given service interface constitute the interface protocol stack for that service. These service interfaces and protocol stacks are a first compliance point for the architecture.
This service view of the architecture was developed based on the CSRM (reference [1]), but extends it in such a way that it can be applicable to services provided at places other than ground stations, such as onboard communication/data systems and spacecraft control centers. In the CSRM, processing of space link protocols by the service provider (which is assumed to be one or more parts of terrestrial service providers) is treated as production of a service on the terrestrial interface to the user (see 4.2.2 in reference [1]). This architecture, however, assumes that production of a service and processing of communications protocols may occur on any of the interfaces of any CSSE, so that services can be defined independently of the location of the service provider, in space, on Earth, or on some other planetary body.
There are two sets of services defined in this section: those suitable for ABA configurations, and those that can also support SSI configurations. The ABA services are primarily the single link services identified in IOAG Service Catalog 1 (reference [16]). The services in Catalog 1 support the single-hop ABA mission configurations. The services defined in Catalog 2 (reference [17]) are defined next as they provide the underpinnings for the SSI upper-layer space internetworking services (ABCBA configurations). This ARD assumes that the SLE (reference [1]) and CSTS (reference [65]) protocols [65][65][65][65][65][65]will be used to define the link layer service interfaces for all ESLTs operated by any space agencies or other, possibly commercial, service providers. It also assumes that the CCSDS Service Management (SCCS-SM) protocols (reference [D9]) will be used to plan, schedule, configure, and control services. Until the concept of reference [D9] is fully developed, service management functions will typically be handled by bilateral agreements between service provider and service user.
Service interfaces that are planned, but still under development, are included for completeness, so that the future directions of CCSDS are clear. These interfaces are marked [Future] in the text. Any interfaces that are considered optional are marked [Opt]. All others are required.
In some cases, a service requirement is stated such that it may be satisfied by one of several options. If one of those options is better suited than the other(s) to support future capabilities and/or services, that option is identified as the “recommended” option, all other things being equal. Options that are identified but that do not carry the “recommended” label of course still satisfy the requirement and may be implemented for other reasons (such as compatibility with or ease of use for legacy users).
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Overview
The service interfaces provided to ABA missions are represented in figure 4‑1. Subsection 4.2 of SCCS-ADD (reference [D5]) contains more descriptive information on ABA service interfaces. All requirements in this subsection, except those marked [Opt] or [Future], should be implemented by ABA compliant systems.  Once [Future] standards are formally adopted, this document will be updated.
[image: ]
[bookmark: _Toc99813023][bookmark: _Toc99813784][bookmark: F_401ABAServiceInterfaces]Figure 4‑1	:  ABA Service Interfaces
As depicted in the figure, the EUN uses the ABA ESLT cross support services to communicate with, and obtain radiometric data about, its SUN. Thus the EUN is the user of ABA ESLT services.
ABA EUNs are responsible for planning, scheduling, configuring, and controlling the elements that provide space link services for their spacecraft. They are also the source and sink for data sent to/from the spacecraft.
Throughout this document the requirements are stated as applicable to full compliance with recommended CCSDS usage.  In many cases these standard services and protocols can be used in ways that do not completely align with recommended practice.  An example is the permitted practice of using the F-CLTU service to deliver a command bitstream to a spacecraft that in no way complies with CCSDS space link protocols, SCID, or other forward link protocols. There is no attempt made in the document to describe all of these possible variations from the norm.  Users of these standards should refer to the individual specifications for such flexibilities.
[bookmark: _Toc390672073]ABA Service User Service Requirements
[bookmark: _Toc390672074]Current ABA Service User Requirements
ABA EUNs shall use CCSDS-compliant credentials (reference [7]) to access all cross-support service interfaces. ABA EUNs shall acquire one or more Spacecraft Identifiers (SCIDs) from SANA (references [18], [19]) using the Global Spacecraft Identifier (GSCID) assignment procedure (reference [20]), and register the SCID(s) in the SANA SCID registry (reference [71]).
NOTES
1 This document defines CCSDS recommended practice. Failure to use registered SCIDs could limit or preclude cross-support to a spacecraft from a CCSDS-compliant service provider.
2 The SANA is used as a shorthand and because it provides a pointer to all of the operational registries that may be referenced programmatically.  Only specific registries will be referenced for any given purpose and these may be off-line or on-line references.
Except as specified in 4.2.2.1.4, 4.2.2.1.6, and 4.2.2.1.7, ABA EUNs shall use bilateral service management inerfaces to plan, schedule, request, and configure space communications services. 
ABA EUNs shall submit requests for planning information in the form of Service Management Utilization Request (SMURF) Planning Information Request information entities (reference [59]). Table 6‑7 specifies the interface protocol stack for SM Utilization Requests.
[bookmark: _Ref65420572]ABA EUNs should accept planning information in the form of Communication Information Planning Formats (CPIF) information entities (reference [72]). Table 6‑7 specifies the terrestrial interface protocol stack for the Service Planning Inform-ation information entity exchange.
ABA EUNs should submit requests for communications and tracking services (including Delta-DOR service) in the form of SMURF Service Package Request information entities (reference [59]). Table 6‑7 specifies the terrestrial interface protocol stack for SM Utilization Requests.
[bookmark: _Ref65420605]ABA EUNs should accept schedules for space link services from ESLTs in the form of Simple Schedule Format information entities (reference [60]). Table 6‑7 specifies the terrestrial interface protocol stack for the Simple (Service) Schedule information entity exchange.
[bookmark: _Ref65420614]ABA EUNs shall submit trajectory and/or orbit files in the form of SMURF (reference [59]) information entities containing CCSDS Orbit Parameter Messages (OPMs), Orbit Mean-Elements Messages (OMMs), or Orbit Ephemeris Messages (OEMs) (references [30], [29]). 
ABA EUNs should use the CCSDS CSTS monitor data service-user interface (reference [61]) to monitor service provider and link status. Table 6‑7 specifies the terrestrial interface protocol stack for the MD-CSTS function.
ABA EUNs shall use either the SLE Forward-Communication Link Transmission Unit (F-CLTU) service-provider interface (reference [21]) to send CCSDS CLTUs, or the CSTS F-Frame service-provider interface (reference [63], recommended) to send CCSDS TF, to their SUNs. Table 6‑4 specifies the terrestrial interface protocol stacks for the Send CLTUs function and Send TF function. 
NOTE	-	The CLTUs or TF sent via the F-CLTU or F-Frame services (respectively) may contain (but not be limited to) command, digital voice, digital video, file data, and/or space internetworking traffic. However, this higher-layer content is opaque to the ESLT in the ABA configuration.
ABA EUNs shall use either or both the SLE Return All Frame (RAF) service-user interface (reference [22]) to receive all TF on a physical channel, or the SLE Return Channel Frame (RCF) service-user interface (reference [23]) to receive TF for specific MCs or VCs, sent from their SUNs. Table 6‑4 specifies the terrestrial interface protocol stacks for the Receive All TF functions. 
NOTE	-	The TF sent via the RAF or RCF services may contain (but not be limited to) telemetry, digital voice, digital video file data, and/or space internetworking traffic. However, this higher-layer content is opaque to the ESLT in the ABA configuration.
ABA EUNs may use the SLE Return Operational Control Field (ROCF) service-user interface (reference [28]) to receive OCFs containing CLCWs and/or Space Data Link Security (SDLS, reference [68]) Frame Status Reports (FSRs) sent from their SUN in near real time. Table 6‑4 specifies the interface protocol stack for the Receive OCFs function. 
NOTE	–	ROCF is intended for use when there is not enough bandwidth to return the full TF in time for the content of the OCFs to be useful (e.g., when the COP is executring in the EUN and requires the CLCWs ASAP), or when an application uses only the contents of the OCF and not the rest of the frames (e.g., an SDLS executive fnctions that is monitoring the status of Security Associations).
ABA EUNs should use the CSTS tracking data service-user interface (reference [62]) to receive raw real-time radiometric data. Table 6‑6 specifies the terrestrial interface protocol stack for the Produce Raw Tracking Data function, which used the CSTS tracking data service-user interface. 
ABA EUNs may use the Validated Radiometric Data service (reference [16]) to receive validated tracking data files and Delta-DOR correlated data files in the Tracking Data Message (TDM) format (reference [37]). Table 6‑6 specifies the terrestrial interface protocol stacks for the Produce Validated RM and Correleted D-DOR Data Files function. 
ABA EUNs may use the Delta-DOR Raw Data service (reference [16]) to receive Delta-DOR raw data files (reference [38]). Table 6‑6 specifies the terrestrial interface protocol stack for the ProduceD-DOR Raw Data Files function. 
[bookmark: _Toc390672075]Future ABA Service User Requirements
[Future] ABA EUNs shall use the SCCS Service Management Protocol (reference [D9]) to exchange information entities used to plan, schedule, request, and configure new space communications services. Table 6‑7 identifies the service management information entities and the interface protocol stack for the SCCS Service Management Protocol.
  [Future] ABA EUNs shall accept schedules for space link services from ESLTs in the form of Service Package information entities (reference [D34]), [D34]), for use in determining the technical details and expected times for scheduled space communications services. Table 6‑7 identifies the service management information entities and the interface protocol stack for the Service Package information entity.	Comment by Shames, Peter M (US 312B): Need to fix D34 reference and check all of the D9 references in this section
[Future] ABA EUNs shall use a CCSDS Service Catalog information entity (reference [D9]) to identify and characterize available space communications services. 
[Future] ABA EUNs shall use a CCSDS Service Agreement information entity (reference [D9]) to define and arrange for delivery of space communications services. Table 6‑7 specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of Service Agreement and Configuration Profiles information entities.
[Future] ABA EUNs shall use a CCSDS Configuration Profile information entity (reference [D9]) to specify the mutually-agreed communication configurations of their spacecraft and space communications services. Table 6‑7specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of Service Agreement and Configuration Profiles information entities.
 [Future] ABA EUNs may use the CFDP File Service (reference [D12]) of an ESLT to send files to their SUNs. Table 6‑5 specifies the terrestrial interface protocol stack for this service. Table 6‑9 specifies the interface protocol stack on the space link for this service.	Comment by Shames, Peter M (US 312B): Services being dropped by CCSDS
ABA EUNs may use the CFDP File Service (reference [D12]) of an ESLT to receive files from their SUNs. Table 6‑5 specifies the terrestrial interface protocol stack for this service. Table 6‑9 specifies the interface protocol stack on the space link for this service.
[Future] ABA EUNs should use the CSTS service control service-user interface (reference [D13]) to request real-time service provider parameter changes. Table 6‑7 specifies the terrestrial interface protocol stack for this service.
[Future] ABA EUNs should submit requests for service accountability reports in the form of SMURF Accounting Report information entities (reference [59]). Table 6‑7 specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of SM Utilization Requests.
[bookmark: _Toc343685547][bookmark: _Toc343686089][bookmark: _Toc390672076][bookmark: _Ref394389478][bookmark: _Ref394389492][Future] ABA EUNs should use the SCCS Management Protocol (reference [D9]) to request and receive service accountability reports. Table 6‑7specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of SM Utilization Requests.
ABA Service Provider Requirements
[bookmark: _Toc390672077]Current ABA Service Provider Requirements
ABA ESLTs shall assign CCSDS-compliant credentials to mission users as part of the service agreement process (reference [7]). 
ABA ESLTs shall verify that a valid SCID (reference [20]) is being presented using the SANA SCID registry (reference [71]) or some local cache of valid SCIDs.
ABA ESLTs shall accept requests for planning information in the form of SMURF Planning Information Request information entities (reference [59]). Table 6‑7 specifies the terrestrial interface protocol stack for the SM Utilization Request information entity exchange.
ABA ESLTs shall provide planning information in the form of Communications Planning Information (CPIF) information entities (reference [72]). Table 6‑7 specifies the terrestrial interface protocol stack for the Service Planning Information information entity exchange.
ABA ESLTs shall accept requests for communications and tracking services (including Delta DOR and Open Loop Recording) in the form of SMURF Service Package Request information entities (reference [59]). Table 6‑7 specifies the terrestrial interface protocol stack for the SM Utilization Request information entity exchange.
ABA ESLTs shall provide scheduled communication and tracking service information in the form of Simple Schedule Format (SSF) information entities (reference [60]). Table 6‑7specifies the terrestrial interface protocol stack for the Simple Service Schedule information entity exchange.
ABA ESLTs shall permit one and only one ABA EUN to plan, schedule, request, and configure space communications services for a given space link instance.
NOTE	-	Real user systems may include redundant physical nodes (e.g., emergency mission control centers). Where such redundancy exists, only one EUN will be authorized to use the credentials to exercise those capabilities at any given time.
ABA ESLTs shall accept trajectory and/or orbit files required to track user spacecraft in the form of Service Management Utilization Request Format (SMURF, reference [59]) information entities containing CCSDS Orbit Parameter Messages (OPMs), Orbit Mean-Elements Messages (OMMs), or Orbit Ephemeris Messages (OEMs) (references [30], [29]). Table 6‑7 specifies the terrestrial interface protocol stack for the SM Utilization Request information entity exchange.
[bookmark: _Ref65158255]ABA ESLTs shall provide the SLE F-CLTU service-provider interface (reference [21]) to one and only one ABA EUN for a given forward space link instance. Table 6‑4 specifies the terrestrial interface protocol stack for the Send CLTUs function. When a forward space link instance is configured to carry data received through the SLE F-CLTU service, that space link shall be dedicated to a single SLE F-CLTU service instance and no data from any other source of data may be transmitted on that forward space link instance. Table 6‑8 specifies the permitted combinations of interface protocol stacks on the space link for the Send CLTUs function.
NOTE	-	Formally, the F-CLTU service is defined for use with variable-length data unit space data link protocols (Telecommand (reference [31]) and variable-length USLP (reference [58])) The CSTS F-Frame service is the only CCSDS Recommended Standard that normatively supports the transmission of fixed-length data units (AOS (reference [9]) and fixed-length USLP) on the forward link. However, some AOS-based missions that were well advanced in their planning phases before the publication of the F-Frame Recommended Standard have elected to use the Enhanced Forward CLTU (EF-CLTU) service defined in the Enhanced Forward CLTU Experimental Specification (reference [D8]).
ABA ESLTs shall provide the CSTS F-Frame service-provider interface in the transfer frame configuration (reference [63]) to one or more ABA EUNs for a given forward space link instance. Table 6‑4 specifies the terrestrial interface protocol stack for the Send TF function. Table 6‑8 specifies the permitted combinations of interface protocol stacks on the space link for the Send TF function. 
NOTES
1	The difference between this requirement and 4.2.3.1.9 is that use of the F-CLTU service is constrained to one service instance (and therefore one EUN) per forward space links, whereas the F-Frame service permits a service instance for each virtual channel on the space link, and the users of the F-Frame service instances can reside in different EUNs of the same User CSSS.
2	The CSTS Forward Frame Service Recommended Standard [63] also supports a Channel Access Data Unit (CADU) configuration that allows a user to transfer fully-encoded and sync markered CADUs. However, the requirements in current versions of the CCSDS space data link protocols rfegarding pseudo-randomization of Only-Idle-Data (OID) TF make the CADU configuration irrelevant for use with these current SDLPs, The CADU configuration may be used with earlier versions of the SDLPs, or with Agency-specific, fixed-length data unit space link protocols.
ABA ESLTs shall simultaneously provide SLE RAF service-provider interfaces (reference [22]) to one or more ABA EUNs for delivery of all TF from a given space link instance. Table 6‑4 specifies the terrestrial interface protocol stack for the Receive All TF function. Table 6‑8 specifies the space protocol stacks for the Receive All TF function.
ABA ESLTs shall simultaneously provide SLE RCF service-provider interfaces (reference [23]) to one or more ABA EUNs for delivery of TF data from a selected Master Channel or Virtual Channel. Table 6‑4 specifies the terrestrial interface protocol stack for the SLE RCF service interface. Table 6‑8 specifies the space protocol stacks for the Receive TF function.
ABA ESLT should simultaneously provide SLE Return Operational Control Field (ROCF) service-provider interfaces (reference [23]) to one or more ABA EUNs for delivery of CLCWs in near real time. Table 6‑4 specifies the terrestrial interface protocol stack for the Receive OCFs function. Table 6‑8 specifies the space protocol stack for the SLE ROCF service interface.
ABA ESLTs shall provide the CSTS tracking data service-provider interface (reference [62]) for the delivery of raw tracking data. Table 6‑6 specifies the terrestrial interface protocol stack for the CSTS tracking data service interface. Table 6‑10 specifies the space protocol stack for the Produce Raw Tracking Data function.
ABA ESLTs that provide the Validated Radiometric Data service (reference[16]) to deliver validated tracking data files and Delta-DOR processed data files in the Tracking Data Message (TDM) format (reference [37]). Table 6‑6 specifies the terrestrial interface protocol stacks for the Produce Validated RM and Correleted D-DOR Data Files function. Table 6‑10 specifies the space link interface protocol stacks for the Produce Validated RM Data (non D-DOR data) function and the Produce Correlated D-DOR Data Files function.
ABA ESLTs that provide the Delta-DOR Raw Data service (reference [16], [24]) to deliver Delta-DOR and/or Open Loop Recording raw data files (reference Table 6‑6 specifies the terrestrial interface protocol stacks for the Produce D-DOR Raw Data Files function. Table 6‑10 specifies the space link interface protocol stacks for the Produce D-DOR Raw Data Files function.
ABA ESLTs shall provide the CSTS monitor data service-provider interface (reference [61]). Table 6‑7 specifies the terrestrial interface protocol stack for the MD-CSTS service.
[bookmark: _Toc390672078]Future ABA Service Provider Requirements
[Future] ABA ESLTs shall perform the SCCS Service Management functions using the SCCS Management Protocol (reference [D9]) to exchange information entities used to plan, schedule, request, and configure new space communications services. Table 6‑7 identifies the service management information entities and the interface protocol stack for the SCCS Service Management Protocol.
 [Future] ABA ESLTs shall use the CCSDS Service Catalog information entity (reference [D33]) to specify and characterize available space communications services.
[Future] ABA ESLTs shall use the CCSDS Service Agreement information entity (reference [D9]) to define and arrange for delivery of space communications services. Table 6‑7 specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of this information entity.
[Future] ABA ESLTs shall use the CCSDS Configuration Profile information entity (reference [D33]) to define the mutually-agreed communication configurations of user spacecraft and space communications services. Table 6‑7 specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of this information entity.
[Future] ABA ESLTs shall provide a CCSDS Service Package Data Format information entity (reference [D34]) to identify the technical and temporal details of scheduled space communications services. Table 6‑7 specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of the Service Package information entity.
[Future] ABA ESLTs should provide the CFDP Forward File service (reference [D12]). Table 6‑4 specifies the terrestrial interface protocol stack for this service. Table 6‑5 specifies the terrestrial interface protocol stack for this service. Table 6‑9 specifies the interface protocol stack on the space link for this service. 
[Future] ABA ESLTs should provide the CFDP Return File service (reference [D12]). Table 6‑4 specifies the terrestrial interface protocol stack for this service. Table 6‑5 specifies the terrestrial interface protocol stack for this service. Table 6‑9 specifies the interface protocol stack on the space link for this service.
[Future] ABA ESLTs that allow real-time reconfiguration of service characteristics by the user should provide the CSTS service control service-provider interface (reference [D13]). Table 6‑7 specifies the terrestrial interface protocol stack for SC-CSTS.
[Future] ABA ESLTs shall permit one and only one ABA EUN to use the service control service-provider interface for a given space link.
[Future] ABA ESLTs should accept requests for service accountability reports in the form of SMURF Accounting Report information entities (reference [59]). Table 6‑7 specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of SM Utilization Requests.
[Future] ABA ESLTs should use the SCCS Service Management Protocol (reference [D9]) service-provider interface to accept requests and deliver service accountability reports. Table 6‑7 specifies the Recommended Standard that will define this information entity and the terrestrial interface protocol stack for the exchange of information entities that use the SCCS Service Management Protocol.
NOTE	–	Current ESLTs offer similar file transfer services to those described in this subsection, but directly using File Transfer Protocol (FTP) (reference [25]) or secure FTP (reference [26]). The Terrestrial Generic File Transfer protocol (reference [64]) uses HTTP over Transport Layer Security (TLS) (reference [55]) and includes specifications for associated meta-data and file handling.
[bookmark: _Toc313093689][bookmark: _Toc313093801][bookmark: _Toc313549139][bookmark: _Toc343091915][bookmark: _Toc343091962][bookmark: _Toc343685441][bookmark: _Toc343685551][bookmark: _Toc343685664][bookmark: _Toc343685768][bookmark: _Toc343686093][bookmark: _Toc390672079][bookmark: _Toc390692080][bookmark: _Toc396318292][bookmark: _Toc99867832]SSI Services
Overview
SSI Service Interfaces
The fundamental SSI service for DTN is the end-to-end delivery of bundles to the destination(s) specified by their destination Endpoint Identifiers.  For IPS it is the analogous delivery of IP datagrams to endpoint addresses.  The service interfaces provided to SSI missions are represented in figure 4‑2. Subsection 4.3 of the SCCS-ADD (reference [D5]) contains more descriptive information on SSI service interfaces.
[image: ]
[bookmark: _Toc99813024][bookmark: _Toc99813785][bookmark: F_402SSIEndtoEndRunTimeServiceInterfaces]Figure 4‑2	:  SSI End-to-End Run-Time Service Interfaces (This is the only occurrence of “run time”, and it’s not defined. How about “execution time”)
The service interfaces used by the SSI EMRN and SSI ESLT that are SSI service providers to SSI missions are represented in figure 4‑3.  Once these underlying space links are in place SSI User Elements may just use them.
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[bookmark: _Toc99813025][bookmark: _Toc99813786][bookmark: F_403SSIESLTServiceInterfacesforEarthRou]Figure 4‑3	:  SSI ESLT Service Interfaces for EMRN
[bookmark: _Toc343685552][bookmark: _Toc343686094][bookmark: _Toc390672080]SSI Service Configuration
Service provider nodes in SSI Stage 2 or 3 configurations (see reference [D6]) use many of the underlying ABA capabilities to establish the space links to SRNs and users.  The SSI networking services are similar to those offered by an Internet Service Provider (ISP), instead of simple telecommunications link services. The significant difference between a terrestrial ISP and the SSI is the continuing need to schedule and choreograph the underlying space communication links over which SSI traffic flows. In SSI configurations, as with ABA services, there is also the need to design services and applications with an awareness of the time delays and link disconnections that are driven by the physics of space operations. In the SSI there is a distinction between the service user nodes, of which there may be several, and the service provider nodes. The SSI service-provider’s primary view of the network is the service request and delivery interfaces on the ground and the service-provider interfaces in space.
What the SSI service user sees is an SSI-compliant network service router interface, essentially a space ISP (SSI-ISP). This interface may be implemented by software in a computer local to the user or in a separate local router. Between the SSI service user’s local router and the destination, there may be network services provided by other SSI-ISPs, but these should be transparent to the end user (aside from delays due to physics, availability of communications contacts, and allowed access). This is very similar to the Internet, where all users need to be concerned with, as they hook up a laptop in some random WiFi hotspot, is the local ISP that provides that end-user connection service. All of the other transcontinental or transoceanic ISPs, transport services, circuits, security, and routers are invisible to the users unless they probe for them or they fail.  Some SSI user nodes may also be SSI service provider nodes as well.
SSI resources are precious, so all accesses to SSI service-provider facilities—for planning, scheduling, service invocation and execution—are likely to be secured at the interfaces; in most cases only authorized users are permitted access to the network. Network Layer security services may be provided, using SSI Bundle Security Protocol (BPSec) or Internet Protocol Security (IPSec) protocols. Furthermore, users may apply Application Layer authentication and encryption as required, but this is opaque to the service providers. 	Comment by Davarian, Faramaz (US 9700): We need references
A relatively complete core set of SSI protocols and services are now defined, as shown in the following section. Some features are still in development, and the full suite of secure management services is now only in draft form. In the future all requirements in this section, including the ones marked [Future], once they are formal standards, should be implemented by SSI compliant systems.
In SSI Stage 1 deployments (see reference [D6]) all of the SSI service provider functions are performed by user nodes and the ESLTs are only required to offer standard ABA services.  At this point sufficient SSI features are available that Stage 2 deployments, where the ESLT and other elements offer DTN services to user missions, are possible.  These core SSI services are described in the following sections.  Security and management features needed for Stage 3 are now under development and they are described in the [Future] sections. 
[bookmark: _Toc390672082][bookmark: _Toc313093695][bookmark: _Toc313093807][bookmark: _Toc343685556][bookmark: _Toc343686098]SSI Service User Requirements
Stage 1 and 2 requirements
SSI Earth or SUNs shall connect to the SSI via an SSI-ISP (reference [DTN] or [IPS]).
SSI Earth or SUNs with intermittent link connectivity, BDP >107, or long RTLT (>2 seconds) shall use the basic DTN internetworking service interfaces.
SSI Earth or SUNs with continuous link connectivity, BDP <107 and short RTLTs (<2 seconds) shall use one of the basic IP or DTN internetworking service interfaces.
Future SSI Service User Requirements
[Future] SSI Earth or SUNs shall use an NSA to establish a support agreement with an SSI-ISP (reference [DTN] or [IPS]) (reference [D6]).
[bookmark: _Toc390672083]SSI Service-Provider Requirements
SSI Earth-Based Service-Provider Requirements
Current ESLT Requirements
SSI ESLTs shall provide all of the required ABA ESLT service interfaces (see 4.2.2.32.10).
SSI ESLTs shall provide SSI-ISP services to SSI users (reference [DTN] or [IPS]) (reference [D6]).
SSI ESLTs shall provide CCSDS-compliant DTN internetworking, routing, and forwarding service interfaces.
SSI ESLTs may provide CCSDS-compliant IP internetworking and routing service interfaces (reference [IPS]).
SSI ESLTs shall provide the CCSDS CSTS F-Frame service-provider interface (reference [63]) to do frame processing and merging.
Future SSI Service-ProviderESLT Requirements
[bookmark: _Toc390672084][bookmark: _Toc313093696][bookmark: _Toc313093808][bookmark: _Toc313549143][bookmark: _Toc343091916][bookmark: _Toc343091963][bookmark: _Toc343685442][bookmark: _Toc343685557][bookmark: _Toc343685665][bookmark: _Toc343685769][bookmark: _Toc343686099][bookmark: _Toc236632205]SSI Earth-Based Service-Provider Requirements
[Future] SSI ESLTs shall use an NSA to establish a support agreement with SSI users (reference [DTN] or [IPS]) (reference [D6]).
[Future] SSI ESLT should use a Peering Agreement (PA) to establish a support agreement with other SSI service providers (reference [DTN] or [IPS]) (reference [D6]).

[Future] SSI ESLTs must provide one or more internetworking management service interfaces (references [D11], [27]) to control space internetworking. JB: Don’t know if this is accurate	Comment by Davarian, Faramaz (US 9700): Is [27] the right reference? 

[Future] SSI ESLTs shall provide a CCSDS network schedule interface (reference [D9]) to identify the expected times for scheduled space internetworking services.

[Future] SSI ESLTs shall provide a CCSDS service-agreement interface (reference [D9]) to define and arrange for delivery of space internetworking services. JP: Space internetworking is explicitly outside the scope of [D9]   JP: Current SM concepts do not include any “service” for the creation of service agreement – only for the transfer of already-created service agreements. What the vision for this “service-agreement interface”?   JB: Presumably “network” in the sense of the SSI, not DSN or SN. How about “internetwork schedule”. Also, what is this interface to – the internetwork scheduling function?


[Future] SSI ESLTs shall provide a CCSDS Service Catalog interface (reference [D9]) to specify and characterize available space internetworking services. JP: Space internetworking is explicitly outside the scope of [D9]

[Future] SSI ESLTs shall participate in an SSI coordinating function (reference [D6]) to perform SSI network planning and management functions.
[bookmark: _Toc390672085]SSI Earth Management/Routing Node (EMRN) Service-Provider Requirements
SSI EMRN should utilize the ABA ESLT service-provider interfaces (see 4.2.2.2.10) to manage and control its SRN.
SSI EMRN shall provide SSI-ISP services to SSI users (reference [DTN] or [IPS]) (reference [D6]).
SSI EMRN should provide CCSDS-compliant DTN internetworking, routing, and forwarding service interfaces (reference [DTN]).
SSI EMRN may provide CCSDS-compliant IP internetworking and routing service interfaces (reference [IPS]).


SSI EMRN shall utilize the ESLT CCSDS CSTS F-Frame service-user interface (reference [63]) to do frame processing and merging.
Future EMRN Service-Provider Requirements
[bookmark: _Ref394389554][Future] SSI EMRN should use an NSA to establish a support agreement with SSI users (reference [DTN] or [IPS]) (reference [D6]).
[Future] SSI EMRN should use a PA to establish a support agreement with other SSI service providers (reference [DTN] or [IPS]) (reference [D6]).
[Future] SSI EMRN must provide one or more internetworking management service interfaces (references [D11], [27]) to control space internetworking.
[Future] SSI EMRN shall provide a CCSDS network schedule interface (reference [D9]) to identify the expected times for scheduled space internetworking services.
[Future] SSI EMRN shall provide a CCSDS service-agreement interface (reference [D9]) to define and arrange for delivery of space internetworking services.
[Future] SSI EMRN shall participate in an SSI coordinating function (reference [D6]) to perform SSI network planning and management functions.
[bookmark: _Toc390672086]SSI Space-Based Service-Provider Requirements
SSI SRN shall provide SSI-ISP services to SSI users (reference [DTN] or [IPS]).
SSI SRNs shall provide one or more CCSDS-compliant basic internetworking services (reference [DTN] or [IPS]).
[SSI SRNs with intermittent link connectivity, BDP >107, or long RTLTs (>2 seconds) should provide DTN internetworking services. (This is a sub-requirement of 4.3.5.3.1 above.)	Comment by Davarian, Faramaz (US 9700): Does not seem to be correct. Mabe 4.3.3.3.1?
SSI SRNs with continuous link connectivity, BDP <107, and short RTLTs may provide the basic IP internetworking services (reference [IPS]). (This is a sub-requirement of 4.3.5.3.1 above.)	Comment by Davarian, Faramaz (US 9700): Is this correct?
Future SSI Space-Based Service-Provider Requirements
[Future] SSI SRNs must provide one or more internetworking management service interfaces (references [D11], [27]) to control the space relay asset.
[Future] SSI SRN should use a PA to establish a support agreement with other SSI service providers (reference [DTN] or [IPS]) (reference [D6]).
[bookmark: _Toc390672087][bookmark: _Toc390692081][bookmark: _Toc390672088][bookmark: _Toc313093697][bookmark: _Toc313093809][bookmark: _Toc313549144][bookmark: _Toc343091917][bookmark: _Toc343091964][bookmark: _Toc343685443][bookmark: _Toc343685558][bookmark: _Toc343685666][bookmark: _Toc343685770][bookmark: _Toc343686100]Future SSI Last-Hop Service-Provider Requirements
[Future] SSI SRNs should provide the last-hop and first-hop services (reference [D14]). (See 6.2.4.)
[Future] SSI EMRNs should support the last-hop and first-hop services (reference [D14]). (See 6.2.4.)
[Future] SSI ESLTs may provide the last-hop and first-hop services (reference [D14]).
[bookmark: _Toc313093698][bookmark: _Toc313093810][bookmark: _Toc313549145][bookmark: _Toc343091918][bookmark: _Toc343091965][bookmark: _Toc343685444][bookmark: _Toc343685559][bookmark: _Toc343685667][bookmark: _Toc343685771][bookmark: _Toc343686101][bookmark: _Toc390672089][bookmark: _Toc390692082][bookmark: _Toc396318293][bookmark: _Toc99867833]Security Requirements for Services
Overview
The system elements that provide user services will typically be secured in a number of ways, both physically and logically. The security requirements that follow below should be employed in the implementation of service systems.
Requirements
[bookmark: _Ref395017725]All ESLTs service interfaces should be secured and require CCSDS-compliant access credentials (references [6], [7]).
All ESLT users should be required to login to the system management interfaces in order to plan and schedule services (references [6], [D9]).
All ESLT users should be required to login to the system management interfaces in order to request, monitor, and control services (references [6], [D9]).
All ESLT users should be required to login to the service execution interfaces in order to send and receive data (references [6], [21], [22], [23], [28], [61],[62][62], [63],  [64] , [D13], [28]).	Comment by Davarian, Faramaz (US 9700): Do we need so many references?
Each mission user should be required to establish their own user credentials with the service provider before services may be accessed (reference [7]).	Comment by Davarian, Faramaz (US 9700): Is this the right reference?
Different mission users may have different roles.	Comment by Davarian, Faramaz (US 9700): What does this mean?
Mission users should be required to establish a service agreement (reference [D9]) with the service provider before services may be requested.
NOTES
1 The SLE and CSTS interfaces have provision for access security, but they do not mandate their use. Requirement 4.4.2.1 levies a stronger requirement on the service providers.
2 The security sections of the SLE and CSTS documentation (references [1], and [65]) and the security architecture and cryptographic algorithms documents (references [6], [7]) contain more details about service security interfaces and appropriate authentication approaches.
3 Physical security is addressed in section 5; other types of communication link security, such as link encryption, are addressed in section 6.


[bookmark: _Toc236632206][bookmark: _Toc313093699][bookmark: _Toc313093811][bookmark: _Toc313549146][bookmark: _Toc343091919][bookmark: _Toc343091966][bookmark: _Toc343685445][bookmark: _Toc343685560][bookmark: _Toc343685668][bookmark: _Toc343685772][bookmark: _Toc343686102][bookmark: _Toc390672090][bookmark: _Toc390692083][bookmark: _Ref394394327][bookmark: _Toc396318294][bookmark: _Toc99867834]Physical View
[bookmark: _Toc390672091][bookmark: _Toc390692084][bookmark: _Toc396318295][bookmark: _Toc99867835][bookmark: _Toc236632207]Overview
The physical elements (nodes) of a deployed CSSS embody a set of functions that implement the behavior exhibited by the CSSEs and UEs that compose the system. The external interfaces of these functions are the services whose requirements are defined in section 4. This physical view section is used to define 1) the expected physical configuration of CSSSes/CSSEs/UEs and their physical characteristics, 2) the allocation of functionality to these different physical elements, and 3) the security requirements for physical elements of a deployed CSSS.
A physical element may be an element on the surface of a heavenly body (e.g., the Earth, the Moon, or Mars), an element orbiting around a heavenly body, or an element in cruise through space. Examples of physical elements are orbiting spacecraft (deep-space and near-earth), landed elements on the Moon or Mars, data management systems onboard spacecraft, ground stations, control centers, and computers at control centers. The physical elements that are CSSEs are referred to as building blocks, since they are used to build end-to-end systems configurations.
SCCS involves several types of physical elements, ranging from individual hardware elements such as antennas, receivers, and computers, to large or complex elements such as tracking stations, control centers, and spacecraft. Limited descriptions of physical elements are provided in this ARD. The companion SCCS-ADD document (reference [D5]) contains the internal details of physical elements, which even in that document are described only where they are necessary for explaining how cross support services are provided.
In contrast to physical elements, the concept of functional resources is defined within the Functional Resource Model (reference [D15]) and used by the ESCCS-SM (reference [D9]) and CSTS Specification Framework (reference [65]). Functional resources can be viewed as those key aspects of typical command, ranging, and telemetry systems necessary for providing these services to and from mission spacecraft. Functional resources are used to define the configuration parameters, control parameters, monitored parameters, and notifiable events of the space communication and tracking resources used to provide space communication and tracking services. One or more of these functional resources provides the functionality within each node type addressed in this section; for simplification, they are treated in aggregate form within this document.
[bookmark: _Toc396318296][bookmark: _Toc99867836][bookmark: _Toc343685563][bookmark: _Toc343686105][bookmark: _Toc390672094][bookmark: _Ref394389839]ABA-Specific Elements
Overview
General
[bookmark: _Toc313093706][bookmark: _Toc313093818]This subsection defines the ABA CSSE and UE nodes and the functions they are expected to implement. A generic physical model of an ABA building block is presented in figure 5‑1, followed by the requirements on CSSEs and UEs that are used to compose ABA end-to-end systems.
Regardless of the specific details of how they are implemented, all the core link layer functionality (link layer processing, data forwarding, and EM) shown in this generic ABA building block will be included in every ABA node. ABA end-user nodes, in space or on ground, will typically have only one link, one or more applications, will use local means to do EM, and use formal element (utilization) management interfaces terrestrially. ABA service-providing building blocks will typically have two links (one terrestrial and one in space), will have managed data-forwarding functionality, will offer formal element (provision) management interfaces, and may have specialized local applications.
The full suite of ABA physical node types is described in more detail in subsection 5.2 of the SCCS-ADD (reference [D5]).
[image: ]
[bookmark: _Toc99813026][bookmark: _Toc99813787][bookmark: F_501ABANodeGenericBuildingBlock]Figure 5‑1	:  ABA Node—Generic Building Block
ABA-Specific CSSE Building Blocks
Table 5‑1 shows the ABA CSSE node type, its interfaces, and associated functions. The grayed-out functions are not required for ABA, but may be present. This table provides an overview of the ABA CSSE node, the kinds of interfaces it supports (links), and the key functions it implements (link control). For ABA configurations there is only one CSSE type.
[bookmark: _Toc99867697][bookmark: T_501ABACSSENodeTypeInterfacesandFunctio]Table 5‑1	:  ABA CSSE Node Type, Interfaces, and Functions	Comment by Davarian, Faramaz (US 9700): Only ESLT is shown. What about UEs?
	CSSE/
Building Block
	Terrestrial
Links
	Space
Links
	Proximity
Links
	Space Link Control
	Routing

	ABA ESLT
	M
	M
	
	M
	N/A


The ABA ESLT node shown in table 5‑1 only communicates at the link layer; it does not include any Network Layer routing functions. These nodes can communicate directly to space UEs using standard link layer services and to Earth UEs using terrestrial services (SLE, CSTS, and service management).
[bookmark: _Toc390672095]ABA-Specific CSSE Building-Block Requirements
ABA Current
ABA ESLT PM shall use CCSDS-compliant user credentials to control access to all service-provider functions (references [1], [7]).
ABA ESLT PM shall implement ABA bilateral service management agreements to permit space-link sessions to be planned, scheduled, requested, and controlled by an Earth User MOC in accordance with the protocol building blocks for the Service Agreement and Configuration Profile function specified in Table 6‑16.
ABA ESLT PM shall implement the ABA service configuration profiles used in the scheduling and configuration of space-link sessions in accordance with the protocol building blocks for the Service Agreement and Configuration Profile function specified in Table 6‑16.
ABA ESLT PM shall schedule, configure, and execute service packages by performing the protocol building blocks for the Service Package Scheduling and Execution function specified in Table 6‑16.
NOTE	–	Unplanned/emergency use of the networks may be required, and in those cases there may not be the possibility of preplanned configurations and verifying services.
ABA ESLT PM shall process SUN orbit and trajectory files and create necessary pointing and tracking predicts in accordance with the protocol building blocks for the Orbit and Trajectory Data function in Table 6‑16.
ABA ESLTs shall implement CCSDS-standard Monitored Data Crross Support Transfer Service (MD-CSTS, reference [61]) in accordance with the protocol building blocks for the Service Package Monitoring function in Table 6‑16.
ABA ESLTs shall send CLTUs (encoded TC frames, see reference [31]) received from an EUN to a SUN by implementing the protocol building blocks for the Send CLTUs function in Table 6‑14.
ABA ESLTs shall send TF received from an EUN to a SUN by implementing the protocol building blocks for the Send TF function in Table 6‑14.
ABA ESLTs shall send all TF received on a physical channel from a SUN to an EUN by implement the protocol building blocks for the Receive All TF function in Table 6‑14.
ABA ESLTs shall send TF from a specific master channel or virtual channel received on a physical channel from a SUN to an EUN by implementing the protocol building blocks for the Receive TF for a Specific MC or VC function in Table 6‑14.
ABA ESLTs should send Operational Control Fields extracted from a specific master channel or virtual channel received on a physical channel from a SUN to an EUN by implementing the protocol building blocks for the Receive OCFs function in Table 6‑14.
ABA ESLTs shall store TF received on a physical channel from a SUN for subsequent offline transfer to an EUN by implementing the Offline Frame Buffer protocol building block (used by both the Receive All TF function and the Receive TF for a Specific MC or VC function) in Table 6‑14.
ABA ESLTs should provide the Tracking Data Cross Support Transfer Service (TD-CSTS) for the collection and transfer of real-time radiometric, Doppler, and tracking data by implementing a terrestrial communication protocol stack for the Produce Raw Tracking Data function in Table 6‑6, and a space communication protocol stack for the Produce Raw Tracking Data function in Table 6‑10.
NOTE	–	Proprietary tone and/or hybrid ranging systems (reference [36]) can be used with spacecraft having a transparent ranging channel.
ABA ESLTs providing validated radiometric, Doppler, and tracking data services (other than Delta-DOR data) should implement a terrestrial communication protocol stack for the Produce Validated RM and Correleted D-DOR Data Files function in Table 6‑6, and a space communication protocol stack for the Produce Validated RM Data (non D-DOR data) function in Table 6‑10.
NOTE	–	 Correlation of raw D-DOR data may be performed by an ESLT or by the user.
[Opt] ABA ESLTs providing raw high-precision plane-of-sky position information to Ground User Nodes and/or other ESLTs for correlation should implement a terrestrial communication protocol stack for the Produce D-DOR Raw Data Files function in Table 6‑6, and a space communication protocol stack for the Produce D-DOR Raw Data Files function in Table 6‑10.
[Opt] ABA ESLTs providing correlated high-precision plane-of-sky position information should implement the terrestrial protocol building blocks for the Produce Validated RM and Correleted D-DOR Data Files function in Table 6‑6 and space-side protocol building blocks for the Produce Correlated D-DOR Data Files function in Table 6‑15.
NOTE	-	The terrestrial protocol building blocks for the Produce D-DOR Raw Data Files function constiture the terrestrial communication protocol stack used by the ESLT to receive D-DOR Raw Data files from other ESLTs.
ABA ESLT implementing Delta-DOR services may have to coordinate use of two or more ESLTs which may be from different agencies (reference [24]).
NOTE	–	Processing of D-DOR raw data may be performed by one of the service providers, or by the user, or by another entity on the user’s behalf.
ABA Future
[bookmark: _Toc343685564][bookmark: _Toc343686106][bookmark: _Toc390672096][bookmark: _Ref394389870][bookmark: _Ref394389884][Future] ABA ESLTs providing cross support file transfer should implement forward and return CFDP processing of the files transferred over the space link (references [D12], [39]).
[Future] ABA ESLTs providing cross support shall implement the ESCCS-SM service user functions (reference [D9]) to plan, schedule, request, and configure new space communications services.
[Future] ABA ESLTs providing cross support shall implement CCSDS service-provider catalog (reference [D9]) functions to document and characterize available space communications services.
[Future] ABA ESLTs providing cross support shall implement CCSDS-standard service-agreement functions (reference [D9]) to define and arrange for delivery of space communications services.
[Future] ABA ESLTs providing cross support shall accept CCSDS-standard Configuration Profiles (reference [D9]) and configure space communications services based on the content of those profiles.
[Future] ABA ESLTs providing cross support shall accept CCSDS-standard spacecraft sequence of events files (reference [D9]) modify the configuration of space communications services during the execution of the Service Package based on the content of those files.
  [Future] ABA ESLTs should implement CCSDS-compliant user-accessible service control functions (references [D13]).
[Future] ABA ESLT providing user-accessible service control should include access to identified key service, control, and configuration parameters for user-controllable functional resources (references [D13]).
[Future] ABA ESLTs providing cross support services should accept requests and deliver service accountability reports (reference [D9]).
ABA-Specific User Element NodeS
Overview
This subsection briefly defines the requirements of each specialized ABA UE type. It also defines the functions allocated to each of these nodes, since these functions are what determines their behavior. There are two basic node types identified in table 5‑2, Earth User Node (EUN) and Space User Node (SUN).
[bookmark: _Toc99867698][bookmark: T_502ABAUENodeTypesInterfacesandFunction]Table 5‑2	:  ABA UE Node Types, Interfaces, and Functions
	CSSE/
Building Block
	Terrestrial
Links
	Space
Links
	Proximity
Links
	Space Link Control
	Routing

	Earth User Node
	M
	
	
	
	N/A

	Space User Node
	
	M
	M
	
	N/A


[bookmark: _Toc390672097][bookmark: _Ref394389965][bookmark: _Toc343091921][bookmark: _Toc343091968][bookmark: _Toc343685447][bookmark: _Toc343685565][bookmark: _Toc343685670][bookmark: _Toc343685774][bookmark: _Toc343686107]ABA EUN Requirements
ABA EUN UM shall use CCSDS-compliant user credentials to authenticate access to all service-provider functions (reference [7]).
ABA EUN UM shall implement a ABA bilateral service management agreement to plan, schedule, request and control ESLT service-provider functions.
ABA EUN UM shall negotiate with ESLT PM to define contents of bilateral service management agreements to accurately define required system and spacecraft communication configurations and service characteristics.
ABA EUN UM shall implement the protocol building blocks for the Orbit and Trajectory Data function so that the ESLT can track the SUN.
ABA EUN UM, when planning spacecraft trajectories and maneuvers, may request information about potential collisions formatted as Conjunction Data Messages (CDMs - reference [40]) from CDM sources listed in the SANA Conjunction Data Messages CATALOG_NAME registry (reference [74])
ABA EUN UM shall request configuration and sequencing of ESLT bilateral service management agreements that are consistent with the required spacecraft communication schedule, services, configurations, and sequence of events.
ABA EUNs shall ensure that the correct SCID (reference [9], [10], [20], [31]) is being used in forward data link fields.
ABA EUNs shall verify that the correct SCID (reference [20]) is being used in return data link fields
ABA EUNs sending application data packets to their SUNs should implement the communication protocol stack for the Send Application Data (AMS, EPP. or SPP) function in Table 6‑17.
ABA EUNs sending application data files to their SUNs using CFDP (reference [39]) should implement the communication protocol stack for the Send Application Data Files (CFDP) function in Table 6‑17.
ABA EUNs requiring reliable transmission of TF, with BDP <107 and RTLT less than one (1) second should implement a forward space data link protocol that performs the COP FOP (reference [33]), as specified in the Send Application Data (AMS, EPP, or SPP) function, the Send Application Data Files (CFDP) function, or the Perform COP functions in Table 6‑17.
[Opt] ABA EUNs requiring secure commanding should implement a CCSDS-compliant digital signature or encryption function (reference [7]) for data sent on the space link (references [6], [68]).
[Opt] ABA EUNs requiring secure commanding should implement a CCSDS-compliant key management function (reference [69]) for data sent on the space link.
ABA EUNs performing the COP FOP (see Error! Reference source not found.), and having limited bandwidth to the service-providing ESLT, should implement the protocol building blocks for the Receive OCFs function in Table 6‑4, which is a component of the Perform COP function in Table 6‑17. The tReceive OCFs function uses the SLE-ROCF service to receive near real time OCFs containing CLCWs from return Virtual Channels or Master Channels without requiring the receipt of the complete transfers frames containg those OCFs. 
ABA EUN receiving application data packets from their SUNs should implement the communication protocol stack for the Receive Application Data (AMS, EPP. or SPP) function in Table 6‑17.
ABA EUNs receiving application data files from their SUNs using CFDP (reference [39]) should implement the communication protocol stack for the Send Application Data Files (CFDP) function in Table 6‑17.
ABA EUNs requiring real-time raw radiometric data should implement the protocol building blocks for the Process Raw Tracking Data function in Table 6‑18.
ABA EUNs requiring non-Delta-DOR validated radiometric data should implement the protocol building blocks for the Process Validated Radiometric Data (non D-DOR Data) function in Table 6‑18.
[Opt] ABA EUNs requiring high-precision plane-of-sky position information should implement the protocol building blocks for the Process D-DOR Raw Data Files function in Table 6‑18 if only Raw D-DOR data is made available by any of the ESLTs that perform D-DOR services for the mission.
[Opt] ABA EUNs requiring high-precision plane-of-sky position information should implement the protocol building blocks for the Process Correlated D-DOR Data Files function in Table 6‑18 if correlated D-DOR data is made available by any the ESLTs that perform D-DOR services for the mission.
ABA EUNs requiring Delta-DOR services must use two or more ESLTs which may be from different agencies (reference [24]).
Opt] ABA EUNs requiring Delta-DOR tracking (reference [24]) may use the Quasar Catalog stored in the SANA radio sources registry (reference [19]) for observation planning.
NOTE	–	Delta-DOR operations also require recording of RF emissions from extra-galactic radio sources, i.e. Quasars. These sources are managed in a Quasar catalog described in (reference [24]) and stored in the SANA radio source registry (reference [19]).
[bookmark: _Toc390672098][bookmark: _Ref394390063][bookmark: _Ref394390087]Future ABA EUN Requirements
[Future] ABA EUNs shall implement the SCCS Service Management Protocol and the underlying protocols as specified in Table 6‑7 to provide users with the means to securely access planning data, provide orbit and trajectory data, and schedule and configure space communications services. 
Figure 6‑21 illistrates the protocol building blocks that comprise the SCCS Service Management Protocol stack. This protocol stack will replace the bilaterally-agree data transfer methods used in current EUN implementations.
[Future] ABA EUNs requiring the ability to invoke service control actions and request changes to service configuration parameters in real time should implement the EUN protocol building blocks for the CSTS service control service (reference [D13]) to request these changes.
NOTE	-	The service control actions and reconfigurable parameters available to the user of the CSTS service control service are restricted by each service provider.
[Future] ABA EUNs should implement CCSDS-standard Service Agreement and Configuration Profile (reference [D9]) protocol building blocks to define and arrange for delivery of space communications services. 
[Future] ABA EUNs should implement CCSDS-standard Service Catalog (reference [D9]) protocol building blocks to identify and characterize available space communications service.
[Future] ABA EUNs should implement CCSDS-standard Service Accountability (reference [D9]) protocol building blocks to request and accept delivery of service accountability reports (reference [D9]). 
[Future] ABA EUNs requiring cross support services should request and acquire service accountability reports (reference [D9]).
[Opt][Future]ABA EUNs requiring high-precision plane-of-sky tracking data should implement the Service Control CSTS (reference [D13]) EUN protocol building blocks as the means to control Delta-DOR tracking (reference [24]).
[bookmark: _Toc390672099][bookmark: _Ref414538899]ABA SUN Requirements
Each ABA SUN shall ensure that the SCIDs being sent in return link transfer frame headers have been assigned to that SUN in the Spacecraft Identifiers SANA registry (reference [71]) for use on the return link.
Each ABA SUN shall verify that the SCIDs being received in forward link transfer frame headers have been assigned to that SUN in the Spacecraft Identifiers SANA registry (reference [71]) for use on the forward link.
ABA SUNs receiving AMS, encapsulation or space packets should implement the communication protocol stack for the Receive Application Data (AMS, EPP. or SPP) function in Table 6‑20.
ABA SUNs receiving CFDP-formatted should implement the communication protocol stack for the Receive Application Data Files (CFDP) function in Table 6‑20.
ABA SUNs requiring reliable receipt of TF, with BDP <107 and  RTLT less than a few seconds, should implement a forward space data link protocol that performs the COP FARM (reference [33]) protocol, as specified in the Receive Application Data (AMS, EPP, or SPP) and the Receive Application Data Files (CFDP) functions in Table 6‑20.
[Opt] ABA SUNs requiring secure commanding should implement a digital signature or decryption function for data received on the space link (references [6], [7], [68]).
[Opt] ABA SUNs requiring secure commanding should implement a key management function for data received on the space link (reference [D16]).
ABA SUNs sending AMS, encapsulation or space packets should implement the communication protocol stack for the Send Application Data (AMS, EPP. or SPP) function in Table 6‑20.
ABA SUNs sending CFDP-formatted file data should implement the communication protocol stack for the Send Application Data Files (CFDP) function in Table 6‑20.
[Future], [Opt] ABA SUNs may implement a time-of-receipt time stamp function (reference [35]).
[Future], [Opt] ABA SUNs may implement a time-of-transmission time stamp (reference [35]) function.
ABA SUNs participating in regenerative ranging and radiometric data should implement the ABA SUN protocol building blocks for the Regenerative Ranging function in .Table 6‑21.
ABA SUNs participating in turn-around ranging and radiometric data should implement the ABA SUN protocol building blocks for the Turn-Around Ranging function in .Table 6‑21.
ABA SUNs participating in high-precision plane-of-sky tracking data should implement the ABA SUN protocol building blocks for the Delta-DOR function in .Table 6‑21.ABA SUNs may implement upper-layer application functions, such as file (reference [39]), message (reference [41]), or packet (reference [42]) processing.
[bookmark: _Toc390672100][bookmark: _Toc390692086][bookmark: _Toc396318297][bookmark: _Toc99867837]SSI Physical Elements
[bookmark: _Toc390672101]Overview
General
This subsection defines the SSI CSSE and UE nodes and the functions they are expected to implement. A generic physical model of an SSI building block is presented in figure 5‑2, followed by the requirements on CSSEs and UEs that are used to compose SSI end-to-end systems.
Regardless of the specific details of how they are implemented, all of the core network and link layer functionality (network processing, link layer processing, routing, network management, and EM) shown in this generic SSI building block will be included in every SSI node. SSI end-user nodes, in space or on the ground, will typically have one or more applications, only one link, not do routing to other nodes, will use standard network management for routing table updates, and will use local means to do node management. SSI service-providing building blocks will typically have at least two links (either one terrestrial and one in space or two in space), will use standard network management and EM, and may have specialized local applications. SSI nodes supporting DTN will all include a local data store.
The full suite of SSI physical node types is described in subsection 5.3 of the SCCS-ADD (reference [D5]).
[image: ]
[bookmark: _Toc99813027][bookmark: _Toc99813788][bookmark: F_502SSINodeGenericBuildingBlock]Figure 5‑2	:  SSI Node—Generic Building Block
[bookmark: _Toc313093709][bookmark: _Toc313093821][bookmark: _Toc343685567][bookmark: _Toc343686109][bookmark: _Toc390672102]SSI-Specific CSSE Building Blocks
The following subsections define the requirements of each specialized SSI CSSE physical node. Each of the building blocks provides a nominal set of interfaces, either over a space link (typically RF) or over some sort of terrestrial link, or both. They also provide required functionality such as
a) Network Layer processing (routing, forwarding, gateway, and security functions);
b) store-and-forward (S&F) data handling;
c) Data Link Layer processing;
d) RF and optical transmit/receive functions; and
e) service management, network control, and routing exchange/peering functions.
They may also implement last-hop essential commanding and emergency mode functions and first-hop data return functions.
Table 5‑3 provides an overview of the SSI CSSE node types, their interfaces, and their functions. Not all nodes will necessarily support all functions and interfaces, but each SSI building block will at least support DTN or IP (or both) Network Layer functions as well as the Data Link Layer and lower functions.
[bookmark: _Toc99867699][bookmark: T_503SSICSSENodeTypesInterfacesandFuncti]Table 5‑3	:  SSI CSSE Node Types, Interfaces, and Functions
	CSSE/Building Block
	Terrestrial
Links
	Space
Links
	Proximity
Links
	Space Link Control
	Routing

	ESLT
	M
	M
	
	M
	M

	Earth Management/Routing Node
	M
	
	
	M
	M

	Space Routing Node
	
	M
	M
	M
	M

	PSLT   Should  "terrestrial" be replaced by "planet surface?"
	X
	M
	M
	M
	M

	Earth WAN Routing Node
	M
	
	
	
	M

	Planet WAN Routing Node
	M
	
	
	
	M

	Hybrid Science/Routing Node
	M	Comment by Davarian, Faramaz (US 9700): Is this correct? Shouldn't be conditional.
	M
	M
	Varies
	M


[bookmark: _Toc390672103][bookmark: _Toc236632209][bookmark: _Toc313093710][bookmark: _Toc313093822][bookmark: _Toc343685568]The Earth Management / Routing EMRN) has a primary Node (responsibility of operating the Space Routing Node (SRN), which it does using standard TT&C command and control functions.  In this regard the EMRN and SRN look like an ABA configuration, with the EMRN acting like the SRN MOC.  The EMRN need not handle any of the SSI traffic directly, but in some configurations, it may also hold responsibility for handling and merging all SSI user node traffic too.
The Hybrid Science/Routing Node (HSRN) shown in table 5‑3 operates as does a SRN (see 5.3.7).  The difference is that the HSRN will usually have science requirements that are paramount during the prime mission phase.
SSI Physical Element Requirements
SSI ESLT Requirements

Stage 2 SSI Earth-Space Link Terminal Requirements
Note: The following requirements apply to all Stage 2 and Stage 3 SSI ESLT nodes 
SSI ESLT nodes shall implement all of the functions required of ABA ESLT nodes, as defined in 5.2.
SSI ESLT nodes shall provide SSI Stage 2  services for users (reference [D6]).
SSI ESLT nodes shall implement one or more CCSDS-compliant space internetworking functions (reference [DTN] or [IPS]) to process, store, and route DTN or IP data in the ground station.
SSI ESLTs implementing DTN should acquire DTN endpoint addresses using the SANA registries (reference [19]) for BP and LTP identifiers.
SSI ESLTs implementing IP should acquire IP endpoint addresses and identifiers using the Internet Assigned Numbers Authority (IANA) registries for IP and DNS identifiers.
SSI ESLT nodes shall implement the CCSDS CSTS F-Frame processing functions (reference [63]) to support internetworking and ABA services, including frame multiplexing and merging from multiple sources.
SSI ESLT nodes shall implement the CCSDS CSTS F-Frame-compliant functions (reference [63]), including fill-frame or fill-data insertion, to maintain link synchrony.
SSI ESLT nodes shall implement CCSDS-compliant LTP processing (reference [13]) in the ground station.	Comment by Davarian, Faramaz (US 9700): Is this necessary for short links, e.g., LEO? A general text at the beginning will solve the problem: Recommend to use CCSDS everywhere.
SSI ESLT nodes shall implement CCSDS-compliant LTP PDU, DTN or IP PDU encapsulation (references [9], [10], [14], [31], [46]) in the ground station.	Comment by Davarian, Faramaz (US 9700): LTP was required in the above requirement (5.3.2.2.8) Why require it twice?	Comment by Davarian, Faramaz (US 9700): Should "or" be changed to "and"?
SSI ESLT nodes shall implement all of the CCSDS-compliant space link PDU processing, USLP, TC, TM or AOS (references [58], [9], [10] or [31],) in the ground station.
SSI ESLT nodes shall implement CCSDS-compliant frame encoding in the ground station (references [8], [32]).
Future SSI Earth-Space Link Terminal Requirements
[bookmark: _Toc313093711][bookmark: _Toc313093823][bookmark: _Toc343685569][Future] SSI ESLT nodes shall implement SSI NSAs, coordination, peering, and network management functions in the ground station (reference [D6]).
[Future] SSI ESLT nodes shall implement the extended CCSDS service-management functions (reference [D9]) to plan, schedule, request, configure, and control the SSI ESLT services.
[Future] SSI ESLT nodes shall implement the DTN network-management functions (reference [D6]) to plan, schedule, coordinate, configure, and manage the SSI ESLT services.
[bookmark: _Toc390672104][bookmark: _Ref394389998]
Stage 2 SSI Earth Management/Routing Node (SSI SRN MOC) Requirements	Comment by Davarian, Faramaz (US 9700): See note at the end of this subsection on EMRN Stage 1. It seems that Stage 1 is more demanding than Stage 2. 
Note: The EMRN for all SSI deployment can directly operate the SRN using ABA functions. At Stage 1, SSI EMRN runs DTN, handles all DTN traffic from/to EUN, SRN, and SUN, processes DTN bundles to create ABA space link artifacts, controls the ABA SLE interfaces to the ESLT, and uses them to do TT&C to the SRN. At Stage 2 the ESLT performs the above functions.

EMRN Common Requirements 
SSI EMRNs (SSI SRN MOC) shall implement all of the functions required of ABA EUN nodes, as defined in 5.2.3.2. 	Comment by Davarian, Faramaz (US 9700): In Costin's version, this is 5.2.2.2.1 (my doc is correct)
SSI EMRNs (SSI SRN MOC) may implement one or more CCSDS-compliant space internetworking functions, to process IP or DTN data (reference [IPS] or [DTN]).
SSI EMRNs implementing DTN should acquire DTN endpoint addresses using the SANA registries (reference [19]) for BP and LTP identifiers.
SSI EMRNs implementing IP should acquire IP endpoint addresses and identifiers using the IANA registries for IP and DNS identifiers.
SSI EMRNs (SSI SRN MOC) shall operate a space relay asset to provide SSI Stage 2 services for users (reference [D6]).
SSI EMRNs (SSI SRN MOC) shall implement all of the functions required to operate a space relay asset (SRN or PSLT) (reference [D6]).
SSI EMRNs (SSI SRN MOC) should implement one or more CCSDS-compliant space link PDU processing functions, for USLP, TC, TM or AOS, (references [58], [9], [10], or [31]) to perform basic spacecraft Telemetry, Tracking & Command (TT&C) functions for the space relay asset they operate. 
SSI EMRNs (SSI SRN MOC) may implement upper-layer application functions for processing files, frames, messages, or packets.
SSI EMRNs (SSI SRN MOC) may provide SSI routing and contact coordination functions as a service for other SSI EUNs (reference [D6]).	Comment by Davarian, Faramaz (US 9700): Considering this requirements, we can delete the note at the end of the subsection and call the subsection Stage 1 and 2.
Future SSI Earth Management/Routing Node Requirements
[bookmark: _Toc236632210][bookmark: _Toc313093712][bookmark: _Toc313093824][bookmark: _Toc343685570][Future] SSI EMRNs shall implement SSI NSAs, coordination, peering, and network management functions (reference [D6]).
[Future] SSI EMRNs (SSI SRN MOC) shall operate a space relay asset to provide SSI Stage 3 services for users (reference [D6]).
[Future] SSI EMRNs (SSI SRN MOC) must implement one or more CCSDS-compliant internetworking management functions (references [D11], [27]) to control the space relay asset.
[Future] SSI EMRNs (SSI SRN MOC) nodes shall implement the extended CCSDS service-management functions (reference [D9]) to plan, schedule, request, configure and control the SSI ESLT service provider.


[bookmark: _Toc390672105][bookmark: _Ref394389930][bookmark: _Ref394390122][bookmark: _Ref394393779]SSI SRN Requirements 
Stage  1 and 2  SSI SRN Requirements
SSI SRNs shall implement all of the functions required of ABA SUNs, as defined in 5.2.3.4
SSI SRNs shall operate as a space relay asset to provide SSI Stage 2 services for users (reference [D6]).
SSI SRNs shall implement one or more CCSDS-compliant space internetworking functions (reference [DTN] or [IPS]), to process, store, manage, and route DTN or IP data, in the relay asset.
 SSI SRNs with intermittent link connectivity, BDP >107, or long RTLTs (>2 seconds) should implement the DTN internetworking functions (reference [DTN]).
SSI SRNs implementing DTN should acquire DTN endpoint addresses using the SANA registries (reference [19]) for BP and LTP identifiers.
SSI SRNs with continuous link connectivity, BDP <107 and short RTLTs may implement the basic IP internetworking functions (reference [IPS]).
SSI SRNs implementing IP should acquire IP endpoint addresses and identifiers using the IANA registries for IP and DNS identifiers.

SSI SRNs shall implement one or more CCSDS-compliant space-link PDU processing functions, for Proximity-1, TC, TM, AOS, or USLP (references [9], [10], [31], [43], [44], or [45]) in the relay asset.
SSI SRNs, supporting both DTN and IP protocol suites, must implement protocol and PDU conversion and bridging functions in the relay asset (references [D6], [D17]). 
SSI SRNs may implement CCSDS-compliant proximity link time-stamp functions (reference [D14]).

Future SSI SRN Requirements
[Future] SSI SRNs shall operate as a space relay asset to provide SSI Stage 3 services for users (reference [D6]).
[Future] SSI SRNs shall implement SSI NSAs, coordination, peering, and network management functions (reference [D6]).
[Future] SSI SRNs must implement one or more CCSDS-compliant internetworking management functions (reference [D11], [27]) to control the space relay asset.
[Future] SSI SRNs should implement CCSDS-compliant last-hop or first-hop functions (reference [D14]) to reboot SSI nodes and serve non-SSI and other end-user nodes.
[Future] SRNs may implement CCSDS-compliant radiometric tracking data recovery functions (reference [D14]) for the proximity link.
[Future] SSI SRNs may implement proximity link open-loop recording and data return functions (reference [D14]).
[bookmark: _Toc236632211][bookmark: _Toc313093713][bookmark: _Toc313093825][bookmark: _Toc343685571][bookmark: _Toc390672106][bookmark: _Ref394393789]SSI Planet-Space Link Terminal
[bookmark: _Toc390672107]Overview
A PSLT is essentially the same as an ESLT, but it is located on the surface of some remote planetary body and provides the space link over which BP and IP traffic is routed between a planetary WAN and any other nearby or distant space or landed SSI nodes.
A PSLT provides many of the same functions as the ESLT, in that it 1) encapsulates and multiplexes BP bundles and/or IP datagrams destined for space into a symbol stream that is modulated to RF and radiated toward the next SUN in the SSI, and 2) receives and demodulates RF signals from SUNs and de-multiplexes and de-encapsulates IP datagrams and BP bundles destined for terrestrial SSI nodes. In those cases where a single PSLT maintains multiple concurrent space links to different destinations, it will also perform a routing function to place the datagrams/bundles on the appropriate space links; it may also do routing to one or more planetary WAN links. It may also provide SLE/CSTS services to local users and Network Layer security services. In the case of BP, the PSLT will also act as an intermediary storage point for bundles and may assume custody of bundles, as controlled by the relevant SLAs in force.
A PSLT may establish and maintain space links with some or all of the following:
a) SRNs (using proximity protocols or AOS/TC/TM/USLP);
b) ESLTs (using AOS/TC/TM/USLP);
c) other user nodes on the surface of the planet (using BP or IP over WiFi, 3GPP, or WAN links {We need the new SOIS WiFi / 3GPP standard reference here [CCSDS  883.0-B-1]} deployed on the planet); or
d) directly with SUNs on mission spacecraft.
A PSLT could also offer SLE/CSTS service interfaces to ‘local’ users on a remote planet who manage nearby SSI (or ABA) SRNs.
[bookmark: _Toc390672108]Stage 2 SSI Planet-Space Link Terminal Requirements	Comment by Davarian, Faramaz (US 9700): What about Stage 1?
SSI PSLT nodes shall implement all of the functions required of SSI SRNs, as defined in 5.3.2.35.	Comment by Davarian, Faramaz (US 9700): In Costin's version 5.3.2.3 (corrected my version)
SSI PSLT nodes shall operate as a space relay asset to provide SSI Stage 2 services for users (reference [D6]).
SSI PSLT nodes shall implement one or more CCSDS-compliant space internetworking functions (reference [IPS] or [DTN]) to process, store, and route IP or DTN data in the space link terminal.
SSI PSLT nodes shall implement frame processing functions to support internetworking and ABA services, including frame multiplexing and merging from multiple sources [CCSDS 922.3-B-1] 
[Future] SSI PSLT nodes shall implement frame processing functions, including fill-frame or fill-data insertion to maintain link synchrony (TBD).
SSI PSLT nodes shall implement CCSDS-compliant LTP processing (reference [13]) in the space link terminal.
SSI PSLT nodes shall implement CCSDS-compliant LTP PDU, DTN or IP encapsulation (references [9], [10], [14], [31], [46]) in the space link terminal.
SSI PSLT nodes shall implement all of the CCSDS-compliant space link PDU processing and frame creation, for AOS, USLP, TM, TC, or Proximity-1, (references [9], [10], [31], [43], [44], [45]) in the space link terminal.
SSI PSLT nodes shall implement CCSDS- frame encoding in the space link terminal (reference [8], [32]).
SSI PSLT nodes shall implement CCSDS-compliant frame decoding in the space link terminal (reference [8], [32]).
SSI PSLT, supporting both DTN and IP protocol suites,  shall implement protocol and PDU conversion and bridging functions in the relay asset (reference [D6], [D17]). 
SSI PSLT may implement CCSDS-compliant proximity link time-stamp functions (reference [D14]).
Future SSI Planet-Space Link Terminal Requirements
[Future] SSI PSLT nodes shall operate as a space relay asset to provide SSI Stage 3 services for users (reference [D6]).
[Future] SSI PSLT nodes shall implement SSI NSAs, coordination, peering, and network management functions (reference [D6]).
[Future] SSI PSLT nodes must implement one or more CCSDS-compliant internetworking management functions (references [D11], [27]) to control the space relay asset.
[Future] SSI PSLT should implement CCSDS-compliant last-hop or first-hop functions (reference [D14]) to reboot SSI nodes and serve non-SSI and other end-user nodes.
[Future] SSI PSLT may implement CCSDS-compliant radiometric tracking data recovery functions (reference [D14]) for the proximity link.
[Future] SSI PSLT may implement proximity link open-loop recording and data return functions (reference [D14]).
[Future] SSI PSLT nodes shall implement the extended CCSDS service-management functions (reference [D9]) to plan, schedule, request, configure and control the SSI PSLT service provider. compliant frame merging in the space link terminal (reference [9], [10], [31]).
SSI PSLT nodes shall implement CCSDS-compliant
[bookmark: _Toc236632212][bookmark: _Toc313093714][bookmark: _Toc313093826][bookmark: _Toc343685572][bookmark: _Toc390672109][bookmark: _Ref394393838]SSI Earth/Planet WAN Routing Node
[bookmark: _Toc390672110]Overview
An SSI Earth WAN consists of one or more routing nodes that provide Network Layer connectivity among terrestrial SSI user nodes and ESLTs. In addition to the transport of ‘data’, the WAN may be used to transport voice and video, which can require specialized handling because of latency and jitter considerations. The WAN provides the connectivity over which DTN bundles/IP packets are exchanged among terrestrial nodes and ESLTs. Routing nodes in a BP-enabled WAN also typically will contain a data store, but this is not always required unless disruption is a consideration.
An SSI planet WAN is essentially the same as an SSI Earth WAN—i.e., it provides Network Layer connectivity among SSI user nodes and PSLTs located on other planetary bodies. In addition to the transport of data, the WAN may be used to transport voice and video (e.g., Voice Over Internet Protocol [VOIP]). Planet WANs may use either IP or BP as the basis for their Network Layer connectivity.
[bookmark: _Toc390672111][bookmark: _Toc343685574][bookmark: _Toc343686110][bookmark: _Toc236632214][bookmark: _Toc313093716][bookmark: _Toc313093828]Stage 2 SSI Earth/Planet WAN Routing Node Requirements	Comment by Davarian, Faramaz (US 9700): What about Stage 1?
SSI Earth/planet WAN routing nodes shall operate as routing and relay assets to provide SSI Stage 2 services for users (reference [D6]).
SSI Earth/planet WAN routing nodes shall implement one or more CCSDS-compliant space internetworking functions (reference [IPS] or [DTN]) to process, store, and route IP or DTN data in the routing node.
SSI Earth/planet WAN routing nodes serving user missions with intermittent link connectivity, BDP >107, or long RTLTs (>2 seconds) should implement the DTN internetworking functions.
SSI Earth/planet WAN routing nodes implementing DTN should acquire DTN endpoint addresses using the SANA registries (reference [19]) for BP and LTP identifiers.
SSI Earth/planet WAN routing nodes serving user missions with continuous link connectivity, BDP <107, and short RTLTs may implement the basic IP internetworking functions (reference [IPS]).
SSI Earth/planet WAN routing nodes implementing IP should acquire IP endpoint addresses and identifiers using the IANA registries for IP and DNS identifiers.
Future SSI Earth/Planet WAN Routing Node Requirements
[Future] SSI Earth/planet WAN routing nodes shall operate as routing and relay assets to provide SSI Stage 3 services for users (reference [D6]).
[Future] SSI Earth/planet WAN routing nodes shall implement SSI NSAs, coordination, peering, and network management functions (reference [D6]).
[Future] SSI Earth/planet WAN routing nodes must implement one or more CCSDS-compliant internetworking management functions (references [D11], [27]) to control the routing node.
[Future] SSI Earth/planet WAN routing nodes shall implement one or more appropriate terrestrial link layer functions in the routing node, i.e., Ethernet, WiFi, serial link, or other.
[Future] SSI Earth/planet WAN routing nodes must implement protocol and PDU conversion and bridging functions in the routing node (reference [D17]).
[bookmark: _Toc390672112]Discussion
SSI-Specific User Node Types
The following subsections briefly define the specialized SSI UE physical nodes and their roles. Each of these UEs provides a nominal set of interfaces, either over a space link (typically RF) or over some sort of terrestrial link, or both. They also provide required functionality such as
a) Network Layer processing (routing, forwarding, security, and gateway functions);
b) S&F data handling;
c) Data Link Layer processing; and
d) RF transmit/receive functions.
Table 5‑4 provides an overview of the specific SSI UE node types, their interfaces, and their functions.
[bookmark: _Toc99867700][bookmark: T_504SSIUENodeTypesInterfacesandFunction]Table 5‑4	:  SSI UE Node Types, Interfaces, and Functions
	UE
	Terrestrial
Links
	Space
Links
	Proximity
Links
	Space Link Control
	Routing

	Earth User Node
	M
	
	
	
	M

	Space/Planet User Node (SPUN)
	M, conditional	Comment by Davarian, Faramaz (US 9700): Condition should be specified (what condition?) landed element or space element (fixed and mobile)
Need to expand this table.
	
	M
	
	M

	Hybrid Science/Routing Node
	
	M
	M
	Varies
	M


User Node Operation
User nodes that participate fully in the SSI must directly implement a completely functional version of the Network Layer protocols, but will not necessarily provide either the resources or the full functions for forwarding, security, and management to provide services to other nodes. These nodes must, however, implement enough of the routing functionality to be able to identify and route to the next hop node that does provide full SSI services.
Any end-user node that does implement routing and forwarding, in addition to other typical user/science functions, could function as a hybrid science/routing node. As such, these hybrid nodes perform both as SSI user nodes and as SSI CSSEs.
Any Stage 1 SSI UE node may deploy and use SSI services, but in Stage 1 there is no expectation that SSI ESLTs or WAN nodes, with full routing and other services, will be available. 
[bookmark: _Toc343685576][bookmark: _Toc390672114]SSI Earth User Node (EUN)
Overview
[bookmark: _Toc343685577]SSI EUNs use SSI services to communicate with one or more SSI assets located in space or on Earth. In SSI Stage 1 this will involve use of an ABA ESLT. In Stages 2 and 3 this may involve use of an SSI ESLT or PSLT, EMRN, WAN, or other SSI assets. At Stage 1, SSI EUN runs DTN and sends bundles to SUN via the DTN node in the EMRN, whereas, at Stage 2, SSI EUN runs DTN and sends bundles to SUN via the DTN node in the ESLT. This is the major difference between Stages 1 and 2 for a SSI EUN.

Stage 1 and 2 SSI EUN Requirements
SSI EUNs shall implement one or more CCSDS-compliant space internetworking functions (reference [IPS] or [DTN]), for IP or DTN processing.
SSI EUNs with intermittent link connectivity, BDP >107, or long RTLTs (>2 seconds) should implement the basic DTN internetworking functions (reference [DTN]).
SSI EUNs implementing DTN should acquire DTN endpoint addresses using the SANA registries (reference [19]) for BP and LTP identifiers.
SSI EUNs with continuous link connectivity, BDP <107, and short RTLTs may implement the basic IP internetworking functions (reference [IPS]).
SSI EUNs implementing IP should acquire IP endpoint addresses and identifiers using the IANA registries for IP and DNS identifiers.
SSI EUNs may connect directly to an ABA ESLT to access space link services to communicate directly to their SUN at the link layer..
SSI EUNs connecting directly to an ABA ESLTs shall implement all of the functions required of ABA EUNs, as defined in 5.2.3.2.
SSI EUNs may connect to an SSI ESLT, SSI EMRN, or SSI Earth WAN routing node for SSI routing services.
SSI EUNs connecting directly to an SSI ESLT to communicate with their SUN shall implement all of the functions required of SSI EMRNs, as defined in 5.3.2.32.  { Must cross check ALL of these references as they are likely to have changed…}	Comment by Davarian, Faramaz (US 9700): Costin: 5.3.2.2 (corrected my version)
SSI EUNs shall implement one or more appropriate terrestrial link layer functions to connect to the SSI routing node, i.e., Ethernet, WiFi, serial link, or other.
 [Opt] SSI EUNs requiring secure or authenticated communications should implement one or more of the CCSDS security functions (reference [6]) to secure the data payload. 
SSI EUNs may implement upper-layer application functions, for processing files, frames, messages, or packets.

Future SSI EUN Requirements
[Future] SSI EUNs shall implement SSI NSA and coordination functions (reference [D6]).
[Future], [Opt] SSI EUNs requiring secure commanding may implement a digital signature or encryption function for data sent on the space link.
[Future], [Opt] SSI EUNs requiring secure commanding should implement a key management function for data sent on the space link (reference [D16]).
[Future], [Opt] SSI EUNs implementing DTN and requiring secure or authenticated network communications may implement the BPSec (references [D19], [D17]) to secure the end-to-end network communications.	Comment by Davarian, Faramaz (US 9700): Is this still FUTURE?
[bookmark: _Toc390672115][bookmark: _Ref394390165]SSI Space/Planet User Node (SPUN)
Overview
[bookmark: _Toc236632215][bookmark: _Toc313093717][bookmark: _Toc313093829][bookmark: _Toc343685578]SSI SPUNs use SSI services to communicate with their SSI EUN or with one or more other SSI assets located in space. In SSI Stage 1 this will involve use of an ABA ESLT. In Stages 2 and 3 this may involve use of an SSI ESLT or PSLT, EMRN, WAN, or other SSI assets.
Stage 1 SSI SPUN Requirements 
SSI SPUNs shall implement all of the functions required of ABA SUNs, as defined in 5.2.3.3.
SSI SPUNs shall implement one or more CCSDS-compliant space internetworking functions (reference [IPS] or [DTN]), to process, store, manage, and route IP or DTN data, in the relay asset.
SSI SPUNs with intermittent link connectivity, BDP >107, or long RTLTs (>2 seconds) should implement the DTN internetworking functions.
SSI SPUNs implementing DTN should acquire DTN endpoint addresses using the SANA registries (reference [19]) for BP and LTP identifiers.
SSI SPUNs with continuous link connectivity, BDP <107, and short RTLTs may implement the basic IP internetworking functions (reference [IPS]).
SSI SPUNs implementing IP should acquire IP endpoint addresses and identifiers using the IANA registries for IP and DNS identifiers.
Stage 2 SPUN Requirements
SSI SPUNs shall implement all of the functions required of ABA SSI Stage 1 SUNsSPUNs, as defined in 5.2.3.3.5.3.6.2
SSI SPUNs shall implement one or more CCSDS-compliant space internetworking functions (reference [IPS] or [DTN]), to process, store, manage, and route IP or DTN data, in the relay asset.
SSI SPUNs with intermittent link connectivity, BDP >107, or long RTLTs (>2 seconds) should implement the DTN internetworking functions.
SSI SPUNs implementing DTN should acquire DTN endpoint addresses using the SANA registries (reference [19]) for BP and LTP identifiers.
SSI SPUNs with continuous link connectivity, BDP <107, and short RTLTs may implement the basic IP internetworking functions (reference [IPS]).
SSI SPUNs implementing IP should acquire IP endpoint addresses and identifiers using the IANA registries for IP and DNS identifiers.
SSI SPUNs may connect to an SSI ESLT or PSLT, SSI SRN, or SSI Planet WAN routing node for SSI routing services.
SSI SPUNs connecting over a space link shall implement one or more CCSDS-compliant space-link PDU processing functions, for AOS, TM, TC, USLP, or Proximity-1 (references [9], [10], [31], or [43], [44], [45], [58]) in the user node.
SSI SPUNs connecting over a space link may implement CCSDS-compliant frame merging in the user node.
SSI SPUNs connecting over a space link shall implement CCSDS-compliant frame decoding in the user node (references [8], [16]).
SSI SPUNs connecting over a space link shall implement CCSDS-compliant frame encoding in the user node (references [8], [16]).
SSI SPUNs connecting over a ‘terrestrial’ (i.e. planet surface) { Need to sort out this terminology with the Artemis / SOIS guys.} link may implement one or more appropriate terrestrial link layer functions to connect to the SSI routing node, i.e., Ethernet, WiFi, serial link, or other. 
SSI SPUNs may implement upper-layer application functions, for processing files, frames, messages, or packets.
 [Opt] SSI SPUNs requiring secure commanding may implement a digital signature or decryption function for data received on the space link (references [6]). 
Future SPUN Requirements
[Future], [Opt] SSI SPUNs requiring secure commanding should implement a key management function for data sent on the space link (reference [D16]). 
[Future], [Opt] SSI SPUNs requiring secure or authenticated communications should implement one or more of the CCSDS security functions (reference [6]) to secure the data payload
[Future], [Opt] SSI SPUNs implementing DTN and requiring secure or authenticated network communications may implement the BPSec (references [D19], [D17]) to secure the end-to-end network communications. 
[Future] SSI Space User NodesSPUNs may implement one or more CCSDS-compliant internetworking management functions (reference [D12]) to control the Space User Node. 
[bookmark: _Toc390672116][bookmark: _Ref394389808][bookmark: _Ref394393801]SSI Hybrid/Science Routing Node
Overview
[bookmark: _Toc313093718][bookmark: _Toc313093830][bookmark: _Toc313549151][bookmark: _Toc343091922][bookmark: _Toc343091969][bookmark: _Toc343685448][bookmark: _Toc343685579][bookmark: _Toc343685671][bookmark: _Toc343685775][bookmark: _Toc343686111]SSI hybrid/science routing nodes are primarily science/user nodes, but they may also provide SSI services to one or more SSI assets located in space. In SSI Stage 1 these nodes will probably involve use of an ABA ESLT and an SSI EUN that may also act as an EMRN. In SSI Stage 2 or 3 these hybrid nodes are likely to provide important ‘building blocks’ toward a widely available SSI infrastructure.
SSI Stage 2 HSRN Requirements	Comment by Davarian, Faramaz (US 9700): What about Stage 1?
SSI hybrid/science routing nodes will implement all required science/exploration functions required by their primary mission.
SSI hybrid/science routing nodes shall implement all of the functions required of ABA SUNs, as defined in 5.2.3.4.
SSI hybrid/science routing nodes must implement the essential SSI SRN service functions as defined in 5.3.2.5.
SSI hybrid/science routing nodes may implement all of the functions required of SSI SPUNs, as defined in 5.3.6.
[bookmark: _Toc390672117][bookmark: _Toc390692087][bookmark: _Toc396318298][bookmark: _Toc99867838]Security Requirements for Physical Elements
Overview
For these physical elements the two most relevant aspects of the “CIA Security Triad” are Integrity and Availability. Integrity for these system elements that provide user services will be typically secured physically, and also by managing access control and identities of assets and participating entities. Availability will typically be achieved through robust design of systems and built-in redundancy and fault management.  The following physical security methods are likely to be employed at service system boundaries for manned or unmanned elements located on Earth, on other planetary surfaces, or in space.
The various CCSDS security documents (references [6], [D18]) provide for more details about security and threat analysis. Management access to elements located in space typically will be secured by various access controls, identity mechanisms, and encryption algorithms and protocols that will be described in more detail in section 6.
PHYSICAL Security Requirements
All Earth-based or planet surface operational systems should be within a secure physical perimeter (references [6], [D18]).
Only vetted, approved, and trained staff should be allowed physical access to operational systems.
Appropriate credentials should be required to gain physical access to operational facilities (reference [x.509],[IGCA]).
Isolated LANs and firewalls should be used to secure the operational systems.
Operational systems may be configured to be accessible only via proxy agents or a ‘demilitarized zone’ (DMZ).
LOGICAL Security Requirements
The identities of all elements that participate in space mission operations should be unambiguously known and documented.
NOTE: Identity attributes may include any or all of: name, owning organization, operating organization (if different), operating frequencies, Spacecraft Identifiers (SCID), IP address and/or DTN Node number, authenticated username or other identifier.
All spacecraft should be registered in the SANA spacecraft registry.
All service sites (including fixed and mobile ones) should be registered in the SANA Service Site and Apertures registry.
Future Requirements
[Future] All entities should have an assigned x.509 certificate (reference [x.509]) assigned and validated by the originating organization.
[Future] All agencies should participate in the CCSDS federated Control Authority (reference [IGCA]).


[bookmark: _Toc236632217][bookmark: _Toc313093719][bookmark: _Toc313093831][bookmark: _Toc313549152][bookmark: _Toc343091923][bookmark: _Toc343091970][bookmark: _Toc343685449][bookmark: _Toc343685580][bookmark: _Toc343685672][bookmark: _Toc343685776][bookmark: _Toc343686112][bookmark: _Toc390672118][bookmark: _Toc390692088][bookmark: _Ref394394335][bookmark: _Toc396318299][bookmark: _Toc99867839]Communications View
[bookmark: _Toc390672119][bookmark: _Toc390692089][bookmark: _Toc396318300][bookmark: _Toc99867840][bookmark: _Toc236632218]Overview
General
This view focuses on the communications protocols used for accessing SCCS services that are provided by CSSSes and CSSEs. Its focus is on the details of the communications protocol stacks that define the technical characteristics of the interface binding points between the CSSEs and UEs.
The communications protocols used for accessing a SCCS service are determined by the nature of the cross support service, the kinds of interface binding points that are supported, and where the service elements are located. For example, for an ABA space link service that delivers telemetry frames from a SUN to an EUN using an ESLT, the CCSDS AOS, TM, or Unified Space Data Link Protocol (references [9], [10], [58]), appropriate coding ([32], [56], [57], or [70]), and one of the CCSDS RF/optical and modulation recommendations ([34] or [66]) will be used on the space interface of the SUN and the ESLT. The terrestrial interface that delivers those frames to the EUN will use SLE or CSTS and terrestrial link protocols, and data may flow over a WAN. Because of these different interfaces, the appropriate sets of communications protocols must be specified for each interface of each CSSE.
This section does not attempt to provide concrete guidance for the selection of specific modulation, coding, or link layer standards for any particular application. That is a deep technical subject that requires careful analysis of mission and communications asset characteristics and mission trajectory. Various network service providers offer systems-engineering support, user guides and link design handbooks that should be consulted for technical specifics relevant for any given mission. There are also CCSDS documents that provide excellent overviews of these topics. The reader is directed to the Overview of Space Communications Protocols (OSCP) (reference [D7]), TC (and TM) Synchronization and Channel Coding (references [8], [32]), Bandwidth-Efficient Modulations (reference [34]) and the other technical standards to which they refer.
For SSI deployments a large number of possible deployment configurations are possible, both using dedicated service elements (like an SRN or a PSLT) or using hybrid elements like an SRMN or a HSRN.  Furthermore, a large variety of possible link layer and proximity link protocols may be chosen for different surface, proximity, or space deployments.  A broad variety of these possible configurations will be covered in the following sections, and others may be constructed by following the similar patterns for other protocols.  
One recommended use of this document is to use it to define a more limited subset of the possible protocols and document the specific set of down-selected protocols that are to be used for that purpose.  This could be in the form of what is called a CCSDS Utilization Profile for a particular purpose, such as a collaborative, Lunar or Mars, multi-mission exploration.
[bookmark: _Toc115881418][bookmark: _Toc115881108][bookmark: _Toc37510711][bookmark: _Toc37510657][bookmark: _Toc32581432][bookmark: _Toc32581303][bookmark: _Toc313093722][bookmark: _Toc313093834][bookmark: _Toc313549155][bookmark: _Toc343091926][bookmark: _Toc343091973][bookmark: _Toc343685452][bookmark: _Toc343685589][bookmark: _Toc343685675][bookmark: _Toc343685779][bookmark: _Toc343686121][bookmark: _Toc390672120][bookmark: _Toc390692090]Specific Protocols for Service Interface Binding
General
Each cross support service uses a set of communications protocols that is determined by the nature of the service, the locations of the physical elements (the CSSE, the Earth and SUNs, and all off-planet service elements), and the characteristics of the physical links between these physical elements.
[bookmark: _Toc115881419][bookmark: _Toc115881109][bookmark: _Toc37510712][bookmark: _Toc37510658][bookmark: _Toc32581433][bookmark: _Toc32581304][bookmark: _Toc313093723][bookmark: _Toc313093835][bookmark: _Toc343685590][bookmark: _Toc343686122][bookmark: _Toc390672121]Referenced Communication Protocols
Table 6‑1 lists the common communications protocols, both ABA and SSI specific, used to support SCCS services that are referenced in this document. Terrestrial CSSSes and CSSEs may use other commercial communications protocols that are not listed in this table.
The ABA link layer configurations use only the first three sections of table 6‑1; the SSI configurations use one or both of the last two sections along with the Physical Layer through Data Link Layer protocols specified in the first three sections of the table. For ABA configurations, any mission Application Layer protocols are usually implemented directly on the Data Link Layer, using a ‘shim’ such as Space Packet Protocol (SPP) (reference [42]) or Encapsulation Packet (EP) described in the Encapsulation Packet Protocol (reference [14]). For the SSI, any mission Application Layer protocols will be implemented on top of the Network Layer protocols instead of directly on the Data Link Layer protocols and these also use the Encapsulation Service.
[bookmark: _Toc99867701][bookmark: T_601ReferencedCommunicationsProtocols]Table 6‑1	:  Referenced Communications Protocols
	Comm 
Link Type
	Communications Protocol
	Reference

	ABA and SSI
	
	

	Proximity Links
	Proximity-1 Space Link Protocols: Data Link Layer
	CCSDS 211.0-B.5 [43]

	
	Proximity-1 Space Link Protocols: Physical Layer
	CCSDS 211.1-B.4 [44]

	
	Proximity-1 Space Link Protocols: Coding and Synchronization Sublayer
	CCSDS 211.2-B.2 [45]

	
	Unified Space Data Link Protocol (using Prox-1 signaling)
	CCSDS 732.1-B-1 [58]

	Space -Ground Links
	Radio Frequency and Modulation Systems—Part 1: Earth Stations and Spacecraft
(RF, modulation, ranging, DOR tones)
	CCSDS 401.0-B.23 [34]

	
	Pseudo-Noise (PN) Ranging Systems
	CCSDS 414.1-B-2 [36]

	
	Optical Communications Physical Layer
	CCSDS 141.0-B-1 [66]

	
	Optical Communications Coding and Synchronization
	CCSDS 142.1-B-1 [67]

	
	TC Synchronization and Channel Coding
	CCSDS 231.0-B.2 [8]

	
	TM Synchronization and Channel Coding
	CCSDS 131.0-B.2 [32]

	
	Variable Coded Modulation Suite
	CCSDS 131.2-B-1 [56], CCSDS 131.3-B-1 [57], CCSDS 431.1-B-1 [70]

	
	TC Space Data Link Protocol
	CCSDS 232.0-B.2 [31]

	
	TM Space Data Link Protocol
	CCSDS 132.0-B.1 [10]

	
	AOS Space Data Link Protocol
	CCSDS 732.0-B.2 [9]

	
	Communications Operation Procedure-1 (COP-1)
	CCSDS 232.1-B-2 [33]

	
	Unified Space Data Link Protocol
	CCSDS 732.1-B-1 [58]

	Application Layer Protocols
	Space Packet Protocol
	CCSDS 133.0-B.1 [42]

	
	Encapsulation Packet Protocol
	CCSDS 133.1-B-2 [14]

	
	CCSDS File Delivery Protocol
	CCSDS 727.0-B.4 [39]

	
	Asynchronous Message Service (AMS)
	CCSDS 735.1-B-1 [41]

	
	Global Spacecraft Identification Field Code Assignment Control Procedures 
	CCSDS 320.0-M-7 [20]

	
	Space Assigned Numbers Authority (SANA)—Registry Management Policy(RMP) 
	CCSDS 313.1-Y-2 [18]

	
	Time Code Formats
	CCSDS 301.0-B-4 [35]

	SSI Only
	
	

	DTN Internetworking Protocols
	Bundle Protocol Specification, BPv7
	RFC 9171 [12]

	
	CCSDS Bundle Protocol Specification
	CCSDS 734.2-R Draft [D17]

	
	Licklider Transmission Protocol—Specification
	RFC 5326 [13]

	
	Contact Graph Routing Protocol
	Burleigh, December 2011 [D10]; NASA Tech Brief NPO-45488

	
	Last-Hop/First-Hop Service
	CCSDS White Paper [D14]

	
	Delay Tolerant Network Asynchronous Management Architecture
	Birrane, Oct 2019 [D11]; draft-birrane-dtn-ama-06

	IP Internetworking Protocols
	Internet Protocol 
	STD 5 [47]

	
	IP over CCSDS Space Links
	CCSDS 702.1-B-1 [46]

	
	Transmission Control Protocol
	STD 7 [48]

	
	User Datagram Protocol
	STD 6 [49]

	
	File Transfer Protocol (FTP)
	STD 9 [25]

	
	Hypertext Transfer Protocol—HTTP/1.1
	RFC 2068 [50]

	
	Internet Control Message Protocol (ICMP)
	STD 5 [27]

	
	IP Header Compression
	RFC 2507 [51]


Figure 6‑1 depicts the space-ground, proximity, and application shim (Space Packet and Encapsulation Packet) protocols as they relate to the CCSDS Layered Protocol Model and to each other. The CCSDS Layered Model is based on the ISO Open Systems Interconnection (OSI) Basic Reference Model (BRM, reference [4]), where the CCSDS Model divides the OSI BRM’s Data Link Layer into the Data Link Protocol Sublayer and the Synchronization and Channel Coding Sublayer.
[image: ]
[bookmark: _Ref79847447][bookmark: _Toc99813028][bookmark: _Toc99813789]Figure 6‑1	:  Layering of CCSDS Space Link Protocols
[bookmark: _Ref88639567]Variable Coded Modulation Suite
Table 6‑1 contains what we are calling the Variable Coded Modulation (VCM) Suite in the set of space-ground link protocols. The VCM Suite is not a single protocol, but rather three closely related synchronization, channel coding, and modulation standards that support dynamic changes in coding and modulation by employing in-protocol signaling to inform the receiver of the current coding and modulation scheme. These three VCM standards – Flexible Advanced Coding and Modulation Scheme for High Rate Telemetry Applications (reference [56], commonly referred to as Serially Concatenated Convolutional (Turbo) Code (SCCC)) and CCSDS Space Link Protocols Over ETSI DVB-S2 Standard (reference [57]), and VCM Protocol (reference [70]) – operate in very similar ways, and in fact the VCM Protocol overlaps and subsumes the functionality of the other two standards in the VCM Suite. Figure 6‑2 illustrates the major functions performed by the three VCM standards and the functions that they share with each other and with the TM Synchronization and Channel Coding Recommended Standard (reference [32]). 
[image: ]
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[bookmark: _Ref79843978][bookmark: _Toc99813029][bookmark: _Toc99813790]Figure 6‑2	:  Component Standards of the VCM Suite
The three VCM Suite standards contain not only requirements on the coding sublayer of the data link layer of the OSI OSI Basic Reference Model (reference [4]), but also modulation requirements associated with the Physical Layer of the OSI model. These modulation schemes are normatively specified in the CCSDS RF and Modulation Recommended Standard (CCSDS 401.0, reference [34]), and different subsets are used for SCCC and CCSDS Over DVB-S2. However, there are other, non-modulation, functions of the Physical Layer that are not addressed by the VCM specifications, related to frequency bands, polarization, etc. These other functions are also specified in reference [34].
Because the three VCM standards are so similar in their function, they are addressed as a group (suite) in this architecture. Missions with high-rate data links that could benefit from the dynamic modification of coding and/or modulation schemes that these VCM protocols enable may select the specific VCM protocol that is most appropriate. 
Referenced Cross Support Protocols
Table 6‑2 lists the cross support protocols that are referenced in this document and used between an EUN and the ESLT CSSE. Other protocols may be used in addition to these.
[bookmark: _Toc99867702][bookmark: T_602ReferencedCrossSupportProtocols]Table 6‑2	:  Referenced Cross Support Protocols
	Cross Support 
Link Type
	Cross Support Protocol
	Reference

	Transfer Service – Forward
	Space Link Extension—Forward CLTU Service Specification
	CCSDS 912.1-B-3 [21]

	
	Cross Support Transfer Service—Forward Frame Service
	CCSDS 922.3-B-1 [63]

	Transfer Service – Return
	Space Link Extension—Return All Frames Service Specification
	CCSDS 911.1-B-3 [22]

	
	Space Link Extension—Return Channel Frames Service Specification
	CCSDS 911.2-B-2 [23]

	
	SLE Return Operational Control Fields
	CCSDS 911.5-B-2 [28]

	Application Layer Protocols
	Cross Support Transfer Service – Tracking Data Service
	CCSDS 922.2-B-1 [62]

	
	Terrestrial Generic File Transfer
	CCSDS 927.1-B-1 [64]

	
	CFDP File Service
	CCSDS White Paper [D12]

	
	Service Control Cross Support Transfer Service
	CCSDS White Book [D13] 

	
	Space Link Extension—Internet Protocol for Transfer Services
	CCSDS 913.1-B-2 [52]

	
	Cross Support Transfer Service—Specification Framework
	CCSDS 921.1-B-2 [65] Error! Reference source not found.Error! Reference source not found.

	
	Tracking Data Message (TDM)
	CCSDS 503.0-B-1 [37]

	
	Delta-DOR Raw Data Exchange Format
	CCSDS 506.1-B-1 [38] 

	
	Delta-Differential One Way Ranging (Delta-DOR) Operations
	CCSDS 506.0-M-1 [24]

	
	Cross Support Transfer Service – Monitored Data Service 
	CCSDS 922.1-B-2 [61]

	Service Management
	Extensible Space Communication Cross Support Service Management—Concept (ESCCS-SM)
	CCSDS 902.0-G [D9] 

	
	Service Management Utilization Request Formats (SMURF)
	CCSDS 902.9-B-1 [59]

	
	Cross Support Service Management – Simple Schedule Format Specification (SSF)
	CCSDS 902.1-B-1 [60]

	
	Cross Support Service Management – Communication Planning Information Formats (CPIF) 
	CCSDS 902.2-B-1. [72]

	
	Cross Support Service Management – Service Package Data Formats
	CCSDS 902.4-B-1 [75] [Future]

	
	Service Agreement and Configuration Profile Formats (SACP)
	CCSDS 902.X-B-1 [D33] [Future]

	
	SCCS Service Management Protocol 
	CCSDS 902.0-G [D9] [Future]

	
	Service Accountability Report
	CCSDS 902.0-G [D9] [Future]

	
	Functional Resource Model
	CCSDS 901.3-M-1 [D15] 

	
	XML Specification for Navigation Data Messages
	CCSDS 505.0-B-1 [29] 

	
	Orbit Data Messages (ODM) 
	CCSDS 502.0-B-2 [30] 

	
	Conjunction Data Message (CDM) 
	CCSDS 508.0-B-1 [40]

	
	
	

	SSI Only
	
	

	SSI
	Solar System Internetwork (SSI) Architecture
(Pas PAs and coordination function)
	CCSDS 730.1-G [D6]

	
	Bundle Protocol, BPv7
	RFC 9171

	
	Bundle Protocol Security (BPSec)
	RFC 9172

	
	BPSec Security Contexts
	RFC 9173

	
	Asynchronous Management Architecture
	ID-AMA

	
	AMA Data Model (ADM)
	ID-ADM


[bookmark: _Toc236632221][bookmark: _Toc313093724][bookmark: _Toc313093836][bookmark: _Toc313549156]All documents with specific assigned numbers are existing published documents at the time of writing, but several others are currently in development as Red Books (books currently in CCSDS review), White Papers (concept papers), White Books (early drafts of standards), Internet RFC’s (published) or Internet Drafts (ID-). Check the CCSDS website (http://public.ccsds.org/default.aspx) for the current versions of CCSDS documents.
[bookmark: _Toc390672123]Referenced Security Protocols
Security, in general, is a rapidly evolving field and most agencies will have their own favored security policies and methods, which usually are not openly discussed.  The standards provided by CCSDS and the deployments which are presented all have security properties that can meet a range of requirements, but which may not meet specific agency requirements or practices.  New security practices, such as Zero Trust Architecture (ZTA), defined in NIST 800-207, and approaches such as those documented in ISO/IEC 24760, Information technology — Security techniques — A framework for identity management are now being adopted.  A selected subset of such techniques that are now in discussion within CCSDS, are introduced as [Future] standards.
Table 6‑3 lists the security protocols that are referenced in this document and used to support secure space communications and operations. Terrestrial CSSSes and CSSEs may use other commercial communications protocols that are not listed in this table.
Specific examples of how and where these security protocols and algorithms may be applied are provided in 6.2.2.4 and 6.2.3.7. While these sections provide specific recommendations and diagrams relating to security deployments, the reader should keep in mind that these security protocols and algorithms may equally well be applied, using the methods shown, in any of the other deployments where they are required or appropriate.
[bookmark: _Toc99867703][bookmark: T_603ReferencedSecurityProtocols]Table 6‑3	:  Referenced Security Protocols
	Security 
Standards
	Cross Support Protocol
	Reference

	ABA and SSI
	
	

	Space-to-Ground Links
	Space Data Link Security Protocol
	CCSDS 355.0-B-1 [68] 

	
	Network Layer Security Adaptation Profile

	CCSDS 356.0-B-1 [D30] (new ref)

	Application Layer Protocols
	CCSDS Cryptographic Algorithms
	CCSDS 352.0-B-2 [7] [68]

	
	Symmetric Key Management 
	CCSDS White Book [D16]

	
	Space Data Link Security Protocol–Extended Procedures
	CCSDS 355.1-B-1 [69]

	
	CCSDS Guide for Secure System Interconnection
	CCSDS 350.4-G-2 [D18]

	
	Security Architecture for Space Data Systems
	CCSDS 351.0-M-1 [6]

	IP Internetworking Protocols
	SSH
	RFC 4251 [73]

	
	HTTP Over TLS
	RFC 2818 [55]

	SSI Only
	
	

	DTN
Internetworking Protocols 
	Bundle Security Protocol Specification (new BPSec)
	RFC 9172 [15]

	
	BPSec Security Contexts
	RFC 9173 [??]

	
	Intergovernmental Certificate Authority (IGCA)
	[Future]

	
	Secure Network Management and Operation
	[Future]

	IP Internetworking Protocols
	Security Architecture for the Internet Protocol
	RFC 4301 [53]

	
	IP Encapsulating Security Payload (ESP)
	RFC 4303 [54]

	
	FTP Security Extensions
	RFC 2228 [26]


All documents with specific assigned numbers are existing published documents or drafts (Red Books) released for international review as of the time of writing; other documents are White Papers (concept papers), White Books (proposed standards), Internet RFC’s (published) or Internet Drafts (ID-). The CCSDS Web site (http://public.ccsds.org/default.aspx) contains the current versions of CCSDS documents.
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[bookmark: _Toc313093730][bookmark: _Toc313093842][bookmark: _Toc343685597][bookmark: _Toc343686129][bookmark: _Toc390672125]Overview
ABA Configuration Protocol Building Blocks
This subsection introduces ABA protocol building blocks, and each of the following diagrams presents one or more ABA protocol building blocks. Each diagram describes the recommended stack of protocols for use in specific link layer configurations. Most of these are suitable only for ABA configurations, but some are suitable for both SSI and ABA configurations and provide a forward growth path. Extensive descriptive material on these ABA protocol building blocks may be found in subsection 6.5.1 of the SCCS-ADD (reference [D5]). Section 7 shows how to configure these protocol building blocks to meet the needs of specific end-to-end configurations.
[bookmark: _Toc343685598][bookmark: _Toc390672126][bookmark: _Ref394393617]ABA ESLT Service-Provider Protocol Recommendations
[bookmark: _Toc343685599]This section presents a set of tables that identify the interface protocol stack associated with each of the cross support functions provided by ABA ESLTs. In these tables, the cross support functions are listed on the horizontal axis, and the underlying protocol stacks are organized on the vertical axis. If a mission needs to use (or a sevice provider needs to support) a given cross-support function, the protocol stack specifies the protocols that are to be used.
In many cases, the total set of available CCSDS Recommended Standards provides multiple protocol options for a given cross support function. The tables use the following notations to identify the dependencies of the cross-support services on the protocols listed in the tables:
· M: the presence of the protocol is mandatory for the service;
· O: the presence of the protocol is optional for the service;
· O<n>: the protocol is one of a group of optional protocols (optional group), one of which is required for the service. The integer index <n> identifies the specific optional group. When this notation is used in the table, the definition of the optional group is provided immediately below the table;
· R<n>: If one of those options in an optional group is better suited than the other(s) in that group to support future capabilities and/or services, that option is identified as the “recommended” option, all other things being equal. Note that options that are identified but that do not carry the “recommended” label still satisfy the requirement and may be implemented for other reasons (such as compatibility with or ease of use for legacy users). The integer index <n> has the same value as the other protocols in the optional group of protocols, such that R<n> identifies the recommended protocol in that group. When one option of an optional group is recommended, the notation for that recommendation provides the reason that it is recommended; 
· C<m>: the presence of the protocol is conditional on some criterion being met, where the integer index <m> identifies the specific condition that applies. When this notation is used in the table, the definition of the criterion is provided immediately below the table; and
· N[<p>]: A note that contains additional information, qualification, or clarification follows the table. If more than one such note exists in a given table, the “N” is followed by an integer index <p>.  
In some cases, the selection of one protocol from an optional group depends on which conditions apply. These selections are represented as “O<n>:C<m>”, where O<n> identifies the optional groups and C<m> represents the criterion for selecting that option from within that optional group.
Table 6‑4 lists the terrestrial side standard suite of space communication cross-support functions and associated interface protocol stacks for ABA ESLT. These functions and associated protocols are referenced by the requirements in this and other sections.
[bookmark: _Ref60069892][bookmark: _Toc99867704][bookmark: T_604RequiredandOptionalABAESLTTerrestri]Table 6‑4	:  Terrestrial Side Interface Protocol Stacks for ABA ESLT Space Communications Services 
	Functions (Protocols)
	Receive All Transfer Frames 

	Receive Transfer Frames for a Specific MC or VC
	Receive OCFs
	Send CLTUs

From EUN to ESLT
	Send Transfer Frames 

	SLE RAF [22]
	M
	
	
	
	

	SLE RCF [23]
	
	M
	
	
	

	SLE ROCF [28]
	
	
	M
	
	

	SLE FCLTU [21]
	
	
	
	C1
	

	CSTS F-Frame [63]
	
	
	
	
	C2, N1

	ISP-1 [52]
	M
	M
	M
	C1
	C2

	TCP [48]
	M
	M
	M
	C1
	C2

	IP [47]
	M
	M
	M
	C1
	C2

	Ground Data Link and Physical
	M
	M
	M
	C1
	C2


C1	M IF the data to be transmitted is transferred from the EUN in the form of variable-length CLTUs containing TC or variable-length USLP Frames, ELSE N/A.
C2	M IF the data to be transmitted is transferred from the EUN in the form of fixed or variable-length TC, AOS, or USLP TF, ELSE N/A.
N1	The CSTS F-Frame service is the only CCSDS Recommended Standard applicable to the transmission of AOS and fixed-length USLP TF on the forward link. However, some AOS-based missions that were well advanced in their planning phases before the publication of the F-Frame Recommended Standard have elected to use the EF-CLTU service defined in the Enhanced Forward CLTU Experimental Specification (reference [D8]).
Table 6‑5 lists the terrestrial side suite of file-oriented space communication functions and associated interface protocol stacks for ABA ESLT. These functions and protocols are referenced by the requirements in this and other sections.
NOTE	-	The CFDP File Service, which is required for the ABA ESLT file-oriented space communication services, is a future capability.
[bookmark: _Ref61616933][bookmark: _Toc99867705]Table 6‑5	:  Terrestrial Side Interface Protocol Stacks for ABA ESLT File-Oriented Space Communications Services 
	Functions (Protocols)
	Transfer file from Earth User Node to Space User Node (ground-to-space)
	Transfer file from Space User Node to Earth User Node (space-to-ground)

	CFDP File Service [D12] [Future]
	M
	M

	TGFT [64]
	M
	M

	HTTP Over TLS [55]
	M
	M

	TCP [48]
	M
	M

	IP [47]
	M
	M

	Ground Data Link and Physical
	M
	M


Table 6‑6 lists the terrestrial side suite of interface protocol stacks for the exchange of radiometric data for ABA ESLT. These are referenced by the requirements in this and other sections.
[bookmark: _Ref61617836][bookmark: _Ref81471604][bookmark: _Toc99867706]Table 6‑6	:  Terrestrial Side Interface Protocol Stacks for ABA ESLT Radiometric Data Services
	Functions (Protocols)
	Produce Raw Tracking Data 
	Produce D-DOR Raw Data Files
	Produce Validated RM and Correleted D-DOR Data Files

	TD-CSTS [62]
	M
	
	

	D-DOR Raw Data [16], [38] 
	
	M
	

	Validated RM Data Delivery [16]
	
	
	M, N2

	TGFT [64]
	
	
	M

	FTP [25]
	
	M, N1
	

	SSH [73]
	
	M, N1
	

	ISP-1 [52]
	M
	
	

	HTTP Over TLS [55]
	
	
	M

	TCP [48]
	M
	M
	M

	IP [47]
	M
	M
	M

	Ground Data Link and Physical
	M
	M
	M


N1	For D-DOR Raw Data transfer, the combination of FTP and SSH is known as the Secure File Transfer Protocol or SSH File Transfer Protocol (SFTP).
N2	Although IOAG Service Catalog #1 (reference 16]) calls for a “Validated Data Radio Metric Data Delivery Service” that uses an “Offline Radio Metric Service”, neither of these have been defined as of the publication of this Recommended Practice. At this time, all Validated Data RM services are performed under operator supervision in conformance with provider-defined quality metrics to produce TDM files containing validated RM data. The TDM file is encapsulated in an XFDU Package that is transferred from the ESLT to the user using TGFT.  Offline Validated Radiometric Data Service-specific parameters of the XFDU Package are bilaterally defined. 
Table 6‑7 lists the service management (SM) information entities and the terrestrial side interface protocol stacks for the exchange of those entities for ABA ESLT. These are referenced by the requirements in this and other sections.
NOTE	-	SM Utilization Requests include Service Planning, Service Agreement, Configuration Profile, Event Sequence, Service Package, Trajectory Submission, and Accountability Report Request.

[bookmark: _Ref61617976][bookmark: _Toc99867707]Table 6‑7	:  Information Entities and Terrestrial Side Interface Protocol Stacks for ABA ESLT for Service Management
	Information Entities and Functions (Protocols)
	SM Utilization Requests
	Service Planning Inform-ation
	Simple (Service) Schedule
	Service Package
	Service Agreement and Configuration Profiles
	Service Accountability Report
	MD-CSTS 
	SC-CSTS

	Service Management Utilization Request Formats (SMURF) [59]
	M
	
	
	
	
	
	
	

	CPIF [72]
	
	M
	
	
	
	
	
	

	Simple Schedule Format [60]
	
	
	M
	
	
	
	
	

	Service Package Data Formats [D34] [Future]
	
	
	
	C2
	
	
	
	

	OPM/OMM/OEM [29] or [30]
	C3, N
	
	
	
	
	
	
	

	SACP [D9] [Future]
	
	
	
	
	C2
	
	
	

	Service Accountability Report [D9] [Future]
	
	
	
	
	
	C2
	
	

	Bilaterally-agreed data transfer method(s)
	C1
	C1
	C1
	
	
	
	
	

	SCCS Service Management Protocol [D9] [Future]
	C2
	C2
	C2
	C2
	C2
	
	
	

	HTTP Over TLS (HTTPS) [55]
	C2
	C2
	C2
	C2
	C2
	C2
	
	

	MD-CSTS [61]
	
	
	
	
	
	
	M
	

	SC-CSTS [D13]
	
	
	
	
	
	
	
	[Future]

	ISP-1 [52]
	
	
	
	
	
	
	M
	[Future]

	TCP [48]
	C2
	C2
	C2
	C2
	C2
	C2
	M
	[Future]

	IP [47]
	C2
	C2
	C2
	C2
	C2
	C2
	M
	[Future]

	Ground Data Link and Physical
	C2
	C2
	C2
	C2
	C2
	C2
	M
	[Future]


C1	M for current operations, N/A for future operations.
C2	M for future operations, N/A for current operations.
C3	M for trajectory submissions, N/A for other data type submissions.
N	For current operations, the OPM, OEM, and OMM files are submitted to the ESLT by bilaterally-agreed methods. For future operations, the OPM, OEM, and OMM files will be submitted to the ESLT contained in SM Utilization Requests that are transferred using the SCCS Service Management Protocol.
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Table 6‑8 lists the space-side suite of interface protocol stacks used to perform the space communication cross-support functions provided by the ABA ESLT. These functions and associated protocols are referenced by the requirements in this and other sections.
[bookmark: _Ref61618590][bookmark: _Toc99867708][bookmark: _Ref60069989]Table 6‑8	:  Space Side Interface Protocol Stacks for ABA ESLT Space Communications Services
	Functions (Protocols)
	Receive All Transfer Frames
	Receive Transfer Frames for a specific MC or VC
	Receive OCFs
	Send CLTUs
	Send Transfer Frames 

	TM Space Data Link Protocol [10]
	O3:C3, N2
	O3:C3
	O3:C3
	N/A
	N/A

	AOS Space Data Link Protocol [9]
	O3:C3, N2
	O3:C3
	O3:C3
	N/A
	O3:C3

	Fixed Length Frame USLP [58]
	R3:C3, N2
	R3:C3
	R3:C3
	N/A
	R3:C3

	TC Space Data Link Protocol [31]
	N/A
	N/A
	N/A
	C4, N3
	O4:C4

	Variable Length Frame USLP [58]
	N/A
	N/A
	N/A
	C4, N3
	R4:C4

	TM Sync and Channel Coding [32]
	O2:C1
	O2:C1
	O2:C1
	N/A 
	O2:C1

	TC Sync and Channel Coding [8]
	N/A
	N/A
	N/A
	C1
	O2:C1

	Variable Coded Modulation (VCM) suite: [56], [57], and [70]
	O2:C1, N1
	O2:C1, N1
	O2:C1, N1
	N/A
	O2:C1, N1

	Optical Coding and Sync [67]
	O2:C2
	O2:C2
	O2:C2
	N/A
	O2:C2

	RF and Modulation (401) [34]
	O1
	O1
	O1
	M
	O1

	Optical Comm Physical Layer [66]
	O1
	O1
	O1
	N/A
	O1



C1	M IF the physical channel is an RF link conforming to CCSDS 401.0 (RF and Modulation), ELSE N/A.
C2	M IF the underlying physical channel is an optical link conforming to CCSDS 142.0 (Optical Communications Physical Layer), ELSE N/A.
C3	M IF the underlying sync and channel coding protocol is TM Sync and Channel Coding, a member of the VCM Suite, or Optical Coding and Sync, ELSE N/A. 
C4	M IF the underlying sync and channel coding protocol is TC Sync and Channel Coding, ELSE N/A.

O1	Set of options for physical layer protocol, one of which must be used.
O2	Set of options for sync and channel coding, one of which must be used.
O3	Set of options for fixed-length-frame space data link protocol.
R3	The recommendation for using USLP as the fixed-length-frame space data link protocol is based on the expanded SCID space of the protocol, which allows SCIDs to be permanently allocated to spacecraft without the need to re-use SCIDs from deactivated spacecraft.
O4	Set of options for variable-length-frame space data link protocol.
R4	The recommendation for using USLP as the variable-length-frame space data link protocol is based on the expanded SCID space of the protocol, which allows SCIDs to be permanently allocated to spacecraft without the need to re-use SCIDs from deactivated spacecraft.

N1	The Variable Coded Modulation (VCM) suite is a set of combined coding and modulation protocols – Serially Concatenated Convolutional (Turbo) Code (SCCC – reference [56]), Digital Video Broadcasting Second Generation (DVB-S2 – reference [57]), CCSDS VCM (reference  [70]) – any one of which may be used to provide combinations of coding and modulation that can be dynamically changed. The VCM suite protocols are used only in conjunction with CCSDS 401.0, which specifies all aspects of RF and modulation, including the modulation schemes that are referenced by the SCCC and CCSDS VCM specifications. See section 6.1.2.2.1 for more discussion of DVB-S2, SCCC, and CCSDS VCM.
N2	The SLE RAF service transfers TM, AOS, variable-length USLP, and fixed-length USLP frames. However, because the transfer frame format is opaque to the RAF service, it is also capable of carrying other data units.
N3	The SLE F-CLTU service transfers CLTUs containing TC and variable-length USLP frames. Because the CLTU format is opaque to the RAF service, it is also capable of carrying other variable-length data units.
Table 6‑9 lists the space-side suite of interface protocol stacks used to perform the file-oriented space communication cross-support functions provided by the ABA ESLT. These functions and associated protocols are referenced by the requirements in this and other sections. The file-oriented space communication cross support services use the same space data link protocols as the space communication services listed in Table 6‑8. Therefore, Table 6‑9 shows only the space data link protocol layers and above, and provides references to the appropriate entries in Table 6‑8.
NOTE	-	The CFDP File Service, which is required for the ABA ESLT file-oriented space communication services, is a future capability. Until the CFDP File Service is available the protocol stacks in the table will not be used for this purpose.
[bookmark: _Ref61683690][bookmark: _Ref62470824][bookmark: _Toc99867709]Table 6‑9	:  Space Side Interface Protocol Stacks ABA ESLT File-Oriented Space Communications Services 
	Functions (Protocols)
	Transfer file from Earth User Node to Space User Node (ground-to-space)
	Transfer file from Space User Node to Earth User Node (space-to-ground)

	CFDP [39] 
	M
	M

	Encapsulation Packet Protocol [14]
	O2
	O2

	Space Packet Protocol [42]
	O2
	O2

	TM Space Data Link Protocol [10]
	O1:C1 
	O1:C1 

	AOS Space Data Link Protocol [9]
	O1:C1 
	O1:C1 

	Fixed Length Frame USLP [58]
	R1:C1
	R1:C1

	TC Space Data Link Protocol [31]
	O1:C2
	O1:C2

	Variable Length Frame USLP [58]
	R1:C2
	R1:C2


C1	M IF the underlying sync and channel coding protocol is TM Sync and Channel Coding, DVB-S2, SCCC, or Optical Coding and Sync, ELSE N/A. See Table 6‑8 for the valid combinations of underlying sync and channel coding protocols and physical layer protocols.
C2	M IF the underlying sync and channel coding protocol is TC Sync and Channel Coding, ELSE N/A. See Table 6‑8 for the valid combinations of underlying sync and channel coding protocols and physical layer protocols.

O1	Set of options for space data link protocol.
O2	Set of options for packetizing CFDP data.
Table 6‑10 lists the space-side interface protocol stacks used to perform the radiometric data services provided by the ABA ESLT. These functions and associated protocols are referenced by the requirements in this and other sections.
NOTE	-	The ESLT Validated RM data service uses the raw RM data and D-DOR raw data collected from the space link(s). However, since by definition that raw data must be processed in order to validate it, it is not represented as a separate “user” of the space-side protocols in the table.
[bookmark: _Ref62464241][bookmark: _Toc99867710]Table 6‑10	:   Space Side Interface Protocol Stacks for ABA ESLT for Radiometric Data Services
	Functions (Protocols)
	Produce Raw Tracking Data 
	ProduceD-DOR Raw Data Files
	Produce Validated RM Data (non D-DOR data)
	Produce Correlated D-DOR Data Files

	Pseudo-Noise Ranging Systems [36]
	O:C1
	
	O:C1
	

	DOR Tone Reception [24]
	
	M
	
	M

	Optical Ranging [Future]
	C2
	
	C2
	

	RF and Modulation (401) [34]
	O1
	M
	O1
	M

	Optical Comm Physical Layer [66]
	O1
	
	O1
	



C1	M IF the underlying physical layer is an RF link, ELSE N/A.
C2	M IF the underlying physical layer is an optical link, ELSE N/A.
O1	Set of options for physical layer protocol, one of which must be used.
ABA EUN Protocol Recommendations
Table 6‑11 lists the ABA EUN standard suite of space communcations interface protocol stacks that are referenced by the requirements in this and other sections. For each ABA EUN communication function, the column contains all of the protocols down to the protocol that is used to interface with the corresponding ESLT cross support service, as specified in Table 6‑4. The corresponding column in Table 6‑4 identifies the underlying protocols of each such interface.

[bookmark: _Ref86609077][bookmark: _Toc99867711]Table 6‑11	:  ABA EUN Interface Protocol Stacks for Space Communications 
	Functions/ (Protocols)
	Receive Async Messages
	Receive Encap packets
	Receive Space Packets
	Receive CFDP Files
	Receive OCFs
	Send Async Messages
	Send Encap Packets
	Send Space Packets 
	Send CFDP Files

	AMS [41]
	M
	N/A
	N/A
	N/A
	N/A
	M
	N/A
	N/A
	N/A

	CFDP [39]
	N/A
	N/A
	N/A
	M
	N/A
	N/A
	N/A
	N/A
	M

	EPP [14]
	M
	M
	N/A
	O3
	N/A
	M
	M
	N/A
	O3

	SPP [42]
	N/A
	N/A
	M
	O3
	N/A
	N/A
	N/A
	M
	O3

	SDLS [68]
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3

	TM Space Data Link Protocol [10]
	O1
	O1
	O1
	O1
	N/A
	N/A
	N/A
	N/A
	N/A

	AOS Space Data Link Protocol [9]
	O1
	O1
	O1
	O1
	O1
	O1
	O1
	O1
	O1

	Fixed Length Frame USLP [58]
	R1
	R1
	R1
	R1
	R1
	R1
	R1
	R1
	R1

	COP [33]
	N/A
	N/A
	N/A
	N/A
	N/A
	C1, N1
	C1, N1
	C1, N1
	C1, N1

	TC Space Data Link Protocol [31]
	N/A
	N/A
	N/A
	N/A
	N/A
	O2
	O2
	O2
	O2

	Variable Length Frame USLP [58]
	N/A
	N/A
	N/A
	N/A
	N/A
	R2
	R2
	R2
	R2

	TC Sync and Channel Coding [8]
	N/A
	N/A
	N/A
	N/A
	N/A
	C3
	C3
	C3
	C3

	SLE RAF [22]
Receive All TF (Table 6‑4)
	C2
	C2
	C2
	C2
	C2
	N/A
	N/A
	N/A
	N/A

	SLE RCF [23]
Receive TF for a Specific MC or VC (Table 6‑4)
	C2
	C2
	C2
	C2
	C2
	N/A
	N/A
	N/A
	N/A

	SLE ROCF [28]
Receive OCFs (Table 6‑4)
	C2
	C2
	C2
	C2
	C2
	N/A
	N/A
	N/A
	N/A

	SLE FCLTU [21]
Send CLTUs (Table 6‑4)
	N/A
	N/A
	N/A
	N/A
	N/A
	C3
	C3
	C3
	C3

	CSTS F-Frame [63]
Send TF (Table 6‑4)
	N/A
	N/A
	N/A
	N/A
	N/A
	C4
	C4
	C4, N2
	C4


C1	Optional IF the data is transmitted using either TC SDLP or USLP.
C2	M IF the data is transferred using TM SDLP, AOS SDLP, or USLP, ELSE N/A.
C3	M IF the data is transferred from the EUN in the form of CLTUs containing TC SDLP or variable-length USLP TF, ELSE N/A.
C4	M IF the data to is transferred from the EUN in the form of variable-length TC or USLP TF or fixed-length AOS or USLP TF, ELSE N/A.

O1	Set of options for fixed-length-frame space data link protocol.
R1	The recommendation for using USLP as the fixed-length-frame space data link protocol is based on the expanded SCID space of the protocol, which allows SCIDs to be permanently allocated to spacecraft without the need to re-use SCIDs from deactivated spacecraft.
O2	Set of options for variable-length-frame space data link protocol.
R2	The recommendation for using USLP as the variable-length-frame space data link protocol is based on the expanded SCID space of the protocol, which allows SCIDs to be permanently allocated to spacecraft without the need to re-use SCIDs from deactivated spacecraft.
O3	Set of options for convergence protocols (SPP or EPP) for CFDP over CCSDS space data link protocols.

N1	The effective limit for use of the COP is how many frames are in transit.  The COP deals with round trip light time and limits the report to 128 frames.  The limitation is 128 > RTLT times the data rate divided by the frame size.  In practical terms, above a few seconds missions tend to adopt pre-empting re-command transmission approaches.
N2	The CSTS F-Frame service is the only CCSDS Recommended Standard applicable to the transmission of AOS and fixed-length USLP TF on the forward link. However, some AOS-based missions that were well advanced in their planning phases before the publication of the F-Frame Recommended Standard have elected to use the EF-CLTU service defined in the Enhanced Forward CLTU Experimental Specification (reference [D8]).
N3	Space Data Link Security (SDLS) protocol functions are optionally performed in concert with the functions of the CCSDS space data link protocols (references [9], [10], [31], and [58]).

The ABA EUN suite of interface protocol stacks for the receipt of radiometric data from the ABA ESLT is the same as the suite of interface protocol stacks listed in Table 6‑6.
The service management (SM) information entities and the terrestrial side interface protocol stacks for the exchange of those entities with the ABA ESLT is the same as the suite listed in Table 6‑7. 
ABA SUN Protocol Building Blocks
SUN Space Communications Protocol Building Blocks
Table 6‑12 lists the ABA SUN standard suite of space communcations interface protocol stacks that are referenced by the requirements in this and other sections.

[bookmark: _Ref86606534][bookmark: _Toc99867712]Table 6‑12	:  ABA SUN Interface Protocol Stacks for Space Communications 
	Functions/ (Protocols)
	Send Async Messages
	Send Encap packets
	Send Space Packets
	Send CFDP Files
	Receive Async Messages
	Receive Encap Packets
	Receive Space Packets 
	Receive CFDP Files

	AMS [41]
	M
	N/A
	N/A
	N/A
	M
	N/A
	N/A
	N/A

	CFDP [39]
	N/A
	N/A
	N/A
	M
	N/A
	N/A
	N/A
	M

	EPP [14]
	M
	M
	N/A
	M
	M
	M
	N/A
	M

	SPP [42]
	N/A
	N/A
	M
	N/A
	N/A
	N/A
	M
	N/A

	SDLS [68]
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3
	O, N3

	TM Space Data Link Protocol [10]
	O1
	O1
	O1
	O1
	N/A
	N/A
	N/A
	N/A

	AOS Space Data Link Protocol [9]
	O1
	O1
	O1
	O1
	O1
	O1
	O1
	O1

	Fixed Length Frame USLP [58]
	R1
	R1
	R1
	R1
	R1
	R1
	R1
	R1

	COP [33]
	N/A
	N/A
	N/A
	N/A
	C1, N1
	C1, N1
	C1, N1
	C1, N1

	TC Space Data Link Protocol [31]
	N/A
	N/A
	N/A
	N/A
	O2
	O2
	O2
	O2

	Variable Length Frame USLP [58]
	N/A
	N/A
	N/A
	N/A
	R2
	R2
	R2
	R2

	TM Sync and Channel Coding [32]
	O3
	O3
	O3
	O3
	O3,C3
	O3,C3
	O3,C3
	O3,C3

	TC Sync and Channel Coding [8]
	N/A
	N/A
	N/A
	N/A
	O3,C4
	O3,C4
	O3,C4
	O3,C4

	Variable Coded Modulation (VCM) suite: [56], [57], and [70]
	O3:C3, N2
	O3:C3, N2
	O3:C3, N2
	O3:C3, N2
	O3:C3, N2
	O3:C3, N2
	O3:C3, N2
	O3:C3, N2

	Optical Coding and Sync [67]
	O3:C2
	O3:C2
	O3:C2
	O3:C2
	O3:C2
	O3:C2
	O3:C2
	O3:C2

	RF and Modulation (401) [34]
	O4
	O4
	O4
	O4
	O4
	O4
	O4
	O4

	Optical Comm Physical Layer [66]
	O4
	O4
	O4
	O4
	O4
	O4
	O4
	O4




C1	Optional IF the data is received using either TC SDLP or USLP.
C2	M IF the data is transferred using TM SDLP, AOS SDLP, or USLP, ELSE N/A.
C3	M IF the data to is transferred using AOS or fixed-length USLP frames, ELSE N/A
C4	M IF the data is transferred using TC SDLP or variable-length USLP TF, ELSE N/A.
C5	M IF the data to is transferred using TC, AOS, or USLP TF, ELSE N/A.

O1	Set of options for fixed-length-frame space data link protocol.
O2	Set of options for variable-length-frame space data link protocol.
O3	Set of options for sync and channel coding.
O4	Set of options for physical layer protocol, one of which must be used.
.
N1	The effective limit for use of the COP is how many frames are in transit.  The COP deals with round trip light time and limits the report to 128 frames.  The limitation is 128 > RTLT times the data rate divided by the frame size.  In practical terms, above a few seconds missions tend to adopt pre-emptive re-command transmission approaches.
N2	The Variable Coded Modulation (VCM) suite is a set of combined coding and modulation protocols – Serially Concatenated Convolutional (Turbo) Code (SCCC – reference [56]), Digital Video Broadcasting Second Generation (DVB-S2 – reference [57]), CCSDS VCM (reference  [70]) – any one of which may be used to provide combinations of coding and modulation that can be dynamically changed. The VCM suite protocols are used only in conjunction with CCSDS 401.0, which specifies all aspects of RF and modulation, including the modulation schemes that are referenced by the SCCC and CCSDS VCM specifications. See section 0 for more discussion of DVB-S2, SCCC, and CCSDS VCM.
N3	Space Data Link Security (SDLS) protocol functions are optionally performed in concert with the functions of the CCSDS space data link protocols (references [9], [10], [31], and [58]).
The ABA EUN suite of interface protocol stacks for the exchange of radiometric data from the ABA ESLT is the same as the suite of interface protocol stacks listed in Table 6‑6.
[bookmark: _Ref86932628][bookmark: _Toc99867713]Table 6‑13	:  ABA SUN Interface Protocol Stacks with ESLT for Radiometric Data 
	Functions (Protocols)
	Ranging Data 
	D-DOR Data

	Pseudo-Noise Ranging Systems [36]
	O:C1
	

	DOR Tone Transmission [24]
	
	M

	Optical Ranging [Future]
	C2
	

	RF and Modulation (401) [34]
	O1
	M

	Optical Comm Physical Layer [66] (future)
	O1
	



C1	M IF the underlying physical layer is an RF link, ELSE N/A.
C2	M IF the underlying physical layer is an optical link, ELSE N/A.
O1	Set of options for physical layer protocol, one of which must be used.
ABA Protocol Stack Requirements
ABA ESLT Service-Provider Building Blocks
ABA ESLT Space Communications Protocol Building Blocks
The terrestrial-side protocol building blocks that are used to construct the space communications functions are the same protocols that are listed in Table 6‑4.
Table 6‑14 lists the protocol building blocks that are used to construct the space communications functions that are performed using the terrestrial-side protocols that are specified in Table 6‑4 and the space-side protocols that are specified in Table 6‑8. In the table, the functions are listed in each column, and the protocol building blocks comprise the rows of the table. In general, a given protocol building block may be satisfied by more than one specific protocol, so for each protocol building block references are listed for the set of potentially applicable Recommended Standards. The protocol building blocks of the various Recommended Standards may not be able to be used in all combinations - Table 6‑14 and Table 6‑8 specify the allowed combinations of Recommended Standards and their conditions of applicability for each of the space communications functions.
.
[bookmark: _Ref80092708][bookmark: _Toc99867714]Table 6‑14	:  Space-Side Protocol Building Blocks for ABA ESLT Space Communications Functions
	Functions (Protocol Building Blocks)
	Receive All TF
	Receive TF for a Specific MC or VC
	Receive OCFs
	Send CLTUs
	Send TF 

	SLE RAF Processing [22]
	M
	
	
	
	

	SLE RCF Processing [23]
	
	M
	
	
	

	SLE ROCF Processing [28]
	
	
	M
	
	

	SLE FCLTU Processing [21]
	
	
	
	M
	

	Authenticate access to services using CCSDS-compliant credentials [1], [7], [21], [22], [23], [28], [63]
	M, N10
	M, N10
	M, N10
	M, N10
	M, N10

	Validate GVCIDs against the SANA SCID registry or some local cache of valid SCIDs [20], [31], [9], [58], [63], [71]
	
	
	
	
	X, N9

	CSTS F-Frame Processing (includes GVCID validation) [63]
	
	
	
	
	X

	OCF Extraction [9], [31], [58]
	
	
	M, N4
	
	

	VC Multiplexing and MC Multiplexing [9], [31], [58]
	
	
	
	
	M

	VC Demultiplexing and MC Demultiplexing [9], [10], [31], [58], [23], [28]
	
	M, N1
	M, N2
	
	

	Offline Frame Buffer [22], [23]
	N3
	N3
	
	
	

	Time-of-Receipt Time Stamp for Frames [22], [23], [28], [35]
	M, N5
	M, N6
	M, N7
	
	

	Generate Only-Idle-Data Frames [9], [58]
	
	
	
	
	M, N8

	Time-of-Receipt Time Stamp for Frames [22], [23], [28], [35]
	M, N5
	M, N6
	M, N7
	
	

	Encode and Frame Sync [8], [32], [56], [57], [70], [67]
	
	
	
	M
	M

	Frame Sync and Decode [32], [56], [57], [70], [67]
	M
	M
	M
	
	

	Physical Link Operations Procedure [8]
	
	
	
	M
	M

	Physical Layer Modulation and Radiation [34], [66]
	
	
	
	M
	M

	Physical Layer Reception and Demodulation [34], [66]
	M
	M
	M
	
	



N1	For received TF transferred to the EUN via the SLE RCF transfer service (reference [23]), the MC and VC demultiplexing functions are performed as part of SLE RCF Processing.
N2	For Operational Control Fields (OCFs) transferred to the EUN via the SLE ROCF transfer service (reference [23]), the MC and VC demultiplexing functions for the TF containing the OCFs are performed as part of SLE ROCF Processing. 
N3	The Offline Frame Buffer is used only in offline instances of the SLE RAF and/or RCF transfer services. Offline RAF and RCF services are performed in two stages: (1) when the space link is active, the frames are received and stored in the Offline Frame Buffer, and (2) the stored frame are subsequently transferred via offline instances of the RAF and RCF services.
N4	For OCFs received in TF transferred to the EUN via the SLE ROCF transfer service (reference [23]), the OCF extraction function is performed as part of SLE ROCF Processing.
N5	The SLE RAF service attaches the time-of-receipt of the frame to every frame transferred.
N6	The SLE RCF service attaches the time-of-receipt of the frame to every frame transferred. 
N7	The SLE ROCF service attaches the time-of-receipt of the frame that contained the OCF to every OCF transferred.
N8	The Generate Only-Idle-Data Frames function is performed only for fixed-length frame space data lnk protocols (AOS and fixed-length USLP).
N9	Validation of the GVCIDs in TF received from an EUN destined for a SUN is performed as part of CSTS F-Frame processing.
N10	Authentication for access to services using CCSDs-compliant credentials is performed as part of the processing of all SLE transfer servicse ansd CSTSes.
All ABA ESLTs implementing SLE and CSTS communication protocol stacks shall comply with Space Link Extension—Internet Protocol for Transfer Services (reference [52]) in the terrestrial-side protocol stack.
ABA ESLTs transporting F-CLTU (encoded TC frames, see reference [31]) data shall implement a terrestrial communication protocol stack for the Send CLTUs function in Table 6‑4, and a space communication protocol stack for the Send CLTUs function in Table 6‑8. 
Figure 6‑3 illustrates the protocol building blocks of the SLE Forward CLTU service, comprising the terrestrial protocol building blocks for the Send CLTUs function in Table 6‑4 and space-side protocol building blocks for the Send CLTUs function in Table 6‑14.
NOTE		In Figure 6‑3 through Figure 6‑10, each terrestrial link protocol stack includes an instance of the SLE Internet Protocol for Transfer Services (ISP-1, reference [52]). ISP-1 resides at the “bottom” of each SLE/CSTS protocol entity, and serves as a convergence layer into TCP.
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[bookmark: _Toc99813030][bookmark: _Toc99813791][bookmark: F_601ABAESLTProtocolBuildingBlocks]Figure 6‑3	:  ABA ESLT SLE F-CLTU Protocol Building Blocks
ABA ESLTs transporting return CCSDS TF shall implement a terrestrial communication protocol stack for the the Receive All TF function in Table 6‑4, and a space communication protocol stack for the the Receive All TF function in Table 6‑8.
Figure 6‑4 illustrates the SLE online-mode RAF service, comprising the terrestrial protocol building blocks for the Receive All TF function in Table 6‑4 and relevant space-side protocol building blocks for the Receive All TF function in Table 6‑14. In the online mode, the RAF service transfers the data (TF) as soon as they are frame synchronized and decoded from the space link.
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[bookmark: _Ref80120043][bookmark: _Toc99813031][bookmark: _Toc99813792]Figure 6‑4	:  ABA ESLT SLE Online RAF Protocol Building Blocks
Figure 6‑5 illustrates the protocol building blocks for storage of TF received from a SUN for subsequent offline transfer via the for the Receive All TF and the Receive TF for a Specific MC or VC functions in Table 6‑14.
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[bookmark: _Ref81478095][bookmark: _Toc99813032][bookmark: _Toc99813793]Figure 6‑5	:  ABA ESLT SLE Offline Frame Buffer Protocol Building Blocks
Figure 6‑6 illustrates the SLE offline-mode RAF service, comprising the terrestrial protocol building blocks for the Receive All TF function in Table 6‑4 and relevant space-side protocol building blocks for the Receive All TF function in Table 6‑14.
NOTE	-	Operating in the offline mode, the RAF service can transfer data (TF) only after the completion of the space link session (also known as a pass or contact) in which the frames were received.
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[bookmark: _Ref81478355][bookmark: _Toc99813033][bookmark: _Toc99813794]Figure 6‑6	:  ABA ESLT SLE Offline RAF Protocol Building Blocks
ABA ESLTs transporting return CCSDS TF shall implement a terrestrial communication protocol stack for the the Receive TF for a Specific MC or VC function in Table 6‑4, and a space communication protocol stack for the the Receive TF for a Specific MC or VC function in Table 6‑8.
Figure 6‑7 illustrates the SLE online-mode RCF service, comprising the terrestrial protocol building blocks for the Receive TF for a Specific MC or VC function in Table 6‑4 and relevant space-side protocol building blocks for the Receive TF for a Specific MC or VC function in Table 6‑14. In the online mode, the RCF service demultiplexes and transfers the data (TF from the specified MC or VC) as soon as they are frame synchronized and decoded from the space link.
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[bookmark: _Ref80120792][bookmark: _Toc99813034][bookmark: _Toc99813795]Figure 6‑7	:  ABA ESLT SLE Online RCF Protocol Building Blocks
Figure 6‑8 illustrates the SLE offline-mode RCF service, comprising the terrestrial protocol building blocks for the Receive TF for a Specific MC or VC function in Table 6‑4 and relevant space-side protocol building blocks for the Receive TF for a Specific MC or VC function in Table 6‑14.
NOTE	-	Operating in the offline mode, the RCF service can transfer data (TF) only after the completion of the space link session (also known as a pass or contact) in which the frames were received.
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[bookmark: _Ref81478600][bookmark: _Toc99813035][bookmark: _Toc99813796]Figure 6‑8	:  ABA ESLT SLE Offline RCF Protocol Building Blocks
ABA ESLTs transporting the contents of the Operational Control Fields (OCFs) of return CCSDS TF shall implement a terrestrial communication protocol stack for the the Receive OCFs function in Table 6‑4, and a space communication protocol stack for the Receive OCFs function in Table 6‑8.
Figure 6‑9 illustrates the SLE ROCF service, comprising the terrestrial protocol building blocks for the Receive OCFs function in Table 6‑4 and space-side protocol building blocks for the Receive OCFs function in Table 6‑14.
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[bookmark: _Ref80120956][bookmark: _Toc99813036][bookmark: _Toc99813797]Figure 6‑9	:  ABA ESLT SLE ROCF Protocol Building Blocks
ABA ESLTs transporting forward CCSDS TF and/or CCSDS Channel Access Data Units (CADUs) should implement a terrestrial communication protocol stack for the the Send TF function in Table 6‑4, and a space communication protocol stack for the Send TF function in Table 6‑8.
Figure 6-10 illustrates the protocol building blocks of the CSTS Forward Frame service, comprising the terrestrial protocol building blocks for the Send TF function in Table 6‑4 and space-side protocol building blocks for the Send TF function in Table 6‑14. The F-Frame service transfers the frames for a single VC, necessitating the inclusion of the SDLP VC and MC Multiplexing building blocks. 
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[bookmark: _Ref80119541][bookmark: _Toc99813037][bookmark: _Toc99813798]Figure 6‑10	:  ABA ESLT CSTS Forward Frame Protocol Building Blocks

ABA ESLT Radiometric Data Protocol Building Blocks
The terrestrial-side protocol building blocks that are used to construct the radiometric service functions listed in Table 6‑4 and Table 6‑8 are the same protocols that are listed in Table 6‑4.
Table 6‑15 lists the space-side protocol building blocks that are used to construct the space communications functions specified in Table 6‑8. In the table, the functions are listed in each row, and the protocol building blocks comprise the rows of the table. In general, a given protocol building block may be satisfied by more than one specific protocol, so for each protocol building block references are listed for the set of potentially applicable Recommended Standards. The protocol building blocks of the various Recommended Standards may not be able to be used in all combinations - Table 6‑10 specifies the allowed combinations of Recommended Standards and their conditions of applicability for each of the space communications functions.
[bookmark: _Ref81471680][bookmark: _Toc99867715]
Table 6‑15	:   Space Side Protocol Building Blocks for ABA ESLT for Radiometric Data Services
	Functions (Protocol Building Blocks)
	Produce Raw Tracking Data 
	Produce D-DOR Raw Data Files
	Produce Validated RM Data (non D-DOR data)
	Produce Correlated D-DOR Data Files

	TD-CSTS Processing [62]
	M
	
	
	

	Authenticate access to TD-CSTS using CCSDs-compliant credentials [1], [7], [62] 
	M, N6
	
	
	

	TDM recording buffer  [62]
	M
	
	
	

	TDM segment generation [37], [62]
	M, N5
	
	
	

	Validated RM Data Delivery [16]
	
	
	M
	

	Validated RM TGFT XFDU Package Generation [16], [64], [bilaterally-defined]
	
	
	M, N2
	M, N2

	ValidatedTracking Data Message (TDM) generation [29], [37]
	
	
	M, N4
	M, N4

	D-DOR correlation processing
	
	
	
	M

	D-DOR RDEF Generation [16], [38] 
	
	M
	
	

	RM Data Validation [16]
	
	
	M
	

	DOR Tone Reception [24]
	
	M
	
	M

	Ranging sequence recovery [36]
	M, N1
	
	M, N1
	M

	Ranging sequence generation [36]
	M, N1
	
	M, N1
	

	Space Link Physical Layer [34], ([24], D-DOR only) 
	M, N1
	M, N3
	M, N1
	M, N3


N1	When the future optical ranging standard exists, ranging over the Optical Comm Physical Layer (reference [66]) will also be possible.
N2	Although IOAG Service Catalog #1 (reference 16]) calls for a “Validated Data Radio Metric Data Delivery Service” that uses an “Offline Radio Metric Service”, neither of which have been defined as of the publication of this issue of this Recommended Practice. At this time, all Validated Data RM services are performed under operator supervision in conformance with provider-defined quality metrics to produce TDM files containing validated RM data. The TDM file is encapsulated in a TGFT XFDU Package. Offline Validated Radiometric Data Service-specific parameters of the TGFT XFDU Package that contains the validated TDM file are bilaterally defined. The resultant TGFT XFDU Package is transferred from the ESLT to the user using TGFT.  
N3	For the reception of DOR tones, the open-loop signal reception functions specified in references [24] [34] apply.
N4	Validated radiometric data may be formatted as either Keyword = Value Notation (KVN) TDM files (reference [37]) or Navigation Data Message (NDM) eXtensible Markup Language (XML) TDM files (reference [29]).
N5	Raw data transferred using the Tracking Data CSTS are formatted as KVN TDM files (reference [37]).
N6	Authentication for access to TD-CSTS using CCSDs-compliant ceredentials is performed as part of TD-CSTS processing.
ABA ESLTs providing the TD-CSTS for the collection and transfer of real-time radiometric, Doppler, and tracking data should implement a terrestrial communication protocol stack for the Produce Raw Tracking Data function in Table 6‑6, and a space communication protocol stack for the Produce Raw Tracking Data function in Table 6‑10.
Figure 6‑11 illustrates the protocol building blocks of the real-time-mode Tracking Data Cross Support Transfer Service, comprising the terrestrial protocol building blocks for the Produce Raw Tracking Data function in Table 6‑6 and space-side protocol building blocks for the Produce Raw Tracking Data function in Table 6‑15. 
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[bookmark: _Ref65422996][bookmark: _Toc99813038][bookmark: _Toc99813799]Figure 6‑11	:  ABA ESLT Real Time CSTS Tracking Data Protocol Building Blocks
The primary data flow illustrated by Figure 6‑11 involves the generation of ranging and Doppler data, their formatting into real-time Tracking Data Message (TDM) segments by the TD-CSTS-specific TDM Segment Generation function, and the real-time transfer of those TDM segments to TD-CSTS users over the TD-CSTS protocol stack. The functions and protocol layers of this primary flow are performed in the larger context of transmission of data to the User Space Node and reception of data from the User Space Node through other data transfer services that share the space links from which the tracking data measurements are taken. The functions and protocols involved in these associated transfer service data flows are represented in terms of generalized Forward and Return Service Processing functions and protocol layers and depicted by dashed rectangles and ovals. 
Figure 6‑12 illustrates the protocol building blocks for storage of TDM Segments containing raw tracking data measurements for complete-mode transfer in Receive Raw Tracking Data function in Table 6‑15.
[image: ]
[bookmark: _Ref81474018][bookmark: _Toc99813039][bookmark: _Toc99813800]Figure 6‑12	:  ABA ESLT TDM Recording Buffer Protocol Building Blocks
Figure 6‑13 illustrates the protocol building blocks of the complete-mode CSTS Tracking Data Cross Support Transfer Service, comprising the terrestrial protocol building blocks for the Produce Raw Tracking Data function in Table 6‑6 and the TDM Recording Buffer and TD-CSTS Processing space-side protocol building blocks for the Produce Raw Tracking Data function in Table 6‑15. In the complete mode, the TD service as access to any and all TDM Segments in the TDM Recording Buffer. Also, unlike the offline SLE return services, when operating in complete mode the TD service has access to (and can therefore transfer) TDM Sements as soon as they have been recorded in the TDM Recording Buffer without having to wait until the space link session has completed. 
NOTE	-	In the complete mode, all requested TDM segments are queued and transferred in time-of-receipt order, and any delays or disruptions in the terrestrial WAN will result in the delay of delivery TDM segment from the time at which the measurments were taken. This behavior is in contrast to the real-time mode, which in response to network delays deletes older queued measurements in favor of delivering only the most resent measurements.
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[bookmark: _Ref81485908][bookmark: _Toc99813040][bookmark: _Toc99813801]Figure 6‑13	:  ABA ESLT Complete CSTS Tracking Data Protocol Building Blocks
ABA ESLTs providing validated radiometric, Doppler, and tracking data services (other than Delta-DOR data) should implement a terrestrial communication protocol stack for the Produce Validated RM Data (non D-DOR data) function in Table 6‑6, and a space communication protocol stack for the Produce Validated RM Data (non D-DOR data) function in Table 6‑10.
ABA ESLTs providing validated radiometric, Doppler, and tracking data services shall implement the Keyword = Value Notation (KVN) TDM (reference [37]) or Navigation Data Message (NDM) eXtensible Markup Language (XML) TDM data format (reference [29]) for validated dataTDM files.
Figure 6‑14 illustrates the protocol building blocks of the Validated Radiometric Data Service for non-D-DOR data, comprising the terrestrial protocol building blocks for the Produce Validated RM Data (non D-DOR data) function in Table 6‑6 and space-side protocol building blocks for the Produce Validated RM Data (non D-DOR data) function in Table 6‑15.
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[bookmark: _Ref81557009][bookmark: _Toc99813041][bookmark: _Toc99813802]Figure 6‑14	:  ABA ESLT Protocol Building Blocks for Validated Radiometric Data Service for Non-D-DOR Data 
[Opt] ABA ESLTs providing raw high-precision plane-of-sky position information to Ground User Nodes and/or other ESLTs for correlation should implement a terrestrial communication protocol stack for the Produce D-DOR Raw Data Files function in Table 6‑6, and a space communication protocol stack for the Produce D-DOR Raw Data Files function in Table 6‑10. 
NOTE	–	Some ESLTs, particularly those serving deep space missions, will implement a CCSDS-compliant Delta-DOR service to provide precise plane-of-sky positions. Figure 6‑15 shows ESLT Delta-DOR processing, described in reference [24]. Delta-DOR observations require two or more ESLTs that are on wide north-south and east-west baselines. Delta-DOR produces large volumes of data that are later post-processed to provide accurate plane-of-sky position information.
Figure 6‑15 illustrates the protocol building blocks of the Delta-DOR (raw data) Service, comprising the terrestrial protocol building blocks for the Produce D-DOR Raw Data Files function in Table 6‑6 and space-side protocol building blocks for the Produce D-DOR Raw Data Files function in Table 6‑15. 
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[bookmark: _Ref81560250][bookmark: _Toc99813042][bookmark: _Toc99813803]Figure 6‑15	:  D-DOR Raw Data Service Protocol Building Blocks
[Opt] ABA ESLTs providing correlated high-precision plane-of-sky position information should implement a terrestrial communication protocol stack for the Produce Correlated D-DOR Data Files function in Table 6‑6, and a space communication protocol stack for the Produce Correlated D-DOR Data Files function in Table 6‑10. An ABA ESLT that ingests raw D-DOR files from other ESLTs should also implement the terrestrial communication protocol stack for the Produce D-DOR Raw Data Files function in Table 6‑6.
Figure 6‑16 illustrates the protocol building blocks of the Validated Radiometric Data Service for D-DOR data, comprising the terrestrial protocol building blocks for the Produce D-DOR Raw Data Files and Produce Correlated D-DOR Data Files functions in Table 6‑6 and space-side protocol building blocks for the Produce Correlated D-DOR Data Files function in Table 6‑15. 
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[bookmark: _Ref81561825][bookmark: _Toc99813043][bookmark: _Toc99813804]Figure 6‑16	:  ABA ESLT Protocol Building Blocks for Validated Radiometric Data Service for D-DOR Data 
ABA ESLT Service Management Protocol Building Blocks
The terrestrial-side protocols that are used for ABA service management functions  are listed in Table 6‑7.
Table 6‑16 lists the ABA ESLT protocol building blocks that are used to construct the service management functions. In the table, the service management functions are listed in each column, and the protocol building blocks comprise the rows of the table. Each protocol building block that involves transfer of an information entity to or from the EUN references the column of Table 6‑7 that specifies the protocol building blocks tha are used for that information entity exchange.
NOTE	-	Table 6‑16 lists only those service management functions that are currently supported by CCSDS information entities as of the publication of this issue of this Recommended Practice. Service management functions that are planned for the future are addressed in the requirement beginning with 0.

[bookmark: _Ref83713990][bookmark: _Toc99867716]Table 6‑16	:   Protocol Building Blocks for ABA ESLT for Service Management
	Functions (Protocol Building Blocks)
	Communi-cation Services Planning information
	Orbit and Trajectory Data
	Service Package Schedul-ing and Execution
	Service Agreement and Configuration Profiles
	Service Package Monitoring 

	Receive requests for communication service planning information in SMURF [59] messages: SM Utilization Requests (Table 6‑7)
	M
	
	
	
	

	Generate communication service planning information (ESLT/Agency-specific processing)
	M
	
	
	
	

	Provide communication service planning information in CPIF [72] messages:
Service Planning Data (Table 6‑7)
	M
	
	
	
	

	Receive orbit and trajectory data (OPM/OMM/OEM [29] or [30]) in SMURF [59] messages: SM Utilization Requests (Table 6‑7)
	
	M
	
	
	

	Generate pointing and tracking predicts (ESLT/Agency-specific processing)
	
	M
	
	
	

	Receive service package requests in SMURF [59] messages: SM Utilization Requests (Table 6‑7)
	
	
	M
	
	

	Validate service package request against service agreement (ESLT/Agency-specific processing)
	
	
	M
	
	

	Schedule services to be consistent with the Earth User MOC service package requests and configuration profiles (ESLT/Agency-specific processing)
	
	
	M
	
	

	Provide schedule in Simple Schedule Format  [60]: Simple (Service) Schedule (Table 6‑7)
	
	
	M
	
	

	Provide schedule in Service Package Data Format [D34]: Service Package (Table 6‑7)
	
	
	O, N
	
	

	Configure and execute service production functions to be consistent with sevice package schedules (ESLT/Agency-specific processing)
	
	
	M
	
	

	Implement bilaterally-defined Service Agreements in ESLT system configuration and monitor functions
	
	
	
	M
	

	Implement bilaterally-defined Configuration Profiles in ESLT system configuration and monitor functions
	
	
	
	M
	

	Instrument service production functions to report the current values of monitored parameters as specified in service agreements (ESLT/Agency-specific processing)
	
	
	
	
	M

	Instrument service production functions to notify the occurrence of events as specified in service agreements (ESLT/Agency-specific processing)
	
	
	
	
	O

	Allow users of the Monitord Data Cross Support Transfer Service (MD-CSTS [61]) to subscribe to and receive cyclically-reported values of monitored parameters 
	
	
	
	
	M

	Allow MD-CSTS users to query and receive the current  values of monitored parameters (part of the MD service [61])
	
	
	
	
	O

	Allow MD-CSTS users to subscribe to and receive event notifications (part of the MD service [61])s
	
	
	
	
	O

	Authenticate access to MD-CSTS using CCSDS-compliant ceredentials [1], [7]
	
	
	
	
	




ABA ESLTs shall support user requests for Communication Services Planning Information by implementing the Communication Services Planning Information protocol building blocks specified in Table 6‑16.
Figure 6‑17, part (a), illustrates the current ESLT protocol building blocks of Communication Services Planning Information, comprising the terrestrial protocol building blocks for the SM Utilization Requests and Service Planning information entities in Table 6‑7 and the protocol building blocks for the Communication Services Planning Information function in Table 6‑16. 
NOTE	-	In this figure and following figures in the section, there is a part (b) that illustrates the corresponding ABA Service User protocol building blocks. These ABA Service User protocol building blocks are defined in 1.1.1.1.1.1. They are illustrated here to show the correspondence with the Service Provider building blocks.
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[bookmark: _Ref83910678][bookmark: _Toc99813044][bookmark: _Toc99813805]Figure 6‑17	:  ABA ESLT Communication Services Planning Information Protocol Building Blocks
ABA ESLTs shall receive orbit and trajectory data for the purposes of generating pointing and tracking predicts by implementing the Orbit and Trajectory Data protocol building blocks specified in Table 6‑16.
Figure 6‑18, part (a), illustrates the current ESLT protocol building blocks for Orbit and Trajectory Data, comprising the terrestrial protocol building blocks for the SM Utilization Requests information entity in Table 6‑7 and the protocol building blocks for the Orbit and Trajectory Data function in Table 6‑16. 
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[bookmark: _Ref83922295][bookmark: _Toc99813045][bookmark: _Toc99813806]Figure 6‑18	:  ABA ESLT Orbit and Trajectory Data Protocol Building Blocks
ABA ESLTs shall schedule, configure, and execute Service Packages by implementing the Service Package Scheduling and Execution protocol building blocks specified in Table 6‑16.
Figure 6‑19, part (a), illustrates the ESLT protocol building blocks for Service Package Scheduling, Configuration, and Execution, comprising the terrestrial protocol building blocks for the SM Utilization Requests information entity in Table 6‑7 and the protocol building blocks for the Service Package Scheduling and Execution function in Table 6‑16. 
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[bookmark: _Ref83989627][bookmark: _Toc99813046][bookmark: _Toc99813807]Figure 6‑19	:  ABA ESLT Service Package Scheduling, Configuration, and Execution Protocol Building Blocks
NOTE	-	The primary data flow illustrated by Figure 6‑19 involves the scheduling of the service package, the configuration of the ESLT resources to support the service package, and the management of those resources during the execution of the service package. The ESLT resources that are scheduled, configured, and managed are represented by generalized Forward and Return Service Processing functions and protocol layers and depicted by dashed rectangles and ovals connected by dotted lines.
ABA ESLTs shall monitor the resources of an executing Service Package and provide periodic parameter value updates, queried parameter values, and event notifications to the EUN by implementing the Service Package Monitoring protocol building blocks specified in Table 6‑16.
Figure 6‑20, part (a), illustrates the ESLT protocol building blocks for Service Package Monitoring, comprising the terrestrial protocol building blocks for the MD-CSTS function in Table 6‑7 and the protocol building blocks for the Service Package Monitoring function in Table 6‑16.
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[bookmark: _Ref62573649][bookmark: _Toc99813047][bookmark: _Toc99813808]Figure 6‑20	:  ABA ESLT Service Package Monitoring Data Protocol Building Blocks
NOTE	 -	The primary data flow illustrated by Figure 6‑20 involves the collection of monitored data, their formatting into standard monitored data reports and notifications by MD-CSTS-specific production and provision processes, and the transfer of those reports and notification to MD-CSTS users over the MD-CSTS protocol stack. However, the monitored data being reported is collected from the other functions and protocol layers that are being performed by the ESLT in support of the Mission. These other functions and protocols are represented by generalized Forward and Return Service Processing functions and protocol layers and depicted by dashed rectangles and ovals connected by dotted lines. 
[bookmark: _Ref86611044][Future] All ABA ESLTs providing CCSDS-compliant cross support services shall implement the SCCS Service Management Protocol and the underlying protocols as specified in Table 6‑7 to provide users with the means to securely access planning data, provide orbit and trajectory data, and schedule and configure space communications services. 
Figure 6‑21 illistrates the protocol building blocks that comprise the SCCS Service Management Protocol stack. This protocol stack will replace the bilaterally-agree data transfer methods used in current ESLT implementations and illustrated in Figure 6‑17, Figure 6‑18, and Figure 6‑19.
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[bookmark: _Ref83999542][bookmark: _Toc99813048][bookmark: _Toc99813809]
Figure 6‑21	:  SCCS Service Management Protocol Building Blocks
[Future] ABA ESLTs providing cross support services should implement service agreement processing functions that comply with the CCSDS-standard Service Agreement format (reference [D9]) to define and arrange for delivery of space communications services.
[Future] ABA ESLTs providing cross support services should accept SMURF-formatted requests (reference [59) for service agreement information and provide the requested information to the requesting EUN in the CCSDS-standard Service Agreement format (reference [D9]).
[Future] ABA ESLTs providing cross support services should implement configuration profile processing functions that comply with the CCSDS-standard Configuration Profile format (reference [D33]).
[Future] ABA ESLTs providing cross support services should accept SMURF-formatted requests (reference [59]) for configuration profile information and provide the requested information to the requesting EUN in the CCSDS-standard Configuration Profile format (reference [D33]).
[Future] [Opt] ABA ESLTs may provide scheduled Service Package information in the form of Service Package Data Format information entities (reference [D34]).
[Future]) ABA ESLTs providing cross support services should implement a CCSDS Service Catalog interface (reference [D9]) to specify and characterize available space communications services.
[Future] ABA ESLTs providing cross support services should implement a CCSDS service-accountability interface to accept requests and deliver service accountability reports (reference [D9]).
[Future] ABA ESLTs providing cross support services should implement a core set of service control functions and the CSTS service control service-provider agent (reference [D13]) (figure 6‑22).
[Future] ABA ESLTs providing a service control cross support service shall implement the service control-CSTS protocols (reference [D13]) over a secure communcations service to provide users with the means to securely control space communications services.
NOTE	-	The Service Control CSTS is designed to operate over TCP/IP (references [47], [48]), as illustrated in figure 6‑22. The specific additional security protocols that would be necessary to make the TCP associations secure are addressed in [the security section (which one?)].
[Future] ABA ESLTs implementing the CSTS service control service-provider agent shall provide a service control interface to only one user at a time (reference [D13]).
[Future] ABA ESLTs shall authenticate access to CSTS service control interfaces by using CCSDS-compliant credentials (references [1], [7]).
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[bookmark: _Toc99813049][bookmark: _Toc99813810][bookmark: F_606ESLTServiceControlServiceProviderPr]Figure 6‑22	:  ESLT Service Control Service-Provider Protocol Building Blocks [Future]
 [Future] ABA ESLTs supporting ranging and radiometric data should implement the Service Control CSTS (reference [D13]) provider protocol building blocks as the means to control ranging sequence generation (references [34] or [36], [67]).
[Opt][Future] ABA ESLTs supporting high-precision plane-of-sky Delta-DOR correlation processing should implement the Service Control CSTS (reference [D13]) provider protocol building blocks  as the means to control Delta-DOR tracking (reference [24]).
NOTES
1 Figure 6‑23 a) shows the recommended protocol stack for an ABA ESLT installation that supports the CSTS forward-file service. The CSTS F-Frame service, with frame merging, is required to support this. Figure 6‑23b is the CSTS EUN configuration for this service.
2 The forward-file service uses the CSTS transfer file protocol to deliver the file to the ESLT, and the ESLT implements the transfer of that file using CFDP internal to the ESLT.
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[bookmark: _Ref86414634][bookmark: _Toc99813050][bookmark: _Toc99813811][bookmark: F_608ABAESLTForwardFileProtocolBuildingB][bookmark: _Toc396318189][bookmark: _Toc99810665]Figure 6‑23	:  ABA ESLT Forward-File Protocol Building Blocks
[Future] ABA ESLTs offering the forward CFDP file service should implement a forward terrestrial communication protocol stack including the CSTS transfer file protocol, a terrestrial forward CSTS transfer file service-provider agent (reference [64]) and CSTS forward CFDP file processing (reference [D12]) (figure 6‑23a).
[Future] ABA ESLTs implementing forward CFDP file processing should implement a forward space communication protocol stack including CFDP processing and encapsulation, AOS or TC frame protocols, F-Frame service merging, coding and synchronization, and RF and modulation protocols (references [14], [63], [39], [42], and others]) (figure 6‑23a).
NOTE	–	Figure 6‑24 shows the return CFDP file service (reference [D12]) using the CSTS transfer file protocol (reference [64]) to deliver the file from the ESLT to the user, and the ESLT implements the processing of that file using CFDP internal to the ESLT. Figure 6‑24 also shows CSTS return file processing providing the means to transfer radiometric data (reference [37]) or Delta-DOR processed data (reference [24]). The same CSTS transfer file delivery agent and protocol provides the protocol stack and interface for all three data types.
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[bookmark: _Ref86414690][bookmark: _Toc99813051][bookmark: _Toc99813812][bookmark: F_609ABAESLTReturnFileProtocolBuildingBl][bookmark: _Toc396318190][bookmark: _Toc99810666]Figure 6‑24	:  ABA ESLT Return File Protocol Building Blocks
[Future] ABA ESLTs offering the return CFDP file service should implement a return space communication protocol stack including RF, demodulation, AOS or TM frame synchronization and decoding, the RCF service, frame and packet processing, and CFDP processing (references [23], [39]) (figure 6‑24).
NOTE	–	ABA ESLTs implementing CFDP Class 2 must provide a feedback path for retransmission requests between the forward and return CFDP agents (not shown).
[Future] ABA ESLTs offering the return CFDP file service should implement a return terrestrial communication protocol stack using the CSTS return file processing and a return CSTS transfer file service-provider agent (references [D12], [64]) (figure 6‑24).
ABA EUN Protocol Building Blocks
[bookmark: _Ref92891158]EUN Space Communications Protocol Building Blocks
The EUN protocol building blocks that are used to access the ESLT space communications functions are the same protocol building blocks that are listed in Table 6‑4. However, the full set of protocol building blocks that are used to access peer applications on a SUN includes not only the building blocks used to access the ESLT communications functions but also the protocol layers that complete the associated protocol stack on the SUN.
Much of the protocol functionality that is performed end-to-end between the EUN and the SUN is specified as part of the space data link protocol (SDLP) that is used. The CCSDS space-ground SDLPs (references [9], [10], [31], [58]) are defined in terms of layered stacks of multiple “functions”. For the most part, these SDLP functions use the same names and functional allocation across the CCSDS SDLP, although there are some variations among the SDLP Recommended Standards. In order to keep this architecture requirements document at a higher level, SDLP functionality is represented in this Recommended Practice by identifying protocol building blocks that correspond to multiple SDLP functions. For the EUN, the appropriate aggregation of SDLP functions for ground to space communications is into two protocol building blocks: SDLP Sending End Procedures –Packet Processing through VC Generation and SDLP Sending End Procedures – VC Multiplexing through All Frames Generation. Together, these two building blocks represent all of the CCSDS SDLP functions. For example, Figure 6‑25 illustrates the USLP functions that are represented by the SDLP Sending End Procedures – Packet Processing through VC Generation protocol building block, and Figure 6‑26 illustrates the USLP functions that are represented by the SDLP Sending End Procedures – VC Multiplexing through All Frames Generation protocol building block. The reason for allocating the SDLP sending end functions to multiple building blocks is to accommodate differences in where SDLP functiona are performed with respect to different ESLT services: for some of the services, the “lower” SDLP functions are performed by the ESLT.
[image: ]
[bookmark: _Ref92723377][bookmark: _Toc99813052][bookmark: _Toc99813813]Figure 6‑25	:  USLP Functions Comprising the ABA EUN SDLP Sending End Procedures – Packet Processing through VC Generation Protocol Building Block

[image: ]
[bookmark: _Ref92723391][bookmark: _Toc99813053][bookmark: _Toc99813814]Figure 6‑26	:  USLP Functions Comprising the ABA EUN SDLP Sending End Procedures – VC Multiplexing through All Frames Protocol Building Block
For space to ground commuincations, the SDLP functions of the EUN are aggretated aggregated into two protocol building blocks: SDLP Receiving End Procedures – Packet Extraction through MC Reception and SDLP Receiving End Procedures – MC Demultiplexing.
NOTES
1	As noted earlier, there are some variations in naming and functional allocation among the various CCSDS SDLP Recommended Standards. 
2	For ground-to-space communcations, the SDLP functions are allocated to two aggregated protocol building blocks to represent the different subsets needed for the two forward transfer services: Forward Frame CSTS (SDLP Sending End Procedures –Packet Processing through VC Generation only) and Forward CLTU (both SDLP Sending End Procedures –Packet Processing through VC Generation and SDLP Sending End Procedures – VC Multiplexing through All Frames Generation) 
Table 6‑17 lists EUN Space Communications functions and protocol building blocks, where the “upper” protocols are performed end-to-end between the EUN and the “lower” protocols are performed between the EUN and the ESLT using functions listed in Table 6‑4. The EUN protocol building 
[bookmark: _Ref86579589][bookmark: _Toc99867717]Table 6‑17	:  ABA EUN Protocol Building Blocks for Space Communications 
	Functions/ (Protocol Building Blocks)
	Receive Application Data (AMS, EPP, or SPP)
	Receive Application Data Files (CFDP)
	Receive OCFs
	Send Application Data (AMS, EPP, or SPP)
	Send Application Data Files (CFDP)

	User Application
	M, N1
	M
	M
	M, N1
	M

	AMS [41]
	M
	
	
	M
	

	CFDP [39] 
	
	M
	
	
	M

	EPP [14]
	M
	M
	
	M
	M

	SPP [42]
	M
	M
	
	M
	M

	SDLP Sending End Procedures – Packet Processing through VC Generation [9], [31], [58]
	
	
	
	M
	M

	COP FOP (including receiving CLCWs in a return link VC or MC) [33], [31], [58]
	
	
	M, N2, N5
	M, N2 
	M, N2 

	SDLS Sending End procedures [68]
	
	
	
	M
	M

	SDLP Sending End Procedures – VC Multiplexing through All Frames Generation [9], [31], [58], 
	
	
	
	M, N3
	M, N3

	SDLP Receiving End Procedures – Packet Extraction through Master Channel Reception [9], [10], [58]
	M
	XM
	M
	
	

	SDLS Receiving End procedures [68]
	M
	M
	M
	
	

	SDLP Receiving End Procedures – Master Channel Demultiplexing [9], [10], [58]
	M
	M
	M
	
	

	TC Sync and Channel Encoding [8]
	
	
	
	M, N3
	M, N3

	User SLE RAF Processing
	M
	M
	M
	
	

	User SLE RCF Processing
	M
	M
	M
	
	

	User SLE ROCF Processing
	
	
	M
	
	

	User SLE F-CLTU Processing
	
	
	
	M
	

	User FF-CSTS Processing
	
	
	
	
	M

	SLE RAF [22]
Receive All TF (Table 6‑4)
	M
	M
	M
	
	

	SLE RCF [23]
Receive TF for a Specific MC or VC (Table 6‑4)
	M
	M
	M
	
	

	SLE ROCF [28]
Receive OCFs (Table 6‑4)
	
	
	M
	
	

	SLE FCLTU [21]
Send CLTUs (Table 6‑4)
	
	
	
	M
	M

	CSTS F-Frame [63]
Send TF (Table 6‑4)
	
	
	
	M, N4
	M, N4


N1	Missions have to option of using Asynchronous Message Service (AMS, reference [41]), Encapsulation Packet Protocol (EPP, reference [14]), or Space Packet Protocol (SPP, reference [42]) for exchange with peer application process in the SUN.
N2	Applies only when TC SDLP or USLP are used on the forward link. The effective limit for use of the COP is how many frames are in transit.  The COP deals with round trip light time and limits the report to 128 frames.  The limitation is 128 > RTLT times the data rate divided by the frame size.  In practical terms, above a few seconds missions tend to adopt pre-empting re-command transmission approaches.
N3	Applies only if the TC or USLP TF are encoded by the EUN into CLTUs before being transferred to the ESLT via SLE F-CLTU service.
N4	The CSTS F-Frame service is the only CCSDS Recommended Standard applicable to the transmission of AOS and fixed-length USLP TF on the forward link. However, some AOS-based missions that were well advanced in their planning phases before the publication of the F-Frame Recommended Standard have elected to use the EF-CLTU service defined in the Enhanced Forward CLTU Experimental Specification (reference [D8]).
N5	The COP FOP protocol building block is used on the return link in conjunction with the Receive OCFs function only when the OCFs contain CLCWs that report on a forward-link TC or USLP virtual channel.
All ABA EUNs implementing SLE communication protocol stacks shall comply with Space Link Extension—Internet Protocol for Transfer Services (reference [52]).
ABA EUNs sending application data packets to their SUNs should implement the communication protocol stack for the Send Application Data (AMS, EPP. or SPP) function in Table 6‑17.
ABA EUNs sending application data files to their SUNs using CFDP (reference [39]) should implement the communication protocol stack for the Send Application Data Files (CFDP) function in Table 6‑17.
[bookmark: _Ref86744175]ABA EUNs requiring reliable transmission of TF, with BDP <107 and RTLT less than one (1) second should implement a space data link protocol that performs the COP FOP (reference [33]) protocol, as specified in the Send Application Data (AMS, EPP, or SPP) function, the Send Application Data Files (CFDP) function, or the Perform COP functions in Table 6‑17.
Figure 6‑27 illustrates the EUN protocol building blocks for space communications functions using the F-CLTU SLE transfer service, comprising the terrestrial protocol building blocks for the Send CLTUs function in Table 6‑4 and the ABA EUN protocol building blocks for the Send Application Data (AMS, EPP, or SPP) or Send Application Data Files (CFDP) functions in Table 6‑17.
[image: ]
[bookmark: _Ref86422605][bookmark: _Toc99813054][bookmark: _Toc99813815]Figure 6‑27	:  ABA EUN Protocol Building Blocks for Space Communications over F-CLTU Service
Figure 6‑28 illustrates the EUN protocol building blocks for space communications functions using the FF-CSTS in transfer frame mode, comprising the terrestrial protocol building blocks for the Send Transfer Frame or CADUs function in Table 6‑4 and the ABA EUN protocol building blocks for the Send Application Data (AMS, EPP, or SPP) or Send Application Data Files (CFDP) functions in Table 6‑17.
[image: ]
[bookmark: _Ref86423515][bookmark: _Toc99813055][bookmark: _Toc99813816]Figure 6‑28	:  ABA EUN Protocol Building Blocks for Space Communications over FF-CSTS in Transfer Frame mode 
ABA EUN receiving application data packets from their SUNs should implement the protocol building blocks for the Receive Application Data (AMS, EPP. or SPP) function in Table 6‑17.
ABA EUNs receiving application data files from their SUNs using CFDP (reference [39]) should implement the protocol building blocks for the Send Application Data Files (CFDP) function in Table 6‑17. 
ABA EUN receiving OCFs containing Communications Link Control Words (CLCWs) used in performing the COP FOP (see 6.2.2.2.1.4) should implement all protocol building blocks for the Receive OCF function in Table 6‑17 except the OCF Processing User Application.
ABA EUN receiving OCFs not containing CLCWs data embedded in TF received from their SUNs should implement all protocol building blocks for the Receive OCF function in Table 6‑17 except the COP FOP building block. Non-CLCW OCFs may contain Frame Security Reports (FSRs - see reference [69]) or mission-specific data.
Figure 6‑29 illustrates the EUN protocol building blocks for space communications functions using the SLE RAF service, comprising the terrestrial protocol building blocks for the Receive All TF function in Table 6‑4 and the ABA EUN protocol building blocks for the Receive Application Data (AMS, EPP, or SPP), Receive Application Data Files (CFDP), or Receive OCFs functions in Table 6‑17.
[image: ]
[bookmark: _Ref86574953][bookmark: _Toc99813056][bookmark: _Toc99813817]Figure 6‑29	:  ABA EUN Protocol Building Blocks for Space Communications over SLE RAF Service
Figure 6‑30 illustrates the EUN protocol building blocks for space communications functions using the SLE RCF service, comprising the terrestrial protocol building blocks for the Receive All TF for a Specific MC or VC function in Table 6‑4 and the ABA EUN protocol building blocks for the Receive Application Data (AMS, EPP, or SPP), Receive Application Data Files (CFDP), or Receive OCF functions in Table 6‑17.
[image: ]
[bookmark: _Ref86574968][bookmark: _Toc99813057][bookmark: _Toc99813818]Figure 6‑30	:  ABA EUN Protocol Building Blocks for Space Communications over SLE RCF Service
ABA EUNs processing OCFs and having limited bandwidth to the service-providing ESLT should implement the protocol building blocks for the Receive OCFs function uing the SLE-ROCF service to receive in OCFs in near real time without requiring the receipt of the complete transfers frames containg those OCFs. 
Figure 6‑31 illustrates the EUN protocol building blocks for space communications functions using the SLE ROCF service, comprising the terrestrial protocol building blocks for the Receive ROCFs function in Table 6‑4.
[image: ]
[bookmark: _Ref86574988][bookmark: _Toc99813058][bookmark: _Toc99813819]Figure 6‑31	:  ABA EUN Protocol Building Blocks for Space Communications over SLE ROCF Service
 [Future] ABA EUNs transporting file data may implement a forward communication protocol stack using the forward CSTS transfer file user client (reference [64]) and the forward CFDP File Service (reference [D12]) in the ESLT (figure 6‑23b).
[Future] ABA EUNs transporting file data may implement a return communication protocol stack using the return CSTS transfer file user client (reference [64]) and the return CFDP file service (reference [D12]) in the ESLT (symmetric to figure 6‑23b).
EUN Radiometric Data Protocol Building Blocks
The EUN protocol building blocks that are used to access the ESLT radiometric data services are the same protocol building blocks that are listed in Table 6‑6.
Table 6‑18 lists EUN Radiometric Data functions and protocol building blocks, which make use of the ESLT services that perform the functions listed in Table 6‑6.
[bookmark: _Ref86584926][bookmark: _Toc99867718]Table 6‑18	:  ABA EUN Protocol Building Blocks for Radiometric Data 
	Functions (Protocol Building Blocks)
	Process Raw Tracking Data 
	ProcessD-DOR Raw Data Files
	Process Validated RM Data (non D-DOR data)
	Process Correlated D-DOR Data Files

	Raw Tracking Data Application
	M
	
	
	

	D-DOR Raw Data File Processing Application
	
	M
	
	

	Validated RM Data Application
	
	
	M
	

	Validated D-DOR Data Application
	
	
	
	M

	Process KVN TDM formatted data (reference [37]) or XML TDM formatted (reference [29])
	M, N1
	
	M
	M

	Process D-DOR Raw Data Exchange Format files [38]
	
	M
	
	

	User TD-CSTS processing 
	M
	
	
	

	Perform D-DOR Correlation processing
	
	M
	
	

	Extract TDM from TGFT XFDU Package
	
	
	M
	M

	Produce Raw Tracking Data (Table 6‑6)
	M
	
	
	

	Produce D-DOR Raw Data Files (Table 6‑6)
	
	M
	
	

	Produce Validated RM Data (non D-DOR data) (Table 6‑6)
	
	
	M
	

	Produce Correlated D-DOR Data Files (Table 6‑6)
	
	
	
	M


N1	TD-CSTS carried only Keyword = Value Notation (KVN) TDM files.
ABA EUNs requiring real-time raw radiometric data should implement the protocol building blocks for the Process Raw Tracking Data function in Table 6‑18.
Figure 6‑32 illustrates the EUN protocol building blocks for the raw radiometric data processing, comprising the terrestrial protocol building blocks for the Produce Raw Tracking Data function in Table 6‑6 and the ABA EUN protocol building blocks for the Process Raw Tracking Data function in Table 6‑18.
[image: ]
[bookmark: _Ref86594294][bookmark: _Toc99813059][bookmark: _Toc99813820]Figure 6‑32	:  ABA EUN Protocol Building Blocks for Raw Radiometric Data 
ABA EUNs requiring non-Delta-DOR validated radiometric data should implement the protocol building blocks for the Process Validated Radiometric Data (non D-DOR Data) function in Table 6‑18.
Figure 6‑33 illustrates the EUN protocol building blocks for the raw radiometric data processing, comprising the terrestrial protocol building blocks for the Produce Validated Radiometric Data (non D-DOR Data) function in Table 6‑6 and the ABA EUN protocol building blocks for the Process Validated Radiometric Data (non D-DOR Data) function in Table 6‑18.
[image: ]
[bookmark: _Ref86595252][bookmark: _Toc99813060][bookmark: _Toc99813821]Figure 6‑33	:  ABA EUN Protocol Building Blocks for Validated Non-D-DOR Radiometric Data
[Opt] ABA EUNs requiring high-precision plane-of-sky position information should implement the protocol building blocks for the Process D-DOR Raw Data Files function in Table 6‑18 if only Raw D-DOR data is made available by any of the ESLTs that perform D-DOR services for the mission.
Figure 6‑34 illustrates the EUN protocol building blocks for the raw D-DOR data processing, comprising the terrestrial protocol building blocks for the Produce Raw D-DOR Data Files function in Table 6‑6 and the ABA EUN protocol building blocks for the Process Raw D-DOR Data Files function in Table 6‑18.
[image: ]
[bookmark: _Ref86596277][bookmark: _Toc99813061][bookmark: _Toc99813822]Figure 6‑34	:  ABA EUN Protocol Building Blocks for Raw D-DOR Data Files
[Opt] ABA EUNs requiring high-precision plane-of-sky position information should implement the protocol building blocks for the Process Correlated D-DOR Data Files function in Table 6‑18 if correlated D-DOR data is made available by any the ESLTs that perform D-DOR services for the mission.
Figure 6‑35 illustrates the EUN protocol building blocks for processing of already-correlated D-DOR data files, comprising the terrestrial protocol building blocks for the Produce Correlated D-DOR Data Files function in Table 6‑6 and the ABA EUN protocol building blocks for the Process Correlated D-DOR Data Files function in Table 6‑18.
[image: ]
[bookmark: _Ref86597817][bookmark: _Toc99813062][bookmark: _Toc99813823]Figure 6‑35	:  ABA EUN Protocol Building Blocks for Correlated D-DOR Data Files
[Future] ABA EUNs requiring ranging and radiometric data should implement the Service Control CSTS (reference [D13]) EUN protocol building blocks as the means to control ranging sequence generation (reference [34] or [36], [67]). 
[Opt][Future]ABA EUNs requiring high-precision plane-of-sky tracking data should implement the Service Control CSTS (reference [D13]) EUN protocol building blocks as the means to control Delta-DOR tracking (reference [24]).
EUN Service Management Protocol Building Blocks
The EUN protocol building blocks that are used to access the ESLT Service Management are the same protocol building blocks that are listed in Table 6‑7.
Table 6‑19 lists EUN Service Management functions and protocol building blocks, which make use of the ESLT functions listed in Table 6‑7.

[bookmark: _Ref86600572][bookmark: _Toc99867719]Table 6‑19	:   EUN Protocol Building Blocks for Service Management
	Functions (Protocol Building Blocks)
	Communi-cation Services Planning Information
	Orbit and Trajectory Data
	Service Package Schedul-ing and Execution
	Service Agreement and Configuration Profiles
	Service Package Monitoring 

	Submit requests for communication service planning information in SMURF [59] messages: SM Utilization Requests (Table 6‑7)
	M
	
	
	
	

	Receive communication service planning information in CPIF [72] messages:
Service Planning Data (Table 6‑7)
	M
	
	
	
	

	Submit OPM/OMM/OEM orbit and trajectory data (XML [29] or KVN [30]) in SMURF [59] messages: SM Utilization Requests (Table 6‑7)
	
	M
	
	
	

	Submit service package requests in SMURF [59] messages: SM Utilization Requests (Table 6‑7)
	
	
	M
	
	

	Receive schedule in Simple Schedule Format  [60]: Simple (Service) Schedule (Table 6‑7)
	
	
	M
	
	

	Receive schedule in Service Package Data Format [D34]: Service Package (Table 6‑7)
	
	
	O, N
	
	

	Implement bilaterally-defined Service Agreements in Earth User Node system configuration and monitor functions
	
	
	
	M
	

	Implement bilaterally-defined Configuration Profiles in Earth User Node system configuration and monitor functions
	
	
	
	M
	

	Subscribe to and receive cyclically-reported values of monitored parameters of the Monitored Data Cross Support Transfer Service (MD-CSTS [61]) 
	
	
	
	
	M

	Query and receive the current  values of monitored parameters of MD-CSTS (MD-CSTS [61])
	
	
	
	
	O

	Subscribe to and receive event notifications of MD-CSTS (MD service [61])
	
	
	
	
	O





 NOTE	–	ABA EUNs must implement the necessary service management protocols for planning, scheduling, and configuring space link communications services to access ESLT planning and scheduling interfaces (figure b). ABA EUNs may implement these protocols themselves, but it is anticipated that many ESLT service providers will offer Web-site interfaces that mask these details from the users.
ABA EUNs requiring service planning information should implement the protocol building blocks for the Communication Services Planning Information function in Table 6‑19. Figure 6‑17, part (b), illustrates the current EUN protocol building blocks of the Communication Services Planning Information function.
ABA EUNs should implement the protocol building blocks for the Orbit and Trajectory Data function in Table 6‑19. Figure 6‑18, part (b), illustrates the current EUN protocol building blocks for the Orbit and Trajectory Data function.
 ABA EUNs should implement the protocol building blocks for the Service Package Scheduling and Execution function in Table 6‑19. Figure 6‑19, part (b), illustrates the ESLT protocol building blocks for the Service Package Scheduling and Execution function.
ABA EUNs should implement the protocol building blocks for the Service Agreement and Configuration Profiles function in Table 6‑19. Because there is currently no format for the content, method of definition, or exchange of these bilaterally-defined information entities, there is no diagram illustrating these building blocks.
ABA EUNs should implement the protocol building blocks for the Service Package Monitoring function in Table 6‑19. Figure 6‑20, part (b), illustrates the EUN protocol building blocks for the Service Package Monitoring function.
[Opt] ABA EUNs requiring Delta-DOR tracking (reference [24]) may use the Quasar Catalog stored in the SANA radio sources registry (reference [19]) for observation planning.
NOTE	–	Delta-DOR operations also require recording of RF emissions from extra-galactic radio sources, i.e. Quasars. These sources are managed in a Quasar catalog described in (reference [24]) and stored in the SANA radio source registry (reference [19]).
[Future] ABA EUNs shall implement the SCCS Service Management Protocol and the underlying protocols as specified in Table 6‑7 to provide users with the means to securely access planning data, provide orbit and trajectory data, and schedule and configure space communications services. 
Figure 6‑21 illistrates the protocol building blocks that comprise the SCCS Service Management Protocol stack. This protocol stack will replace the bilaterally-agree data transfer methods used in current EUN implementations and illustrated in Figure 6‑17, Figure 6‑18, and Figure 6‑19.
[Future] ABA EUNs requiring the ability to invoke service control actions and request changes to service configuration parameters in real time should implement the EUN protocol building blocks for the CSTS service control service (reference [D13]) to request these changes. 
NOTE	-	The service control actions and reconfigurable parameters available to the user of the CSTS service control service are restricted by each service provider.
[Future] ABA EUNs should implement CCSDS-standard Service Agreement and Configuration Profile (reference [D9]) protocol building blocks to define and arrange for delivery of space communications services.
[Future] ABA EUNs should implement CCSDS-standard Service Catalog (reference [D9]) protocol building blocks to identify and characterize available space communications services.
[Future] ABA EUNs should implement CCSDS-standard Service Accountability (reference [D9]) protocol building blocks to request and accept delivery of service accountability reports (reference [D9]).
[bookmark: _Toc390672131][bookmark: _Ref394393666][bookmark: _Ref394393685]ABA SUN Protocol Building Blocks
SUN Space Communications Protocol Building Blocks
As noted in 6.2.2.2.1, much of the protocol functionality that is performed end-to-end between the EUN and the SUN is specified as part of the space data link protocol (SDLP) that is used. However, unlike the EUN – which in various service configurations performs some but not all SDLP functions – the SUN perfoms all SDLP functions. Thus when sending data to the ground, the SUN performs the Packet Processing through All Frames Generation SDLP sending end functions, represented by the SDLP Sending End Procedures –Packet Processing through All Frames Generation protocol building block. When receiving data to the ground, the SUN performs the Packet Extraction through All Frames Reception SDLP receiving end functions, represented by the SDLP Receiving End Procedures – Packet Extraction through All Frames Reception protocol building block.
Table 6‑20 lists SUN Space Communications functions and protocol building blocks, which make use of the protocols listed in Table 6‑12.
[bookmark: _Ref86615228][bookmark: _Toc99867720]Table 6‑20	:  ABA SUN Protocol Building Blocks for Space Communications 
	Functions/ (Protocol Building Blocks)
	Receive Application Data (AMS, EPP, or SPP)
	Receive Application Data Files (CFDP)
	Send Application Data (AMS, EPP, or SPP)
	Send Application Data Files (CFDP)
	Send 
OCFs

	User Application
	M, N1
	M
	M, N1
	M
	M

	AMS [41]
	M
	
	M
	
	

	CFDP [39] 
	
	M
	
	M
	

	EPP [14]
	M
	M
	M
	M
	

	SPP [42]
	M
	M
	M
	M
	

	SDLP Sending End Procedures – Packet Processing through All Frames Generation [9], [10], [58]
	
	
	M
	M
	M

	SDLS Sending End procedures [68]
	
	
	M
	M
	M

	SDLP Receiving End Procedures – Packet Extraction through All Frames Reception [9], [31], [58]
	M
	M
	
	
	

	COP FARM, including generation of CLCWs in a return link VC or MC [33], [31], [58] 
	M, N2
	M, N2
	
	
	M, N3

	SDLS Receiving End procedures [68]
	M
	M
	
	
	

	Encode and Frame Sync [8], [32], [56], [57], [70], [67]
	
	
	 M
	M 
		M 

	Frame Sync and Decode [32], [56], [57], [70], [67]
	 M
	M
	
	
	

	Physical Layer Modulation and Radiation [34], [66]
	
	
	M
	M
	M

	Physical Layer Reception and Demodulation [34], [66]
	M
		M 	
	
	
	


N1	Missions have to option of using Asynchronous Message Service (AMS, reference [41]), Encapsulation Packet Protocol (EPP, reference [14]), or Space Packet Protocol (SPP, reference [42]) for exchange with peer application process in the SUN.
N2	Applies only when TC SDLP or USLP are used on the forward link. The effective limit for use of the COP is how many frames are in transit.  The COP deals with round trip light time and limits the report to 128 frames.  The limitation is 128 > RTLT times the data rate divided by the frame size.  In practical terms, above a few seconds missions tend to adopt pre-empting re-command transmission approaches.
N3	 The COP FARM protocol building block is used on the return link in conjunction with the Send OCFs function only when the OCFs contain CLCWs that report on a forward-link TC or USLP virtual channel.

ABA SUNs receiving AMS, encapsulation or space packets should implement the communication protocol stack for the Receive Application Data (AMS, EPP. or SPP) function in Table 6‑20.
ABA SUNs receiving CFDP-formatted should implement the communication protocol stack for the Receive Application Data Files (CFDP) function in Table 6‑20.
[bookmark: _Ref92898034]ABA SUNs requiring reliable receipt of TF, with BDP <107 and RTLT less than a few seconds, should implement a forward space data link protocol that performs the COP FARM (reference [33]) protocol, as specified in the Receive Application Data (AMS, EPP, or SPP) and the Receive Application Data Files (CFDP) functions in Table 6‑20.
Figure 6‑36 illustrates the SUN protocol building blocks for space communications functions performed on the forward space link, comprising the ABA SUN protocol building blocks for the Receive Application Data (AMS, EPP, or SPP) and the Receive Application Data Files (CFDP) functions in Table 6‑20.
[image: ]
[bookmark: _Ref86930117][bookmark: _Toc99813063][bookmark: _Toc99813824][bookmark: F_614ABASpaceUserReturnProtocolBuildingB]Figure 6‑36	:  ABA Space User Forward Link Protocol Building Blocks
ABA SUNs sending AMS, encapsulation or space packets should implement the communication protocol stack for the Send Application Data (AMS, EPP. or SPP) function in Table 6‑20.
ABA SUNs sending CFDP-formatted file data should implement the communication protocol stack for the Send Application Data Files (CFDP) function in Table 6‑20.
ABA SUNs sending OCFs containing Communications Link Control Words (CLCWs) generated by the COP FARM (see 6.2.2.2.1.4) should implement all protocol building blocks for the Receive OCF function in Table 6‑20 except the OCF Processing User Application building block.
ABA SUN sending OCFs not containing CLCWs to their EUNs should implement all protocol building blocks for the Send OCF function in Table 6‑17 except for the COP FARM building block. Non-CLCW OCFs may contain Frame Security Reports (FSRs - see reference [69]) or mission-specific data.
Figure 6‑37 illustrates the SUN protocol building blocks for space communications functions performed on the return space link, comprising the ABA SUN protocol building blocks for the Send Application Data (AMS, EPP, or SPP), Send Application Data Files (CFDP), and Send OCFs functions in Table 6‑20.
[image: ]
[bookmark: _Ref86930214][bookmark: _Toc99813064][bookmark: _Toc99813825]Figure 6‑37	:  ABA Space User Return Link Protocol Building Blocks
SUN Radiometric Data Protocol Building Blocks
.Table 6‑21 lists the ABA SUN Protocol Buildg Blocks for Radiometric Data
[bookmark: _Ref86932843][bookmark: _Toc99867721].Table 6‑21	:  ABA SUN Protocol Buildg Blocks for Radiometric Data 
	Functions (Protocol Building Blocks)
	Regener-ative Ranging 
	Turn-Around Ranging
	Delta-DOR

	Regenerative ranging processing [34], [36]
	M
	
	

	Regenerative ranging processing (coherent or noncoherent)
	M
	
	

	Recover ranging sequence [34, [36]
	M
	
	

	Turn-around ranging processing [34]
	
	M
	

	DOR tone generation [24]
	
	
	 M

	Physical Layer Reception and Demodulation [34] 
	M
	M 
	

	Physical Layer Modulation and Radiation [34] 
	M
	M 
	 


ABA SUNs requiring regenerative ranging and radiometric data should implement the ABA SUN protocol building blocks for the Regenerative Ranging function in .Table 6‑21.
Figure 6‑38 illustrates the SUN protocol building blocks for the Regenerative Ranging function in .Table 6‑21. 
NOTE	-	In the figure, only the Physical Layer Reception and Demodulation, Ranging Sequence Recovery, Regeneration Ranging Processing, Ranging Sequence Generation, and Physical Layer Modulation and Radiation building blocks play a role in regenerative ranging. The other building blocks illustrate the space communications context in which ranging is peformed, and are shown as dashed boxes, ovals, and lines.
[image: ]
[bookmark: _Ref86938426][bookmark: _Toc99813065][bookmark: _Toc99813826]Figure 6‑38	:  ABA SUN Regenerative Ranging Protocol Building Blocks
ABA SUNs performing turn-around ranging and radiometric data should implement the ABA SUN protocol building blocks for the Turn-Around Ranging function in .Table 6‑21,
Figure 6‑38 illustrates the SUN protocol building blocks for the Turn-Around Ranging function in .Table 6‑21. 
NOTE	-	In the figure, only the Physical Layer Reception and Demodulation, Turn-Around Ranging Processing, and Physical Layer Modulation and Radiation building blocks play a role in turn-around ranging. The other building blocks illustrate the space communications context in which ranging is peformed, and are shown as dashed boxes, ovals, and lines.
[image: ]
[bookmark: _Toc99813066][bookmark: _Toc99813827]Figure 6‑39	:  ABA SUN Turn-Around Ranging Protocol Building Blocks
NOTE	–	ABA SUNs requiring ranging and radiometric data can implement appropriate ranging data processing. This might involve regenerative or turn-around ranging onboard the spacecraft. PN ranging can be employed. Proprietary tone and/or hybrid ranging systems can be used with spacecraft having a transparent ranging channel.
ABA SUNs requiring high-precision plane-of-sky tracking data should implement the ABA SUN protocol building blocks for the Delta-DOR function in .Table 6‑21.
NOTE	–	Delta-DOR operations also require recording of RF emissions from extra-galactic radio sources, i.e. Quasars.
Figure 6‑38 illustrates the SUN protocol building blocks for the Delta-DOR function in .Table 6‑21. 
NOTE	-	In the figure, only the DOR Tone Generation and Physical Layer Modulation and Radiation building blocks play a role in Delta-DOR ranging. The other building blocks illustrate the space communications context in which ranging is peformed, and are shown as dashed boxes, ovals, and lines.
[image: ]
[bookmark: _Toc99813067][bookmark: _Toc99813828][bookmark: F_616ABASpaceUserDeltaDORProtocolBuildin]Figure 6‑40	:  ABA Space User Delta-DOR Protocol Building Blocks
[Future] ABA SUNs requiring ranging and radiometric data over optical commuication physical links (reference [66]) should implement CCSDS-standard protocol building blocks for optical ranging.
[bookmark: _Toc390672132][bookmark: _Ref394390249][bookmark: _Ref394393904]Discussion—ABA Secure Communications Protocol Recommendations
In some circumstances secure delivery of commands to a spacecraft, and secure return of data from a spacecraft, is a requirement on a mission. There are many different possible ways of doing this. What are presented in this subsection are two recommended approaches for securing the space link itself and/or the contents of the data sent over the space link. Either or both of these approaches may be applied in any of the previous configurations, using the security parts of the protocol stack configurations shown here.
Figure 6‑41 shows two recommended protocol stacks for a secure ABA Earth user installation.
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[bookmark: _Toc99813068][bookmark: _Toc99813829][bookmark: F_617SecureABAEarthUserFFrameandForwardF]Figure 6‑41	:	Secure ABA Earth User F-Frame and Forward-File Protocol Building Blocks
[bookmark: _Ref394391653]The secure frame and file methods do not require any changes in the ESLT compared to insecure communications. The entire process is handled in user space. The return path services are symmetric to the forward path services described here.
Figure 6‑42 shows two recommended protocol stacks for a secure ABA space user installation.
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[bookmark: _Toc99813069][bookmark: _Toc99813830][bookmark: F_618SecureABASpaceUserFFrameandForwardF]Figure 6‑42	:	Secure ABA Space User F-Frame and Forward-File Protocol Building Blocks
ABA Protocol Stack Requirements for EUN Secure ABA Protocol Building Blocks
[bookmark: _Ref414541392]ABA EUNs sending secure data may implement secure frame (Space Data Link Security [SDLS]) by itself, secure file by itself, or both, as required.
ABA EUNs sending secure framed data should implement a forward communication protocol stack using a recommended authentication or authenticated encryption cryptographic algorithm and implement the SDLS protocol to insert the secure data payload into a TC or AOS frame (figure 6‑41a).
ABA EUNs sending secure file data should implement a forward communication protocol stack using a recommended authentication, or authenticated encryption, algorithm to protect the file contents prior to transmission (reference [7]) (figure 6‑41b).
ABA EUNs sending secure file data should implement an authentication or authenticated encryption cryptographic algorithm to secure the file (reference [7]) and either CFDP or CSTS transfer file protocol stacks to send the secured file to the ESLT providing forward services (See 1.1.1.1 and 1.1.1.1.1.1; see figures 6‑23b or a forward version of b).
ABA EUNs sending secure data, either frame or file, should implement a recommended approach for key management (reference [D16]).
NOTE	–	The means for managing and exchanging keys is outside the scope of this document.
ABA EUNs receiving secure data may implement secure frame (SDLS) by itself, secure file by itself, or both, as required (references [7]), symmetric with 6.2.2.5.1.
Should implement SDLS key management extended procedures [].
ABA Protocol Stack Requirements for SUN Secure ABA Protocol Building Blocks
[bookmark: _Ref414541487]ABA SUNs receiving secure data may implement secure frame (SDLS) by itself, secure file by itself, or both, as required (references [7]).
ABA SUNs receiving secure framed data should implement a forward communication protocol stack using a recommended validation and decryption cryptographic algorithm (reference [7]) and implement the SDLS protocol to extract the secure data payload from the TC or AOS frame (references [31], [9]) (figure 6‑42a).
ABA SUNs receiving secure file data should implement a forward communication protocol stack using a recommended validation and decryption cryptographic algorithm to decrypt the file contents after reception (reference [7]) (figure 6‑42b).
ABA SUNs receiving secure data, either frame or file, should implement a recommended approach for key management (reference [D16]).
NOTE	–	The means for managing and exchanging keys is outside the scope of this document.
ABA SUNs sending secure data may implement secure frame (SDLS) by itself, secure file by itself, or both, as required (references [7]), symmetric with 6.2.2.6.1.
Should implement SDLS Key Management Extended Procedures [].
NOTE	–	The secure frame and file methods do not require significant changes in the SUN compared to insecure communications. Implementation of the SDLS does require modifications to the software handling the space link protocol.
[bookmark: _Toc313093731][bookmark: _Toc313093843][bookmark: _Toc343685602][bookmark: _Toc343686130][bookmark: _Toc390672133]SSI Configuration Protocol Building Blocks
[bookmark: _Toc390672134]Discussion
In order to provide fully compliant SSI services, the service-provider organizations must implement the additional Network Layer and support protocols in the ESLT. Similarly, any SRNs, PSLT, and WAN nodes must implement specific services and protocols in order to support interoperable SSI services.
While figures 6‑3, 6-4, 6-6, and 6-7  are described as being used for ABA mission configurations, where a single-user mission ground-user MOC uses a space link to communicate with its space user asset, this same protocol-stack building block may also appear as part of an SSI configuration, see 6-48a. In the SSI case, the Earth relay node (space relay node MOC) may use the protocol stack shown in figure 6-10 form the forward link to the space relay node, and may use the one shown in figures 6-27 and 6-28 to do the planning.
In this section the use of DTN for SSI deployments is assumed. The rationale is that while IP deployments (reference [IPS]) will work in certain limited operating environments, the DTN deployments (reference [DTN]) will work in all space environments. Aside from the lack of any sort of store and forward capability in (reference [IPS]), there is a straightforward substitution of IP protocols for BP and LTP in these figures. As documented in section 5, SSI nodes with intermittent link connectivity, BDP >107, or long RTLTs (>2 seconds) should implement the basic DTN internetworking functions (reference [DTN]). SSI nodes with continuous link connectivity, BDP <107, and short RTLTs may implement the basic IP internetworking functions (reference [IPS]).
Both IPS and DTN utilize an Encapsulation ‘shim’ layer [14] to insert their PDUs into CCSDS link layer protocols.  Where other link layer protocols are used for “tail circuits”, such as WiFi or 3GPP [CCSDS 883.0-B-1], or where DTN is run as an overlay network on top of IPS, a Convergence Layer Adapter (CLA) must be employed.  (See BP, reference [12], for details.). 
Note that while either DTN or IPS may be deployed, that these two network layers provide very different end-to-end semantics and a specialized, store and forward, protocol translating gateway must be designed and built in order to connect these two, very different, network layer protocols.  There is no defined standard for this at this time.
[bookmark: _Toc343685603][bookmark: _Toc390672135]SSI Stage 1 and 2  SSI ESLT Service-Provider Protocol Recommendations	Comment by Davarian, Faramaz (US 9700): In these sections, SSI ESLT Stage 1 and 2 are all mixed. They need to be separated. 
Overview
[bookmark: _Toc343685604]SSI ESLTs must implement all of the protocols that an ABA ESLT does, and must also implement the additional protocols for handling DTN and possibly IP data traffic. Providing SSI Stage 2 services requires installation of a DTN routing agent and/or IP router in the ESLT and implementing frame creation, merging, encoding, and related protocols in the ESLT.  Stage 2 deployments must also define and implement some not yet standardized means for handling node numbers, routing, node management, and security keys where secure communications are required.
Stage 1 & 2 Requirements	Comment by Davarian, Faramaz (US 9700): Several requirements in this section do not apply to Stage 1 ESLT, e.g., 6.2.3.2.2.4
SSI ESLTs shall implement all of the forward communication protocol stack features of required of an ABA ESLT, as specified in 6.2.1.2 (figure 6‑43a).
SSI ESLTs shall implement all of the return communication protocol stack features of required of an ABA ESLT, as specified in 6.2.1.2 (symmetric to figure 6‑43a).
NOTE	–	A fully configured SSI ESLT is also capable of supporting all ABA users.
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[bookmark: _Toc99813070][bookmark: _Toc99813831][bookmark: F_619SSIESLTandUserDTNProtocolBuildingBl]Figure 6‑43	:  SSI ESLT and User DTN Protocol Building Blocks
SSI ESLTs transporting DTN data shall implement a forward communication protocol stack using the CSTS F-Frame provider agent (reference [63]) and a DTN bundle agent (reference [DTN]).
The BP (reference [12]), LTP (reference [13]), encapsulation (reference [14]), USLP, AOS, or TC frame creation, and frame merging protocols (references [9] or [31] [USLP]) shall all be implemented in the ESLT (figure 6‑43a).	Comment by Davarian, Faramaz (US 9700): In spite of the Section (6.2.3.2.2) title of  Stage 1 and 2 Requirements, this requirement only applies to Stage 2 and does not apply to Stage 1. How would the reader know this subtle difference?
SSI ESLTs transporting DTN data shall implement a return communication protocol stack using a DTN bundle agent (reference [DTN]) and the SLE RCF provider agent (reference [23]).
The USLP, AOS, or TM frame processing, frame de-multiplexing, de-capsulation (reference [58], [9], [58] or [10] or [14]), LTP (reference [13]), and BP (reference [12]) shall all be implemented in the ESLT (symmetric to figure 6‑43a).
SSI ESLTs transporting IP data shall implement a forward communication protocol stack using the CSTS F-Frame provider agent (reference [63]) and an IP router (reference [IPS]).
The IP (references [46], [47]), encapsulation (reference [14]), USLP, AOS, or TC frame creation, and frame merging protocols (references [9], [58], or [31]) shall all be implemented in the ESLT (similar to figure 6‑43a).
SSI ESLTs transporting IP data shall implement a return communication protocol stack using an IP router (reference [IPS]) and the SLE RCF provider agent (reference [23]).
The USLP, AOS, or TM frame processing, frame de-multiplexing, de-capsulation (references [58], [9], [58], or [10], or [14]), LTP (reference [13]), and IP (references [46], [47]) shall all be implemented in the ESLT (similar to figure 6‑43a).
ESLTs must utilize some local/implementation specific node IDs	Comment by Davarian, Faramaz (US 9700): These three do not exist in Costin's version
ESLTs must utilize some local/implementation specific node management.
ESLTs should register nodes providing DTN services in the SANA Service Site & Aperture registry
[image: ] [image: ]add USLP

[bookmark: _Toc99813071][bookmark: _Toc99813832][bookmark: F_620SSIESLTandUserDTNForwardFileBuildin]Figure 6‑44	:  SSI ESLT and User DTN Forward-File Building Blocks

[Future] Stage 1 & 2 Requirements
[Future] SSI ESLTs providing a forward-file service shall implement a forward-communication protocol stack using a CSTS transfer file protocol. The CSTS forward-file service, the CFDP protocol (reference [39]), and the other forward DTN protocols are implemented in the ESLT (figure 6‑44a).
 [Future] SSI ESLTs providing a return file service shall implement a return communication protocol stack using a CSTS transfer file protocol (reference Error! Reference source not found.), the CSTS return-file service, the CFDP protocol (reference [39]), and the other return DTN protocols that are implemented in the ESLT (symmetric to figure 6‑44a).  Per Peter, this recommendation may not be needed any more.	Comment by Davarian, Faramaz (US 9700): Shall we delete this requirement?
[Future] All SSI ESLTs providing CCSDS-compliant cross support services shall implement the extensible CCSDS service management protocols (reference [D9]) over HTTPS (references [50], [55]) and TCP/IP (references [47], [48]) (figure 6‑45a, b).
[Future] SSI ESLTs providing CCSDS-compliant cross support services shall implement the extensible CCSDS service management protocol (reference [D9]) to provide users with the means to securely schedule and configure space communications and internetworking services (figure 6‑45a).
[Future] SSI ESLTs providing CCSDS-compliant cross support services shall accept NDM (reference [29]) or ODM (reference [30]) files transferred within the extensible CCSDS service management protocol (reference [D9]) to provide spacecraft trajectory or orbit data (figure 6‑45b).
[Future] SSI ESLTs providing CCSDS-compliant cross support services should implement the extensible CCSDS network schedule interface (reference [D9]) to identify the expected times for scheduled space communications and internetworking services (figure 6‑45a).
[Future] SSI ESLTs providing CCSDS-compliant cross support services should implement the extensible CCSDS service-agreement interface (reference [D9]) to define and arrange for delivery of space communications and internetworking services (figure 6‑45a).
[Future] SSI ESLTs providing CCSDS-compliant cross support services should implement the extensible CCSDS service accountability interface (reference [D9]) to request and accept delivery of service accountability reports (figure 6‑45a).
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[bookmark: _Toc99813072][bookmark: _Toc99813833][bookmark: F_621SSIESLTandUserServiceManagementBuil]Figure 6‑45	:  SSI ESLT and User Service Management Building Blocks
[Future] SSI ESLT nodes providing CCSDS-compliant cross support services should implement the DTN network management protocol (reference [D11]) over BP (reference [12]) to configure and manage the SSI ESLT services (figure 6‑47a).
[Future] SSI ESLT nodes providing cross support services should implement the SSI NSAs and PAs (reference [D6]) over HTTPS (reference [55]) to plan, schedule, and coordinate the SSI ESLT services (figure 6‑47b).
[bookmark: _Toc390672136]Stage 1 and 2  SSI SRN Service-Provider Protocol Recommendations
Overview
SSI SRNs implement full SSI services for storing and forwarding user data. The protocols that must be supported include those for long-haul space links as well as those for nearby/proximity links.
SSI Stage 1 & 2 Requirements
SSI SRNs shall implement all of the forward communication protocol stack features required of an ABA SUN, as specified in 6.2.2.3 (figure 6‑46b).
SSI SRNs shall implement all of the return communication protocol stack features required of an ABA SUN, as specified in 6.2.2.3 (symmetric to figure 6‑46b).
SSI SRNs shall provide a forward and return communications protocol stack including the DTN BP (reference [12]) and related S&F functions (figure 6‑46b).
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[bookmark: _Toc99813073][bookmark: _Toc99813834][bookmark: F_622SSISpaceUserandRoutingNodeDTNProtoc]Figure 6‑46	:  SSI Space User and Routing Node DTN Protocol Building Blocks
[bookmark: _Ref394393730]SSI SRNs supporting long-haul links shall provide a communications protocol stack that includes the BP (reference [12]), LTP (reference [13]), encapsulation (reference [14]), USLP (reference  [58]), AOS (reference [9]), USLP [USLP] or TM (reference [10]) frame creation, frame merging, and coding and synchronization protocols (reference [32] or [7]) (figure 6‑46b).	Comment by Davarian, Faramaz (US 9700): This feature is not explecitly shown in Figure 6-46b
[bookmark: _Ref394393733]SSI SRNs supporting proximity links shall provide a communications protocol stack that includes the BP (reference [12]), encapsulation (reference [14]), and either Proximity-1 or USLP frame creation, coding and synchronization protocols (references [43], [44], [45]) (figure 6‑46b).
NOTE	–	These two requirements (6.2.3.3.2.4 and 6.2.3.3.2.5) include dedicated or hybrid/science routing nodes in space as well as a PSLT located on a planet surface. Reference functions defined in 5.3.2.5, 5.3.3, and 5.3.7.
SSI SRNs supporting hardwired or terrestrial WiFi-style Local Area Network (LAN) links shall provide a communications protocol stack that includes the BP (reference [12]), and frame protocols appropriate for the local LAN environment (TBD) (figure 6‑52b).  This should now reference the SOIS WiFi and / or 3GPP protocols. This is a good reference: 883.0-B-1
NOTE	–	This includes WAN/LAN routing nodes on Earth or located on a planet surface. Reference functions defined in 5.3.3.4.  See SOIS CCSDS 883.0-B-1	Comment by Davarian, Faramaz (US 9700): Costin's version has: 5.3.3.3
SSI SRNs must utilize some local/implementation specific node IDs
SSI SRNs must utilize some local/implementation specific node mgmt.
SSI SRNs should register nodes providing DTN services in the SANA Service Site & Aperture registry
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[bookmark: _Toc99813074][bookmark: _Toc99813835][bookmark: F_623SSIESLTandSpaceRoutingDTNNetworkMan]Figure 6‑47	:	SSI ESLT and Space Routing DTN Network Management Building Blocks
[Future] SSI Stage 1 & 2 Requirements
[Future] SSI SRNs providing cross support services should implement the DTN network management protocol (reference [D11]) over BP (reference [12]) to configure and manage the SSI services (figure 6‑47b).
[Future] SSI SRNs providing cross support services should implement the SSI NSAs and PAs (reference [D6]) over BP (reference [12]) to plan, schedule, and coordinate the SSI services (figure 6‑47b).
[bookmark: _Toc390672137]Stage 1 & 2 SSI Earth Management/Routing Node Service-Provider Protocol Recommendations
Overview
SSI EMRNs (SRN MOCs) are responsible for operating one or more SRNs or PSLTs. They nominally use ABA-style link layer services to control the space routing assets that they manage. They may themselves offer SSI routing services, but this is not required.
Stage 1 & 2 Requirements
SSI EMRNs (SRN MOCs) shall implement all of the protocols required of an ABA EUN (1.1.1.1).6.2.2.2).
SSI EMRNs should provide a forward and return communications protocol stack including the DTN BP (reference [12]) and related S&F functions (figure 6‑48b).
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[bookmark: _Toc99813075][bookmark: _Toc99813836][bookmark: F_624SSIEarthRoutingNodeForwardBuildingB]Figure 6‑48	:  SSI EMRN Forward Building Blocks
SSI EMRNs (SRN MOCs) shall implement one or more CCSDS-compliant space link protocols, USLP, TC, or AOS, (references [58], [8], [10], or [9]) (figure 6-48 a or b and a).
SSI EMRNs (SRN MOCs) shall implement spacecraft TT&C forward and return communication protocol stack for USLP, AOS, TC, or TM,   using the CSTS F-Frame and SLE RAF or RCF user clients (references [22] or [23]) (figures 6-49 and 6‑48a).
SSI EMRNs (SRN MOCs) transporting DTN and either USLP, AOS, or TC data should implement a forward communication protocol stack using the CSTS F-Frame user client agent (reference [63]) and a DTN bundle agent (reference [DTN]) (figure 6‑48b).
SSI EMRNs (SRN MOCs) transporting DTN and either USLP, AOS, or TM data should implement a return communication protocol stack using the SLE RAF or RCF user clients (reference [22] or [23]) and a DTN bundle agent (reference [DTN]) (figure 6‑49).
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[bookmark: _Toc99813076][bookmark: _Toc99813837][bookmark: F_625SSIEarthRoutingNodeReturnBuildingBl]Figure 6‑49	:  SSI EMRN Return Building Block
SSI EMRNs may send other application data forms by implementing a forward or return communication protocol stack with application protocols such as AMS (reference [41]) (or other), either SPP or EP encapsulation, over the BP (reference [12]) (similar to figure  6‑43b).	Comment by Davarian, Faramaz (US 9700): This is not correct.
SSI EMRNs must utilize some local/implementation specific node IDs	Comment by Davarian, Faramaz (US 9700): These three are not in Costin's version
SSI EMRNs must utilize some local/implementation specific node mgmt.
SSI EMRNs should register nodes providing DTN services in the SANA Service Site & Aperture registry.
[Future] SSI Stage 1 & 2 Requirement
[Future] SSI EMRNs providing cross support services should implement the DTN network-management protocol (reference [D11]) over BP (reference [12]) to configure and manage the SSI services (similar to figure 6‑47b).
[Future] SSI EMRNs providing cross support services should implement the SSI NSAs and PAs (reference [D6]) over HTTPS (reference [55]) to plan, schedule, and coordinate the SSI services (figure 6‑45b).
NOTE	–	For SSI Stage 1 deployments, prior to the existence of SSI ESLTs, SSI EMRNs may be configured as shown in figures 6‑48b and 6‑49 to offer SSI services to other SSI user nodes.
[bookmark: _Toc343685605][bookmark: _Toc390672138]Stage 1 & 2  SSI EUN Protocol Recommendations
Stage 1 & 2 Requirements 
[bookmark: _Toc313093732][bookmark: _Toc313093844][bookmark: _Toc343685606][bookmark: _Toc343686131]SSI EUNs transporting mission data should implement a forward and return communication protocol stack using mission-specific data structures encapsulated in ENCAP or SPP packets (references [14], [42]) transported using the DTN BP (reference [12]) (figure 6‑50a).
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[bookmark: _Toc99813077][bookmark: _Toc99813838][bookmark: F_626SSIEarthUserNodeDTNForwardBuildingB]Figure 6‑50	:  SSI EUN DTN Forward Building Blocks
SSI EUNs must utilize some local/implementation specific node IDs
SSI EUNs must utilize some local/implementation specific node mgmt.
SSI EUNs should register nodes providing DTN services in the SANA Service Site & Aperture registry
SSI EUNs transporting mission data as files should implement a forward and return communication protocol stack putting mission specific data structures in files and transporting them using CFDP (reference [39]) and the DTN BP (reference [12]) (figure 6‑50b).
SSI EUNs transporting mission data as messages should implement a forward and return communication protocol stack putting mission specific data structures encapsulated in messages and transporting them using AMS (reference [41]) and the DTN BP (reference [12]) (similar to figure 6‑50b).
EUNs requiring CCSDS-compliant cross support services shall implement the extensible CCSDS service management protocol (reference [D9]) to securely schedule and configure space communications and internetworking services (figure 6‑45b).
EUNs requiring CCSDS-compliant cross support services shall transfer NDM (reference [29]) or ODM (reference [30]) files within the extensible CCSDS service management protocol (reference [D9]) to provide spacecraft trajectory or orbit data (figure 6‑45b).
Future Stage 1 & 2 Requirements
[Future] EUNs requiring CCSDS-compliant cross support services should implement the extensible CCSDS network schedule interface (reference [D9]) to identify the expected times for scheduled space communications and internetworking services (figure 6‑45b).
[Future] EUNs requiring CCSDS-compliant cross support services should implement the extensible CCSDS service-agreement interface (reference [D9]) to define and request delivery of space communications and internetworking services (figure 6‑45b).
[Future] SSI EUNs requesting cross support services may implement the DTN network-management protocol (references [D6], [D11]) over HTTPS (reference [55]) to configure and manage the SSI services (similar to figure 6‑45b).
[Future] SSI EUNs providing cross support services should implement the SSI NSAs and PAs (reference [D6]) over HTTPS (reference [55]) to plan, schedule, and coordinate the SSI services (similar to figure 6‑45b).
[bookmark: _Toc390672139]Stage 1 & 2 SSI SUN Protocol Recommendations
Stage 1 & 2 Requirements
SSI SUNs shall provide a forward and return communications protocol stack including the DTN BP (reference [12]) and related S&F functions (figure 6‑51a).
SSI SUNs using long-haul links shall provide a communications protocol stack that includes the basic BP (reference [12]), LTP (reference [13]), encapsulation (reference [14]), AOS, TC, USLP, and/or TM frame creation, coding and synchronization protocols (references [9], [31], and/or [10]) (figure 6‑51a).
SSI SUNs using proximity links shall provide a communications protocol stack that includes the basic BP (reference [12]), encapsulation (reference [14]), Proximity-1 frame creation, coding and synchronization protocols (reference [43], [44], [45]) (figure 6‑51b).
=> See previous related changes for USLP over Prox-1.
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[bookmark: _Toc99813078][bookmark: _Toc99813839][bookmark: F_627SSISpaceUserDTNForwardFileBuildingB]Figure 6‑51	:  SSI Space User DTN Forward-File Building Blocks
SSI SUNs using hardwired or terrestrial WiFi-style LAN links shall provide a communications protocol stack that includes the basic BP (reference [12]), and frame protocols appropriate for the local LAN environment (TBD) (figure 6‑52a). Note: in the figure, "local land physical" is replaced by WIFI
SSI SUNs using 3GPP shall provide a communications protocol stack that includes the basic BP (reference [12]), and frame protocols appropriate for the local LAN environment (TBD) (figure 6‑52a). Note: in the figure, "local land physical" is replaced by 3GPP	Comment by Davarian, Faramaz (US 9700): Is not present in Costin's version
SSI SUNs must utilize some local/implementation specific node IDs	Comment by Davarian, Faramaz (US 9700): These three are not present in Costin's version
SSI SUNs must utilize some local/implementation specific node mgmt.
SSI SUNs should register nodes providing DTN services in the SANA Service Site & Aperture registry.
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[bookmark: _Toc99813079][bookmark: _Toc99813840][bookmark: F_628SSISpaceUserandRoutingNodeLocalLANB]Figure 6‑52	:  SSI Space User and Routing Node Local LAN Building Blocks
[bookmark: _Toc390672140][bookmark: _Ref394390260][bookmark: _Ref394393927]Stage 1 & 2  SSI Secure Communications Protocol RecommendationsRecommandations
[bookmark: _Toc390672141]Discussion
In SSI configurations, users may apply encryption, or authenticated encryption, directly to their data, but Network Layer security may also be employed. Because an internetworked space architecture allows user data to be forwarded (possibly through multiple hops), and because of the intrinsic value of both space assets and communication opportunities, care needs to be taken to ensure that only authorized traffic is allowed onto the SSI backbone.
For IP configurations, it is important to keep in mind that using IP in the SSI does not necessarily mean connecting the SSI to the Internet at large. The SSI can use a private IP address space that is not routable on the Internet and/or Virtual Private Network (VPN). It is also possible to use IPSec protocols on the ground.
Figures 6‑53 and 6‑54, in aggregate, show three alternative approaches for securing an SSI end-to-end file transfer. The SSI user MOC may apply one of the encryption or authentication algorithms to its command data and load that into a file. The secured file, in and of itself, provides end-to-end data security. That secured file may be transferred using CFDP, optionally secured at the network layer by BPSec, and carried by BP bundles (or IP datagrams). BP/BPSec may then use IPSec and TCP/IP to transmit the data to the ESLT, as shown in figure 6‑53, and thence to the SUN (references [D18] and [6]).  Unlike what is shown in this example typically only one security approach will be used at any given time, but missions may choose to deploy whatever security protocol stack best suits their needs. A mission may choose to secure their command uplink data by encrypting the command load files at the source.  The mission may also offer BP network layer encryption for all user data that flows over the uplink.
In addition to protocols that permit secure exchange of data, secure communication requires knowing the identities of the entities that are communicating, the keys that they use to secure their data, and the access permissions that they are granted.  At present CCSDS has mechanisms that provide secure communications protocols, but authoritative identities, DTN key management, and interoperable access permissions and network management controls have yet to be standardized.  As a result all Stage 1 and Stage 2 DTN deployments will have to adopt and manage their own local, or implementation specific, approaches.

[image: ]mentation specific, approaches.
[image: ] Correct BP/BPSec on this figure

[bookmark: _Toc99813080][bookmark: _Toc99813841][bookmark: F_629SSISecureForwardFileBuildingBlocks]Figure 6‑53	:  SSI Secure Forward-File Building Blocks
Stage 1 & 2 Requirements
SSI EUNs sending secure file data should implement a forward communication protocol stack using a recommended authentication, or authenticated encryption, algorithm (reference [7]) to protect the file contents prior to transmission (figure 6‑53b).
SSI EUNs sending secure data may implement the BPSec (reference [D19]) to secure the contents of any transmitted DTN bundles, as required (figure 6‑53b).
SSI EUNs sending secure data may implement the IPSec (reference [53], [54]) to secure all terrestrial IP network traffic, as agreed with the SSI ESLT providing service (figure 6‑53b).
SSI EUNs sending secure data, bundle, or file, should implement a recommended approach for key management (reference [D16]).
NOTE	–	The means for managing and exchanging DTN/Bundle keys is outside the scope of existing CCSDS standards.
SSI EUNs receiving secure data, either bundle or file, should implement the required symmetric return versions of the security protocol stacks.
SSI EUNs sending secure frame data over a single hop should implement the SDLS protocol and extended procedures for key management.
SSI EUNs receiving secure frame data over a single hop should implement the required symmetric return versions of the SDLS protocol and extended procedures for key management.
SSI ESLTs transporting secure data should implement the BPSec (reference [D19]) to secure any transmitted DTN bundles, as required (figure 6‑53a).
SSI ESLTs transporting secure data may implement the IPSec (reference [53], [54]) to secure all terrestrial IP network traffic, as agreed with the SSI EUNs requesting this service (figure 6‑53a).
SSI ESLTs transporting secure data, bundle, or file, must implement a recommended approach for key management (reference [D16]).
NOTE	–	The means for managing and exchanging DTN/Bundle keys is outside the scope of existing CCSDS standards.
SSI ESLTs transporting secure link layer frame data may implement a forward communication protocol stack using a recommended authentication or authenticated encryption cryptographic algorithm and implement the SDLS protocol to insert the secure data payload into a USLP, TC, or AOS frame. (Reference [58], [7] and [68]) (like figure 6‑41a).
SSI ESLTs transporting secure data link frame data should implement the SDLS Extended Key Management protocols to support the recommended validation and decryption cryptographic algorithms [Ref: CCSDS 350.6-G-1 and354.0-R-1].
NOTES
1 The secure frame method may be applied between the space relay node and the Earth relay node (space relay node MOC). If the SSI ESLT applies SDLS security, then the security association is between the SSI ESLT and the SSI space relay node. Presumably the SSI Earth relay node will retain management of the keys. Implementation of the SDLS does require some modifications to the software handling the space link protocol.
2 The user spacecraft must implement the symmetrical authentication/encryption functions to process the received data contents of the file and any BPSec-applied security. The presence of the BP/BPSec security mechanisms that are in use are signaled. Some means must also be provided to establish and manage the keys used to protect or sign the data and to signal any key pair changes to the spacecraft. Any intermediate routing node also participates in the BPSec protocol, but the use of any user-applied security is invisible to these intermediate nodes.
SSI SUNs receiving secure file data should implement a forward communication protocol stack using a recommended authentication, or authenticated encryption, algorithm (reference [7]) to recover the file contents prior after reception (figure 6‑54a).
SSI SUNs receiving secure data may implement the BPSec (reference [D19]) to recover any received DTN bundles (figure 6‑54a).
		[image: ][image: ]Correct BP/BPSec on this figure

[bookmark: _Toc99813081][bookmark: _Toc99813842][bookmark: F_630SSISecureSpaceUserandSpaceRoutingNo]Figure 6‑54	:  SSI Secure Space User and SRN Building Blocks
SSI SUNs receiving secure data, bundle, frame or file, must implement a recommended approach for key management (reference [D16]).	Comment by Davarian, Faramaz (US 9700): This page contains additional requirements that are not present in Costin's version
NOTE	–	The means for managing and exchanging DTN/Bundle keys is outside the scope of existing CCSDS standards.
SSI SUNs receiving secure data link frame data should implement a forward communication protocol stack using a recommended validation and decryption cryptographic algorithm (reference [7]) and implement the SDLS (reference CCSDS 355.0-B-2) protocol to extract the secure data payload from the USLP, TC, USLP, or AOS frame (reference [58], [31], [58], [9]) (figure 6‑42a).
SSI SUNs receiving secure data link frame data may implement a forward communication protocol stack using a recommended validation and decryption cryptographic algorithm (reference [7]) and implement the SPACE DATA LINK SECURITY PROTOCOL—EXTENDED PROCEDURES (reference CCSDS 355.1-B-21) protocol to extract the secure data payload from the USLP, TC, USLP, or AOS frame (reference [58], [31], [58], [9]) (figure 6‑42a).
SSI SUNs receiving secure data link frame data should implement the SDLS Extended Key Management protocols to support the recommended validation and decryption cryptographic algorithms. There is no reference (I could not find one)
SSI SUNs sending secure data, bundle, or file, should implement the required symmetric return versions of the security protocol stacks.
NOTE	–	The secure frame and file methods do not require significant changes in the SUN compared to insecure communications. Implementation of the SDLS does require some modifications to the software handling the space link protocol.
SSI SRNs receiving secure data shall implement the BPSec (reference [D19]) to forward any DTN bundles received from other nodes (figure 6‑54b).
SSI SRNs sending secure data shall implement the BPSec (reference [D19]) to deliver any received DTN bundles to other nodes (figure 6‑54b).
Note – The means for managing and exchanging keys is outside the scope of this document.
SSI SRNs receiving secure data, bundle, DTN/Bundle  keys is outside the scope of existing CCSDS standards.	Comment by Davarian, Faramaz (US 9700): does not make sense
SSI SRNs receiving secure framed data should implement a forward communication protocol stack using a recommended validation and decryption cryptographic algorithm (reference [7]) and implement the SDLS ( Reference CCSDS 355.1-B-1) protocol to extract the secure data payload from the TC or AOS frame (reference [31], [9]) (like figure 6‑42a).
SSI SRNs sending secure data, either frame or file, should implement the required symmetric return versions of the security protocol stack.
All Stage 1 and Stage 2 DTN deployments must adopt and manage their own local, or implementation specific, approaches for identity handling, key management, network management, and access control.
[bookmark: _Toc390672142][bookmark: _Ref394389687]SSI Last-Hop and First-Hop Service
[bookmark: _Toc390672143]Overview
Not all nodes in any given SSI deployment will be fully SSI capable. Furthermore, even SSI-capable nodes may need to be rebooted, commanded, and/or controlled at the link layer in the event of emergencies or failure of the SSI components. The last-hop and first-hop services provide the capabilities to perform all of these different functions for ABA terminal nodes or SSI nodes when they need such services. Last-hop and first-hop delivery agents are shown deployed in SRNs; they may also be deployed in an ESLT as well, but this is not required.
[bookmark: _Toc390672144]Future SSI Last-Hop and First-Hop Service Requirements
[Future] SSI SRNs supporting end-user SSI nodes and non-SSI (ABA) nodes shall implement the last-hop delivery functions (references [D5], [5], [D14]) (figure 6‑55a).
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[bookmark: _Toc99813082][bookmark: _Toc99813843][bookmark: F_631SSILastHopFirstHopDeliveryAgentBuil]Figure 6‑55	:  SSI Last-Hop/First-Hop Delivery Agent Building Blocks
[Future] SSI SRNs implementing the last-hop delivery functions (references [5], [D14]) should receive delivery packages via CFDP (reference [39]) (figure 6‑55a).
[Future] SSI SRNs implementing the last-hop delivery functions (references [5], [D14]) should process the delivery package and interpret the instructions (references [5], [D14]) (figure 6‑55a).
[Future] SSI SRNs implementing the last-hop delivery functions (references [5], [D14]) should deliver the link layer data to the end node as directed (references [5], [D14]) (figure 6‑55a).
NOTE	–	Last-hop delivery will typically be link layer frames or Bose, Chaudhuri, Hocquenghem (BCH) code blocks. The delivery may be via Prox-1, as shown in figure 6‑55a, or via a TC, AOS or USLP link.
[Future] SSI SRNs supporting end user SSI nodes and non-SSI nodes should implement the first-hop delivery functions (references [5], [D14]) (figure 6‑55b).
[Future] SSI SRNs implementing the first-hop delivery functions (references [5], [D14]) should receive delivery packages via CFDP (reference [39]) (figure 6‑55a).
[Future] SSI SRNs implementing the first-hop delivery functions (references [5], [D14]) should process the delivery package and interpret the instructions (references [5], [D14]) (figure 6‑55b).
[Future] SSI SRNs implementing the first-hop delivery functions (references [5], [D14]) should accept link layer data from the end node as directed (references [5], [D14]) (figure 6‑55b).
[Future] SSI SRNs implementing the first-hop delivery functions (references [5], [D14]) should accept open loop recorder data from the end node as directed (references [5], [D14]) (figure 6‑55b).
[Future] SSI SRNs implementing the first-hop delivery functions (references [5], [D14]) should accept radiometric and tracking data from the end node as directed (references [5], [D14]) (figure 6‑55b).
[Future] SSI SRNs implementing the first-hop delivery functions (references [5], [D14]) should create a delivery package from the received data (reference [D14]) (figure 6‑55b).
[Future] SSI SRNs implementing the first-hop delivery functions (references [5], [D14]) should send the delivery packages via CFDP (reference [39]) (figure 6‑55b).
NOTES
1 First-hop delivery may involve return of coded or uncoded link layer frames, or sampled tracking and radiometric data, or the results of open loop recording of a free space signal. The reception may be via Prox-1, via a TM or AOS link, or using features of the routing node radio.
2 SSI EMRNs and SSI EUNs will have to construct and send last-hop delivery packages. In the SSI era, ABA EUNs may also need to create last-hop delivery packages to communicate via SSI with remote ABA SUNs.
[Future] SSI EMRNs or SSI/ABA EUNs supporting end-user SSI nodes and non-SSI (ABA) nodes shall implement the last-hop delivery package functions (references [D5], [5], [D14]) (figure 6‑56).
[Future] SSI EMRNs or SSI/ABA EUNs implementing the last-hop delivery functions (references [5], [D14]) should send delivery packages via CFDP (reference [39]) (figure 6‑43b).
[Future] SSI EMRNs or SSI/ABA EUNs implementing the last-hop delivery functions (references [5], [D14]) shall create the delivery package and the required delivery instructions (references [5], [D14]) (figure 6‑56).
[bookmark: _Toc343685622][bookmark: _Toc343686139][image: ] [image: ]
[bookmark: _Toc99813083][bookmark: _Toc99813844][bookmark: F_632SSIUserLastHopFirstHopTransferFileB]Figure 6‑56	:  SSI User Last-Hop/First-Hop Transfer File Building Block
[Future] SSI EMRNs or SSI/ABA EUNs implementing the last-hop delivery functions (references [5], [D14]) shall include the link layer data and link configuration information (figure 6‑56).
NOTES
1 Last-hop delivery will typically be link layer frames or BCH code blocks. The delivery may be via Prox-1, as shown in figure 6‑55a, or via a TC or AOS link.
2 SSI EMRNs and SSI EUNs will have to receive and process first-hop delivery packages. In the SSI era, ABA EUNs may also need to receive and process first-hop delivery packages to communicate via SSI with remote ABA SUNs.
[Future] SSI EMRNs and SSI/ABA EUNs supporting end user SSI nodes and non-SSI nodes should implement the first-hop delivery package functions (references [5], [D14]) (similar to figure 6‑56).
[Future] SSI EMRNs and SSI/ABA EUNs implementing the first-hop delivery functions (references [5], [D14]) should receive delivery packages via CFDP (reference [39]) (symmetric to figure 6‑43b).
[Future] SSI EMRNs or SSI/ABA EUNs implementing the first-hop delivery functions (references [5], [D14]) shall process the returned delivery package using the supplied delivery instructions (references [5], [D14]) (symmetric to figure 6‑56).
[Future] SSI EMRNs or SSI/ABA EUNs implementing the first-hop delivery functions (references [5], [D14]) shall process the returned data and link configuration information (symmetric to figure 6‑56).
[Future] SSI EMRNs or SSI/ABA EUNs implementing the first-hop delivery functions (references [5], [D14]) shall process the link layer, radiometric/tracking, or open loop recorded data as indicated by the delivery instructions (symmetric to figure 6‑56).


[bookmark: _Toc313093739][bookmark: _Toc313093851][bookmark: _Toc313549161][bookmark: _Toc343091932][bookmark: _Toc343091979][bookmark: _Toc343685458][bookmark: _Toc343685625][bookmark: _Toc343685681][bookmark: _Toc343685785][bookmark: _Toc343686142][bookmark: _Toc390672145][bookmark: _Toc390692092][bookmark: _Ref394390321][bookmark: _Ref394394248][bookmark: _Ref394394343][bookmark: _Ref394924770][bookmark: _Toc396318302][bookmark: _Toc99867842][bookmark: _Toc206867143]End-To-End Deployment View
[bookmark: _Toc390672146][bookmark: _Toc390692093][bookmark: _Toc396318303][bookmark: _Toc99867843]Overview
This section addresses end-to-end deployments of system elements and provides only a couple of examples of node, service, and protocol deployments for the provision of either ABA or SSI SCCS services. Building upon the element-by-element protocol stack views shown in the communications view (section 6), this section defines how these elements are to be assembled to provide end-to-end data delivery.
These deployment requirements cover basic ABA deployments, control of space link ‘B’ by mission ‘A’ ground system, and some transitional single-hop ABA configurations that include SSI protocols. This section also defines requirements for nominal SSI ABCBA deployments, as well as SSI ABCBA deployments supporting non-SSI relays, transition of non-SSI node to SSI node, last-hop service from SSI routing node, and last-hop service from non-SSI relay node.
Each of these subsections defines requirements for nominal end-to-end physical node deployments, end-to-end communication services, ground cross support services, space-ground and space-space services (if any), and any required user or provider node-specific services.   All of these end-to-end stack deployment diagrams show labels for ‘ABA stacks’ or ‘SSI stacks’, not ‘ABA Agencies’.  It is possible to have an ‘Agency B’ SSI ESLT supporting an ‘Agency A’ ABA EUN and SUN.
Actual system deployments may include more than one service—such as ABA, SSI, and CFDP file service—and also a last-hop service element. Some deployments may include the standard service requirements defined here and also agency- or mission-specific ones, such as customized use of Space Packets (SPs) for mission operations-specific functions.
There are so many possible end-to-end configurations that there is no attempt in this section to be all-inclusive. The reader is directed to the SCCS-ADD (reference [D5] for more examples and descriptions of other possible configurations.
NOTE	–	There is no direct treatment of mission operations services; they are assumed to use the standard end-to-end frame-, network-, file-, or message-delivery functions. Nor does this section define any other mission-unique applications or services that may use the underlying frame, file, or internetworking services to deliver their data.
[bookmark: _Toc313093741][bookmark: _Toc313093853][bookmark: _Toc313549163][bookmark: _Toc343091934][bookmark: _Toc343091981][bookmark: _Toc343685460][bookmark: _Toc343685627][bookmark: _Toc343685683][bookmark: _Toc343685787][bookmark: _Toc343686144][bookmark: _Toc390672147][bookmark: _Toc390692094][bookmark: _Toc396318304][bookmark: _Toc99867844]ABA End-To-End Protocol Views—Requirements
[bookmark: _Toc390672148]Basic ABA End-to-End Protocol Views
ABA end-to-end deployments should adopt a single forward link layer communication protocol stack using TC or USLP frames (reference [31]) and a service provider offering SLE F-CLTU services (reference [21]) (figure 7‑1).
[image: ]
[bookmark: _Toc99813084][bookmark: _Toc99813845][bookmark: F_701ABAEndtoEndForwardABAAgencySupporti]Figure 7‑1	:  ABA End-to-End Forward: ABA Agency Supporting ABA Agency
[Future] ABA end-to-end deployments may adopt a single forward link layer communication protocol stack using AOS frames (reference [9]) or TC frames (reference [31]) and a service provider offering CSTS F-Frame services (reference [63]) (similar to figure 7‑1).
ABA end-to-end deployments shall implement a single return link layer communication protocol stack using TM (reference [10]) or AOS frames (reference [9]) or USLP (reference [58] and a service provider offering SLE RAF or RCF services (reference [22] or [23]) (symmetric with figure 7‑1).
ABA end-to-end deployments may implement an Application Layer communication stack in the Earth and SUNs using file, packet, or other services (figure 7‑1).
[bookmark: _Toc313093744][bookmark: _Toc313093856][bookmark: _Toc343685630][bookmark: _Toc343686147][bookmark: _Toc390672149]ABA End-To-End Protocol Views with BP Delivery
[bookmark: _Toc313093745][bookmark: _Toc313093857][bookmark: _Toc313549164][bookmark: _Toc343091935][bookmark: _Toc343091982][bookmark: _Toc343685461][bookmark: _Toc343685631][bookmark: _Toc343685684][bookmark: _Toc343685788][bookmark: _Toc343686148][Future] ABA end-to-end deployments may implement a Network Layer communication stack in the user Earth and SUNs using DTN or other protocols and a service provider offering CSTS F-Frame and SLE RCF services (references [23], [63]) (similar to figure 7‑2, without routing nodes).
[bookmark: _Toc390672150][bookmark: _Toc390692095][bookmark: _Toc396318305][bookmark: _Toc99867845]SSI End-To-End Protocol Views: Requirements
[bookmark: _Toc313093746][bookmark: _Toc313093858][bookmark: _Toc343685632][bookmark: _Toc343686149][bookmark: _Toc390672151]Core SSI End-To-End ABCBA Protocol Views
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[bookmark: _Toc99813085][bookmark: _Toc99813846][bookmark: F_702SSIEndtoEndForwardSSIAgencySupporti]Figure 7‑2	:  SSI End-to-End Forward: SSI Agency Supporting SSI Agency
SSI end-to-end deployments shall adopt a single Network Layer communication protocol stack using either the DTN suite or IPS (or both), an ESLT service provider offering CSTS F-Frame services (reference [63]) and SLE RCF services (reference [23]) (figure 7‑2).
SSI end-to-end deployments with intermittent link connectivity, BDP >107, or long RTLT (>2 seconds) should use the basic DTN internetworking service interfaces (reference [DTN]).
SSI end-to-end deployments with continuous link connectivity, BDP <107 and short RTLTs (<2 seconds) shall use one of the basic IP (reference [IPS]) or DTN internetworking service interfaces (reference [DTN]).
SSI end-to-end deployments may implement an Application Layer communication stack in the user Earth and SUNs using file, packet, or other services (figure 7‑2).
SSI end-to-end deployments may implement either a Network Layer communication stack or a link layer stack in the SRN MOC, or both (figure 7‑2).
SSI end-to-end deployments must implement both a Network Layer communication stack to provide SSI services and a link layer stack to provide TTC services in the SRN MOC control of the asset(figure 7‑2).
[Future] SSI end-to-end deployments may include non-SSI SRNs and MOCs if the SRN includes a component that provides last-hop and first-hop services (reference [D14]) (not shown in figure 7‑2).
[bookmark: _Toc390672152]SSI Planetary Space Link Terminal and WAN Protocol View
[bookmark: _Toc313093748][bookmark: _Toc313093860][bookmark: _Toc343685634][bookmark: _Toc343686151]SSI end-to-end deployments may implement a Network Layer communication stack in a PSLT that supports either proximate or LAN links (TBD) (similar to figure 7‑2 with PSLT instead of SRN).
SSI PSLT to/from SSI SUN links may use Prox-1, WIFI or 3GPP.	Comment by Davarian, Faramaz (US 9700): Does not exist in Costin's version
[bookmark: _Toc390672153]SSI Extended DTN Functions: Emergency Communications and Last-Hop Delivery
[bookmark: _Toc343685635][bookmark: _Toc343686152][Future] SSI end-to-end deployments may implement a last-hop or first-hop application (reference [D14]) to link or Physical-Layer communication stack in the SRN to service ABA end nodes and SSI nodes in need of emergency or contingency services (not shown in figure 7‑2).
[bookmark: _Toc390672154][bookmark: _Toc313093749][bookmark: _Toc313093861]SSI Transition: ABA Agency Supporting SSI Agency
[bookmark: _Toc313549165][bookmark: _Toc212704424][bookmark: _Toc343091936][bookmark: _Toc343091983][bookmark: _Toc343685462][bookmark: _Toc343685636][bookmark: _Toc343685685][bookmark: _Toc343685789][bookmark: _Toc343686153]SSI Stage 1 end-to-end deployments may adopt a single forward link layer communication protocol stack using, USLP (reference [58]) or TC frames (reference [31]) and an ABA ESLT service provider offering SLE F-CLTU (reference [21]) services (like figure 7‑1 with SSI ‘A’ nodes).
SSI Stage 1 end-to-end deployments should adopt a single forward link layer communication protocol stack using USLP (reference [58], AOS frames (reference [9]), TC frames (reference [31]) and an ABA ESLT service provider offering CSTS F-Frame (reference [63]) services (like figure 7‑1 with SSI ‘A’ nodes).
SSI Stage 1 end-to-end deployments should implement a single return link layer communication protocol stack using USLP (reference [58]),  TM (reference [10]) or AOS frames (reference [9]) and an ABA ESLT service provider offering SLE RAF or RCF services (reference [22] or [23]) (symmetric with figure 7‑1 with SSI ‘A’ nodes).
[bookmark: _Toc390672156][bookmark: _Toc390672155][bookmark: _Toc390692096][bookmark: _Toc396318306][bookmark: _Toc99867846]Discussion—Security Requirements for End-To-End Deployments   Pete will write BPSEC, etc., plus the diffrence between SSI 2a and 2b	Comment by Davarian, Faramaz (US 9700): Peter will address this
Security for the end-to-end protocol deployments utilizes all of the security elements addressed in earlier sections. In this section, use of end-to-end user encryption will be shown as a means to secure transfers to the final SRNs or SUNs. For ABA deployments this was described in 6.2.2.4. For SSI deployments, as described in 6.2.3.7, Network Layer security may also be applied, or users may choose to apply encryption at the Application Layer.
Figure 7‑3 shows two approaches for securing the data in an ABA end-to-end configuration. These optional stack elements are shown in green. SDLS is used to provide end-to-end link layer security for an SPP packet flow. The ABA user node may apply one (or both) of the encryption or authentication algorithms to packet data, load this into an USLP, AOS, or TC frame inside the SDLS security block, and then use the normal service-delivery mechanisms to transmit the data to the user space node, as provided by the SDLS authentication/encryption layer.
NOTE	–	The ESLT service provider stack in figure 7‑3 does not show the presence of the SDLS authentication/encryption layer, since that security block is opaque to the CSTS F-Frame service.
Alternatively, the user MOC may apply encryption or authentication to a data file (file secure), and that file may then be merged into the secure F-Frame stream. In both of these cases the ABA SUN must be prepared to undo the security that has been applied, and some private means for establishing and managing keys must also be implemented. Both of these methods offer end-to-end link layer security.
Figure 7‑3 also shows use of IPSec as an additional layer of encryption that optionally may be applied at the Network Layer to secure the IP traffic over the Internet. In most configurations, only one or another of these mechanisms might be employed and it would be unusual to elect to use all of them simultaneously, as is shown in this figure.
Figure 7‑4 shows three separate, optional alternatives for securing an SSI end-to-end data transfer, using DTN and either AMS or CFDP in this example. The SSI EUN may apply one of the encryption or authentication algorithms to its command data and load that into a file. This secured file provides end-to-end data security. The secured file—or AMS messages as in this example—may be secured by the SBSP and transferred in a BP bundle. On the terrestrial hop, BP/SBSP may then use TCP/IP and IPSec to securely transmit the data to the ESLT. The ESLT, which merges data from multiple sources, will re-apply SBSP security for the ESLT to SUN hop. Once the file is at the SUN, the file security may be removed.
These same mechanisms work across multiple SSI hops. The final layers of security are only applied and removed in the end nodes.
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[bookmark: _Toc99813086][bookmark: _Toc99813847][bookmark: F_703ABASecureEndtoEndForwardABAAgencySu]Figure 7‑3	:  ABA Secure End-to-End Forward: ABA Agency Supporting ABA Agency
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[bookmark: _Toc99813087][bookmark: _Toc99813848][bookmark: F_704SSISecureEndtoEndForwardSSIAgencySu]Figure 7‑4	:  SSI Secure End-to-End Forward: SSI Agency Supporting SSI Agency
It will seldom be the case that all of these security measures will be applied in any one deployment, but it is possible. Where terrestrial security is essential, IPSec may be applied, as this masks Internet traffic from any snooping. SBSP may be employed end-to-end for command or sensitive data or where service providers that do not belong to the same agency as the user are involved. If a given SUN hosts instruments belonging to different agencies, the agency might elect to separately secure their command uplinks, or data returns, by use of file-level security.


[bookmark: _Toc390622237][bookmark: _Toc396318166][bookmark: _Ref92702888][bookmark: _Toc99810726]

Security and SANA Considerations

(Informative)
security Considerations with respect to the CCSDS document
Security concerns are handled within each of sections 4–7 as needed.
SANA Considerations with respect to the CCSDS document
No new SANA registries are created in this document. The use of existing SANA registries is referenced, as needed, in-line throughout the document.
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Glossary

(Informative)
Application Layer services: OSI Layer 7 services provided to user applications, such as file or message transfer.
BCH code: A parameterized error-correcting code used for uplink commanding.
data store: Staging for data in transit on the network.
Earth-space terminal access: A port that provides access to a space link terminal on Earth.
Earth user access: A port that provides access to a space link user on the ‘ground’ (i.e., Earth or another planetary surface).
emergency communication services: Specialized services for delivering emergency, ‘last hop’, or primitive ‘brain stem’ commanding to a spacecraft.
encapsulation: A function that wraps a PDU in another PDU in order to transfer it to its destination.
gateway: A function that provides protocol translation between two different, but compatible, protocols at the same OSI Layer, e.g., IP to BP.
governance: Decision making that defines expectations, grants power, or verifies performance. It consists either of a separate process, or of a specific part of management or leadership processes. Governance relates to consistent management, cohesive policies, processes, and decision rights for a given area of responsibility.
in-space: Extraterrestrial. In this usage, in-space communications includes Earth-to-space, space-to-space, space-to-planetary surface, planetary surface-to-surface, etc.
Network Layer processing: OSI Layer 3 processing that includes any needed routing, forwarding, and management functions.
network management: Real-time control of space communication service functions.
planet-space terminal access: A port that provides access to a space link terminal on a planetary body.
space asset access: A port that provides access to spaceborne assets offering functions such as routing or relaying.
space internetworking services: Specialized services performing internetworking for space applications using either the DTN protocol suite, or, in certain suitable situations, the IP suite.
space link access: A port that provides access to a space link.
space link application services: Specialized services offering direct access to the space link layer, such as VC service, insert zone.
space user access: A port that provides access for an end-user node.
store and forward (S&F): The process of holding data (store) until a path is available to send it to its destination (forward).
terrestrial link layer processing: OSI Layers 1 and 2 processing for ground communications, including any needed framing, coding, and modulation.
user applications: OSI Layer 8 functions that use other communications services.
WAN access: A port that provides access to a wide area network.
xmit: Transmit data over a space link.
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Acronyms

(Informative)

ADD	architecture description document
ADSL	asymmetric digital subscriber line
AMS	Asynchronous Message Service
AOS	Advanced Orbiting Systems
ARD	architecture requirements document
BCH	Bose, Chaudhuri, Hocquenghem
BDP	bandwidth delay product
BP	Bundle Protocol
BPA	Bundle Protocol agent
BSP	Bundle Security Protocol
CADU	Channel Access Data Unit
C&S	coding & synchronization
CCSDS	Consultative Committee for Space Data Systems
CDM	Conjunction Data Messages
CFDP	CCSDS File Delivery Protocol
CGRP	Contact Graph Routing Protocol
CLA	convergence layer adapter
CLCW	communications link control word
CLTU	communication link transmission unit
COP	communications operations procedure
CPIF	[service management] communication planning information formats
CSRM	Cross Support Reference Model
CSSE	cross support service element
CSSS	cross support service system
CSTS	Cross Support Transfer Services
CXFS	Cross-Support File Service
DMZ	demilitarized zone
DOR	differential one-way range
DSLAM	digital subscriber line access multiplexer
DTN	Delay-Tolerant Networking
DVB-S2	Digital Video Broadcasting Second Generation
EF-CLTU	Enhanced Forward Communication Link Transmission Unit
ENCAP	Encapsulation (packet service)
EP	Encapsulation packet
ESLT	Earth-space link terminal
ESCCS-SM	Extensible Space Communication Cross Support Service Management
F-CLTU	forward-communication link transmission unit
FARM	frame acceptance and reporting mechanism
FF, F-Frame	forward frame
FOP	frame operation procedure
FSR	Frame Security Report
FTP	File Transfer Protocol
GEO	geosynchronous Earth orbit
GSCID	global spacecraft identifier
HTTP	Hypertext Transfer Protocol
HSRN	 Hybrid/Science Routing Node
IANA	Internet Assigned Numbers Authority
I/F	interface
IETF	Internet Engineering Task Force
IOAG	Interagency Operations Advisory Group
IP	Internet Protocol
IPS	Internet Protocol suite
IPSec	Internet Protocol Security
ISO	International Organization for Standardization
ISP	internet service provider
ISP-1	Space Link Extension—Internet Protocol for Transfer Services
KVN	Keyword = Value Notation
LAN	local area network
LFN	long fat network
LTP	Licklider Transmission Protocol
MAP	Multiplex Access Point
MC	Master Channel
MD	Monitored Data
MOC	mission operations center
MRO	Mars Reconnaissance Orbite
NDM	Navigation Data Message
NSA	network service agreement
OCF	operational control field
OEM	orbit ephemeris message
OID	Only-Idle-Data
OMM	orbit mean-elements message
OPM	orbit parameter message
OSCP	Overview of Space Communication Protocols
OSI	Open Systems Interconnection
PA	peering agreement
PDU	protocol data unit
PLOP	physical link operations procedure
PM	provision management
PN	pseudo-noise
PSLT	planet-space link terminal
RAF	return all frames
RASDS	Reference Architecture for Space Data Systems
RCF	return channel frames
RDEF	raw data exchange format
RF	radio frequency
RFC	Request for Comment
RLSN	really long skinny networks
RM	radiometric
ROCF	return operational control field
RTLT	round-trip light time
S&F	store and forward
SACP	[service management] service agreement and configuration profile
SANA	Space Assigned Numbers Authority
SAP	service access point
SBSP	Streamlined Bundle Security Protocol
SC	service control
SCCS 	Space Communications Cross Support
SCID	spacecraft identifier
SCCS	Space Communications Cross Support
SCCC	Serially Concatenated Convolutional (Turbo) Code
SCPS-TP	Space Communications Protocol Specification—Transport Protocol
SD	service delivery
SDLP	Space Data link Protocol
SDLS	Space Data Link Security
SFTP	Secure File Transfer Protocol or SSH File Transfer Protocol
SISG	Space Internetworking Strategy Group
SLA	service-level agreement
SLE	Space Link Extension
SM	service management

SM&C	Spacecraft Monitor & Control 
SMURF	Service Management Utilization Request Format
SOIS	Spacecraft onboard interface services area
SP	space packet
SPP	Space Packet Protocol
SPUN	Space/Planet User Node
SR	service request
SRN 	Space Routing Node

SSF: 	Simple Schedule Format
SSH	Secure Shell [protocol]
SSI	Solar System Internetwork
SUN  	Space User Node
SSI-SP	Solar System Internet service provider
TBD	to be determined
TC	telecommand (pertains to TC Space Data Link Protocol)
TCP/IP	Transmission Control Protocol/Internet Protocol
TD	tracking data
TDM	Tracking Data Message
TF	Transfer Frame
TGFT	terrestrial generic file transfer
TLS	Transport Layer Security
TM	telemetry (pertains to TM Space Data Link Protocol)
TT&C	telemetry, tracking, and command
UDD	user defined data
UDP	User Datagram Protocol
UM	utilization management
USLP	Unified Space [Data] Link Protocol
UTC	Universal Time Coordinated
VC	virtual channel
VCM	variable coded modulation
VOIP	voice over Internet Protocol
VPN	virtual private network
WAN	wide area network

XFDU	     	XML Formatted Data Unit
XML	XML Formatted Data Unit
xmit	transmit (data over a space link)
XML	Extensible Markup Language
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[bookmark: R_DelayTolerantNetworkMgmtProtocol][D11]	E. Birrane and V. Ramachandran. Delay Tolerant Network Management Protocol. Proposed IRTF document.  See D37-D41
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 Terrestrial Generic File Transfer. . Issue 1. Draft Recommendation for Space Data System Standards (Red Book), CCSDS 927.1-R-1. Washington, D.C.: CCSDS, November 2019.  927.B.1 is published now
[bookmark: R_922xxCstsServiceControl][D13]	Cross Support Transfer Service—Service Control. Proposed CCSDS Recommendation for Space Data System Standards (Blue Book), CCSDS 922.X. (future)
[bookmark: R_LastHopFirstHopService][D14]	Last-Hop/First-Hop Service. Proposed CCSDS Recommendation.	Comment by Davarian, Faramaz (US 9700): This reference is vague. It needs to be clear.
[bookmark: R_FunctionalResourcesforCrossSupportServ][bookmark: R_901x3m1FunctionalResourceRefModel][D15]	Functional Resource Model. Recommendation for Space Data System Practices (Red Book), CCSDS 901.3-B-1. Washington, D.C.: CCSDS,  (in progress). Red not blue
[bookmark: R_354x0wSymmetricKeyManagement][D16]	Symmetric Key Management. Issue 0. Draft Recommendation for Space Data System Practices (Red Book), CCSDS 354.0-M-0. Washington, D.C.: CCSDS, (in progress).
[bookmark: R_734x2r3CcsdsBundleProtocolSpecificatio][D17]	CCSDS Bundle Protocol Specification. Issue 3. Draft Recommendation for Space Data System Standards (Red Book), CCSDS 734.2-R-3. Washington, D.C.: CCSDS, July 2014.  RFC 9171 (reference the RFC; will publish soon 734.2-B-2)
[bookmark: R_350x4g1CcsdsGuideforSecureSystemInterc][D18]	CCSDS Guide for Secure System Interconnection. Issue 2. Report Concerning Space ßData System Standards (Green Book), CCSDS 350.4-G-2. Washington, D.C.: CCSDS, April 2019.
[bookmark: R_StreamlinedBudleSecurityProtocol][bookmark: R_371x0g0AslArchitecture][D19]	Streamlined Bundle Security Protocol for CCSDS. Proposed CCSDS Recommendation. Replace this reference with 
	E. Birrane and K. McKeever. Bundle Protocol Security (BPSec)  RFC9172: https://datatracker.ietf.org/doc/rfc9172/. Last updated 2022-02-03.
	E. Birrane, A. White and S. Heiner. Default Security Contexts for Bundle Protocol Security (BPSec). RFC9173: https://datatracker.ietf.org/doc/rfc9173/. Last updated 2022-06-21.
[bookmark: R_TimeManagementProtocols][D27]	Application and Support Layer Architecture. Issue 1. Draft Report Concerning Space Data Systems Standards.  (Draft Green Book), CCSDS 371.0-G-1. Washington, D.C.: CCSDS, November 2020.
[D28]	Time Management Protocols. Proposed CCSDS Recommendation. Will be published soon as green book
[bookmark: R_IntergovCloudCertificationAuthority][D29]	Intergovernmental Cloud-based Certification Authority. Issue 0. Draft Recommendation for Space Data System Practices (Red Book), CCSDS 357.1-M-0. Washington, D.C.: CCSDS, (in progress).
[bookmark: R_NetworkSecurityOverSpacePackets][D30]	Network Layer Security over Space Packets. Proposed CCSDS Recommended Standard.
[bookmark: R_CNSS_Glossary][D31]	Committee on National Security Systems (CNSS) Glossary. CNSSI 4009. Ft. Meade, MD: National Security Agency, 2016.
[bookmark: R_NIST_800_63_3_DigitalIdentityGuideline][D32]	Digital Identity Guidelines. NIST SP 800-63-3. Gaithersburg, MD: NIST, 2017.
[bookmark: R_902_xCssmSvcAgrConfigProfile][D33]	Cross Support Service Management – Service Agreement and Configuration Profile Formats. Issue 1. Recommendation for Space Data System Standards (Blue Book), CCSDS 902.X-B-1. Washington, D.C.: CCSDS, (future).
[bookmark: R_902x1CssmSPDF][D34]	NOT USED.
[bookmark: R_OfflineRawRadiometricDataService][D35]	Offline Radiometric Data Service. Proposed CCSDS Recommendation.
[D36] DTN Architecture RFC 4383

[D37] Asynchronous Management Architecture, draft-birrane-dtn-ama-06
[D38] Asynchronous Management Protocol, draft-birrane-dtn-amp-08
[D39] Bundle Protocol Security Application Data Model, draft-birrane-dtn-adm-bpsec-01
[D40] Asynchronous Management Protocol Agent Application Data Model, draft-birrane-dtn-adm-agent-05
[D41] BPSec Interoperability Security Contexts, draft-birrane-dtn-bpsec-interop-cs-04

NOTE	–	Normative references are found in 1.7.

Create a DTN Management section all in the future D37-41	Comment by Davarian, Faramaz (US 9700): Need help from Peter
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Figure 2-3: SSI Core Configuration (updated)
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Figure 3-2: End-to-End View of SSI CSSS and Their Connectivity
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Figure 5-1: Generic ABA Building Block and Functions

* The configuration of each generic Link-Layer ABA node
type should be shown as follows.
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Figure 5-2: Generic SSI Building Block and Functions

* The configuration of each generic SSI node type should
be shown as follows.
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Figure 6-1: ESLT Fwd / Ret Service Provider Protocol Stack
Building Blocks - SLE F-CLTU - updated 2021-06-03

SLE F-CLTU
Processing
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Figure 6-2: ESLT Fwd / Ret Service Provider Protocol Stack
Building Blocks - SLE RAF — updated 2021-06-03

SLE RAF
Processing
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Figure 6-7: ESLT Fwd / Ret Service Provider Protocol Stack
Building Blocks — SLE Offline Frame Buffer (2021-08-17)
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Figure 6-8: ESLT Fwd / Ret Service Provider Protocol Stack
Building Blocks — SLE Offline RAF(2021-08-18)
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Figure 6-3: ESLT Fwd / Ret Service Provider Protocol Stack
Building Blocks — SLE RCF (new)

SLE RCF
Processing
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Figure 6-9: ESLT Fwd / Ret Service Provider Protocol Stack
Building Blocks — SLE Offline RCF(2021-08-18)
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Figure 6-4: ESLT Fwd / Ret Service Provider Protocol Stack
Building Blocks — SLE ROCF (new)

SLE ROCF
Processing
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Figure 6-10: FF-CSTS Provider Protocol Stack Building
Blocks (2021-11-08)
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Figure 6-11: ESLT Real —Time Radiometric Service Provider
Protocol Stack Building Block (2021-08-17)
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Figure 6-12: ESLT Online Real —Time Radiometric TDM Recording
Buffer Protocol Stack Building Block (2021-08-17)
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Figure 6-13: ESLT Complete Real —Time Radiometric Service
Provider Protocol Stack Building Block (2021-08-17)

TDM Recording
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Figure 6-14: ESLT Validated RM Data (non-DDOR) Provider
Protocol Stack Building Block (2021-09-03)
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Figure 6-15: ESLT DDOR Raw Data Service Provider Protocol
Stack Building Blocks (2021-09-03)
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Figure 6-16: ESLT Validated RM Data (correlated-DDOR)
Provider Protocol Stack Building Block (2021-09-03)

ESLT locally-generated DDOR Raw Data file

DDOR Raw Data file
from external ESLT
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Figure 6-17 - current: ABA ESLT Service Management Communication Services Planning
Information Building Blocks
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Figure 6-18: ABA ESLT Service Management Communication Orbit and Trajectory Data
Building Blocks
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and
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Figure 6-19 - current: ESLT Service Management Service Package Scheduling, Configuration &
Execution Control Protocol Building Blocks - current
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Figure 6-20: ESLT Monitor Data Service Protocol Stack Building Blocks
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Figure 6-21-future SCCS-SM Protocol substack
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Figure 6-22: ESLT Service Control Service Protocol Stack Building Blocks
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Figure 6-8: Service User / Provider ABA CSTS
Forward-File Building Block - revised

f-T

) ABA CSTS Forward-File Service Provider b) ABA User CSTS Forward-File
Using CFDP File Delivery (Requires Terestrial Generic File Transfer
Provider)
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Figure 6-24: Service Provider ABA CSTS Return-File
Building Block (partial revision —2022-01-12. Still needs
work but it’s not clear that this will survive)

ABA CSTS Return-File Service Provider
Using CFDP File Delivery
over EPP
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Figure 6-25: USLP Functions Comprising

the ABA Earth Use
End Procedures
through VC Genera
Block (2!

r Node SDLP Sending
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022-01-10)
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Figures 6-27 — 6-28:
Earth User Node
Comm Services

Protocol Building
Blocks — Forward

(2022-01-10)
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Figure 6-29: Earth
User Node Comm
Services Protocol
Building Blocks — SLE
RAF (2022-01-12)
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Figures 6-30— 6-31 : Earth User Node Comm Services
Protocol Building Blocks — SLE RCF and SLE ROCF (2022-
01-12)





image43.png
Figures 6-30— 6-31 : Earth User Node Comm Services
Protocol Building Blocks — SLE RCF and SLE ROCF (2022-
01-10)
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Figure 6-31: EUN Real —Time Radiometric Service Provider
Protocol Stack Building Block (2021-10-31)

TDM-formatted
tracking data
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Figure 6-32: EUN Validated RM Data (non-DDOR) Provider
Protocol Stack Building Block (2021-10-31)

TDM-formatted
radiometric data
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Figure 6-33: EUN Raw RM Data (correlated-DDOR) Provider
Protocol Stack Building Block (2021-10-31)

DDOR Raw Data file
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Figure 6-34: EUN Validated RM Data (correlated-DDOR)
Provider Protocol Stack Building Block (2021-10-31)

TDM-formatted
correlated D-DOR
data
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Figure 6-36: Space
User Node Comm
Services Protocol
Building Blocks —
Forward Link (2022-
01-12)

Figure 6-37: Space
User Node Comm
Services Protocol
Building Blocks —
Return Link (2022-01-
12)
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Figure 6-36: Space
User Node Comm
Services Protocol
Building Blocks —
Forward Link (2022-
01-12)

Figure 6-37: Space
User Node Comm
Services Protocol
Building Blocks —
Return Link (2022-01-
12)
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Figure 6-38: ABA Space User Node Regenerative Ranging Protocol Stack Building Blocks (22-01-12)
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Figure 6-39: ABA Space User Node Turn-Around Ranging Protocol Stack Building Blocks (2022-01-12)

RF return link
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Figure 6-40: ABA Space User Node D-DOR Ranging Protocol Stack Building Blocks (2022-01-12)

RF return link
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