2 MISSION OPERATIONS AND INFORMATION MANAGEMENT SERVICES AREA 

2.X DIGITAL REPOSITORY AUDIT AND CERTIFICATION WORKING GROUP 

	Title of Group 
	2.x Digital Repository Audit and Certification Working Group 

	Chair 
	David Giaretta/BNSC 

	Area Director 
	Nestor Peccia/ESA 

	Mailing List 
	moims-rac@mailman.ccsds.org 


2.X.1 RATIONALE 

Agencies and other organizations are producing digitally encoded information at an increasing rate. These collections are held in a number of digital repositories (archives). So far there have been no independent criteria to objectively judge whether or not any of these archives have been adequately protecting their digital holdings, and in particular whether the information in those holdings will remain understandable and usable by their Designated Communities in the future. As recorded in the successful OAIS Reference Model, there is a demand for a standard against which Repositories of digital information may be audited and on which an international accreditation and certification process may be based. The working group will seek to produce the required audit and certification standard. In addition to Space Agency support, it is anticipated that significant resources will be contributed from many other organisations. 

2.X.2 GOALS 

Goal 1: Obtain ISO approval of a standard that establishes the criteria that a repository/archive must meet to be designated an ISO Trusted Digital Repository. 

1. Review the existing work on audit and certification criteria for digital repositories, such as that from the RLG/NARA working group and the NESTOR project. These two documents are broadly similar, and both are based on the OAIS Reference Model. 

2. Prepare a draft (or adopt one of the above documents) and submit to ISO as a Committee Draft to get the ISO process going. 

3. Analyse the consistency of those works with the OAIS Reference Model (ISO 14721) and follow on standards such as PAIMAS and the forthcoming PAIS. 

4. Review existing audit and certification standards such as ISO 9000 and ISO 27000, and the requirements on such standards for supporting an accreditation and certification programme to obtain guidance on the form of this standard. Neither of these two standards audit the preservation of the encoded information, hence the need for a new standard. 

5. Generate and review options for hierarchies of audit requirements and levels of (or profiles for) certification. The RLG/NARA and NESTOR documents are rather simple checklists. A hierarchical structure or a profile approach could offer the possibility of a finer granularity of evaluation for the archives. 

6. Investigate the advisability of splitting the standard into two documents: certification criteria and procedures for auditors. 

7. Progress the document through the CCSDS and ISO process in parallel. 

2.x.3 Schedule and Deliverables 

2.x.3.1 Goal 1: 
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	Date 
	Milestone 

	Jan 2007 
	Action: Seek inputs to the review process 

	Nov 2007 
	Action: Submit Committee draft 

	March 2008 
	Deliverable: Draft certification document (White Book v0) 

	Oct 2008 
	Deliverable: White Book v1 

	Dec 2008 
	Deliverable: Test report of audits using WB 

	March 2009 
	Deliverable: Red Book review i.e. external review of draft including ISO review 

	March 2009 
	Deliverable: Green Book - guidelines for auditors 

	June 2009 
	Deliverable: Parallel audits of an archive to check consistency of evaluations 
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2.X.4 RISK MANAGEMENT STRATEGY 

2.x.4.1 Technical Risks 

Technical risks are medium to low since there has already been international activity in this area and many years of experience of audit activities in related areas. 

There is considerable support for this activity from outside the Space Agencies, and the success and widespread take-up of the OAIS Reference Model provides the paradigm which we can follow. 

The standard is expected to be strongly linked to the OAIS Reference Model. The latter is undergoing its 5 year review and any changes are likely to be made and agreed well before the completion of the Audit and Certification standard, so there is little chance of inconsistencies. 

2.x.4.2 Management Risks 

Unavailability of resources could delay achievement of milestones. Fallback option would be to reschedule the milestones. However, this risk is mitigated but the expected resources being provided by organizations that have not traditionally been associated with CCSDS. 

There is the potential that one or more active experts from various agencies may become unavailable and, this could impact the schedule if the timeline slips substantially. 

2.X.5 RESOURCE REQUIREMENTS 
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	Role 
	Effort FTE/year 
	From 

	WG Lead 
	0.1 
	BNSC/STFC 

	WG Deputy 
	0.1 
	NASA 

	Document Editor 
	0.20 
	BNSC/STFC 

	Contributor 
	0.05 proposed 
	CNES 

	Contributor 
	0.05 proposed - to be confirmed 
	ESA 

	Contributor 
	0.5 
	BNSC/STFC 

	Contributor 
	0.5 
	OTHERs including CCSDS Associates 
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