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STATEMENT OF INTENT

(WHEN THIS RECOMMENDED STANDARD IS FINALIZED, IT WILL CONTAIN
THE FOLLOWING STATEMENT OF INTENT:)

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommended Standards and are
not considered binding on any Agency.

This Recommended Standard is issued by, and represents the consensus of, the CCSDS
members. Endorsement of this Recommendation is entirely voluntary. Endorsement,
however, indicates the following understandings:

0 Whenever a member establishes a CCSDS-related standard, this standard will be in
accord with the relevant Recommended Standard. Establishing such a standard
does not preclude other provisions which a member may develop.

o Whenever a member establishes a CCSDS-related standard, that member will
provide other CCSDS members with the following information:

-- The standard itself.
-- The anticipated date of initial operational capability.
-- The anticipated duration of operational service.

0 Specific service arrangements shall be made via memoranda of agreement. Neither
this Recommended Standard nor any ensuing standard is a substitute for a
memorandum of agreement.

No later than five years from its date of issuance, this Recommended Standard will be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) be changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired or canceled.

In those instances when a new version of a Recommended Standard is issued, existing
CCSDS-related member standards and implementations are not negated or deemed to be
non-CCSDS compatible. It is the responsibility of each member to determine when such
standards or implementations are to be modified. Each member is, however, strongly
encouraged to direct planning for its new standards and implementations towards the later
version of the Recommended Standard.
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FOREWORD

Through the process of normal evolution, it is expected that expansion, deletion, or
modification of this document may occur. This Recommended Standard is therefore subject
to CCSDS document management and change control procedures, which are defined in the
Organization and Processes for the Consultative Committee for Space Data Systems
(CCSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the CCSDS
Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be sent to the CCSDS
Secretariat at the email address indicated on page i.
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PREFACE

This document is a draft CCSDS Recommended Standard. Its ‘Pink Book’ status indicates that
the CCSDS believes the document to be technically mature and has released it for formal
review by appropriate technical organizations. As such, its technical contents are not stable,
and several iterations of it may occur in response to comments received during the review
process.

Implementers are cautioned not to fabricate any final equipment in accordance with this
document’s technical content.

Recipients of this draft are invited to submit, with their comments, notification of any
relevant patent rights of which they are aware and to provide supporting documentation.
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1 INTRODUCTION
1.1 GENERAL

This Recommended Standard defines the Mission Operations (MO) Message Abstraction
Layer (MAL) in conformance with the service framework specified in reference [D1],
Mission Operations Services Concept.

The MO MAL is a framework that provides generic service patterns to the Mission
Operation services defined in reference [D1]. These Mission Operations services are defined
in terms of the MAL.

1.2 PURPOSE AND SCOPE

This Recommended Standard defines, in an abstract manner, the MAL in terms of:
a) the concepts that it builds upon;
b) the basic types it provides;
c) the message headers required by the layer;

d) the relationship between, and the valid sequence of, the messages and resulting behaviours.

It does not specify:
a) individual implementations or products;
b) the implementation of entities or interfaces within real systems;

c) the methods or technologies required for communications.

1.3 DOCUMENT STRUCTURE

This Recommended Standard is organised as follows:

a) section 1 provides purpose and scope, and lists definitions, conventions, and
references used throughout the Recommended Standard;

b) section 2 presents an overview of the concepts;
c) section 3 specifies the interaction patterns used to define services;

d) section 4 is a formal specification of the MAL data structures_and _a _formal

e) section 5 is a formal specification of the MAL errors;

f) section 6 is the formal service specification Extensible Markup Language (XML) schema;
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g) section 7 is the formal compliance requirements of the MAL.

1.4 DEFINITION OF TERMS

Software Component (component): A software unit containing the business function.
Components offer their function as Services, which can either be used internally or which
can be made available for use outside the component through Provided Service Interfaces.
Components may also depend on services provided by other components through Consumed
Service Interfaces.

Hardware Component: A complex physical entity (such as a spacecraft, a tracking system,
or a control system) or an individual physical entity of a system (such as an instrument, a
computer, or a piece of communications equipment). A Hardware Component may be
composed from other Hardware Components. Each Hardware Component may host one or
more Software Components. Each Hardware Component has one or more ports where
connections to other Hardware Component are made. Any given Port on the Hardware
Component may expose one or more Service Interfaces.

Service: A set of capabilities that a component provides to another component via an
interface. A Service is defined in terms of the set of operations that can be invoked and
performed through the Service Interface. Service specifications define the capabilities,
behaviour, and external interfaces, but do not define the implementation.

Service Interface: A set of interactions provided by a component for participation with
another component for some purpose, along with constraints on how they can occur. A
Service Interface is an external interface of a Service where the behaviour of the Service
Provider Component is exposed. Each Service will have one defined ‘Provided Service
Interface’, and may have one or more ‘Consumed Service Interface” and one ‘Management
Service Interface’.

Provided Service Interface: A Service Interface that exposes the Service function contained
in a component for use by Service Consumers. It receives the MAL messages from a
Consumed Service Interface and maps them into API calls on the Provider component.

Consumed Service Interface: The API presented to the consumer component that maps
from the Service operations to one or more Service Data Units(s) contained in MAL
messages that are transported to the Provided Service Interface.

Management Service Interface: A Service Interface that exposes management functions of
a Service function contained in a component for use by Service Consumers.

Is an “MO Object” some sort of data structure, or data model, or is it just a “concept”? Perhaps the MO
Object Concept is just a “concept”? From the rest of this definition it would appear to be a primitive data
object, or a complex data object constructed from primitive data objects? Do you also define “Composite

Data Object”?
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Often the definition of “system” includes “hardware, software, persons, and procedures”. In RASDS it is defined as “ A set of elements (people, products [hardware and software],
facilities, equipment, material, and processes [automated as well as manual procedures]) that are related and whose behavior satisfies customer and/or operational needs.” In SLE
docs it is defined as “A set of one or more computers, the associated software, peripherals, terminals, human operators, physical processes, information transfer means, etc., that

Service System:” The “set of "Hardware “and Software  Components Used to implement a
Service in a real system. Service Systems may be implemented using one or more Hardware
and Software Components.

Service Provider (provider): A component that offers a Service to another by means of one
of its Provided Service Interfaces.

Service Consumer (consumer): A component that consumes or uses a Service provided by
another component. A component may be a provider of some Services and a consumer of
others.

Service Data Unit, (SDU): A unit of data that is sent by a Service Interface, and is
transmitted semantically unchanged, to a peer Service Interface.

Binding: The access mechanism for a Service. Bindings are used to locate and access
Service Interfaces. Services use bindings to describe the access mechanisms that consumers
have to use to call the Service. The binding specifies unambiguously the protocol stack
required to access a Service Interface. Bindings may be defined statically at compile time or
they may use a variety of dynamic run-time mechanisms (DNS, ports, discovery).

Service Capability Set: A grouping of the service operations that remains sensible and
coherent, and also provides a Service Provider with an ability to communicate to a Consumer
its capability. The specification of services is based on the expectation that different
deployments require different levels of complexity and functionality from a service. To this
end a given service may be implementable at one of several distinct levels, corresponding to
the inclusion of one or more capability sets.

Service Connection (connection): A communications connection between a Consumed
Service Interface and a Provided Service Interface over a specific Binding. When a
component consumes the services of a provider component, this link is known as a Service
Connection (connection).

Service Extension: Addition of capabilities to a base Service. A Service may extend the
capabilities of another Service with additional operations. An extended Service is
indistinguishable from the base Service to consumers such that consumers of the base
Service can also be consumers of the extended Service without modification.

Protocol Stack: The stack of Protocol Layers required for communication.

Protocol Layer: The implementation of a specific Protocol. It provides a Protocol Service
Access Point to layers above and uses the Protocol Service Access Point of the layer below.

Protocol Service Access Point (SAP): The point at which one layer’s functions are provided
to the layer above. A layer may provide protocol services to one or more higher layers and
use the protocol services of one or more lower layers. A SAP defines unambiguously the
interface for a protocol that may be used as part of a Service Interface Binding specification.

CCSDS 521.0-P-2.0 Page 1-3 May 2022


Peter Shames
Often the definition of “system” includes “hardware, software, persons, and procedures”.  In RASDS it is defined as “ A set of elements (people, products [hardware and software], facilities, equipment, material, and processes [automated as well as manual procedures]) that are related and whose behavior satisfies customer and/or operational needs.”   In SLE docs it is defined as “A set of one or more computers, the associated software, peripherals, terminals, human operators, physical processes, information transfer means, etc., that forms an autonomous whole capable of performing information processing and/or information transfer.”

Peter Shames


DRAFT CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

Protocol: The set of rules and formats (semantic and syntactic) used to determine the
communication behaviour of a Protocol Layer in the performance of the layer functions. The
state machines that operate and the protocol data units that are exchanged specify a protocol.

Service directory: An entity that provides publish and lookup facilities to service providers
and consumers.

NOTE - Strictly speaking, a directory is not required if a well-known service is to be
used; however, in most circumstances a directory provides required flexibility in
the location of services. Service location can be statically configured,
dynamically discovered through a service directory, or a combination of the two;
this is an implementation choice. The service directory is itself, by definition, a
service.

1.5 NOMENCLATURE

The following conventions apply throughout this Recommended Standard:
a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should’ implies an optional, but desirable, specification;
c) the word ‘may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will” imply statements of fact.

Are these really the only valid references? What about the ISO BRM or other fundamental references
16 REFERENCES for services, service systems, protocols, data models?

The following documents contain provisions which, through reference in this text, constitute
provisions of this Recommended Standard. At the time of publication, the editions indicated
were valid. All documents are subject to revision, and users of this Recommended Standard
are encouraged to investigate the possibility of applying the most recent editions of the
documents indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDS Recommended Standards.

[1] Mission Operations Reference Model. Issue 1. Recommendation for Space Data
System Practices (Magenta Book), CCSDS 520.1-M-1. Washington, D.C.: CCSDS,
July 2010.

[2] “Media Types.” Internet Assigned Numbers Authority.
https://www.iana.org/assignments/media-types/media-types.xhtml.

NOTE - Informative references are listed in annex D.
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2 OVERVIEW
2.1 GENERAL

The MO service specifications detail a standard set of services. These services form a
contract between a consumer of a service and the provider of that service. Each operation of
a service has a set behaviour: a message is sent from the consumer to the provider to instigate
the operation, and zero or more messages can be exchanged thereafter depending on the
specific pattern and operation. This set of messages, and the pattern in which they are
exchanged, needs to be defined for each operation of each service.

An interaction pattern details a standard exchange pattern that removes the need for each
operation to detail its exchange pattern individually. By defining a pattern and stating that a
given operation is defined in terms of that pattern, the operation definition can focus on the
specifics of that operation and rely on the standard pattern to facilitate the interaction.

The MAL defines this set of standard interaction patterns as an abstract interface that is used
by the MO services. There are three abstract interfaces defined in the MAL specification: the
first is the abstract interface of the MAL that is presented to the higher layers, the second is
the abstract interface of the Access Control component, and the third is the abstract interface
that a Transport layer must provide to the MAL.

1 do not believe that either of these have been defined as of this point. What are they? What functions do they provide?
The MO service specifications and the MAL are abstract in their definition; they do not
contain any specific information on how to implement them for a particular programming
language or transport encoding. Moving from the abstract to the implemented system, two
other specifications are needed. One is the Language Mapping that states how the abstract
MAL and MO service specifications are to be realised in some specific language: this defines
the API in that language. The second is the transport mapping from the abstract MAL data
structures into a specific and unambiguous encoding of the messages and to a defined and
unambiguous mapping to a specific data transport. It is only when these mappings are
defined that is possible to implement services that use the MAL interface and use the
transport bindings to exchange data. (For further information on this, see reference [1].)

See earlier comment. Is this a concept or some primitive object definition? Where is “composite” defined”

This document contains the formal specification for these abstract interfaces. More
information about the MO Concept can be found in reference [D1], and more information
about the Reference Model can be found in reference [1].

2.2 ABSTRACT INTERFACE SPECIFICATIONS

2.2.1 GENERAL

Each abstract interface is defined as a set of interaction patterns. For each pattern defined
there is a common layout of the document section.
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The following subsections describe the sections and diagram formats specific to the
interaction patterns.

2.2.2 PATTERN OVERVIEW

The overview section of the pattern contains a message exchange sequence, which shows the
interaction sequence between a source consumer and a destination provider.

The main aspects to note are the direction of the arrows (giving message direction) and the
order of the messages (top down). The bars under the consumer and provider show
synchronicity of the message exchange.

In the following example (figure 2-1) it can be seen that the consumer sends an initial
message to the provider, which responds with an acknowledgement. The acknowledgment is
in response to the initial message, as shown by the connected bars under the consumer and
provider.

At some time in the future the provider will send another response:

Consumer Provider

seq Message exchange example/

initial message

T
1
1
i
1
1
1
]
some acknowledgment
1
i
]
L]
:
1
1

asynchronous response

Figure 2-1: Message Exchange Sequence Example

Because the pattern shows the response, the consumer can expect it, but because the bars are
not connected it is considered to be indeterminate. This means that although the message
will arrive it cannot be determined when arrival will occur. It is important to note that any
synchronicity shown is concerned only with messages; it does not imply, or require, a
synchronous (blocking) behaviour in either the client or provider, as these are
implementation issues.
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2.2.3 DESCRIPTION AND USAGE

The Description and Usage sections are used to describe the pattern and define the expected
usage respectively.

2.24 ERROR HANDLING

The Error Handling section defines the positions in the pattern where errors are permitted to
be generated. It uses the same sequence diagram notation as the nominal pattern sequence
from the Overview section.

2.25 OPERATION TEMPLATE

Each interaction pattern definition contains a table that defines the template for operations
that use that pattern:

The term “signature” seems like a strange choice here. Signature typically has a very different meaning. And
other docs, such as some SOAs, use “interface binding signature”, but that is for a protocol interface. This
appears to be a message content spec. As such, isn’t this really an “abstract message structure”? To quote
“contains the list of types that make up the Body of a particular message and the respective field names”

Table 2-1: Example Operation Template

<<Operation name>>
<<Interaction pattern name>>

<<Message

<<Message direction>> <<Message name>>

The message direction denotes the direction of the message relative to the provider of the
pattern and is either IN or OUT. So all messages directed towards the provider are IN
messages, and all messages directed away from the provider are OUT messages. It is
expected that message names match those defined in the Primitives section.

Blue cells (dark grey when printed on a monochrome printer) contain table headings, light
grey cells contain fields that are fixed for a pattern, and white cells contain values that must
be provided by the operation or structure.

together define the body of the indicated message.

This document defines a data type specification language in section 4 (referred to as the
MAL data types) that is expected to be the default data type specification language. The

types, the notation used to describe them, and the rules for their combination into complex
data structures. This is separate from the encoding technology used which is responsible for

Are other data type specification languages permitted? What about JSON, XML, ASN.1, ...?
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mapping the abstract data type notation from the data type specification into an actual ‘bits
and bytes’ representation.

2.2.6 PRIMITIVES

Each pattern defines a set of primitives in a table as below:

Table 2-2: Example Primitive List

<<Primitive name>>

For each listed primitive there exists a Request, Message and Indication of the same name.
The Requests and Indications are used by the following State Diagrams. Requests are
transitions that are triggered by the component being modelled; Indications are transitions
that are triggered by an external activity. Messages are the entities that are transferred
between the two components to progress the interaction (see figure 2-2).

Consumer Provider
Requests Indications Indications Requests
Consumer MAL Messages Provider MAL

Figure 2-2: Request, Indication, and Message Relationship

Therefore a component issues Requests, which cause Messages to be transmitted, which raise
Indications in the destination component.
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2.2.7 STATE CHARTS

For each defined interaction there can also be specified one or more state diagrams (see
figure 2-3).

Initial Request

Initiated

Ack Error Indication >@

N

Ack Indication

Acknowledged .
Response Error Indlcat|>on<>

Response Indication

Figure 2-3: Consumer State Diagram Example

The diagrams define the allowed states and transitions between those states. The states are
those of the MAL of the relevant component and apply to a single instance of a pattern; for
example, figure 2-3 shows the allowed states and transitions for a specific pattern on the
consumer, but it is the responsibility of the consumer MAL to maintain that state information
and reject invalid state transitions. The state also only applies to a single instance of a
pattern; as there can be many interactions concurrently active with one MAL, it needs to be
able to track the state of each interaction instance independently.

Figure 2-3 shows the state diagram for the Consumer component from the example in figure
2-1, and includes some error state transitions that are not shown in the example.

I’'m noticing that the language used here seems to be conflating the abstract MAL specification with a fully realized instance of the MAL spec as
implemented in some given system, using some given language and transport binding. For instance, | do not believe that you can say of the abstract
MAL spec that it has to handle multiple concurrent interactions. You could, on the other hand, say that an “Implemented MAL” or a “Real MAL
deployment” has to have that property. | think you really need to clarify that distinction in your definitions and in your sections of text that address
properties of as built systems.
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2.2.8 REQUESTS AND INDICATIONS
2.2.8.1 General

For each pattern there are a set of Requests that can be issued and a set of Indications that
can be received. These sets are defined in the Primitives section for the pattern. The allowed
state transitions are defined in the State Charts section for the pattern.

Each pattern defines the following subsections for each primitive.

2.2.8.2 Function

The Function subsection defines the use of a specific Request or Indication.

2.2.8.3 Semantics

The Semantics subsection defines what information is required for the Request or Indication.
It is equivalent to the arguments of a programming language function call.

2.2.8.4 When Generated

The When Generated subsection specifies the circumstances that trigger the generation of the
Request or Indication.

2.2.8.5 Effect on Reception

The Effect on Reception subsection specifies what the effects of the reception of a Request
by a MAL or an Indication by an Application are. Usually for a Request is it the transmission
of a Message to the destination and for an Indication it is pattern specific.

2.2.8.6 Message Header

The MAL defines a standard message header that is used to manage the interaction. The
Message Header subsection specifies the values of the fields of the Message Header to be
used for the message. The subsection can specify all the fields, or only fields that are
different from another Request/Indication.

The full definition of the message header structure is provided in 3.4.
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2.2.9 MESSAGE EXAMPLE DECOMPOSITIONS

Each pattern is illustrated with an example which shows how each message will look when
decomposed into a packet structure. It is important to note that such a type of structure is
completely dependent on the chosen protocol.

For the example decomposition each message is split into up to three parts (figure 2-4), a
standard message header, possibly a standard pattern body, and, finally, possibly a service-
specific body:

Message Header Standard Pattern Body | Service Specific Body

Figure 2-4: Message Decomposition Key

Each message, in the examples, is split into the relevant fields; the example value is shown in
the box, and the field name is given above (figure 2-5):

Message Header

URIFrom| Authld | URITo [T Qos Priority | Domain | Zone ion |Interaction| Stage | TransId | Area Service |Operation| Version | Is Error

Provider SCX Broker BEST 1 AB.C GROUND LIVE PUBSUB 3| Example Example | testPubSub 1 FALSE

Message Header
From Auth Id To Timestamp Interaction | Interaction | Transaction Area Senice Operation Version Is Error
Type Stage Id

Provider SCX Broker PUBSUB 3 Example Example | testPubSub 1 FALSE

Figure 2-5: Message Header Decomposition Example

This figure introduces a slew of new terms that have not yet been specified and that then appear to be used in the following
section without being specified. Examples are: AuthID, Priority, Domain, Zone, Session, Stage Area, Service,...

Field values are there to provide an example, and as such more human-readable values are
often used rather than numeric equivalents that may be more efficient. For example, with
enumerated values such as *Session’ the textual versions of the enumeration are given rather
than the numerical versions, as this is more meaningful to a human. This is for example
purposes only, however.

When more complex structures are being shown (figure 2-6), a single field can be part of a
more complex structure which is itself part of another Composite structure:

| suppose that these are instances of complex MO Objects, right? Built from primitive MO Objects?
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List<UpdateHeader> List<TestNotify>
UpdateHeader UpdateHeader Test Notify Test Notify
_ EntityKey EntityKey _
List count Time Source | Update Time Source | Update List count Ti val Ti val
stamp URI Type 1st 2nd 3rd 4th stamp URI Type 1st 2nd 3rd 4th ime alue me alue
2 SC.X Update A 2. 1 2 SC-X Update: A 4 1 2 2 Today, 09:30 1234 Today, 09:30 8888
keyValues Test Notify
List<Attribute>
Source
. Time Value
List count value value
SC X 2 param2 3 Today 1234

Figure 2-6: Message Body Decomposition Example

In the example above the ‘Update Type’ field is part of the UpdateHeader structure which is
itself part of the overall UpdateHeader list structure. The above example also demonstrates
the difference between a pattern body and a service-specific body. The UpdateHeader list is
the pattern body and is followed by the service-specific TestNotify part.

NOTE - The structures used in the body of the examples for each pattern are only
examples, and as such no explanation of contained values or meanings is
provided or required.

2.3 ABSTRACT SERVICE SPECIFICATIONS

Each service specification includes an overview table that details the Area and Service
Identifiers and then lists the operations of that service (see table 2-3).

This mentions “Area” and describes it as “one or more services”. This is still pretty vague. Perhaps an
example might help make it clearer, especially here in Sec 2, which is usually explanatory material.

Table 2-3: Service Overview Table

The values of table 2-3 are used to populate the [Service Area][Service][Service
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Number, and Operation Number fields provide an alternative numerical identification
scheme parallel to the Identifier scheme.

The choice of whether to use Identifiers, numbers, or another alternative in an actual
transport is transport specific, as long as it is possible to correctly determine the area, service,
operation, and version values from the transmitted information. The numbers are expected to
be used by transports that require a more efficient identification mechanism than Identifiers,
and will not overlap with existing service definitions. The set of permissible values are in the
UShort range and start at ‘1.

The AreaService Version is a number that is used to differentiate between issues of a

UOctet range.

Is there a registry of some sort for Areas, Services, Service versions, associated data structures?

Support in replay is used to denote whether a specific operation is allowed to be used in a
Replay session and is either of the value *Yes’ or ‘“No’. For example, only operations that do
not modify history are usually supported in a replay session; operations such as setting a
parameter would not be supported as they modify history.

The Capability set field is a numerical identifier that holds the Service Capability Set number
for that operation. Operations that hold the same number within a service specification are
considered to be part of the same Service Capability Set. The set of permissible values are in
the UShort range.
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3 ABSTRACT SERVICE SPECIFICATIONS

3 1 OVERVI EW Earlier in the spec this is stated as “three abstract interfaces”...

interface of the MAL. The MAL abstract interface defines the interactions that are presented to
the higher layers, the information and interaction between the two interacting components, and
also the expected behaviour of the application layer that uses the MAL. It is detailed in 3.5.

This is mentioned earlier without even this level of definition. Its description here is barely more informative. Just what functions does
it provide? Access control, authentication, identity verification, “what kind of “security” in addition to this?

The second is the abstract interface of the Access Control component: To support the access
control and security aspects of the reference model in reference [1] the MAL requires a
standard abstract interface to an Access Control component. The access control component
only has the single interaction that is used by the MAL as defined in the Reference Model
(reference [1]). The implementation of the Access Control component is deployment
specific, as is the security policy and rules to be used; however, the interaction with that
component is part of the MAL standard. It is detailed in 3.6.

Does this mean that there is no longer a standard abstract Transport Layer? That seems like a major architectural change.

General constraints that apply to all patterns are defined in 3.2, 3.3, and 3.4.

3.2 TRANSACTION HANDLING

3.2.1 The message header shall contain a transaction identifier field providing a mechanism
for the originating MAL of a message exchange to uniquely identify the response, or set of
responses, to a message.

3.2.2 Each instance of a pattern shall be considered a single transaction.

3.2.3 The transaction identifier shall be:

a) used by the originating MAL to identify messages in a particular instance of an
interaction pattern, and

b) returned by the service provider in matching messages (returns from submits, etc.).

3.2.4 The originating MAL shall ensure that the combination of the following Message
Header fields form a unique index: pattern type, transaction identifier, the source-address;-the
session;-the-demain;-the-netwerk, the service area, the service, and operation.

But Domain and Zone still show up in the Message Header. Are they no longer used?

3.3 STATE TRANSITIONS

3.3.1 Each pattern shall specify the set of states that both the provider and consumer can
attain during the execution of the pattern.
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3.3.2 To move between the states, each pattern shall define the set of legal transitions either
as a Request or an Indication.

3.3.3 For a Request to be issued, the source entity shall be in the correct state.

3.3.4 Issuing a Request when in the incorrect state shall cause an INCORRECT_STATE
error to be raised by the local MAL, and the pattern shall end at this point.

3.3.5 For Indications, the receiving entity shall be required to be in the correct state.

3.3.6 Reception of an Indication in a state other than the correct one shall cause an
INCORRECT_STATE error to be raised by the local MAL, and the pattern shall end at this
point.

3.4 MESSAGE COMPOSITION

3.4.1 MESSAGE HEADER FIELD VALUES

interaction patterns.

3.4.1.2 Each interaction pattern may override the values in table 3-1 with values defined in
the relevant Request and Indication section for that pattern.

3.4.1.3 The fields From and To shall hold an (GBHEEEE,  orsetca anentter moy e urior “toxua namer

What is a “textual name”? How is it defined? Is there a
registry of such names? How does that registry work?

But 3.1 says you are no longer specifying a Transport. This appears to be levying vague
“similar to a DNS lookup” requirements onto a Transport layer that no longer exists.

CCSDS 521.0-P-2.0 Page 3-2 May 2022
CESG APPROVAL COPY - NOT FOR DISTRIBUTION


Peter Shames

Peter Shames
But 3.1 says you are no longer specifying a Transport.  This appears to be levying vague “similar to a DNS lookup” requirements  onto a Transport layer that no longer exists. 

Peter Shames

Peter Shames

Peter Shames
Unstated “An Identifier may be a URI or a “textual name”.”

Peter Shames
What is a “textual name”?  How is it defined?  Is there a registry of such names?  How does that registry work?

Peter Shames


CESG APPROVAL COPY - NOT FOR DISTRIBUTION
DRAFT CCSDS RECOMMENDED STANDARD FOR

MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

This all seems pretty vague to me. Do the “names” define the possible fields, is there a list of these, is it
extensible, is there ordering or it is, in essence a sort of keyword = value syntax?

| Fed [ mype [ vake |
URI-From ldentifier Message Source URL
, ” Blob rontical ortifi
URITo URrRl Shpstoon oot o LD
Timestamp Fime Message generation timestamp
QoSlevel QoSkevel The QoS-level of the message
Priority s FheCos ool bno pnsc e
Domain List<ldentifier> Domain of the message
Network Zone ldentifier Network zone of the message
Session SessionType Typeof session-of the message
Session-Name ldentifier e
InteractionType InteractionType Interaction Pattern Type
Interaction-Stage UOectet Interaction Pattern Stage
TFransaction td Long Unique-to-consumer
Service-Area UShort Sorpdecloes
Service UShert Sonen
Operation UShort Service-Operation
Area-version UOetet Areaversion
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From Identifier Message Source
Authentication Id | Blob Source Authentication Identifier
To Identifier Message Destination
Timestamp Time Message generation timestamp
Interaction Type  |InteractionType Interaction Pattern Type
Interaction Stage | UOctet Interaction Pattern Stage
Transaction Id Long Unigue to consumer
Service Area Identifier Service Area
Service Identifier Service
Operation Identifier Service Operation
Service version UOQctet Service version
Is Error Message | Boolean “True’ if this is an error. message; else ‘False’
Extra List<NamedValue> Optional extra fields of the message

being one part of the message body, and together form the complete body of the indicated
message.

3.4.2.3 The listed types should use the MAL data type specification (or service-specific
types derived from these) as defined in section 4 of this specification; however, any data type
specification (such as XML Schema) may be used. Ahh, S0 XML s allowed? O, as suggested in sec

2.2.5, XML is no longer supported?

3.4.2.4 How the message body is actually encoded shall be dependent on the encoding

Given the vague nature of the “Extra” fields | do not understand how this could be done in any standard way.

3.4.3 ERROR MESSAGES

3.4.3.1 A service specification shall define which error numbers may be returned for a
specific operation and also if any extra information is provided with the error message.

3.4.3.2 The service specification shall specify the data type of the extra information for the
specific error.
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3.4.3.3 A Ulnteger value containing the Error Number (see section 5) shall immediately
follow the Message Header.

3.4.3.4 The extra information value shall immediately follow the Error Number.

3.4.3.5 If no extra information is provided by an error, then the extra information value
shall be set to NULL.

3.5 MAL SERVICE INTERFACE

3.5.1 SEND INTERACTION PATTERN

3.5.1.1 Overview

The SEND pattern is the most basic interaction (figure 3-1); it is a single message from the
consumer to the provider. No acknowledgement is sent by the provider.

Consumer Provider

seq SEND /

SEND

0

Figure 3-1: SEND Interaction Pattern Message Sequence

3.5.1.2 Description

The SEND pattern is the basic interaction of which all other patterns can be considered
extensions. It is the simple passing of a message from a consumer to a provider. Because
there is no message ‘conversation” implied with a simple SEND, there is no requirement for
a transaction identifier in the message. However, one may be specified. No return message
is sent from the provider to the consumer, so the consumer has no indication the provider has
received the message.

3.5.1.3 Usage
The SEND pattern is expected to be used for non-critical messages where the possible loss of

one or more of these messages is not considered critical. An example would be regular
heartbeat-type messages.
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3.5.1.4 Error Handling

Errors (see section 5) may be generated by the consumer service layers, but no error can be
generated by the provider as the interaction pattern does not allow for the provider to return
an error.

3.5.1.5 Operation Template

Table 3-2: SEND Operation Template

<<Operation name>>
SEND

<<Body

3.5.1.6 Primitives

Table 3-3: SEND Primitive List

SEND

3.5.1.7 State Charts

3.5.1.7.1 Consumer Side

The state chart contains only one transition from the initial state to the final one, so it is not
represented. This transition is triggered by the primitive SEND Request.

3.5.1.7.2 Provider Side

The state chart contains only one transition from the initial state to the final one, so it is not
represented. This transition is triggered by the primitive SEND Indication.
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3.5.1.8 Requests and Indications
3.5.1.8.1 SEND
3.5.1.8.1.1 Function

3.5.1.8.1.1.1 The SEND Request primitive shall be used by the consumer application to
initiate a SEND Interaction.

3.5.1.8.1.1.2 The SEND Indication primitive shall be used by the provider MAL to deliver
a SEND Message to a provider and initiate a SEND Interaction.

3.5.1.8.1.2 Semantics
SEND Request and SEND Indication shall provide parameters as follows:

(SEND Message Header, SEND Message Body, QoS properties)

3.5.1.8.1.3 When Generated
a) A SEND Request may be generated by the consumer application at any time.

b) A SEND Indication shall be generated by the provider MAL upon reception of a
SEND Message, once checked via the Access Control interface, from a consumer.

3.5.1.8.1.4 Effect on Reception

a) Reception of a SEND Request shall, once checked via the Access Control interface,
cause the consumer MAL to initiate a SEND Interaction by transmitting a SEND
Message to the provider.

b) The pattern shall end at this point for the consumer.
c) On reception of a SEND Indication a provider shall process the operation.

d) The pattern shall end at this point for the provider.

3.5.1.8.1.5 Message Header

a) For the SEND Message the message header fields shall be as defined in 3.4 except
for the fields in table 3-4.

b) The contents of the SEND Message body, as specified in the operation template,
shall immediately follow the message header.
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Table 3-4: SEND Message Header Fields

URI-From Consumer-UR} I
Authentication Id Consumer Authentication Identifier
URITo Provider-JR} I
Interaction Type SEND
Interaction Stage Not used
Transaction Id Not used

3.5.1.9 Example

The following example shows a simple example service with a single SEND pattern-based
operation:

testSend
SEND

The TestBody structure is defined below:

TestBody
Composite
Example Only

Firstitem String Yes Example String item

Secondltem Integer Yes Example Integer item

This corresponds to the following message:

l Message Header Test Body

URIFrom | Authid | URITo [Timestamp] QoS | Priori omain one ession_|Interaction e | Trans rea_ | Service eration | Version | Is Error_|| First item | Second item |

Hello 1234

Message Header TBody
From Auth Id To Timestamp Interaction | Interaction Trans. Id Area Senice Operation Version Is Error First | Second
Type Stage Item Item
Hello 1

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.
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3.5.2 SUBMIT INTERACTION PATTERN
3.5.2.1 Overview

The SUBMIT pattern is a simple confirmed message exchange pattern (figure 3-2). The
consumer sends a message to a provider and the provider acknowledges it.

Consumer Provider

seq SUBMIT /
SUBMIT

ACK

Figure 3-2: SUBMIT Interaction Pattern Message Sequence

The meaning of the return acknowledgement is operation specific. Each operation
specification details the exact meaning of the operation’s return acknowledgement for its
context.

3.5.2.2 Description

The SUBMIT pattern extends the SEND pattern by providing a return acknowledgment
message from the provider back to the consumer. The service specification details the
meaning of the acknowledgment message for a specific operation.

3.5.2.3 Usage

The SUBMIT pattern is used for simple operations that complete quickly but must be
confirmed to the consumer.
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3.5.2.4 Error Handling

a) The return acknowledgment shall be replaced with an error message (see section 5) if
an error occurs during the processing of the operation as shown in figure 3-3.

Consumer Provider

seq SUBMIT Fail / SUBMIT

ERROR

Figure 3-3: SUBMIT Interaction Pattern Error Sequence
b) Either the acknowledgment or the error message shall be returned but never both.

c) The service specification shall specify that the acknowledgement is not returned until
all processing that can generate an error has been completed, if a service is required
to be able to return an error during the processing of the message.

3.5.25 Operation Template

message body:

Table 3-5: SUBMIT Operation Template

<<Operation name>>
SUBMIT

SUBMIT <<Body

The return acknowledgement message does not have a body to keep the operation as simple
as possible. Because of this it is not shown in the operation template.

NOTE - |If a service-defined return message is required, for example, to return an
identifier for the operation, then the REQUEST pattern should be used instead of
the SUBMIT pattern.
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3.5.2.6 Primitives

Table 3-6: SUBMIT Primitive List

SUBMIT
ACK
ERROR

3.5.2.7 State Charts
3.5.2.7.1 Consumer Side

Figure 3-4 shows the consumer side state chart for the SUBMIT pattern:

SUBMIT Request

Initiated
ERROR Indication >@

ACK Indication

Figure 3-4: SUBMIT Consumer State Chart

a) The initial transition is triggered by the primitive SUBMIT Request and shall lead to
the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the indication of an acknowledgement, ACK Indication, and shall lead
to the final state;

2) the second is the indication of an error, ERROR Indication, and shall lead to the
final state.
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3.5.2.7.2 Provider Side

Figure 3-5 shows the provider side state chart for the SUBMIT pattern:

SUBMIT Indication

Initiated
ERROR Request >O

ACK Request

Figure 3-5: SUBMIT Provider State Chart

a) The initial transition is triggered by the primitive SUBMIT Indication and shall lead
to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the transmission of an acknowledgement, ACK Request, and shall
lead to the final state;

2) the second is the transmission of an error, ERROR Request, and shall lead to the
final state.

3.5.2.8 Requests and Indications

3.5.28.1 SUBMIT

3.5.2.8.1.1 Function

a) The SUBMIT Request primitive shall be used by the consumer application to initiate
a SUBMIT Interaction.

b) The SUBMIT Indication primitive shall be used by the provider MAL to deliver a
SUBMIT Message to a provider and initiate a SUBMIT Interaction.
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3.5.2.8.1.2 Semantics
SUBMIT Request and SUBMIT Indication shall provide parameters as follows:

(SUBMIT Message Header, SUBMIT Message Body, QoS properties)

3.5.2.8.1.3 When Generated
a) A SUBMIT Request may be generated by the consumer application at any time.

b) A SUBMIT Indication shall be generated by the provider MAL upon reception of a
SUBMIT Message, once checked via the Access Control interface, from a consumer.

3.5.2.8.1.4 Effect on Reception

a) Reception of a SUBMIT Request shall, once checked via the Access Control
interface, cause the consumer MAL to initiate a SUBMIT Interaction by transmitting
a SUBMIT Message to the provider.

b) The consumer MAL shall then enter the Initiated State.

c) On reception of a SUBMIT Indication by the provider, the provider MAL shall enter
the Initiated State.

d) The provider shall then start processing the operation at this point.

3.5.2.8.1.5 Message Header

a) For the SUBMIT Message the message header fields shall be as defined in 3.4 except
for the fields in table 3-7.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.
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Table 3-7: SUBMIT Message Header Fields

Field Value
YURIFrom Consumer-JR}
Authentication Id Consumer Authentication Identifier
URITo Provider-UR}
Interaction Type SUBMIT
Interaction Stage 1
Transaction Id Provided by consumer MAL
3.5.282 ACK

3.5.2.8.2.1 Function

a) The ACK Request primitive shall be used by the provider application to
acknowledge a SUBMIT Interaction.

b) The ACK Indication primitive shall be used by the consumer MAL to deliver an
ACK Message to a consumer.

3.5.2.8.2.2 Semantics
ACK Request and ACK Indication shall provide parameters as follows:

(ACK Message Header, QoS properties)

3.5.2.8.2.3 When Generated

a) An ACK Request shall be used by the provider application with the provider MAL
in the Initiated State to acknowledge a SUBMIT Interaction.

b) An ACK Indication shall be generated by the consumer MAL in the Initiated State
upon reception of an ACK Message, once checked via the Access Control interface,
from a provider.

3.5.2.8.2.4 Effect on Reception

a) Reception of an ACK Request shall, once checked via the Access Control interface,
cause the provider MAL to transmit an ACK Message to the consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an ACK Indication a consumer shall end the interaction pattern with
success.
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3.5.2.8.2.5 Message Header

For the ACK message the message header fields shall be as defined in 3.4 except for the
fields in table 3-8.

Table 3-8: Submit ACK Message Header Fields

Field Value
URIFrom Provider-UR}
Authentication Id Provider Authentication Identifier
URITo Consumer-URt
Interaction Type SUBMIT
Interaction Stage 2
Transaction Id Transaction Id from initial message

3.5.28.3 ERROR

3.5.2.8.3.1 Function

a) The ERROR Request primitive shall be used by the provider application to end a
SUBMIT Interaction with an error.

b) The ERROR Indication primitive shall be used by the consumer MAL to deliver an
ERROR Message to a consumer.

3.5.2.8.3.2 Semantics
ERROR Request and ERROR Indication shall provide parameters as follows:

(ERROR Message Header, Error Number, Extra Information, QoS properties)

3.5.2.8.3.3 When Generated

a) An ERROR Request shall be used by the provider application with the provider
MAL in the Initiated State to transmit an error.

b) An ERROR Indication shall be generated by the consumer MAL in the Initiated
State upon one of two events:

1) the reception of an ERROR Message, once checked via the Access Control
interface, from a provider;

2) an error raised by the local communication layer.
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3.5.2.8.3.4 Effect on Reception

a) Reception of an ERROR Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit an ERROR Message to the consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an ERROR Indication a consumer shall end the interaction with an
error.
3.5.2.8.3.5 Message Header

a) For the ERROR Message the message header fields shall be the same as for the
ACK Message except for the ‘Is Error Message’ field which is set to TRUE.

b) The Error number and any extra information (referred to as the ‘Error information’
from this point onwards) shall immediately follow the message header.
3.5.29 Example

The following example shows a simple example service with a single SUBMIT pattern-based
operation:

testSubmit
SUBMIT

SUBMIT

The TestBody structure is defined in 3.5.1.9. This corresponds to the following message
being transmitted:

Message Header Test Body

rrrrr omain one age | Trans rea ervice | Operation | Version | Is Error_|| First item | Second tem |

Hello 1234

" Message Header " TestBody |
From Auth Id To Timestamp Int?rr;:;ion Intg;z;t;on Trans. Id Area Senice Operation Version Is Error Iiier:rt\ STt(;Omnd
Hello 1
and corresponds to the following acknowledgement being returned:
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Message Header

URI From | Auth Id URITo_[Timestamp QoS Priority Domain Zone Session_|Interaction| _Stage Trans Id Area Service | Operation | Version Is Error

Provider SCX | Consumer BEST 1 AB.C | GROUND LIVE SUBMIT 2 1234 Example | Example |testSubmit 1 FALSE

Message Header
From Auth Id To Timestamp Interaction | Interaction Trans. Id Area Senice Operation Version Is Error
Type Stage

Provider SCX Consumer SUBMIT 123 Example Example | testSubmit 1 FALSE

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.

3.5.3 REQUEST INTERACTION PATTERN

3.5.3.1 Overview

The REQUEST pattern extends the SUBMIT pattern by replacing the simple
acknowledgement with a data response message (figure 3-6). No acknowledgement other
than the data response is sent.

Consumer Provider

seq REQUEST
M REQUEST

T
1
1
i
1
1
RESPONSE
-
1
1
1
i
1

-
1
1
1
1
1
'

Figure 3-6: REQUEST Interaction Pattern Message Sequence

3.5.3.2 Description

The REQUEST pattern provides a simple request/response message exchange. Unlike the
SUBMIT pattern, no acknowledgement is sent upon reception of the request; however, a data
response is sent. The lack of an acknowledgement and only the return data response for this
pattern means that it is primarily expected to be used for situations where the operation takes
minimal time.

3.5.3.3 Usage

It is expected that the REQUEST pattern is to be used only for operations that complete in a
relatively short period of time. If a more extended or indeterminate period is possible then
the more advanced INVOKE or PROGRESS patterns should be specified.
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3.5.3.4 Error Handling

Consumer Provider

seq REQUEST Fail / REQUEST

ERROR

Figure 3-7: REQUEST Interaction Pattern Error Sequence

a) The data response shall be replaced with an error message (see section 5) if an error
occurs during the processing of the operation (figure 3-7).

b) Either the data response or the error message shall be returned but never both.

3.5.3.5 Operation Template

The REQUEST pattern template extends the SUBMIT template by adding the requirement

Table 3-9: REQUEST Operation Template

<<Operation name>>
REQUEST

IN REQUEST <<Request type>>
ouT RESPONSE <<Response type>>
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3.5.3.6 Primitives

Table 3-10: REQUEST Primitive List

REQUEST
RESPONSE
ERROR

3.5.3.7 State Charts
3.5.3.7.1 Consumer Side

Figure 3-8 shows the consumer side state chart for the REQUEST pattern:

REQUEST Request

Initiated \ ERROR Indication

RESPONSE Indication

Figure 3-8: REQUEST Consumer State Chart

a) The initial transition is triggered by the primitive REQUEST Request and shall lead
to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the indication of a response, RESPONSE Indication, and shall lead to
the final state;

2) the second is the indication of an error, ERROR Indication, and shall lead to the
final state.
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3.5.3.7.2 Provider Side

Figure 3-9 shows the provider side state chart for the REQUEST pattern:

REQUEST Indication

Initiated
ERROR Request >O

RESPONSE Request

Figure 3-9: REQUEST Provider State Chart

a) The initial transition is triggered by the primitive REQUEST Indication and shall
lead to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the transmission of a response, RESPONSE Request, and shall lead to
the final state;

2) the second is the transmission of an error, ERROR Request, and shall lead to the
final state.
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3.5.3.8 Requests and Indications
3.5.3.8.1 REQUEST

3.5.3.8.1.1 Function

a) The REQUEST Request primitive shall be used by the consumer application to
initiate a REQUEST Interaction.

b) The REQUEST Indication primitive shall be used by the provider MAL to deliver a
REQUEST Message to a provider and initiate a REQUEST Interaction.

3.5.3.8.1.2 Semantics
REQUEST Request and REQUEST Indication shall provide parameters as follows:

(REQUEST Message Header, REQUEST Message Body, QoS properties)

3.5.3.8.1.3 When Generated
a) A REQUEST Request may be generated by the consumer application at any time.

b) A REQUEST Indication shall be generated by the provider MAL upon reception of
a REQUEST Message, once checked via the Access Control interface, from a
consumer.

3.5.3.8.1.4 Effect on Reception

a) Reception of a REQUEST Request shall, once checked via the Access Control
interface, cause the consumer MAL to initiate a REQUEST Interaction by
transmitting a REQUEST Message to the provider.

b) The consumer MAL shall enter the Initiated State at this point.

c) On reception of a REQUEST Indication by the provider, the provider MAL shall
enter the Initiated State.

d) The provider shall then start processing the operation at this point.

3.5.3.8.1.5 Message Header

a) For the REQUEST Message the message header fields shall be as defined in 3.4
except for the fields in table 3-11.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.
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Table 3-11: REQUEST Message Header Fields

Field Value
YURIFrom Consumer-JR}
Authentication Id Consumer Authentication Identifier
URHTo Provider-JR}
Session Session of message
Interaction Type REQUEST
Interaction Stage 1
Transaction Id Provided by consumer MAL

3.5.3.8.2 RESPONSE

3.5.3.8.2.1 Function

a) The RESPONSE Request primitive shall be used by the provider application to
transmit a response to a REQUEST Interaction.

b) The RESPONSE Indication primitive shall be used by the consumer MAL to deliver
a RESPONSE Message to a consumer.

3.5.3.8.2.2 Semantics
RESPONSE Request and RESPONSE Indication shall provide parameters as follows:

(RESPONSE Message Header, RESPONSE Message Body, QoS properties)

3.5.3.8.2.3 When Generated

a) A RESPONSE Request shall be used by the provider application with the provider
MAL in the Initiated State to transmit a final response to a REQUEST Interaction.

b) A RESPONSE Indication shall be generated by the consumer MAL in the Initiated
State upon reception of a RESPONSE Message, once checked via the Access
Control interface, from a provider.

3.5.3.8.2.4 Effect on Reception

a) Reception of a RESPONSE Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit the supplied response as a
RESPONSE Message to the consumer.

b) The pattern shall end at this point for the provider.
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c) On reception of a RESPONSE Indication a consumer shall end the interaction
pattern with success.

3.5.3.8.25 Message Header

a) For the RESPONSE Message, the message header fields shall be as defined in 3.4
except for the fields in table 3-12.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.

Table 3-12: Request RESPONSE Message Header Fields

Field Value
YURI-From Provider-JR}
Authentication Id Provider Authentication Identifier
UR}To Consumer-UR}
Interaction Type REQUEST
Interaction Stage 2
Transaction Id Transaction Id from initial message

3.5.3.8.3 ERROR

3.5.3.8.3.1 Function

a) The ERROR Request primitive shall be used by the provider application to end a
REQUEST Interaction with an error.

b) The ERROR Indication primitive shall be used by the consumer MAL to deliver an
ERROR Message to a consumer.

3.5.3.8.3.2 Semantics
ERROR Request and ERROR Indication shall provide parameters as follows:

(ERROR Message Header, Error Number, Extra Information, QoS properties)
3.5.3.8.3.3 When Generated

a) An ERROR Request shall be used by the provider application with the provider
MAL in the Initiated State to transmit an error.
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b) An ERROR Indication shall be generated by the consumer MAL in the Initiated
State upon one of two events:

1) the reception of an ERROR Message, once checked via the Access Control
interface, from a provider;

2) an error raised by the local communication layer.

3.5.3.8.3.4 Effect on Reception

a) Reception of an ERROR Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit an ERROR Message to the consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an ERROR Indication a consumer shall end the interaction with an
error.

3.5.3.8.3.5 Message Header

a) For the ERROR Message the message header fields shall be the same as the
RESPONSE Message except for the “Is Error Message’ field which is set to TRUE.

b) The Error information shall immediately follow the message header.

3.5.3.9 Example

The following example shows a simple service that defines a single REQUEST operation:

testRequest
REQUEST

IN REQUEST TestBody body
ouT RESPONSE TestResponse response
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The TestBody structure is defined in 3.5.1.9 and the TestResponse structure is defined
below:

TestResponse
Composite
Example Only

Rspnltem Boolean Yes |Example Boolean item

RspnField Float Yes |Example Float item

This corresponds to the following message being transmitted:

Message Header Test Body

Zone Session_|Interaction| Stage | Trans Id Service |Operation | Version | Is Error | | First Item | Second Item |

Hello 1234
Message Header Test Body
From Auth Id To Timestamp Interaction | Interaction Trans. Id Area Senice Operation Version Is Error First | Second
Type Stage Item Item
Hello 1
And corresponds to the following response being returned:
Message Header Test Response
Zone Session_|Interaction| Stage | Trans Id Service |Operation | Version | Is Error | [Rspn ltem| RspnField |
True 310
Message Header Test Body
Interaction | Interaction . . . Rspn
From Auth Id To Timestam, Trans. Id Area Senvice Operation Version Is Error
p Type Stage p Rspn Item Field
TRUE 31.0

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.
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3.5.4 INVOKE INTERACTION PATTERN
3.5.4.1 Overview

The INVOKE pattern extends the REQUEST pattern to add a mandatory acknowledgement
of the initial message (figure 3-10). This allows the operation to confirm the receipt of the
request before proceeding to process the request.

Consumer Provider

T T

1 1

H H
seq INVOKE /| i

1 INVOKE 1

L P>

ACK
RESPONSE

Figure 3-10: INVOKE Interaction Pattern Message Sequence

The acknowledgement message is an extension of the acknowledgment used in the SUBMIT
pattern. This pattern allows the acknowledgment to return a service-specific message body.
A service-defined acknowledgement is required because the INVOKE pattern is
indeterminate. It allows an operation to provide an indication of the operation status upon
INVOKE reception. An example would be validation of the invoke arguments.

3.5.4.2 Description
The INVOKE pattern extends the REQUEST pattern with the addition of a mandatory
acknowledgement of the initial message.

3.5.4.3 Usage

The INVOKE pattern is expected to be used when there is a significant or indeterminate
amount of time taken to process the request and produce the data response. The provision of
the service-defined acknowledgement message allows an operation to return supplementary,
status, or summary information about the request before processing continues (for example,
an identifier used for querying INVOKE status using another operation).

3.5.4.4 Error Handling

The INVOKE pattern can report failure in two distinct ways:
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Consumer Provider

seq INVOKE Fail INVOKE

ACK_ERROR

alt INVOKE Response Fail
pl / INVOKE

i

REPONSE_ERROR

Figure 3-11: INVOKE Interaction Pattern Error Sequence

a) The provider may return an error message (see section 5) in replacement of the ACK
message, shown in the first sequence in figure 3-11.

b) The provider may return an error after the acknowledgement is sent in replacement of
the RESPONSE message, shown in the second sequence in figure 3-11.

c) After an error message is sent no further messages shall be generated as part of the

pattern.
NOTE - It is expected that the first case would be used to report an error with the
invoke request and the second to report an error that occurs during
processing.
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3.5.4.5 Operation Template
The INVOKE template extends the REQUEST pattern template by requiring a

single data response:

Table 3-13: INVOKE Operation Template

<<Operation name>>
INVOKE

IN INVOKE <<Request type>>
ouT ACK <<Ack type>>
ouT RESPONSE <<Response type>>

3.5.4.6 Primitives

Table 3-14: INVOKE Primitive List

INVOKE
ACK
RESPONSE
ACK_ERROR
RESPONSE_ERROR
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3.5.4.7 State Charts
3.5.4.7.1 Consumer Side

Figure 3-12 shows the consumer side state chart for the INVOKE pattern:

INVOKE Request

Initiated ACK_ERROR Indication

_®

ACK Indication

Acknow ledged RESPONSE_ERROR Indication

@

N N

RESPONSE Indication

®

Figure 3-12: INVOKE Consumer State Chart

a) The initial transition is triggered by the primitive INVOKE Request and shall lead to
the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the indication of an acknowledgement, ACK Indication, and shall lead
to the Acknowledged State;

2) the second is the indication of an error, ACK_ERROR Indication, and shall lead
to the final state.

c) There are two possible transitions from the Acknowledged State:

1) the first is the indication of a response, RESPONSE Indication, and shall lead to
the final state;
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2) the second is the indication of an error, RESPONSE_ERROR Indication, and
shall lead to the final state.

3.5.4.7.2 Provider Side

Figure 3-13 shows the provider side state chart for the INVOKE pattern:

INVOKE Indication

Initiated ACK_ERROR Request

@

N

ACK Request

Acknow ledged \ RESPONSE_ERROR Request

RESPONSE Request

Figure 3-13: INVOKE Provider State Chart

a) The initial transition is triggered by the primitive INVOKE Indication and shall lead
to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the transmission of an acknowledgement, ACK Request, and shall
lead to the Acknowledged State;

2) the second is the transmission of an error, ACK_ERROR Request, and shall lead
to the final state.

c) There are two possible transitions from the Acknowledged State:

1) the first is the transmission of a response, RESPONSE Request, and shall lead to
the final state;
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2) the second is the transmission of an error, RESPONSE_ERROR Request, and
shall lead to the final state.

3.5.4.8 Requests and Indications
3.54.8.1 INVOKE

3.5.4.8.1.1 Function

a) The INVOKE Request primitive shall be used by the consumer application to
initiate an INVOKE Interaction.

b) The INVOKE Indication primitive shall be used by the provider MAL to deliver an
INVOKE Message to a provider and initiate an INVOKE Interaction.

3.5.4.8.1.2 Semantics
INVOKE Request and INVOKE Indication shall provide parameters as follows:

(INVOKE Message Header, INVOKE Message Body, QoS properties)

3.5.4.8.1.3 When Generated
a) An INVOKE Request may be generated by the consumer application at any time.

b) An INVOKE Indication shall be generated by the provider MAL upon reception of
an INVOKE Message, once checked via the Access Control interface, from a
consumer.

3.5.4.8.1.4 Effect on Reception

a) Reception of an INVOKE Request shall, once checked via the Access Control
interface, cause the consumer MAL to initiate an INVOKE Interaction by
transmitting an INVOKE Message to the provider.

b) The consumer MAL shall enter the Initiated State.

c) On reception of an INVOKE Indication by the provider, the provider MAL shall
enter the Initiated State.

d) The provider shall then start processing the operation at this point.
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3.5.4.8.1.5 Message Header

a) For the INVOKE Message the message header fields shall be as defined in 3.4
except for the fields in table 3-15.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.

Table 3-15: INVOKE Message Header Fields

Field Value
YURF-From Consumer-URt
Authentication Id Consumer Authentication Identifier
URITo Provider-JR}
Interaction Type INVOKE
Interaction Stage 1
Transaction Id Provided by consumer MAL
35482 ACK

3.5.4.8.2.1 Function

a) The ACK Request primitive shall be used by the provider application to
acknowledge an INVOKE Interaction.

b) The ACK Indication primitive shall be used by the consumer MAL to deliver an
ACK Message to a consumer.

3.5.4.8.2.2 Semantics

ACK Request and ACK Indication shall provide parameters as follows:

(ACK Message Header, ACK Message Body, QoS properties)

3.5.4.8.2.3 When Generated

a) An ACK Request shall be used by the provider application with the provider MAL
in the Initiated State to acknowledge the INVOKE Interaction.

b) An ACK Indication shall be generated by the consumer MAL in the Initiated State
upon reception of an ACK Message, once checked via the Access Control interface,
from a provider.
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3.5.4.8.2.4 Effect on Reception

a) Reception of an ACK Request shall, once checked via the Access Control interface,
cause the provider MAL to transmit the supplied acknowledgement as an ACK
Message to the consumer.

b) A provider MAL in the Initiated State shall enter the Acknowledged State.

c) On reception of an ACK Indication by the consumer, the consumer MAL shall enter
the Acknowledged State.

3.5.4.8.2.5 Message Header

a) For the ACK Message the message header fields shall be as defined in 3.4 except for
the fields in table 3-16.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.

Table 3-16: Invoke ACK Message Header Fields

Field Value
URIFrom Provider-JR}
Authentication Id Provider Authentication Identifier
URITo Consumer-URi
Interaction Type INVOKE
Interaction Stage 2
Transaction Id Transaction Id from initial message

3.54.83 ACK_ERROR

3.5.4.8.3.1 Function

a) The ACK_ERROR Request primitive shall be used by the provider application to
end an INVOKE Interaction with an error.

b) The ACK_ERROR Indication primitive shall be used by the consumer MAL to
deliver an ACK_ERROR Message to a consumer.

3.5.4.8.3.2 Semantics
ACK_ERROR Request and ACK_ERROR Indication shall provide parameters as follows:

(ACK_ERROR Message Header, Error Number, Extra Information, QoS properties)
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3.5.4.8.3.3 When Generated

a) ACK_ERROR Request shall be used by the provider application with the provider
MAL in the Initiated State to transmit an error.

b) An ACK_ERROR Indication shall be generated by the consumer MAL in the
Initiated State upon one of two events:

1) the reception of an ACK_ERROR Message, once checked via the Access
Control interface, from a provider;

2) an error raised by the local communication layer.

3.5.4.8.3.4 Effect on Reception

a) Reception of an ACK_ERROR Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit an ACK_ERROR Message to the
consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an ACK_ERROR Indication a consumer shall end the interaction
with an error.
3.5.4.8.3.5 Message Header

a) For the ACK_ERROR Message the message header fields shall be the same as for
the ACK Message except for the ‘Is Error Message’ field which is set to TRUE.

b) The Error information shall immediately follow the message header.

3.5.4.84 RESPONSE

3.5.4.8.4.1 Function

a) The RESPONSE Request primitive shall be used by the provider application to
transmit a response to an INVOKE Interaction.

b) The RESPONSE Indication primitive shall be used by the consumer MAL to deliver
a RESPONSE Message to a consumer.

3.5.4.8.4.2 Semantics
RESPONSE Request and RESPONSE Indication shall provide parameters as follows:

(RESPONSE Message Header, RESPONSE Message Body, QoS properties)
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3.5.4.8.4.3 When Generated

a) A RESPONSE Request shall be used by the provider application with the provider
MAL in the Acknowledged State to transmit a final response to an INVOKE
interaction.

b) A RESPONSE Indication shall be generated by the consumer MAL in the
Acknowledged State upon reception of a RESPONSE Message, once checked via
the Access Control interface, from a provider.

3.5.4.8.4.4 Effect on Reception

a) Reception of a RESPONSE Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit the supplied response as a
RESPONSE Message to the consumer.

b) The pattern shall end at this point for the provider.
c) On reception of a RESPONSE Indication a consumer shall end the INVOKE

Interaction with success.
3.5.4.8.45 Message Header

a) For the RESPONSE Message the message header fields shall be as defined in 3.4
except for the fields in table 3-17.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.
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Table 3-17: Invoke RESPONSE Message Header Fields

Field Value
URIFrom Provider-JR}
Authentication Id Provider Authentication Identifier
URHTo Consumer-URi
Interaction Type INVOKE
Interaction Stage 3
Transaction Id Transaction Id from initial message

3.5.4.85 RESPONSE_ERROR

3.5.4.8.5.1 Function

a) The RESPONSE_ERROR Request primitive shall be used by the provider
application to end an INVOKE Interaction with an error.

b) The RESPONSE_ERROR Indication primitive shall be used by the consumer MAL
to deliver a RESPONSE_ERROR Message to a consumer.

3.5.4.85.2 Semantics

RESPONSE_ERROR Request and RESPONSE_ERROR Indication shall provide
parameters as follows:

(RESPONSE_ERROR Message Header, Error Number, Extra Information, QoS properties)

3.5.4.85.3 When Generated

a) A RESPONSE_ERROR Request shall be used by the provider application with the
provider MAL in the Acknowledged State to transmit an error.

b) A RESPONSE_ERROR Indication shall be generated by the consumer MAL in the
Acknowledged State upon one of two events:

1) the reception of a RESPONSE_ERROR Message, once checked via the Access
Control interface, from a provider;

2) an error raised by the local communication layer.
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3.5.4.8.5.4 Effect on Reception

a) Reception of a RESPONSE_ERROR Request shall, once checked via the Access
Control interface, cause the provider MAL to transmit a RESPONSE_ERROR
Message to the consumer.

b) The pattern shall end at this point for the provider.

c) On reception of a RESPONSE_ERROR Indication a consumer shall end the
interaction with an error.

3.5.4.85.5 Message Header

a) For the RESPONSE_ERROR Message the message header fields shall be the same
as for the RESPONSE Message except for the “Is Error Message’ field which is set
to TRUE.

b) The Error information shall immediately follow the message header.

3.5.49 Example

The following example shows a simple example service that contains a single INVOKE
operation. The operation sends a TestBody structure and returns a TestAck acknowledgment
structure followed by a TestResponse structure:

testinvoke
INVOKE

IN INVOKE TestBody body
ouT ACK TestAck ack
ouT RESPONSE TestResponse response

The TestBody structure is defined in 3.5.1.9 and the TestResponse structure is defined in
3.5.3.9. The TestAck structure is defined below:

TestAck
Composite
Example Only

Identifier

Example Identifier item

This corresponds to the following message being transmitted:
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Message Header Test Body

URI From | Auth Id { URI To {Timeslam

Session_|Interaction| Stage Trans Id Service |Operation | Version { Is Error First Item

Second Item |

Hello

Message Header

1234

Test Body

Auth Id To Timestamp Interaction | Interaction Trans. Id Area Senice Operation Version Is Error

First | Second

Type Stage Item Item
Hello 1

And corresponds to the following acknowledgement being returned:
l Message Header Test Ack
. MessageHeader  |[festac

From Auth Id To Timestamp Int(_err;;:;ion Intgzz(;teion Trans. Id Area Senice Operation Version Is Error Ack Id

123
And finally corresponds to the following response being returned:
Message Header Test Response

URI From | Auth Id { URI To {Timeslam

QoS { Priorit Session_|Interaction| Stage Trans Id Service |Operation | Version { Is Error

Rspn Item| Rspn Field |

True 310
Message Header Test Body
Interaction | Interaction . . . Rspn
From Auth Id To Timestamp Trans. Id Area Senice Operation Version Is Error Rspn Item
Type Stage P Field
TRUE 31.0

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.

3.5.5 PROGRESS INTERACTION PATTERN

3.5.5.1 Overview

The PROGRESS pattern extends the INVOKE pattern to add a set of mandatery-progress
updates of the request message (figure 3-14). This allows the operation to confirm the receipt
of the request before proceeding to process the request and also to show progress of the
operation.
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Consumer Provider
[ [
1 1
! !
seq PROGRESS / i
: PROGRESS i
ACK
1 1
i *UPDATE ;
] N
' RESPONSE '
. e
1 1
1 1
i i
' '

Figure 3-14: PROGRESS Interaction Pattern Message Sequence

3.5.5.2 Description

The PROGRESS pattern extends the INVOKE pattern with the addition of a set of
mandatory progress messages. The type of progress messages and their number is defined by
the service and not by the pattern.

3.5.5.3 Usage

The PROGRESS pattern is expected to be used when there is a significant or indeterminate
amount of time taken to process the request and produce the data response, and where
monitoring of the progress of the operation is required or the data response is to be returned
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3.5.5.4 Error Handling

The PROGRESS pattern can report failure in three distinct ways:

Consumer

Provider

seq PROGRESS Ack Fail/

: PROGRESS
ACK_ERROR
1
1
1
1
1
1
i
alt PROGRESS Update Fail /
PROGRESS
ACK

*UPDATE

UPDATE_ERROR

alt PROGRESS Reponse Fail/

PROGRESS

ACK

*UPDATE

RESPONSE_ERROR

0
7

Figure 3-15: PROGRESS Interaction Pattern Error Sequence

a) The acknowledgement may be replaced with an error message (see section 5) shown
in the first sequence in figure 3-15.

b) An error may be generated during the processing of the body of the operation, after
the initial acknowledgement is sent, as shown in the second sequence in figure 3-15
and replaces any of the progress updates.

c) An error may be generated after the updates and replace the final response as shown
in the third sequence in figure 3-15.
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d) After an error message is sent, no further messages shall be generated as part of the
pattern.

3.5.5.5 Operation Template

The PROGRESS template is similar to the INVOKE pattern template but adds a progress
update message:

Table 3-18: PROGRESS Operation Template

<<Operation name>>
PROGRESS

IN PROGRESS <<Request type>>
ouT ACK <<Ack type>>
ouT UPDATE <<Update value type>>
ouT RESPONSE <<Response type>>

3.5.5.6 Primitives

Table 3-19: PROGRESS Primitive List

PROGRESS
ACK
ACK_ERROR
UPDATE
UPDATE_ERROR
RESPONSE
RESPONSE_ERROR

3.5.5.7 State Charts
3.5.5.7.1 Consumer Side

Figure 3-16 shows the consumer side state chart for the PROGRESS pattern:
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PROGRESS Request

Initiated \ ACK_ERROR Indication

) 20,

ACK Indication

Acknowledged
RESPONSE Indication RESPONSE_ERROR Indication

UPDATE Indication

\
UPDATE_ERROR Indication

UPDATE_ERROR Indication

UPDATE eai
Progressin
Indication / g g

o

RESPONSE_ERROR Indication

RESPONSE Indication

O (@<

Figure 3-16: PROGRESS Consumer State Chart

a) The initial transition is triggered by the primitive PROGRESS Request and shall
lead to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the indication of an acknowledgement, ACK Indication, and shall lead
to the Acknowledged State;

2) the second is the indication of an error, ACK_ERROR Indication, and shall lead
to the final state.

c) There are four possible transitions from the Acknowledged State:

1) the first is the indication of an update, UPDATE Indication, and shall lead to the
Progressing State;
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2) the second is the indication of an error in generating an initial update,
UPDATE_ERROR Indication, and shall lead to the final state;

3) the third is the indication of a response, RESPONSE Indication, and shall lead
to the final state;

4) the fourth is the indication of an error in generating the response,
RESPONSE_ERROR Indication, and shall lead to the final state.

d) There are four possible transitions from the Progressing State:

1) the first is the indication of another update, UPDATE Indication, and shall lead
back to the Progressing State;

2) the second is the indication of an error in generating an update,
UPDATE_ERROR Indication, and shall lead to the final state;

3) the third is the indication of a response, RESPONSE Indication, and shall lead
to the final state;

4) the fourth is the indication of an error in generating the response,
RESPONSE_ERROR Indication, and shall lead to the final state.
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3.5.5.7.2 Provider Side

Figure 3-17 shows the provider side state chart for the PROGRESS pattern:

PROGRESS Indication

Initiated \ ACK_ERROR Request

) 20,

ACK Request

Acknowledged
RESPONSE Request RESPONSE_ERROR Request

UPDATE_ERROR Request

UPDATE Request

UPDATE_ERROR Request

UPDATE / Progressing
Request

o

N
RESPONSE_ERROR Request

RESPONSE Request

O (@<

Figure 3-17: PROGRESS Provider State Chart

a) The initial transition is triggered by the primitive PROGRESS Indication and shall
lead to the Initiated State.

b) There are two possible transitions from the Initiated State:

1) the first is the transmission of an acknowledgement, ACK Request, and shall
lead to the Acknowledged State;

2) the second is the transmission of an error, ACK_ERROR Request, and shall lead
to the final state.
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c) There are four possible transitions from the Acknowledged State:

1) the first is the transmission of an update, UPDATE Request, and shall lead to the
Progressing State;

2) the second is the transmission of an error in generating an initial update,
UPDATE_ERROR Request, and shall lead to the final state;

3) the third is the transmission of a response, RESPONSE Request, and shall lead
to the final state;

4) the fourth is the transmission of an error in generating the response,
RESPONSE_ERROR Request, and shall lead to the final state.

d) There are four possible transitions from the Progressing State:

1) the first is the transmission of another update, UPDATE Request, and shall lead
back to the Progressing State;

2) the second is the transmission of an error in generating an update,
UPDATE_ERROR Request, and shall lead to the final state;

3) the third is the transmission of a response, RESPONSE Request, and shall lead
to the final state;

4) the fourth is the transmission of an error in generating the response,
RESPONSE_ERROR Request, and shall lead to the final state.
3.5.5.8 Requests and Indications
3.55.8.1 PROGRESS

3.5.5.8.1.1 Function

a) The PROGRESS Request primitive shall be used by the consumer application to
initiate a PROGRESS Interaction.

b) The PROGRESS Indication primitive shall be used by the provider MAL to deliver
a PROGRESS Message to a provider and initiate a PROGRESS Interaction.

3.5.5.8.1.2 Semantics
PROGRESS Request and PROGRESS Indication shall provide parameters as follows:

(PROGRESS Message Header, PROGRESS Message Body, QoS properties)
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3.5.5.8.1.3 When Generated
a) A PROGRESS Request may be generated by the consumer application at any time.

b) A PROGRESS Indication shall be generated by the provider MAL upon reception
of a PROGRESS Message, once checked via the Access Control interface, from a
consumer.

3.5.5.8.1.4 Effect on Reception

a) Reception of a PROGRESS Request shall, once checked via the Access Control
interface, cause the consumer MAL to initiate a PROGRESS Interaction by
transmitting a PROGRESS Message to the provider.

b) The consumer MAL shall enter the Initiated State.

c) On reception of a PROGRESS Indication by a provider, the provider MAL shall
enter the Initiated State.

d) The provider shall then start processing the operation at this point.

3.5.5.8.1.5 Message Header

a) For the PROGRESS Message the message header fields shall be as defined in 3.4
except for the fields in table 3-20.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.
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Table 3-20: PROGRESS Message Header Fields

Field Value
YURIFrom Consumer-JR}
Authentication Id Consumer Authentication Identifier
URITo Provider-UR}
Interaction Type PROGRESS
Interaction Stage 1
Transaction Id Provided by consumer MAL
35582 ACK

3.5.5.8.2.1 Function

a) The ACK Request primitive shall be used by the provider application to
acknowledge a PROGRESS Interaction.

b) The ACK Indication primitive shall be used by the consumer MAL to deliver an
ACK Message to a consumer.

3.5.5.8.2.2 Semantics
ACK Request and ACK Indication shall provide parameters as follows:

(ACK Message Header, ACK Message Body, QoS properties)

3.5.5.8.2.3 When Generated

a) An ACK Request shall be used by the provider application with the provider MAL
in the Initiated State to acknowledge a PROGRESS Interaction.

b) An ACK Indication shall be generated by the consumer MAL in the Initiated State
upon reception of an ACK Message, once checked via the Access Control interface,
from a provider.

3.5.5.8.2.4 Effect on Reception

a) Reception of an ACK Request shall, once checked via the Access Control interface,
cause the provider MAL to transmit the supplied acknowledgement as an ACK
Message to the consumer.

b) A provider MAL in the Initiated State shall enter the Acknowledged State.
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c) On reception of an ACK Indication by the consumer, the consumer MAL shall enter
the Acknowledged State.

3.5.5.8.2.5 Message Header

a) For the ACK Message the message header fields shall be as defined in 3.4 except for
the fields in table 3-21.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.

Table 3-21: Progress ACK Message Header Fields

Field Value
URIFrom Provider-JR}
Authentication Id Provider Authentication Identifier
URITo Consumer-URi
Interaction Type PROGRESS
Interaction Stage 2
Transaction Id Transaction Id from initial message

3.5.5.83 ACK_ERROR

3.5.5.8.3.1 Function

a) The ACK_ERROR Request primitive shall be used by the provider application to
end a PROGRESS Interaction with an error.

b) The ACK_ERROR Indication primitive shall be used by the consumer MAL to
deliver an ACK_ERROR Message to a consumer.
3.5.5.8.3.2 Semantics

ACK ERROR Request and ACK_ERROR Indication shall provide parameters as
follows:

(ACK_ERROR Message Header, Error Number, Extra Information, QoS properties)
3.5.5.8.3.3 When Generated

a) An ACK_ERROR Request shall be used by the provider application with the
provider MAL in the Initiated State to transmit an error.
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b) An ACK_ERROR Indication shall be generated by the consumer MAL in the
Initiated State upon one of two events:

1) the reception of an ACK_ERROR Message, once checked via the Access
Control interface, from a provider;

2) an error raised by the local communication layer.

3.5.5.8.3.4 Effect on Reception

a) Reception of an ACK_ERROR Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit an ACK_ERROR Message to the
consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an ACK_ERROR Indication a consumer shall end the interaction
with an error.
3.5.5.8.3.5 Message Header

a) For the ACK_ERROR Message the message header fields shall be the same as for
the ACK Message except for the ‘Is Error Message’ field which is set to TRUE.

b) The Error information shall immediately follow the message header.

3.5.5.84 UPDATE

3.5.5.8.4.1 Function

a) The UPDATE Request primitive shall be used by the provider application to
transmit an update during a PROGRESS Interaction.

b) The UPDATE Indication primitive shall be used by the consumer MAL to deliver an
UPDATE Message to a consumer.

3.5.5.8.4.2 Semantics
UPDATE Request and UPDATE Indication shall provide parameters as follows:

(UPDATE Message Header, UPDATE Message Body, QoS properties)

CCSDS 521.0-P-2.0 Page 3-49 May 2022



DRAFT CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER
3.5.5.8.4.3 When Generated

a) An UPDATE Request shall be used by the provider application with the provider
MAL in either the Acknowledged State or Progressing State to transmit an update
to a PROGRESS interaction.

b) An UPDATE Indication shall be generated by the consumer MAL in either the
Acknowledged State or the Progressing State upon reception of an UPDATE
Message, once checked via the Access Control interface, from a provider.

3.5.5.8.4.4 Effect on Reception

a) Reception of an UPDATE Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit the supplied update as an UPDATE
Message to the consumer.

b) A provider MAL in the Acknowledged State shall enter the Progressing State.

c) On reception of an UPDATE Indication by the consumer, the consumer MAL in the
Acknowledged State shall enter the Progressing State.
3.5.5.8.4.5 Message Header

a) For the UPDATE Message, of which there may be several, the message header fields
shall be as defined in 3.4 except for the fields in table 3-22.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.
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Table 3-22: Progress UPDATE Message Header Fields

Field Value
URLFrom Provider-JR}
Authentication Id Provider Authentication Identifier
URHTo Consumer-URi
Interaction Type PROGRESS
Interaction Stage 3
Transaction Id Transaction Id from initial message

3.5.5.8.5 UPDATE_ERROR

3.5.5.8.5.1 Function

a) The UPDATE_ERROR Request primitive shall be used by the provider application
to end a PROGRESS Interaction with an error.

b) The UPDATE_ERROR Indication primitive shall be used by the consumer MAL to
deliver an UPDATE_ERROR Message to a consumer.

3.5.5.85.2 Semantics

UPDATE_ERROR Request and UPDATE_ERROR Indication shall provide parameters
as follows:

(UPDATE_ERROR Message Header, Error Number, Extra Information, QoS properties)

3.5.5.85.3 When Generated

a) An UPDATE_ERROR Request shall be used by the provider application with the
provider MAL in either the Acknowledged State or the Progressing State to
transmit an error.

b) An UPDATE_ERROR Indication shall be generated by the consumer MAL in
either the Acknowledged State or the Progressing State upon one of two events:

1) the reception of an UPDATE_ERROR Message, once checked via the Access
Control interface, from a provider;

2) an error raised by the local communication layer.
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3.5.5.8.5.4 Effect on Reception

a) Reception of an UPDATE_ERROR Request shall, once checked via the Access
Control interface, cause the provider MAL to transmit an UPDATE_ERROR
Message to the consumer.

b) The pattern shall end at this point for the provider.

c) On reception of an UPDATE_ERROR Indication a consumer shall end the
interaction with an error.

3.5.5.8.5.5 Message Header

a) For the UPDATE_ERROR Message the message header fields shall be the same as
for the UPDATE Message except for the ‘Is Error Message’ field which is set to
TRUE.

b) The Error information shall immediately follow the message header.

3.5.5.8.6 RESPONSE

3.5.5.8.6.1 Function

a) The RESPONSE Request primitive shall be used by the provider application to
transmit a response to a PROGRESS Interaction.

b) The RESPONSE Indication primitive shall be used by the consumer MAL to deliver
a RESPONSE Message to a consumer.

3.5.5.8.6.2 Semantics
RESPONSE Request and RESPONSE Indication shall provide parameters as follows:

(RESPONSE Message Header, RESPONSE Message Body, QoS properties)

3.5.5.8.6.3 When Generated

a) A RESPONSE Request shall be used by the provider application with the provider
MAL in either the Acknowledged State or Progressing State to transmit a final
response to a PROGRESS interaction.

b) A RESPONSE Indication shall be generated by the consumer MAL in either the
Acknowledged State or the Progressing State upon reception of a RESPONSE
Message, once checked via the Access Control interface, from a provider.
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3.5.5.8.6.4 Effect on Reception

a) Reception of a RESPONSE Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit the supplied response as a
RESPONSE Message to the consumer.

b) The pattern shall end at this point for the provider.

c) On reception of a RESPONSE Indication a consumer shall end the PROGRESS
Interaction with success.

3.5.5.8.6.5 Message Header

a) For the RESPONSE Message the message header fields shall be as defined in 3.4
except for the fields in table 3-23.

b) The contents of the Message Body, as specified in the operation template, shall
immediately follow the message header.

Table 3-23: Progress RESPONSE Message Header Fields

Field Value
URIFrom Provider-JR}
Authentication Id Provider Authentication Identifier
URHTo Consumer-URi
Interaction Type PROGRESS
Interaction Stage 4
Transaction Id Transaction Id from initial message

3.5.5.8.7 RESPONSE_ERROR

3.5.5.8.7.1 Function

a) The RESPONSE_ERROR Request primitive shall be used by the provider
application to end a PROGRESS Interaction with an error.

b) The RESPONSE_ERROR Indication primitive shall be used by the consumer MAL
to deliver a RESPONSE_ERROR Message to a consumer.
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3.5.5.8.7.2 Semantics

RESPONSE_ERROR Request and RESPONSE_ERROR Indication shall provide
parameters as follows:

(RESPONSE_ERROR Message Header, Error Number, Extra Information, QoS properties)

3.5.5.8.7.3 When Generated

a) A RESPONSE_ERROR Request shall be used by the provider application with the
provider MAL in either the Acknowledged State or Progressing State to transmit an
error.

b) A RESPONSE_ERROR Indication shall be generated by the consumer MAL in
either the Acknowledged State or the Progressing State upon one of two events:

1) the reception of a RESPONSE_ERROR Message, once checked via the Access
Control interface, from a provider;

2) an error raised by the local communication layer.

3.5.5.8.7.4 Effect on Reception

a) Reception of a RESPONSE_ERROR Request shall, once checked via the Access
Control interface, cause the provider MAL to transmit a RESPONSE_ERROR
Message to the consumer.

b) The pattern shall end at this point for the provider.
c) On reception of a RESPONSE_ERROR Indication a consumer shall end the

interaction with an error.
3.5.5.8.7.5 Message Header

a) For the RESPONSE_ERROR Message the message header fields shall be the same
as for the RESPONSE Message except for the “Is Error Message’ field which is set
to TRUE.

b) The Error information shall immediately follow the message header.
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3.5.5.9 Example

The following example shows a simple example service that contains a single PROGRESS
operation. The operation sends a TestBody structure, which is acknowledged with a TestAck
structure, reports progress with a TestProgress structure, and returns a TestResponse
structure:

testProgress
PROGRESS

IN PROGRESS TestBody body
ouT ACK TestAck ack
ouT UPDATE TestProgress progress
ouT RESPONSE TestResponse response

The TestBody structure is defined in 3.5.1.9, TestAck structure is defined in 3.5.4.9, and the
TestResponse structure is defined in 3.5.3.9. The TestProgress structure is defined below:

TestProgress
Composite
Example Only

RspnStage Integer Example Integer item

This corresponds to the following message being transmitted:

Message Header Test Body

URI From | Auth Id URI To_|Timestamp| Domain 0S| Priori one age rans rea_ | Service eration lersion [ Is Error First Item | Second ltem |

Hello 1234

Message Header TBody
From Auth Id To Timestamp Interaction | Interaction Trans. Id Area Senice Operation Version Is Error First ltem Second
Type Stage Item
Hello 1

l Message Header Test Ack

Ack Id

1234

Message Header TestAck
Interaction | Interaction . ) .
From Auth Id To Timestamp Type Stage Trans. Id Area Senice Operation Version Is Error Ack Id
1234
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Progress is reported using the following message; in this example two stages are reported:

Message Header Test Progress
URI From | Auth Id URITo ([Timestamp| Domain Qos Priority Zone Session Stage | TransId Area Service |Operation| Version | Is Error Rspn Stage
Provider SCX Consumer AB.C BEST 1 ‘GROUND LIVE PROGRE! 3 1237 Example | Example | testProg 1 FALSE 1
N
Message Header Test Progress
URI From | Auth Id URITo ([Timestamp| Domain Qos Priority Zone Session Stage | TransId Area Service |Operation| Version | Is Error Rspn Stage
Provider SCX Consumer AB.C BEST 1 ‘GROUND LIVE PROGRE! 3 1237 Example | Example | testProg 1 FALSE 2
N
Message Header Test Body
Interaction | Interaction . . .
From Auth Id To Timestamp Trans. Id Area Senice Operation Version Is Error Rspn Item
Type Stage
Provider SC X Consumer PROGRESS] 3 123 Example Example | testProg. 1 FALSE 1
Message Header Test Body
Interaction | Interaction . ) .
From Auth Id To Timestamp Trans. Id Area Senvice Operation Version Is Error Rspn ltem
Type Stage
Provider SC X Consumer PROGRESS] 3 123 Example Example | testProg. 1 FALSE 2

And finally corresponds to the following response being returned:

Message Header Test Response
URI From | Auth Id URITo_[Timestamp| Domain QoS Priority Zone Session_|Interaction| Stage Trans Id Area Service | Operation | Version Is Error Rspn ltem| RspnField |
Provider SCX Consumer AB.C BEST 1 GROUND LIVE [PROGRESS 4 1237 Example | Example | testProg 1 FALSE True 310
\ N
Message Header Test Body
Interaction | Interaction . . . Rspn
From Auth Id To Timestamp Trans. Id Area Senice Operation Version Is Error Rspn Item P
Type Stage Field
Provider SCX Consumer PROGRESS| 4 123 Example Example | testProg. 1 FALSE TRUE 31.0

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.

3.5.6 PUBLISH-SUBSCRIBE INTERACTION PATTERN
3.5.6.1 Overview

The PUBLISH-SUBSCRIBE pattern provides the ability for consumers to register interest in
a specific topic and receive updates from one or more providers without requiring awareness
of the number of, and location of, these providers.

The basic outline of the pattern is:
a) consumers register interest by sending a subscription list;
b) providers alse-register on the list-ofentities-they-providebroker;
c) providers publish updates;
d) updates are then sent to registered consumers; and

e) when no further updates are required the consumer cancels its subscription by
deregistering.
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The PUBLISH-SUBSCRIBE pattern can be deployed in two distinct ways; the first is where
an intermediary shared message broker resides between the consumers and the providers
(figure 3-18). In this deployment the shared broker permits a decoupling of the consumer
from the providers, receiving the subscriptions from consumers and the updates from
providers, and is responsible for dispatching the required updates to registered consumers:

Consumer Broker Provider

seq PUBLISH SUBSCRIBE/

REGISTER

y
S R

REGISTER_ACK

}---1

PUBLISH_REGISTER

PUBLISH_REGISTER_ACK

A

*PUBLISH

*NOTIFY

A————-E —Ia———-|

;

PUBLISH_DEREGISTER

PUBLISH_DEREGISTER_ACK

e

Fomeme |

DEREGISTER

DEREGISTER_ACK

-

Figure 3-18: PUBLISH-SUBSCRIBE Interaction Pattern Message Sequence

The shared message broker manages the consumer subscription lists; the providers are not
aware of what consumers there are and what entities they require. Because of this they must
publish all items they are configured to generate to the broker so that it can manage the
updates to the consumers.

At a later time, when updates are no longer required, the consumer can deregister for these
updates from the message broker.

The broker acknowledges both the consumer and provider register/deregister operations;
these are treated like normal SUBMIT messages. No acknowledgement of the publish
message is provided by the broker and no acknowledgement by the consumer of the notify
message is required.
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The second deployment of the PUBLISH-SUBSCRIBE pattern is when there is a single
update provider and the message broker is private to it. This is an example of an observe type
relationship where a consumer observes some aspect of a specific provider.

In this deployment, because of the one-to-one relationship between the consumer and the
provider, the functionality of the message broker does not necessarily require a separate
entity. It is completely possible for the message broker logic to reside in the provider
application; the provider publishes updates to itself for distribution to consumers
(figure 3-19):
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Consumer

Provider

T
1
1
seq PUBLISH SUBSCRIBE/

REGISTER

REGISTER_ACK

—

1
| _PUBLISH

PUBLISH_REGISTER

NOTIFY

DEREGISTER

DEREGISTER_ACK

-

't

| PUBLISH_DEREGISTER

Consumer

Provider

T
1
H
seq PUBLISH SUBSCRIBE /
;

REGISTER

REGISTER_ACK

*NOTIFY

—

DEREGISTER

DEREGISTER_ACK

S

PUBLISH_REGISTER

1 *PUBLISH

| PUBLISH_DEREGISTER

Figure 3-19: PUBLISH-SUBSCRIBE Pattern Alternative Message Sequence

However, because the pattern is still the same, all features of the first deployment (multiple
concurrent subscription lists) are still supported.
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In terms of implementation, for both the shared or private broker pattern, there are three
primary implementation designs (others may exist, however). The first is where the broker
logic resides in the MAL layer, the second is where it is natively supported by the message
transport technology used, and the third is where it is implemented as a standalone
component external to the MAL. In all three cases the pattern of interaction is the same; it is
only the physical location of the broker that changes.

3.5.6.2 Description

The PUBLISH-SUBSCRIBE pattern for both the consumer and provider register/deregister
has a predefined pattern message structure which allows an implementation of the message
broker to manage the mapping of consumers to updates and hide this complexity from
Provider applications.

3.5.6.3 Subscriptions

A consumer informs the broker of the updates to send it by the use of subscriptions.
Subscriptions are sent during the registration.

a) A single consumer may define many subscription lists concurrently by specifying a
different subscription identifier during the registration.

b) To change the contents of a subscription list a consumer may redefine it by
registering a new list with the same identifier. The consumer is not required to
deregister the subscription first.

c) For a broker the replacement of a subscription is an atomic operation; no updates
shall be missed as a result of the subscription replacement operation.

e) The consumer deregister message takes a list of identifiers of the subscription lists to
cancel and shall completely remove the subscriptions from the list of active
subscriptions.

f) The update rate shall be an aspect of a provider; the consumer cannot specify it.

For example, if a consumer initially registers for updates on the set (A, B, C) but at a later
date requires also ‘D’, another register message is required to be sent with the set (A, B, C,
D). The register call replaces the previous subscription list with the new list. The deregister
message completely cancels the identified lists.

Another way of describing this is the register message defines an update ‘report’ and the
deregister message clears that ‘report” definition.
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NOTE - If a single subscription definition lists the same parameter more than once, only
one update is sent to the consumer for that list. However, if a consumer defines
two concurrent subscription lists that request the same parameters, then the
consumer will receive two updates of those common parameters, one for each
subscription. If this is an issue, then the consumer still has the option of
maintaining a single subscription and splitting the results internally.
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d) If a filter contains the NULL wildcard value it shall match a subkey that contains any
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3.5.6.6 Usage

The PUBLISH-SUBSCRIBE pattern provides the ability for asynchronous updates to be sent
to registered consumers.

3.5.6.7 Error Handling

The PUBLISH-SUBSCRIBE pattern can report failure for a consumer in two distinct ways:
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Consumer Broker Provider

seq PUBLISH SUBSCRIBE Register Fail /
REGISTER

REGISTER_ERROR

alt PUBLISH SUBSCRIBE Notify Fail /
REGISTER

REGISTER_ACK

*PUBLISH

*NOTIFY

NOTIFY_ERROR

B B e I S B e el o

Figure 3-20: PUBLISH-SUBSCRIBE Interaction Pattern Consumer Error Sequence

a) The register acknowledgement may be replaced with an error message (see section 5)
shown in the first sequence in figure 3-20.

b) A notify may be replaced by an error by the message broker shown in the second
sequence in figure 3-20.

c) After an error message is sent no further messages shall be transmitted to the relevant
consumer as part of the pattern.

For a publisher the PUBLISH-SUBSCRIBE pattern can report failure in two distinct ways:
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Consumer Broker Provider

seq PUBLISH SUBSCRIBE Register Fail/

PUBLISH_REGISTER

PUBLISH_REGISTER_ERROR

1
alt PUBLISH SUBSCRIBE Publish Fail/
PUBLISH_REGISTER

PUBLISH_REGISTER_ACK

*PUBLISH

*NOTIFY

e

PUBLISH

PUBLISH_ERROR

Figure 3-21: PUBLISH-SUBSCRIBE Interaction Pattern Provider Error Sequence

a) The publish register acknowledgement may be replaced with an error message (see
section 5) shown in the first sequence in figure 3-21.

b) After a PUBLISH_REGISTER_ERROR message is sent no further messages shall be
transmitted to or from the relevant publisher as part of the pattern.

c) When an error is detected by the message broker on reception of a PUBLISH
message from a provider, a PUBLISH_ERROR message shall be sent to the provider
as shown in the second sequence in figure 3-21. The error is sent asynchronously to
the provider.
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3.5.6.8 Operation Template

The PUBLISH-SUBSCRIBE template is below:

Table 3-24: PUBLISH-SUBSCRIBE Operation Template

<<Operation name>>
PUBLISH-SUBSCRIBE

b) The PUBLISH/NOTIFY message shall follow the same rules for message bodies (as
defined in 3.4.2.2, where the message body may be composed of several types.
Subsection 3.5.6.12 provides an example of this for this interaction pattern.

c) A single update shall require a value for each type listed in the operation template in
the case where it is defined using multiple types. Subsection 3.5.6.12 provides an
example of this for this interaction pattern.

actually made up of consumer and provider register/deregister, publish, and notify
messages, the templates of which are given below. The message directions (IN/OUT)
are all from the point of view of the broker, as it is involved in all operations:

Table 3-25: PUBLISH-SUBSCRIBE Register Operation Template

register<< PUBLISH-SUBSCRIBE Operation Name>>
SUBMIT

REGISTER
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Table 3-26: PUBLISH-SUBSCRIBE Publish Register Operation Template

publishRegister<< PUBLISH-SUBSCRIBE Operation Name>>
SUBMIT

PUBLISH_REGISTER

Table 3-27: PUBLISH-SUBSCRIBE Publish Operation Template

publish<< PUBLISH-SUBSCRIBE Operation Name>>

SEND

PUBLISH
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Table 3-28: PUBLISH-SUBSCRIBE Publish Error Operation Template

publishError<< PUBLISH-SUBSCRIBE Operation Name>>
SEND

Ulnteger
ElementerrorNumber

PUBLISH_ERROR

Table 3-29: PUBLISH-SUBSCRIBE Notify Operation Template

notify<< PUBLISH-SUBSCRIBE Operation Name>>

SEND

ouT NOTIFY
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Table 3-30: PUBLISH-SUBSCRIBE Notify Error Operation Template

notifyError<< PUBLISH-SUBSCRIBE Operation Name>>
SEND

Table 3-31: PUBLISH-SUBSCRIBE Deregister Operation Template

deregister<< PUBLISH-SUBSCRIBE Method Name>>
SUBMIT

Table 3-32: PUBLISH-SUBSCRIBE Publish Deregister Operation Template

publishDeregister<< PUBLISH-SUBSCRIBE Method Name>>
SUBMIT

PUBLISH_DEREGISTER
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3.5.6.9 Primitives

Table 3-33: PUBLISH-SUBSCRIBE Primitive List

REGISTER

REGISTER_ACK

REGISTER_ERROR

PUBLISH_REGISTER

PUBLISH_REGISTER_ACK

PUBLISH_REGISTER_ERROR

PUBLISH

PUBLISH_ERROR

NOTIFY

NOTIFY_ERROR

DEREGISTER

DEREGISTER_ACK

PUBLISH_DEREGISTER

PUBLISH_DEREGISTER_ACK

3.5.6.10 State Charts

3.5.6.10.1 General

Several state charts are defined:

one state chart on the consumer side related to the interaction between the consumer
and the broker;

one state chart on the broker side related to the interaction between the consumer and
the broker;

one state chart on the provider side related to the interaction between the provider and
the broker;

another state chart on the broker side related to the interaction between the provider
and the broker.

3.5.6.10.2 Consumer Side

Figure 3-22 shows the consumer side state chart for the PUBLISH-SUBSCRIBE pattern:
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REGISTER Request

NOTIFY Indication

Register Initiated \ REGISTER_ERROR Indication (ReRegister Initiated\

J

REGISTER_ACK Indication REGISTER_ACK Indication

NOTIEY Indication / Registered REGISTER Request

it

\ NOTIFY_ERROR Indication

\ . .
| NOTIFY_ERROR Indication
DEREGIS$R Request

NOTIFY_ERROR Indication

/Deregister Initiated

it

NOTIFY Indication \

DEREGISTER_ACK Indication

Figure 3-22: PUBLISH-SUBSCRIBE Consumer State Chart

a) The state chart applies to a single subscription for a single consumer, the state chart
shall be replicated for each consumer and for each subscription.

b) The transaction identifier of the initial REGISTER Message shall be used to identify
messages that relate to one PUBLISH-SUBSCRIBE interaction to avoid race
conditions.

c) The initial transition is triggered by the primitive REGISTER Request and shall lead
to the Register Initiated State.

d) There are two possible transitions from the Register Initiated State:

1) the first is the indication of an acknowledgement, REGISTER_ACK Indication,
and shall lead to the Registered State;
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2) the second is the indication of an error, REGISTER_ERROR Indication, and
shall lead to the final state.

e) There are four possible transitions from the Registered State:

1) the first is the indication of a notification, NOTIFY Indication, and shall lead
back to the Registered State;

2) the second is the indication of an error, NOTIFY_ERROR Indication, and shall
lead to the final state;

3) the third transition shall be triggered by the primitive DEREGISTER Request
and shall lead to the Deregister Initiated State;

4) the fourth transition shall be triggered by the primitive REGISTER Request and
shall lead to the ReRegister Initiated State.

f) There are four possible transitions from the ReRegistered Initiated State:

1) The first is the indication of a notification, NOTIFY Indication, and shall lead
back to the ReRegistered Initiated State. In this case the NOTIFY Message
will have been sent before the REGISTER Message was received by the broker
and therefore forms part of the previous subscription. It shall, however, be passed
to the consumer application as normal.

2) The second is the indication of a registration error, REGISTER_ERROR
Indication, and shall lead to the final state.

3) The third is the indication of a notify error, NOTIFY_ERROR Indication, and
shall lead to the final state. In this case the NOTIFY_ERROR Message will
have been sent before the REGISTER Message was received by the broker and
therefore forms part of the previous subscription. It shall, however, be passed to
the consumer application as normal. The transaction identifier shall be used by
the broker to ensure that the reception of the REGISTER Message after the
NOTIFY_ERROR Message was sent shall not cause the restart of the
subscription.

4) The fourth transition is the indication of an acknowledgement,
REGISTER_ACK Indication, and shall lead to the Registered State.

g) There are three possible transitions from the Deregister Initiated State:

1) the first is the indication of a notification, NOTIFY Indication, and shall lead
back to the Deregister Initiated State;

2) the second is the indication of an error, NOTIFY_ERROR Indication, and shall
lead to the final state;

3) the third transition is the indication of an acknowledgement,
DEREGISTER_ACK Indication, and shall lead to the final state.

CCSDS 521.0-P-2.0 Page 3-76 May 2022



DRAFT CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.5.6.10.3 Broker Side (Related to the Consumer)

Figure 3-23 shows the broker to consumer state chart for the PUBLISH-SUBSCRIBE
pattern:

REGISTER Indication

Register Initiated ReRegister Initiated

REGISTER_ERROR Request

O

REGISTER_ACK Request REGISTER_ACK Request

i REGISTER Indication
NOTIFY Request / Registered V

J NOTIFY_ERROR Req@

DEREGISTER Indication

Deregister Initiated

DEREGISTER_ACK Request

Figure 3-23: PUBLISH-SUBSCRIBE Broker to Consumer State Chart

a) The state chart applies to a single subscription for a single consumer. The state chart
shall be replicated for each consumer and for each subscription.

b) The initial transition is triggered by the primitive REGISTER Indication and shall
lead to the Register Initiated State.

c) There are two possible transitions from the Register Initiated State:

1) the first is the triggering of an acknowledgement, REGISTER_ACK Request,
and shall lead to the Registered State;
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2) the second is the triggering of an error, REGISTER_ERROR Request, and shall
lead to the final state.

d) There are four possible transitions from the Registered State;

1) the first is the triggering of a notification, NOTIFY Request, and shall lead back
to the Registered State;

2) the second is the triggering of an error, NOTIFY_ERROR Request, and shall
lead to the final state;

3) the third transition shall be triggered by the primitive DEREGISTER Indication
and shall lead to the Deregister Initiated State;

4) the fourth transition shall be triggered by the primitive REGISTER Indication
and shall lead to the ReRegister Initiated State.

e) There are two possible transitions from the ReRegister Initiated State:

1) the first is the triggering of an acknowledgement, REGISTER_ACK Request,
and shall lead to the Registered State;

2) the second is the triggering of an error, REGISTER_ERROR Request, and shall
lead to the final state.

f) There is only one possible transition from the Deregister Initiated State; it is the
triggering of an acknowledgement, DEREGISTER_ACK Request, and shall lead to
the final state.+
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3.5.6.10.4 Provider Side

Figure 3-24 shows the provider side state chart for the PUBLISH-SUBSCRIBE pattern:

PUBLISH_REGISTER Request

PUBLISH_REGISTER_ERROR Indication ( ReRegister Initiated

PUBLISH_REGISTER_ACK Indication
PUBLISH_REGISTER_ACK Indication

Register Initiated

]

PUBLISH_ERROR Indication

PUBLISH_REGISTER
—Request

; PUBLISH_ERROR Indication

Registered
PUBLISH Request

PUBLISH_DEREGISTER Request

Deregister Initiated "\ pyg| |SH_ERROR Indication

]

PUBLISH_DEREGISTER_ACK Indication

Figure 3-24: PUBLISH-SUBSCRIBE Provider State Chart

a) The state chart applies to a single provider. The state chart shall be replicated for
each provider.

b) The initial transition is triggered by the primitive PUBLISH_REGISTER Request
and shall lead to the Register Initiated State.

c) There are two possible transitions from the Register Initiated State:

1) the first is the indication of an acknowledgement, PUBLISH_REGISTER_ACK
Indication, and shall lead to the Registered State;

2) the second is the indication of an error, PUBLISH REGISTER_ERROR
Indication, and shall lead to the final state.
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d) There are four possible transitions from the Registered State:

1) the first is the triggering of a publish, PUBLISH Request, and shall lead back to
the Registered State;

2) the second is the indication of an error, PUBLISH_ERROR Indication, and
shall lead back to the Registered State;

3) the third transition shall be triggered by the primitive PUBLISH_REGISTER
Request and shall lead to the ReRegister Initiated State;

4) the  fourth  transition shall be  triggered Dby the  primitive
PUBLISH_DEREGISTER Request and shall lead to the Deregister Initiated
State.

e) There are three possible transitions from the ReRegister Initiated State:

1) The first is the indication of an acknowledgement, PUBLISH_REGISTER_ACK
Indication, and shall lead to the Registered State.

2) The second is  the indication of a registration error,
PUBLISH_REGISTER_ERROR Indication, and shall lead to the final state.

3) The third is the indication of a publish error, PUBLISH_ERROR Indication,
and shall lead back to the Re-Registered State. In this case the
PUBLISH_ERROR Message will have been sent before the
PUBLISH_REGISTER Message was received by the broker and therefore
forms part of the previous subscription.

f) There are two possible transitions from the Deregister Initiated State:

1) the first is the indication of an acknowledgement,
PUBLISH_DEREGISTER_ACK Indication, and shall lead to the final state;

2) the second is the indication of a publish error, PUBLISH_ERROR Indication,
and shall lead back to the Deregister Initiated State.
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3.5.6.10.5 Broker Side (Related to the Provider)

Figure 3-25 shows the broker to provider state chart for the PUBLISH-SUBSCRIBE pattern:

PUBLISH_REGISTER Indication

Publish Register \ PUBLISH_REGISTER_ERROR Request (Publish ReRegister

Initiated \@ Initiated
PUBLISH_REGISTER_ACK Request
\ PUBLISH_REGISTER_ACK Request
/PUBUSH_REGlSTER Indication

PUBLISH Indication [ Publish Initiated

[

]

\ / PUBLISH_ERROR Request

PUBLISH_DEREGISTER Indication

Publish Deregister
Initiated

PUBLISH_DEREGISTER_ACK Request

Figure 3-25: PUBLISH-SUBSCRIBE Broker to Provider State Chart

a) The state chart applies to a single provider. The state chart shall be replicated for
each provider.

b) The initial transition is triggered by the primitive PUBLISH_REGISTER
Indication and shall lead to the Publish Register Initiated State.

c) There are two possible transitions from the Publish Register Initiated State:

1) the first is the triggering of an acknowledgement, PUBLISH_REGISTER_ACK
Request, and shall lead to the Publish Initiated State;
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2) the second is the triggering of an error, PUBLISH REGISTER_ERROR
Request, and shall lead to the final state.

There are four possible transitions from the Publish Initiated State:

1) the first is the indication of a publish, PUBLISH Indication, and shall lead back
to the Publish Initiated State;

2) the second is the triggering of an error, PUBLISH_ERROR Request, and shall
lead back to the Publish Initiated State

3) the third transition shall be triggered by the primitive PUBLISH_DEREGISTER
Indication and shall lead to the Publish Deregister Initiated State;

4) the fourth transition shall be triggered by the primitive PUBLISH_REGISTER
Indication and shall lead to the Publish ReRegister Initiated State.

There are two possible transitions from the Publish ReRegister Initiated State:

1) the first is the triggering of an acknowledgement, PUBLISH_REGISTER_ACK
Request, and shall lead to the Publish Initiated State;

2) the second is the triggering of an error, PUBLISH REGISTER_ERROR
Request, and shall lead to the final state.

There is only one possible transition from the Publish Deregister Initiated State; it
is the triggering of an acknowledgement, PUBLISH DEREGISTER_ACK
Request, and shall lead to the final state.

3.5.6.11 Requests and Indications

3.5.6.11.1 REGISTER

3.5.6.11.1.1 Function

a)

b)

The REGISTER Request primitive shall be used by the consumer application to
initiate a PUBSUB Interaction with a subscription or to update an existing
subscription for the specified subscription identifier.

The REGISTER Indication primitive shall be used by the broker MAL to deliver a
REGISTER Message to a broker and initiate a PUBSUB Interaction or to update an
existing subscription for the specified subscription identifier.

3.5.6.11.1.2 Semantics

REGISTER Request and REGISTER Indication shall provide parameters as follows:

(REGISTER Message Header, Subscription, QoS properties)
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3.5.6.11.1.3 When Generated

a)

b)

A REGISTER Request may be used by the consumer application at any time to start
a new subscription or when the consumer MAL is in the Registered State to update
an existing subscription.

A REGISTER Indication shall be generated by the broker MAL for a new
subscription or when the broker MAL is in the Registered State for existing
subscriptions for that consumer upon reception of a REGISTER Message, once
checked via the Access Control interface, from a consumer.

3.5.6.11.1.4 Effect on Reception

a)

b)

9)

Reception of a REGISTER Request shall, once checked via the Access Control
interface, cause the consumer MAL to initiate a PUBSUB Interaction by transmitting
a REGISTER Message to the broker for a new subscription.

The consumer MAL shall enter the Register Initiated State in this case.

If the consumer MAL is in the Registered State, reception of a REGISTER
Request shall, once checked via the Access Control interface, cause the consumer
MAL to update the subscription by transmitting a REGISTER Message to the
broker.

The consumer MAL shall enter the ReRegister Initiated State in this case.

On reception of a REGISTER Message by the broker MAL, once the message has
been checked via the Access Control interface, the broker MAL shall enter the
Register Initiated State if this is the first message in a new PUBSUB Interaction or
enter the ReRegister Initiated State if currently in the Registered State and then
pass a REGISTER Indication to the broker.

The broker shall store the subscription of the consumer or update an existing
subscription from the same consumer if the subscription identifier is already used by
that consumer.

The broker shall start processing the subscription at this point.

3.5.6.11.1.5 Message Header

a)

b)

For the REGISTER Message the message header fields shall be as defined in 3.4
except for the fields in table 3-34.

The contents of the Subscription structure, as specified in the operation template,
shall immediately follow the message header.
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Table 3-34: REGISTER Message Header Fields

Field Value
YURIFrom Consumer-JR}
Authentication Id Consumer Authentication Identifier
URITo Broker-UR1
Interaction Type PUBSUB
Interaction Stage 1
Transaction Id Provided by consumer MAL

3.5.6.11.2 REGISTER_ACK

3.5.6.11.2.1 Function

a) The REGISTER_ACK Request primitive shall be used by the broker to
acknowledge a PUBSUB Interaction subscription.

b) The REGISTER_ACK Indication primitive shall be used by the consumer MAL to
deliver a REGISTER_ACK Message to a consumer.

3.5.6.11.2.2 Semantics

REGISTER_ACK Request and REGISTER_ACK Indication shall provide parameters as
follows:

(REGISTER_ACK Message Header, QoS properties)

3.5.6.11.2.3 When Generated

a) A REGISTER_ACK Request shall be used by the broker with the broker MAL in
either the Register Initiated State or ReRegister Initiated State to acknowledge the
successful registration by a consumer in a PUBSUB Interaction.

b) A REGISTER_ACK Indication shall be generated by the consumer MAL in either
the Register Initiated State or ReRegister Initiated State upon reception of a
REGISTER_ACK Message, once checked via the Access Control interface, from a
broker.

3.5.6.11.2.4 Effect on Reception

a) Reception of a REGISTER_ACK Request shall, once checked via the Access
Control interface, cause the broker MAL to transmit the supplied acknowledgement
as a REGISTER_ACK Message to the consumer.
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b) A broker MAL in the Register Initiated State or ReRegister Initiated State shall
enter the Registered State.

c) On reception of a REGISTER_ACK Message by the consumer MAL, once the
message has been checked via the Access Control interface, the consumer MAL shall
enter the Registered State and pass a REGISTER_ACK Indication to the consumer
application.

3.5.6.11.2.5 Message Header

For the REGISTER_ACK Message the message header fields shall be as defined in 3.4
except for the fields in table 3-35.

Table 3-35: REGISTER_ACK Message Header Fields

Field Value
URFFrom Broker-UR1
Authentication Id Broker Authentication Identifier
URITo Consumer-URt
QosSlevel QoS level from first REGISTER message
Priority Priority from first REGISTER message
Interaction Type PUBSUB
Interaction Stage 2
Transaction Id Transaction Id from initial message

3.5.6.11.3 REGISTER_ERROR

3.5.6.11.3.1 Function

a) The REGISTER_ERROR Request primitive shall be used by the broker to reject a
subscription request and end a PUBSUB Interaction with an error.

b) The REGISTER_ERROR Indication primitive shall be used by the consumer MAL
to deliver a REGISTER_ERROR Message to a consumer.

3.5.6.11.3.2 Semantics

REGISTER_ERROR Request and REGISTER_ERROR Indication shall provide
parameters as follows:

(REGISTER_ERROR Message Header, Error Number, Extra Information, QoS properties)
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3.5.6.11.3.3 When Generated

a)

b)

c)

A REGISTER_ERROR Request shall be used by the broker with the broker MAL
in either the Register Initiated State or ReRegister Initiated State to reject a
register request.

The broker may reject the register attempt for one of the following reasons:

1) More subscriptions than the broker can support shall cause a TOO_MANY error
to be sent. The extra information field of the error contains an Integer which
provides the maximum number of subscriptions supported.

2) Shutdown, the broker is shutting down. A SHUTDOWN error message shall be
returned.

3) Internal error, the broker has experienced an internal error. An INTERNAL error
message shall be returned.

4) UNKNOWN shall not be generated for subscriptions that identify keys that have
not been currently registered by a publisher. This is because the consumer cannot
know what entities are currently provided and which providers are currently
registered.

A REGISTER_ERROR Indication shall be generated by the consumer MAL in
either the Register Initiated State or ReRegister Initiated State upon one of two
events:

1) the reception of a REGISTER_ERROR Message, once checked via the Access
Control interface, from a broker;

2) an error raised by the local communication layer.

3.5.6.11.3.4 Effect on Reception

a)

b)
c)

Reception of a REGISTER_ERROR Request shall, once checked via the Access
Control interface, cause the broker MAL to transmit a REGISTER_ERROR
Message to the consumer.

The pattern shall end at this point for the broker.

On reception of a REGISTER_ERROR Message by the consumer MAL, once the
message has been checked via the Access Control interface, the consumer MAL shall
end the interaction by passing the error to the consumer application.
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3.5.6.11.3.5 Message Header

a) For the REGISTER_ERROR Message the message header fields shall be the same
as for the REGISTER_ACK Message except for the “Is Error Message’ field which
is set to TRUE.

b) The Error information shall immediately follow the message header.

3.5.6.11.4 PUBLISH_REGISTER

3.5.6.11.4.1 Function

a) The PUBLISH_REGISTER Request primitive shall be used by the provider
application to initiate a PUBSUB Interaction with the list of entities being published
or to update an existing list.

b) The PUBLISH_REGISTER Indication primitive shall be used by the broker MAL
to deliver a PUBLISH_REGISTER Message to a broker and initiate a PUBSUB
Interaction or to update an existing publish list if one exists for the specified provider.

3.5.6.11.4.2 Semantics

PUBLISH_REGISTER Request and PUBLISH_REGISTER Indication shall provide
parameters as follows:

(PUBLISH_REGISTER Message Header, List<Entitylkey>,-Qo0S properties)

3.5.6.11.4.3 When Generated

a) A PUBLISH_REGISTER Request may be generated by the provider application at
any time to start a publishing session or when the provider MAL is already in the
Registered State to update an existing publish list.

b) A PUBLISH_REGISTER Indication shall be generated by the broker MAL if a
new publisher is detected or in the Publish Registered State for the provider upon
reception of a PUBLISH_REGISTER Message, once checked via the Access
Control interface, from a provider.

3.5.6.11.4.4 Effect on Reception

a) Reception of a PUBLISH_REGISTER Request shall, once checked via the Access
Control interface, cause the provider MAL to initiate a PUBSUB Interaction by
transmitting a PUBLISH_REGISTER Message to the broker.

b) The provider MAL shall enter the Register Initiated State in this case.
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c) If the provider MAL is already in the Registered State, reception of a
PUBLISH_REGISTER Request shall, once checked via the Access Control

interface, cause the provider MAL to update—the—publishing—Hst—by

d) The provider MAL shall enter the ReRegister Initiated State in this case.

e) On reception of a PUBLISH_REGISTER Message by the broker MAL, once the
message has been checked via the Access Control interface, the broker MAL shall
enter the Publish Register Initiated State if this is the first message in a new
PUBSUB Interaction with the provider or enter the Publish ReRegister Initiated
State if currently in the Publish Registered State with that provider and then pass a
PUBLISH_REGISTER Indication to the broker.

3.5.6.11.4.5 Message Header

For the PUBLISH_REGISTER Message the message header fields shall be as defined in
3.4 except for the fields in table 3-36.

Table 3-36: PUBLISH_REGISTER Message Header Fields

URLFrom Provider-JR}
Authentication Id Provider Authentication Identifier
URTo Broker-URl
Interaction Type PUBSUB
Interaction Stage 3
Transaction Id Provided by provider MAL

3.5.6.11.5 PUBLISH_REGISTER_ACK

3.5.6.11.5.1 Function

a) The PUBLISH_REGISTER_ACK Request primitive shall be used by the broker to
acknowledge a PUBSUB Interaction publish list from a provider.

b) The PUBLISH_REGISTER_ACK Indication primitive shall be used by the
provider MAL to deliver a PUBLISH_REGISTER_ACK Message to a provider.
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3.5.6.11.5.2 Semantics

PUBLISH_REGISTER_ACK Request and PUBLISH_REGISTER_ACK Indication
shall provide parameters as follows:

(PUBLISH_REGISTER Message Header, QoS properties)

3.5.6.11.5.3 When Generated

a)

A PUBLISH_REGISTER_ACK Request shall be used by the broker with the
broker MAL in either the Publish Register Initiated State or Publish ReRegister
Initiated State to acknowledge the successful registration by a provider in a
PUBSUB Interaction.

b) A PUBLISH_REGISTER_ACK Indication shall be generated by the provider

MAL in either the Register Initiated State or ReRegister Initiated State upon
reception of a PUBLISH_REGISTER_ACK Message, once checked via the Access
Control interface, from a broker.

3.5.6.11.5.4 Effect on Reception

a)

b)

Reception of a PUBLISH_REGISTER_ACK Request shall, once checked via the
Access Control interface, cause the broker MAL to transmit the supplied
acknowledgement as a PUBLISH_REGISTER_ACK Message to the provider.

A broker MAL in the Publish Register Initiated State or Publish ReRegister
Initiated State shall then enter the Registered State.

On reception of a PUBLISH_REGISTER_ACK Message by the provider MAL,
once the message has been checked via the Access Control interface, the provider
MAL shall enter the Registered State and pass a PUBLISH_REGISTER_ACK
Indication to the provider application.
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3.5.6.11.5.5 Message Header

For the PUBLISH_REGISTER_ACK Message the message header fields shall be as
defined in 3.4 except for the fields in table 3-37.

Table 3-37: PUBLISH_REGISTER_ACK Message Header Fields

Field Value
URFFrom Broker-UR1
Authentication Id Broker Authentication Identifier
URLTo Provider-JR}
QosSlevel QoS level from first PUBLISH_REGISTER message
Priority Priority from first PUBLISH_REGISTER message
Interaction Type PUBSUB
Interaction Stage 4
Transaction Id Transaction Id from provider register message

3.5.6.11.6 PUBLISH_REGISTER_ERROR

3.5.6.11.6.1 Function

a) The PUBLISH_REGISTER_ERROR Request primitive shall be used by the
broker to reject a publish registration request from a provider and end a PUBSUB
Interaction with an error.

b) The PUBLISH_REGISTER_ERROR Indication primitive shall be used by the
provider MAL to deliver a PUBLISH_REGISTER_ERROR Message to a
provider.

3.5.6.11.6.2 Semantics

PUBLISH_REGISTER_ERROR Request and PUBLISH_REGISTER_ERROR
Indication shall provide parameters as follows:

(PUBLISH_REGISTER_ERROR Message Header, Error Number, Extra Information, QoS
properties)

3.5.6.11.6.3 When Generated

a) A PUBLISH_REGISTER_ERROR Request shall be used by the broker with the
broker MAL in either the Publish Register Initiated State or Publish ReRegister
Initiated State to reject a register request.
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b) The broker may reject the register attempt for one of the following reasons:

1) More providers than the broker can support shall cause a TOO_MANY error to
be sent. The extra information field of the error contains an Integer which
provides the maximum number of providers supported.

2) Shutdown, the broker is shutting down. A SHUTDOWN error message shall be
returned.

3) Internal error, the broker has experienced an internal error. An INTERNAL error
message shall be returned.

c) A PUBLISH _REGISTER_ERROR Indication shall be generated by the provider
MAL in either the Register Initiated State or ReRegister Initiated State upon one
of two events:

1) the reception of a PUBLISH_REGISTER_ERROR Message, once checked via
the Access Control interface, from a broker;

2) an error raised by the local communication layer.

3.5.6.11.6.4 Effect on Reception

a) Reception of a PUBLISH_REGISTER_ERROR Request shall, once checked via
the Access Control interface, cause the broker MAL to transmit a
PUBLISH_REGISTER_ERROR Message to the provider.

b) The pattern shall end at this point for the broker.

c) On reception of a PUBLISH_REGISTER_ERROR Message by the provider MAL,
once the message has been checked via the Access Control interface, the provider
MAL shall end the interaction by passing the error indication to the provider
application.

3.5.6.11.6.5 Message Header

a) For the PUBLISH_REGISTER_ERROR Message the message header fields shall
be the same as for the PUBLISH_REGISTER_ACK Message except for the ‘Is
Error Message’ field which is set to TRUE.

b) The Error information structure shall immediately follow the message header.

3.5.6.11.7 PUBLISH

3.5.6.11.7.1 Function

a) The PUBLISH Request primitive shall be used by the provider to publish a-tst-of
entity-updatesan entity update.
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b) The PUBLISH Indication primitive shall be used by the broker MAL to deliver a
PUBLISH Message to a broker.

3.5.6.11.7.2 Semantics

PUBLISH Request and PUBLISH Indication shall provide parameters as follows:

3.5.6.11.7.3 When Generated

a) A PUBLISH Request shall be used by the provider with the provider MAL in the
Registered State to publish a-list-of-entity-updatesan entity update.

b) A PUBLISH Indication shall be generated by the broker MAL in the Publish
Initiated State upon reception of a PUBLISH Message, once checked via the
Access Control interface, from a provider.

3.5.6.11.7.4 Effect on Reception

a) Reception of a PUBLISH Request shall, once checked via the Access Control
interface, cause the provider MAL to transmit the supplied update Hst-as a PUBLISH
Message to the broker.

b) On reception of a PUBLISH Message by the broker MAL, once the message has
been checked via the Access Control interface, the broker MAL shall pass a
PUBLISH Indication to the broker application.

of registered consumers that are in the Registered State using the match rules in
3.5.6.4.

d) The matched updates shall be transmitted to the relevant consumers by the broker
using a NOTIFY Request.

3.5.6.11.7.5 Message Header

a) For the PUBLISH Message the message header fields shall be as defined in 3.4
except for the fields in table 3-38.
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b) The contents of the message body, as specified in the operation template, shall
immediately follow the message header.

Table 3-38: PUBLISH Message Header Fields

URLFrom Provider-JR}
Authentication Id Provider Authentication Identifier
URTo Broker-URl
Interaction Type PUBSUB
Interaction Stage 5
Transaction Id Transaction Id from provider register message

3.5.6.11.8 PUBLISH_ERROR

3.5.6.11.8.1 Function

a) The PUBLISH_ERROR Request primitive shall be used by the broker to reject a
publish request from a provider.

b) The PUBLISH_ERROR Indication primitive shall be used by the provider MAL to
deliver a PUBLISH_ERROR Message to a provider.

3.5.6.11.8.2 Semantics

PUBLISH_ERROR Request and PUBLISH_ERROR Indication shall provide parameters
as follows:

(PUBLISH_ERROR Message Header, Error Number, Extratnformation-QoS properties)

3.5.6.11.8.3 When Generated

a) A PUBLISH_ERROR Request shall be used by the broker with the broker MAL in
the Publish Initiated State to reject a publish request.

b) The broker may reject the publish attempt for one of the following reasons:

1) Unknown provider: a provider has not previously registered for publishing. An
INCORRECT_STATE error message shall be returned.
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3) Shutdown: the broker is shutting down. A SHUTDOWN error message shall be
returned.

4) Internal error: the broker has experienced an internal error. An INTERNAL error
message shall be returned.

c) Communications/Encoding/Access Control errors shall be returned to a provider
using this error message. This allows a provider to receive notification of underlying
errors without the publishing overhead of acknowledging each PUBLISH Message.

d) A PUBLISH_ERROR Indication shall be generated by the provider MAL in either
the ReRegister Initiated State, Registered State or Deregister Initiated State upon
one of two events:

1) the reception of a PUBLISH_ERROR Message, once checked via the Access
Control interface, from a broker;

2) an error raised by the local communication layer.

3.5.6.11.8.4 Effect on Reception

a) Reception of a PUBLISH_ERROR Request shall, once checked via the Access
Control interface, cause the broker MAL to transmit a PUBLISH_ERROR Message
to the provider.

b) On reception of a PUBLISH_ERROR Message by the provider MAL, once the
message has been checked via the Access Control interface, the provider MAL shall
pass the error indication to the provider application.

3.5.6.11.8.5 Message Header

a) For the PUBLISH_ERROR Message the message header fields shall be the same as
for the PUBLISH Message except for the fields in table 3-39.

b) In the case where an error is being return without a previous PUBLISH_REGISTER
message, the QoSlevel, Priority, and Transaction Identifier shall be taken from the
PUBLISH message.

c) The Error information shall immediately follow the message header.
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Table 3-39: PUBLISH_ERROR Message Header Fields

URIFrom Broker-URt
Authentication Id Broker Authentication Identifier
URETo Provider-JR}
QosSlevel QoS level from first PUBLISH_REGISTER message
Priority Priority from first PUBLISH_REGISTER message
Is Error Message TRUE

3.5.6.11.9 NOTIFY

3.5.6.11.9.1 Function

a) The NOTIFY Request primitive shall be used by the broker to transmit a-tst-of
entity-updatesan entity update to a consumer.

b) The NOTIFY Indication primitive shall be used by the consumer MAL to deliver a
NOTIFY Message to a consumer.

3.5.6.11.9.2 Semantics

NOTIFY Request and NOTIFY Indication shall provide parameters as follows:

H 1 )

3.5.6.11.9.3 When Generated

a) A NOTIFY Request shall be used by the broker with the broker MAL in the
Registered State to transmit a-tst-efan entity updates from a provider PUBLISH
Message to a consumer.

b) A NOTIFY Indication shall be generated by the consumer MAL in either the
ReRegister Initiated State, Registered State or Deregister Initiated State upon
reception of a NOTIFY Message, once checked via the Access Control interface,
from a broker.
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3.5.6.11.9.4 Effect on Reception

a) Reception of a NOTIFY Request shall, once checked via the Access Control
interface, cause the broker MAL to transmit the supplied subscription update hstas a
NOTIFY Message to the consumer.

b) On reception of a NOTIFY Message by the consumer MAL, once the message has
been checked via the Access Control interface, the consumer MAL shall pass a
NOTIFY Indication to the consumer application.

3.5.6.11.9.5 Message Header

a) For the NOTIFY Message the message header fields shall be as defined in 3.4 except
for the fields in table 3-40.

b) The contents of the subscription update, as specified in the operation template, shall
immediately follow the message header.

c) The transaction identifier shall be the same as in the initial register message that
created the first subscription. If several register requests have been sent for the same
subscription (without any deregister requests in between), the transaction identifier of
the first request shall be used.

Table 3-40: NOTIFY Message Header Fields

Field Value
URIFrom Broker-UR}
Authentication Id Broker Authentication Identifier
URITo Consumer-URi
QoSlevel QoS level from first REGISTER message
Priority Priority from first REGISTER message
Interaction Type PUBSUB
Interaction Stage 6
Transaction Id Transaction Id from consumer register message

3.5.6.11.10 NOTIFY_ERROR

3.5.6.11.10.1 Function

a) The NOTIFY_ERROR Request primitive shall be used by the broker to inform a
consumer of an error and end a PUBSUB Interaction.

b) The NOTIFY_ERROR Indication primitive shall be used by the consumer MAL to
deliver a NOTIFY_ERROR Message to a consumer.

CCSDS 521.0-P-2.0 Page 3-96 May 2022



DRAFT CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.5.6.11.10.2 Semantics

NOTIFY_ERROR Request and NOTIFY_ERROR Indication shall provide parameters as
follows:

(NOTIFY_ERROR Message Header, Error Number, Extra-tnformation-QoS properties)

3.5.6.11.10.3 When Generated

a) A NOTIFY_ERROR Request shall be used by the broker with the broker MAL in
the Registered State to inform a consumer of an error.

b) The broker may send an error for one of the following reasons:

1) Shutdown: the broker is shutting down. A SHUTDOWN error message shall be
returned.

2) Internal error: the broker has experienced an internal error. An INTERNAL error
message shall be returned.

c) A NOTIFY_ERROR Indication shall be generated by the consumer MAL in either
the ReRegister Initiated State, Registered State or Deregister Initiated State upon
one of two events:

1) the reception of a NOTIFY_ERROR Message, once checked via the Access
Control interface, from a broker;

2) an error raised by the local communication layer.

3.5.6.11.10.4 Effect on Reception

a) Reception of a NOTIFY_ERROR Request shall, once checked via the Access
Control interface, cause the broker MAL to transmit a NOTIFY_ERROR Message
to the consumer.

b) The pattern shall end at this point for the broker.

c) On reception of a NOTIFY_ERROR Message by the consumer MAL, once the
message has been checked via the Access Control interface, the consumer MAL shall
end the interaction by passing the error to the consumer application.

3.5.6.11.10.5 Message Header

a) For the NOTIFY_ERROR Message the message header fields shall be the same as
for the NOTIFY Message except for the ‘Is Error Message’ field which is set to
TRUE.

b) The Error information shall immediately follow the message header.

CCSDS 521.0-P-2.0 Page 3-97 May 2022



DRAFT CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.5.6.11.11 DEREGISTER

3.5.6.11.11.1 Function

a) The DEREGISTER Request primitive shall be used by the consumer to end
subscriptions for the specified subscription identifiers.

b) The DEREGISTER Indication primitive shall be used by the broker MAL to deliver
a DEREGISTER Message to a broker and end existing subscriptions for the
specified subscription identifiers.

3.5.6.11.11.2 Semantics

DEREGISTER Request and DEREGISTER Indication shall provide parameters as
follows:

(DEREGISTER Message Header, List<ldentifier>, QoS properties)

3.5.6.11.11.3 When Generated

a) A DEREGISTER Request shall be used by the consumer application with the
consumer MAL in the Registered State at any time to end a subscription.

b) A DEREGISTER Indication shall be generated by the broker MAL in the
Registered State upon reception of a DEREGISTER Message, once checked via
the Access Control interface, from a consumer.

3.5.6.11.11.4 Effect on Reception

a) Reception of a DEREGISTER Request shall, once checked via the Access Control
interface, cause the consumer MAL in the Registered State to end the set of
subscriptions by transmitting a DEREGISTER Message to the broker.

b) The consumer MAL shall enter the Deregister Initiated State for each identified
subscription.

c) On reception of a DEREGISTER Message by the broker MAL, once the message
has been checked via the Access Control interface, the broker MAL shall enter the
Deregister Initiated State for each of the identified subscriptions and pass a
DEREGISTER Indication to the broker.

d) The broker shall then remove the specified subscriptions of the consumer.
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3.5.6.11.11.5 Message Header

a) For the DEREGISTER Message the message header fields shall be as defined in 3.4
except for the fields in table 3-41.

b) The contents of the subscription Identifier list, as specified in the operation template,
shall immediately follow the message header.

Table 3-41: DEREGISTER Message Header Fields

Field Value
YURF-From Consumer-URt
Authentication Id Consumer Authentication Identifier
URITo Broker-UR1
Interaction Type PUBSUB
Interaction Stage 7
Transaction Id Provided by consumer MAL

3.5.6.11.12 DEREGISTER_ACK

3.5.6.11.12.1 Function

a) The DEREGISTER_ACK Request primitive shall be used by the broker to
acknowledge the termination of a PUBSUB Interaction subscription by the consumer.

b) The DEREGISTER_ACK Indication primitive shall be used by the consumer MAL
to deliver a DEREGISTER_ACK Message to a consumer.
3.5.6.11.12.2 Semantics

DEREGISTER_ACK Request and DEREGISTER_ACK Indication shall provide
parameters as follows:

(DEREGISTER_ACK Message Header, QoS properties)

3.5.6.11.12.3 When Generated

a) A DEREGISTER_ACK Request shall be used by the broker with a broker MAL in
the Deregister Initiated State to acknowledge the successful deregistration by a
consumer of a set of subscriptions in a PUBSUB Interaction.
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b) A DEREGISTER_ACK Indication shall be generated by the consumer MAL in the
Deregister Initiated State upon reception of a DEREGISTER_ACK Message,
once checked via the Access Control interface, from a broker.

3.5.6.11.12.4 Effect on Reception

a) Reception of a DEREGISTER_ACK Request shall, once checked via the Access
Control interface, cause the broker MAL to transmit a DEREGISTER_ACK
Message to the consumer.

b) The interaction shall end at this point for the broker for each of the identified
subscriptions.

c) On reception of a DEREGISTER_ACK Message by the consumer MAL in the
Deregister Initiated State, once the message has been checked via the Access
Control interface, the consumer MAL shall pass the DEREGISTER_ACK
Indication to the consumer application.

d) The interaction shall end here for the consumer for the set of subscriptions in the
initiating DEREGISTER Message.
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3.5.6.11.12.5 Message Header

For the DEREGISTER_ACK Message the message header fields shall be as defined in 3.4
except for the fields in table 3-42.

Table 3-42: DEREGISTER_ACK Message Header Fields

Field Value
URLFrom Broker-UR1
Authentication Id Broker Authentication Identifier
URITo Consumer-URt
QosSlevel QoS level from first REGISTER message
Priority Priority from first REGISTER message
Interaction Type PUBSUB
Interaction Stage 8
Transaction Id Transaction Id from initial message

3.5.6.11.13 PUBLISH_DEREGISTER

3.5.6.11.13.1 Function

a) The PUBLISH_DEREGISTER Request primitive shall be used by the provider to
end a PUBSUB Interaction.

b) The PUBLISH_DEREGISTER Indication primitive shall be used by the broker
MAL to deliver a PUBLISH_DEREGISTER Message to a broker and end a
PUBSUB Interaction for the specified provider.

3.5.6.11.13.2 Semantics

PUBLISH DEREGISTER Request and PUBLISH _DEREGISTER Indication shall
provide parameters as follows:

(PUBLISH_DEREGISTER Message Header, QoS properties)

3.5.6.11.13.3 When Generated

a) A PUBLISH _DEREGISTER Request shall be used by the provider application
with the provider MAL in the Registered State to end the interaction.

b) A PUBLISH_DEREGISTER Indication shall be generated by the broker MAL in
the Publish Initiated State upon reception of a PUBLISH_DEREGISTER
Message, once checked via the Access Control interface, from a provider.

CCSDS 521.0-P-2.0 Page 3-101 May 2022



DRAFT CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

3.5.6.11.13.4 Effect on Reception

a) Reception of a PUBLISH _DEREGISTER Request shall, once checked via the
Access Control interface, cause the provider MAL in the Registered State to request

the end of the interaction by transmitting a PUBLISH_DEREGISTER Message to
the broker.

b) The provider MAL shall enter the Deregister Initiated State.

¢) On reception of a PUBLISH _DEREGISTER Message by the broker MAL, once the
message has been checked via the Access Control interface, the broker MAL shall
enter the Publish Deregister Initiated State.

d) The broker shall then remove the provider from the list of allowed publishers.

3.5.6.11.13.5 Message Header

For the PUBLISH_DEREGISTER Message the message header fields shall be as defined
in 3.4 except for the fields in table 3-43.

Table 3-43: PUBLISH_DEREGISTER Message Header Fields

Field Value
URIFrom Provider-JR}
Authentication Id Provider Authentication Identifier
URITo Broker-UR1
Interaction Type PUBSUB
Interaction Stage 9
Transaction Id Provided by provider MAL

3.5.6.11.14 PUBLISH_DEREGISTER_ACK

3.5.6.11.14.1 Function

a) The PUBLISH_DEREGISTER_ACK Request primitive shall be used by the
broker to acknowledge the termination of a PUBSUB Interaction by the provider.

b) The PUBLISH _DEREGISTER_ACK Indication primitive shall be used by the

provider MAL to deliver a PUBLISH DEREGISTER_ACK Message to a
provider.
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3.5.6.11.14.2 Semantics

PUBLISH_DEREGISTER_ACK Request and PUBLISH DEREGISTER_ACK
Indication shall provide parameters as follows:

(PUBLISH_DEREGISTER_ACK Message Header, QoS properties)

3.5.6.11.14.3 When Generated

a)

b)

A PUBLISH_DEREGISTER_ACK Request shall be used by the broker with the
broker MAL in the Publish Deregister Initiated State to acknowledge the
successful deregistration by a provider in a PUBSUB Interaction.

A PUBLISH_DEREGISTER_ACK Indication shall be generated by the provider
MAL in the Deregister |Initiated State upon reception of a
PUBLISH_DEREGISTER_ACK Message, once checked via the Access Control
interface, from a broker.

3.5.6.11.14.4 Effect on Reception

a)

b)

d)

Reception of a PUBLISH_DEREGISTER_ACK Request shall, once checked via
the Access Control interface, cause the broker MAL to transmit the supplied
acknowledgement as a PUBLISH_DEREGISTER_ACK Message to the provider.

The interaction shall end at this point for the broker.

On reception of a PUBLISH_DEREGISTER_ACK Message by the provider MAL in
the Deregister Initiated State, once the message has been checked via the Access
Control interface, the provider MAL shall pass the PUBLISH_DEREGISTER_ACK
Indication to the provider application.

The interaction shall end here for the provider.
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3.5.6.11.14.5 Message Header

For the PUBLISH_DEREGISTER_ACK Message the message header fields shall be as
defined in 3.4 except for the fields in table 3-44.

Table 3-44: PUBLISH_DEREGISTER_ACK Message Header Fields

URKFrom Broker-UR1
Authentication Id Broker Authentication Identifier
URITo Provider-JR}
QoSlevel QoS level from first PUBLISH_REGISTER message
Priority Priority from first PUBLISH_REGISTER message
Interaction Type PUBSUB
Interaction Stage 10
Transaction Id Transaction Id from provider deregister message

3.5.6.12 Example

The following example shows a simple example service that contains a single PUBLISH-
SUBSCRIBE operation:

testPubSub
PUBLISH-SUBSCRIBE

PUBLISH/NOTIFY
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The TestNotify structure is defined below:

TestNotify
Composite
Example Only

time Time Yes |Example Time item

value Integer Yes |Example Integer item

To register for this PUBLISH-SUBSCRIBE pattern, a consumer shall send the following
message:

Message Header

URI From | Auth Id URITo |[Timestamp| QoS Priority Domain Zone Session [Interaction| Stage Trans Id Area Service |Operation| Version Is Error

]

Subscription
List<EntityRequest>
EntityRequest EntityRequest
Subscription List<EntityKey> List<EntityKey>
List count Only Only
> EntityKey on EntityKey on
List count Change List count Change
1st 2nd 3rd 4th 1st 2nd 3rd 4th
Sub 123 2 1 A 2 0 0 False 1 A 3 0 0 True
Message Header
Interaction | Interaction ) ’ .
From [Auth Id To Timestamp Trans. Id Area Senice | Operation |Version|ls Error
Type Stage
Subscription
filters
List<SubscriptionKey>
5 subscriptionld| domain SubscriptionKey
List count keyValues
keyName [—
List count| value value
Sub123 AA.BB 1 chave 2 45 100

It contains a standard pattern body for the register message. This shall result in the following
acknowledgement message being sent:

Message Header

URIFrom[ Auth Id [ URI To [Tlmeslamp QoS ‘ Priority [ Domain ‘ Zone [Sesslon [Imeracllon[ Stage lTransId [ Area [ Service XOperallon[ Version [ Is Error

Message Header

From [Auth Id To Timestamp Interaction | Interaction Trans. Id Area Senice | Operation |Version|Is Error
Type Stage
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To publish an update on this topic a previously registered provider would send the following

message to the message broker. In this example two updates are being generated at the same
time:

Message Header

URI From | Auth Id URITo |[Timestamp| QoS Priority Domain Zone Session |Interaction| Stage Trans Id Area Service |Operation| Version Is Error

Provider SCX Broker BEST 1 AB.C GROUND LIVE PUBSUB 5 Example | Example

testl il FALSE

-

List<UpdateHeader>
UpdateHeader UpdateHeader
) EntityKey EntityKey
List count Time Source | Update Time Source | Update
> stamp URI Type 1st 2nd 3rd 4th stamp URI Type 1st 2nd 3rd 4th
2 SCX Update. A 2 1 2 SCX Update A 4 1 2
List<Boolean> List<Integer> List<TestNotify>
Test Notify Test Notify
P List count List count List count
Boolean | Boolean Integer Integer Time Value Time Value
2 False True 2 33 44 2 Today, 09:30 1234 Today, 09:30 8888
Message Header
Interaction | Interaction . ) ;
From Auth Id To Timestamp Trans. Id Area Senice | Operation | Version Is Error
Type Stage
Consumer | SC X Broker PUBSUB 5 123 Example | Example [testPubSub 1 FALSE
UpdateHeader
5 keyValues
Timestamp| Source List<AttributeValue>
List count | value value
SCX 2 paraml 6
TestNotify
Boolean Integer
g Time Value
>
FALSE 33 Today 1234
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When an update is required the following notify message will be sent from the message
broker to the consumer:

|

Message Header

URI From | Auth Id URITo [Timestamp| QoS Priority | Domain Zone Session [Interaction| Stage Trans Id Area Service |Operation| Version | Is Error
CISTROpT feader CistzBootean Cistimteger LCist<TestNotify
UpdateHeader Test Notify
Subscription .
Id List count EntityKey : . List count
N List count List count
> Time Source | Update Boolean Integer Time Value
d stamp | URI Type | 1st | 2nd | 3rd | 4th 9
Sub:123 1 SCX | Update | A 2 i 2 1 False 1 33 1 Today, 09:30"| 1234
Message Header
Interaction |Interaction . . .
From Auth Iid To Timestamp Trans. Id Area Senice | Operation | Version Is Error
Type Stage
UpdateHeader TestNotify
Subscripti keyValues
p - y Boolean Integer
5 onld Source List<AttributeValue> Time Value
List count | value value
Sub 123 SCX 2 paraml 6 FALSE 33 Today 1234

No acknowledgment of the notify message shall be sent by the consumer.

When the consumer wants to deregister, the following message would be sent:

Message Header

List<Identifier>

URI From | Auth Id

Message Header

URITo [Timestam|

List

Service |Operation | Version [ Is Error.

0S

Priorit Domain Zone Session_|Interaction| _Stage Trans Id Area

Id

1

Sub-123

List<ldentifier>

From  |Auth Id

Interaction |Interaction
Type Stage

To Timestamp Trans. Id Area Senice | Operation | Version Is Error

List count

Id

Sub 123

Which would result in the following acknowledgment being received:

l

Message Header

URI From | Auth Id

URITo [Timestam

0S Priorit Domain Zone Session_|[Interaction| Stage | Trans Id Area Service |Operation | Version | Is Error |

Message Header

From |Auth Id

Interaction | Interaction

To Timestamp Trans. Id Area Senice | Operation | Version Is Error

Type Stage

NOTE - An actual service specification, rather than the example given here, would fully
specify the meaning of, and required values of, all structures used by the service.
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3.6 ACCESS CONTROL INTERFACE

3.6.1 CHECK MESSAGE INTERACTION

3.6.1.1 Overview

The CHECK pattern is similar to the REQUEST Interaction Pattern: a MAL Message is
passed in and the Access Control component responds with a return MAL message

(figure 3-26). No acknowledgement other than the response is sent.

MAL

Access Control

seq CHECK /

CHECK

RESPONSE

L

»ﬂ

Figure 3-26: CHECK Access Control Pattern Message Sequence

3.6.1.2 Description

The CHECK pattern provides a simple request/response message exchange that is used by a
MAL implementation to perform Access Control.

NOTE - It is not expected that this pattern will be implemented via a message transport,
as it is expected to be implemented as a local API used by the MAL. It is shown
here as a pattern for consistency.

3.6.1.3 Usage

a) The CHECK pattern shall be used only by the MAL for the checking of incoming and

outgoing messages. It is not used by any other component.

b) A compliant MAL implementation shall follow the sequences defined in sections 4
and 5 of reference [1] for interacting with an access control component.

c) A broker in a Publish Subscribe pattern shall also submit any NOTIFY and PUBLISH

Messages to its Access Control component.

d) Access to sensitive data distributed via the PUBSUB pattern shall be filtered at this

point if required.

NOTE - For the restriction of sensitive data it is legitimate for a broker to integrate
the CHECK logic into the subscription matching logic.
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3.6.1.4 Error Handling

Access Control

MAL

T

. !

seq CHECK Fail / i
. CHECK :

1

1
1

ERROR

g

L
1
1
|

Figure 3-27: CHECK Access Control Pattern Error Sequence

a) The response shall be replaced with an error message (see section 5) if an error
occurs during the processing of the operation (figure 3-27).

b) Either the response or the error message shall be returned but never both.

3.6.1.5 Operation Template

The CHECK pattern template is below:

Table 3-45: CHECK Operation Template

- CHECK
MAL message

IN CHECK
ouT RESPONSE MAL message

3.6.1.6 Primitives

The pattern is not an abstract interface that provides interoperability. However, it is a
function that is required by the MAL.

Table 3-46: CHECK Primitive List

CHECK
RESPONSE
ERROR
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3.6.1.7 State Charts

No state charts are provided for this pattern. The MAL shall initiate the pattern using the
CHECK primitive and shall block until either the Response or Error Indication is received.
3.6.1.8 Requests and Indications

3.6.1.8.1 CHECK

3.6.1.8.1.1 Function

The CHECK Request primitive shall be used by the MAL to initiate a CHECK Interaction.

3.6.1.8.1.2 Semantics
CHECK Request shall provide parameters as follows:

(MAL Message, QoS properties)

3.6.1.8.1.3 When Generated

a) CHECK Request shall be generated by the MAL after reception of a message from
either the application or from a transport.

b) It is implementation and deployment specific what checks an implementation of the
Access Control component shall perform upon reception of a CHECK Request.

3.6.1.8.2 RESPONSE
3.6.1.8.2.1 Function
The RESPONSE Indication primitive shall be used by the Access Control component to
deliver a RESPONSE Message to the MAL.
3.6.1.8.2.2 Semantics
RESPONSE Indication shall provide parameters as follows:

(MAL Message, QoS properties)

3.6.1.8.2.3 When Generated

RESPONSE Indication shall be generated upon reception of a RESPONSE Message from
the Access Control component.
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3.6.1.8.2.4 Effect on Reception

a) On reception of a RESPONSE Indication the MAL shall end the interaction pattern
with success.

b) The returned message shall then be used by the MAL from that point onwards.

3.6.1.8.3 ERROR
3.6.1.8.3.1 Function

The ERROR Indication primitive shall be used by the Access Control component to end a
CHECK Interaction with an error.

3.6.1.8.3.2 Semantics
ERROR Indication shall provide parameters as follows:

(Error Number, Extra Information, QoS properties)

3.6.1.8.3.3 When Generated

a) An ERROR Indication shall be generated upon reception of an ERROR Message
from the Access Control component.

b) The Access Control component shall return AUTHENTICATION_FAIL if the
supplied message fails authentication checks. These checks are implementation and
deployment specific.

c) The Access Control component shall return AUTHORISATION_FAIL if the
authenticated supplied message fails authorisation checks. These checks are
implementation and deployment specific.

3.6.1.8.3.4 Effect on Reception

a) On reception of an ERROR Indication the MAL shall end the interaction with an
error.

b) If the Access Control error is to be transmitted to another MAL then the resultant
error message shall not be passed to the Access Control component as it originated
from that.

c) The behaviour of the MAL from this point onwards is defined in reference [1].
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MAL Transport

seq SUPPORTEI?QOS/ SUPPORTEDQOS

RESPONSE
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33—SUPPORTEBIIPHNTERACHON

MAL Transport

seq SUPPORTEDIP/
- SUPPORTEDIP

RESPONSE
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{nteractionType)
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FAA—FRANSMHTNTERACTHON

Transport

seq TRANSM'T/ TRANSMIT

ACK
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MAL Transport

TRANSMIT

i T
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35—TFRANSMHTFMULTIRPLE INTFERACTION

I 5 ) is-sirmil I .
Pattern-

MAL Transport

seq TRANSMITMULTIPLE/

TRANSMITMULTIPLE

ACK
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Transport

seq TRANSMITMULTIPLE/
TRANSMITMUI TIPI E

ERROR
< >H

May 2022
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MAL Transport

RECEIVE

;
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MAL Transport

seq RECEIVEMULTIPLE /

RECEIVEMULTIPLE

;
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Domain List<ldentifier> Domain of the object
Area Identifier Area of the object
Type Identifier Type of the object
Key Identifier Key.of the Object
Object Version Ulnteger Version of the Object, starting at 1
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3.7.3 REPRESENTATION EXAMPLE
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4 MAL DATA TYPE SPECIFICATION
41 OVERVIEW
411 GENERAL

The specification of the abstract interfaces and services details the structures passed as the
message bodies and message returns of the interaction patterns and operations. This section
details the MAL data type specification, the rules for its use with the MAL, the types and
structures it contains, and the rules allowed for the combination of these.

Other data type specification languages (such as XML Schema) may be used to specify the
message bodies in service specifications; however, support for these other data type
specification languages in a particular technology mapping may not be universal and may
limit use of a specification to specific deployments (such as ground only).

412 ABSTRACT AND CONCRETE TYPES

The MAL type specification allows the definition of two basic categories of types, the first
being abstract types, and the second being concrete types.

Abstract types are represented in a table as illustrated below:

<<Name>>
<<Extension Type Name>>

The name of the type is given in the Name field and the name of the abstract type that this
type extends is given in the ‘Extends’ field.

Concrete types are represented in a table as illustrated below:

<<Name>>
<<Extension Type Name>>
<<Short Form Part>>

Each concrete type is defined with a numerical short form part that is expected to be used by
efficient encodings when required to hold type information. Each specification that defines
types shall number each concrete type in the appropriate field starting from 1.

To avoid number conflicts between types defined in different areas/services, the absolute
short form of the type is obtained by combining the area number (as a UShort), the service

.
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In the context of the MAL specification the area number of “1” is used.

4.1.3 FUNDAMENTALS

The base type for all types and structures is Element. Two other fundamental types exist,
Composite and Attribute. Only the MAL specification (this document) is allowed to define
fundamental types.

Fundament types are represented in a table as illustrated below:

Element

414 ATTRIBUTES

Attributes are the simplest MAL type; they cannot be decomposed into any smaller elements
and are used to build more complex structures.

Only the MAL specification (this document) is allowed to define attribute types.

Attribute types are represented in a table as illustrated below:

<<Attribute Name>>
Attribute
<<Short Form Part>>

All attribute types extend the fundamental type “Attribute’. They are also defined in 4.2.4,
but the actual representation, or encoding, of them is completely dependent on the language
and transport/encoding mapping used. However, because the limits and behaviour of the
types are constant (defined here), the informational content is preserved when moving
between mappings.

For example, a Boolean value may be represented by a single bit in some encodings or by the
text strings “True/False’ in others; however, the meaning of the value is identical regardless
of the encoding used.
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415 COMPOSITES
4151 General

Composites are represented in a table as illustrated below:

TestBody
Composite
123

Firstitem String Yes |Example String item.

Secondltem Integer Yes |Example Integer item.

ExampleStructure
Composite
456

first_item String Yes |Example String item.
second_item Integer Yes |Example Integer item.
third_item TestBody Yes |Contained structure.

The ExampleStructure would decompose to a sequence of:

first_item String from ExampleStructure.
second_item Integer from ExampleStructure.
Firstitem String from contained TestBody.
Secondltem Integer from contained TestBody.

The Nullable’ column indicates whether the field is permitted to contain a Null value. If the
field is set to Yes then it is allowed to contain a Null value, if it is No then it is not.
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— an.abstract Composite can be extended by another abstract Composite;

— aconcrete Composite cannot be extended further.

AbstractComposite
Composite

Firstitem String Yes |Example String item.
Secondltem Integer Yes |Example Integer item.

ComplexStructure
AbstractComposite
345

extra_item Boolean Yes |Extra Boolean item.
second_item Integer Yes |Example Integer item.
third_item TestBody Yes |Contained structure.
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This shows that ComplexStructure can be considered an extension of AbstractComposite and
contains all the contents of AbstractComposite plus its own extra items:

Firstitem String from AbstractComposite.

Secondltem Integer from AbstractComposite.

extra_item Boolean from ComplexStructure.

second_item Integer from ComplexStructure.

Firstitem String from ComplexStructure contained TestBody.
Secondltem Integer from ComplexStructure contained TestBody.
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For example the following is permitted:

ConcreteCompositeA
Composite
654321

Someltem Attribute

Example attribute item.

the following i ttot:

ConcreteCompositeB
Composite
123456

Anotherltem |ElementTheAbstractComposite Yes |HlegalExample

Furtherltem | AbstractCompesiteMyAbstractComposite Yes |HlegalExample
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41.6 REPRESENTING ENUMERATIONS

4.1.6.1 General

Enumerations are defined sets of possible values. All enumerations are extensions of the
fundamental Element type and therefore can only be used to replace abstract Elements in
message bodies. They are represented as shown below:

ExampleEnum
789

FIRST 1 First enumeration possible value.
SECOND 2 Second enumeration value.
OTHER 3 Etc.
DELETIONLAST 4 Last enumeration
value

mappings.
4.1.6.2 Representing Lists

A list is an arbitrary-length sequence of items. Lists can be created of any nen-abstract

Attribute, Enumeration, or Composite-and-aretegicaly—extensions-ef-the-basic-Compesite
structure—Onby-lists-of-conerete-typesmay-be-used. Lists are represented in the specifications

as below:

List<ExampleStructure>

The List is shown as having a ‘type’ of ExampleStructure and is therefore a list of
ExampleStructures. A list has a Iength part but whether an actual Iength field § required IS
protocol may include an |r-1-|-t-|-z-i-l-"I-én-g-;-t-h--fl-é-l-dmt-émélIow correct decommutatlon Whereas an
XML-based protocol would not require this because XML tags denote the end of the list.

The *Short Form Part” for a List is the negative version of the ‘Short Form Part’ of the list
type. For example, as the short form part for Integer is “11°, the short form part of a list of
Integers would be “-11’.
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* element [0] - ConcreteTypeA
* element [1] - ConcreteTypeB
* element [2] - ConcreteTypeA
* element [3] — ConcreteTypeC

41.8 REPRESENTING NULL

In some message structures it may be required to have optional components. To this end it is
required to be able to represent, for each type of component, the concept of NULL. This is
separate and completely different from the concept of empty. For example, an empty string
(“") is different from a NULL string which has no value. Language mappings must have the
ability to represent NULL in messages, and transport mappings must have the ability to
transport NULL.
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Each composite structure definition contains an entry for each field denoting whether that
field shall be allowed to contain the NULL value.

419 MESSAGE BODIES

When the message body of an operation is specified using the MAL data type specification,
it is permitted to use the concept of multiple part messages, where the body of a message is
specified using more than one type (see 3.4.2.2).
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4.2 FUNDAMENTALS
421 ELEMENT

Element is the base type of all data constructs. All types that make up the MAL data model
are derived from it.

Element

422 ATTRIBUTE

Attribute is the base type of all attributes of the MAL data model. Attributes are contained
within Composites and are used to build complex structures that make the data model.

Attribute
Element

423 COMPOSITE

Composite is the base structure for composite structures that contain a set of elements.

Composite
Element

424 OBJECT
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43 ATTRIBUTES

431 BLOB

unbounded, octet array. The distinction between this type and a list of Octet attributes is that
this type may allow language mappings and encodings to use more efficient or appropriate
representations.

Blob
Attribute
1

4.3.2 BOOLEAN

The Boolean structure is used to stoerehold Boolean attributes. Possible values are “True’ or
‘False’.

Boolean
Attribute
2

4.3.3 DURATION

in seconds. It may contain a fractional component.

Duration
Attribute
3
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434 FLOAT

range.

Three special values exist for this type: POSITIVE_INFINITY, NEGATIVE_INFINITY,
and NaN (Not A Number).

Float
Attribute
4

435 DOUBLE

range.

Three special values exist for this type: POSITIVE_INFINITY, NEGATIVE_INFINITY,
and NaN (Not A Number).

Double
Attribute
5

43.6 IDENTIFIER

Identifier
Attribute
6
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43.7 OCTET

127.

Octet
Attribute
7

438 UOCTET

to 255.

UOctet
Attribute
8

439 SHORT

32768 to 32767.

Short
Attribute
9

4.3.10 USHORT

to 65535.

UShort
Attribute
10
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4.3.11 INTEGER

-2147483648 to 2147483647.

Integer
Attribute
11

4.3.12 UINTEGER

0 to 4294967295.

Ulnteger
Attribute
12

4.3.13 LONG

-9223372036854 775808 to 9223372036854775807.

Long
Attribute
13

4.3.14 ULONG

to 18446744073709551615.

ULong
Attribute
14
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4.3.15 STRING

Unicode string.

String
Attribute
15

4.3.16 TIME

and time to millisecond resolution.

Time
Attribute
16

4.3.17 FineTime

FineTime
Attribute
17

4.3.18 URI

Unicode string.

URI
Attribute
18
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44 DATA STRUCTURES
4.4.1 InteractionType ENUMERATION

InteractionType is an enumeration holding the possible interaction pattern types.

InteractionType I
SEND 1 Used for Send interactions.
SUBMIT 2 Used for Submit interactions.
REQUEST 3 Used for Request interactions.
INVOKE 4 Used for Invoke interactions.
PROGRESS 5 Used for Progress interactions.
PUBSUB 6 Used for Publish/Subscribe interactions.

4.4.2 SessionType ENUMERATION

SessionType is an enumeration holding the session types.

SessionType

LIVE 1 Used for Live sessions.
SIMULATION 2 Used for Simulation sessions.
REPLAY 3 Used for Replay sessions.
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443 QoSLevel ENUMERATION

QoSLevel is an enumeration holding the possible QoS levels.

QoSLevel

BESTEFFORT 1 Used for Best Effort QoS Level.
ASSURED 2 Used for Assured QoS Level.
QUEUED 3 Used for Queued QoS Level.
TIMELY 4 Used for Timely QoS Level.

CCSDS 521.0-P-2.0

Page 4-17
CESG APPROVAL COPY - NOT FOR DISTRIBUTION




CESG APPROVAL COPY - NOT FOR DISTRIBUTION
DRAFT CCSDS RECOMMENDED STANDARD FOR

MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

CCSDS 521.0-P-2.0 Page 4-18 May 2022
CESG APPROVAL COPY - NOT FOR DISTRIBUTION



CESG APPROVAL COPY - NOT FOR DISTRIBUTION
DRAFT CCSDS RECOMMENDED STANDARD FOR

MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

CCSDS 521.0-P-2.0 Page 4-19 May 2022
CESG APPROVAL COPY - NOT FOR DISTRIBUTION



CESG APPROVAL COPY - NOT FOR DISTRIBUTION
DRAFT CCSDS RECOMMENDED STANDARD FOR

MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

updateType UpdateType No Type of update being
Sl
S e
wildeard-value:
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BLOB 1 Blob type.
BOOLEAN 2 Boolean type.
DURATION 3 Duration type.
FLOAT 4 Float type.
DOUBLE 5 Double type.
IDENTIEIER 6 Identifier type.
OCTET 7 Octet type.
UOCTET 8 UOctet type.
SHORT 9 Short type.
USHORT 10 UShort type.
INTEGER 11 Integer type.
UINTEGER 12 Ulnteger type.
LONG 13 Long type.
ULONG 14 ULong type.
STRING 15 String type.
TIME 16 Time type.
FINETIME 17 FineTime type.
URI 18 URI type.
OBJECTREF 19 QbjectRef type.
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445 AreaNumber
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446 SUBSCRIPTION

subscriptionld Identifier No |The identifier of
this subscription.
domain List<ldentifier> Yes |Optional domain
identifier. If
NULL, the

filters List<SubscriptionFilter> Yes | The list of filters
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name Identifier No The identifier

source Identifier Yes | The source of the
update, usually a
PUBSUB provider.
keyValues List<Attribute> Yes The values for the
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4.49 |dBooleanPair

IdBooleanPair is a simple pair type of an identifier and Boolean value.

IdBooleanPair
Composite

The Identifier value.

id ldentifier Yes
value Boolean Yes The Boolean value.

4410 PAIR

Pair is a simple composite structure for holding pairs. The pairs can be user-defined
attributes.

Pair
Composite

first Attribute Yes The attribute value for the
first element of this pair.
second Attribute Yes The attribute value for the

second element of this
pair.

4.4.11 NamedValue

The NamedValue structure represents a simple pair type of an identifier and abstract attribute
value.

NamedValue
Composite

name Identifier Yes The Identifier value.
value Attribute Yes The Attribute value.
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4412 FILE

The File structure represents a File and holds details about a File. It can also, optionally, hold
a BLOB of the file data. The file type is denoted using the internet MIME media types; the
list of official MIME types is held in reference [2].

File
Composite
name Identifier No The file name.
mimeType String Yes |[The MIME type of the file,
NULL if not known.
creationDate Time Yes |The creation timestamp of the
file, NULL if not known.
modificationDate Time Yes The last modification
timestamp of the file, NULL if
not known.
size ULong Yes |The size of the file, NULL if
not known.
content Blob Yes The contents of the file, NULL
if not supplied.
metaData List<NamedValue> Yes A list of extra metadata for the
file.
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domain List<ldentifier> No The domain of the MO_Object

serviceArea UOQOctet No The area of this service
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5 MAL ERRORS

Each operation shall list any errors, specific to that operation over and above any standard
errors, that can be raised by an implementation. Error codes occupy the Ulnteger range and
for an operation should start at zero ‘0’ and increment; standard errors start at 65536,
0x10000 in hex, and increment; operation-specific errors shall therefore remain inside the
inclusive range of 0 to 65535.
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The following table lists the standard errors:

Table 5-1: Standard MAL Error Codes

Error Error # Comment
DELIVERY_FAILED 65536 |Confirmed communication error.
DELIVERY_TIMEDOUT 65537 |Unconfirmed communication error.
DELIVERY_DELAYED 65538 | Message queued somewhere awaiting

contact.

DESTINATION_UNKNOWN 65539 |Destination cannot be contacted.

DESTINATION_TRANSIENT 65540 |Destination middleware reports
destination application does not exist.

DESTINATION_LOST 65541 | Destination lost halfway through
conversation.

AUTHENTICATION_FAIL 65542 | A failure to authenticate the message
correctly.

AUTHORISATION_FAIL 65543 | A failure in the MAL to authorise the
message.

ENCRYPTION_FAIL 65544 | A failure in the MAL to encrypt/decrypt
the message.

UNSUPPORTED_AREA 65545 | The destination does not support the

service area.
UNSUPPORTED_OPERATION | 65546 |The destination does not support the

operation.
UNSUPPORTED_VERSION 65547 | The destination does not support the
areaservice version.
BAD_ENCODING 65548 |The destination was unable to decode
the message.
INTERNAL 65549 |An internal error has occurred.
UNKNOWN 65550 |Operation specific.
INCORRECT _STATE 65551 | The destination was not in the correct
state for the received message.
TOO_MANY 65552 | Maximum number of subscriptions or
providers of a broker has been exceeded.
SHUTDOWN 65553 | The component is being shutdown.
TRANSACTION_TIMEOUT 65554 | The interaction exceeded the defined
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Only two errors are possible from the MAL and below with regards to Authentication and
Authorisation. They are concerned with message-level issues and do not cover login issues
such as an incorrect username/password combination.

NOTE - The authentication and authorisation failure messages are very generic in nature;
it is possible that a weakness in a specific protocol or authentication mechanism
could be exploited if too much information is returned about the specific nature
of an authentication or authorisation failure.
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6 SERVICE SPECIFICATION XML

This specification defines a normative XML schema for validating MO service
specifications. The use of XML for service specification provides a machine readable format
rather than the text based document format. The published specifications and XML Schema
are held in an online SANA registry, located:

http://sanaregistry.org/r/moschemas/
The XML Schema that is used to validate the actual XML service specifications is located:
http://sanaregistry.org/r/moschemas/ServiceSchema-v.v.xsd

The normative XML for the MAL specification, validated against the XML schema, is
located:

http://sanaregistry.org/r/moschemas/ServiceDefMAL-v.v.xml
Where the ‘v.v’ part is replaced with the issue number of the corresponding document.

The latest version of any specification shall always be directly available by removing the ‘-
v.v’ part from the address, for example:

http://sanaregistry.org/r/moschemas/ServiceDefMAL.xml
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7 CONFORMANCE MATRIX

This section provides the Conformance Matrix for implementations of the MAL. A MAL
will be considered to be ‘conformant’ if the mandatory elements identified in the matrix are

implemented as described in this Recommended Standard.

Table 7-1: Conformance Matrix

Interaction Pattern Optional/Mandatory
SEND Mandatory
SUBMIT Mandatory
REQUEST Mandatory
INVOKE Mandatory
PROGRESS Mandatory
PUBSUB Mandatory
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ANNEX A

PROTOCOL IMPLEMENTATION CONFORMANCE

— the protocol implementer, as a checklist to reduce the risk of failure to conform to the
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Symbol Meaning,
Y Yes, supported by the implementation
N No,_nat supported by the implementation
N/A | Not applicable

A2.1 IDENTIFICATION OF PICS
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A2.4 INSTRUCTIONS FOR COMPLETING THE RL

Interaction. Pattern Optional/Mandatory, Support

SEND Mandatory
SUBMIT Mandatory
REQUEST Mandatory
INVOKE Mandatory
PROGRESS Mandatory
PUBSUB Mandatory

CCSDS 521.0-P-2.0 Page 7-3 May 2022

CESG APPROVAL COPY - NOT FOR DISTRIBUTION




DRAFT CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

ANNEX B
SECURITY, SANA AND PATENT CONSIDERATIONS

(NORMATIVE)

Bl SECURITY CONSIDERATIONS
B1.1 ANALYSIS OF SECURITY CONSIDERATIONS

This annex presents the results of an analysis of security considerations applied to the
technologies specified in this Recommended Standard.

B1.2 CONSEQUENCES OF NOT APPLYING SECURITY TO THE
TECHNOLOGY

The consequences of not applying security to the systems and networks on which this
Recommended Standard is implemented could include potential loss, corruption, and theft of
data. Because these messages are capable of carrying any class of mission information, the
consequences of not applying security to the systems and networks on which this
Recommended Standard is implemented could include compromise or loss of the mission if
malicious tampering of a particularly severe nature occurs.

B1.3 POTENTIAL THREATS AND ATTACK SCENARIOS

Potential threats or attack scenarios include, but are not limited to, (a) unauthorized access to
the programs/processes that generate and interpret the messages, and (b) unauthorized access
to the messages during transmission between exchange partners. Protection from
unauthorized access during transmission is especially important if the mission utilizes open
ground networks such as the Internet to provide ground station connectivity for the exchange
of data formatted in compliance with this Recommended Standard. It is strongly
recommended that potential threats or attack scenarios applicable to the systems and
networks on which this Recommended Standard is implemented be addressed by the
management of those systems and networks.

B1.4 DATAPRIVACY
Privacy of data formatted in compliance with the specifications of this Recommended

Standard should be assured by the systems and networks on which this Recommended
Standard is implemented.

CCSDS 521.0-P-2.0 Page B-1 May 2022



DRAFT CCSDS RECOMMENDED STANDARD FOR
MISSION OPERATIONS MESSAGE ABSTRACTION LAYER

B1.5 DATAINTEGRITY

Integrity of data formatted in compliance with the specifications of this Recommended
Standard should be assured by the systems and networks on which this Recommended
Standard is implemented.

B1.6 AUTHENTICATION OF COMMUNICATING ENTITIES

Authentication of communicating entities involved in the transport of data which complies
with the specifications of this Recommended Standard should be provided by the systems
and networks on which this Recommended Standard is implemented.

B1.7 DATA TRANSFER BETWEEN COMMUNICATING ENTITIES

The transfer of data formatted in compliance with this Recommended Standard between
communicating entities should be accomplished via secure mechanisms approved by the IT
Security functionaries of exchange participants.

B1.8 CONTROL OF ACCESS TO RESOURCES

Control of access to resources should be managed by the systems upon which originator
formatting and recipient processing are performed.

B1.9 AUDITING OF RESOURCE USAGE

Auditing of resource usage should be handled by the management of systems and networks
on which this Recommended Standard is implemented.

B1.10 UNAUTHORIZED ACCESS

Unauthorized access to the programs/processes that generate and interpret the messages
should be prohibited in order to minimize potential threats and attack scenarios.

B1.11 DATA SECURITY IMPLEMENTATION SPECIFICS

Specific information-security interoperability provisions that may apply between agencies
and other independent users involved in an exchange of data formatted in compliance with
this Recommended Standard should be specified in an ICD.
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B2 SANA CONSIDERATIONS

The recommendations of this document request SANA to create a registry named “Mission
Operations Service XML” that consists of a set of XML Schemas and XML service

specifications.

The registration rule for change to this registry requires an engineering review by a
designated expert. The expert shall be assigned by the working group chair, or in absence,
Area Director.

B3 PATENT CONSIDERATIONS

The recommendations of this document have no patent issues.
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ANNEX C
DEFINITION OF ACRONYMS

(INFORMATIVE)

API Application Programming Interface

ASCII American Standard Code for Information Interchange
BLOB Binary Large Object

CCSDS Consultative Committee for Space Data Standards
IEEE Institute of Electrical and Electronics Engineers
MAL Message Abstract Layer

MO Mission Operations

NaN Not A Number

QoS Quiality of Service

RPC Remote Procedure Call

SM&C CCSDS Spacecraft Monitor & Control

URI Universal Resource Identifier

XML eXtensible Markup Language
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ANNEX D
INFORMATIVE REFERENCES

(INFORMATIVE)

[D1] Mission Operations Services Concept. Issue 3. Report Concerning Space Data System
Standards (Green Book), CCSDS 520.0-G-3. Washington, D.C.. CCSDS, December
2010.

NOTE - Normative references are listed in 1.6.
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