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	Name
	Organization
	Email Address

	Howard Weiss (Chair)
	NASA/JPL/Parsons
	howard.weiss@parsons.com 

	Daniel Fischer (D/Chair)
	ESA/ESOC
	daniel.fischer@esa.int

	Paul Thompson
	UK Space Agency/Qinetiq
	pbthompson@qinetiq.com 

	Ignacio Aguilar-Sanchez
	ESA/ESTEC
	ignacio.Aguilar.Sanchez@esa.int 

	Chuck Sheehe
	NASA/GRC
	charles.j.sheehe@nasa.gov

	Dorothea Richter
	DLR
	dorothea.richter@dlr.de 

	Craig Biggerstaff
	NASA/JSC
	craig.biggerstaff-1@nasa.gov

	Julien Airaud
	CNES
	julien.airaud@cnes.fr

	David Koisser
	ESA/ESOC
	david.koisser@esa.int

	Marcus Wallum
	ESA/ESOC
	marcus.wallum@esa.int

	Zhou Yuxia
	CNSA
	zhou_yuxia@163.com

	Scott Reeves
	NASA/MSFC/Colsa
	scott.reeves@nasa.gov

	Kyungrak Lee
	ETRI
	krlee@etri.re.kr

	Scott Burleigh
	NASA/JPL
	scott.burleigh@jpl.nasa.gov

	Ed Birrane
	JHU/APL
	edward.birrane@jhuapl.edu

	James Afarin
	NASA/HQ
	james.afarin@nasa.gov 

	Peter Shames
	NASA/JPL
	peter.m.shames@jpl.nasa.gov

	Scott Burleigh
	NASA/JPL
	scott.c.burleigh@jpl.nasa.gov

	Keith Scott
	NASA/JPL/MITRE
	kscott@mitre.org


Discussions:

1. Overview: The Security Working Group (SecWG) met for 1.75 days at the CCSDS Fall 2018 meeting.  The Space Data Link Security (SDLS) Working Group met for 2 days. Minutes for the SDLS meetings will be issued separately. The meetings were held in Berlin Germany at the Deutsches Institut für Normung e.V. (DIN) and hosted by DLR. The SecWG meeting agenda appears in Appendix A. The action items resulting from the meeting appear in Appendix B. The following paragraphs describe the security working group’s discussions. 
2. CCSDS Plenary: There were 225 people registered for the CCSDS meetings from 12 different agencies (ASI, CNES, CNSA, CSA, DLR, ESA, FSA, INPE, JAXA, NASA, UKSA, and ETSI Korea). Rudiger Marquardt (DIN Executive Board Member) spoke about DIN and its standards work.  Karsten Becker from PTScientists (a local Berlin company) presented their ongoing project to launch a rover to the moon and visit the Apollo 17 lunar landing site as the first of many commercial lunar missions. In addition, each CCSDS Area Director discussed the work being done in each of their respective areas. 
3. SEA Opening Plenary: The SecWG agenda and work items were reviewed with the SEA Area Director.  
4. Past Meeting Review: We began the Security Working Group meeting by reviewing the results of the Spring 2018 meetings in Gaithersburg, the action item status, and the new/future work list.  Most of the action items from the Gaithersburg meetings were closed but several will remain open as well as several from previous meetings that will be carried over – see Appendix B. Once again we discussed the fact that all of the CCSDS mailing list archives were open and publicly available with no authentication needed for retrieval. We consider this to be a significant security issue which most mail list users are not aware of.  We feel that this requires an urgent fix and have notified the AD accordingly. 
5. Algorithms Blue Book: No RIDs were received as a result of the Pink Sheet review of the Algorithm BB.  The pink sheets increased the key sizes for future missions while retaining the shorter key sizes for existing missions. The Secretariat will be notified to progress the document. 
6. Secure Protocols GB: The Secure Protocols revision has undergone CESG polling which resulted in several ‘conditional approvals.’  The WG reviewed the conditional approval comments and responses will be sent to the submitters to close the loop on any changes necessary. 
7. Information Security Glossary: Several RIDs were received as a result of the Information Security Glossary Agency review. The WG dispositioned the comments and the responses will be sent to the submitters to close the loop on potential document changes. 
8. Key Management: The Key Management MB has gone through Agency review and several RIDs were generated by the reviewers.  The WG dispositioned the RIDs and responses will be sent to the submitters to close the loop on potential document changes required. The document will be updated and then submitted to the Secretariat for processing. 
9. Credentials: The Credentials BB is currently in Agency review which will conclude on 17 Dec 2018. The testing against the BB between CNES and NASA/GRC has been successfully completed. It was suggested that a new Yellow Book should be created discussing the management of CCSDS Authentication Credentials. We also discussed a cloud-based security credentials server that has been set up experimentally using Amazon Web Services (AWS) as a virtual machine Certificate Authority that could be used for CCSDS.  This could be turned over to CCSDS (SANA?) to potentially host a CCSDS CA in the future. 

10. Mission Planners Guide Revision: We reviewed the draft revisions to the Mission Planners Guide Green Book from the last meeting. There were some editorial changes as well as some comments from CSA (Tim Dafoe who provided a “fresh” set of eyes on the document).  One diagram needs to be updated to reflect the change to the Information Security Glossary from a GB to a MB.  Once the diagram is updated, the document will be forwarded to the Secretariat. 
11. Interconnection Guide Revision: The Interconnection Guide revision was considered complete it will be forwarded to the Secretariat. 
12. Advanced Trust Establishing Methods in Next Generation Spacecraft Networks: David Koisser (ESA/ESOC) provided an overview of his outlined doctoral dissertation work on the potential use of block-chain technology (e.g., bitcoin) to provide trust across multiple spacecraft without the need for a trusted third party. This work is quite early and we await future briefings as the work matures. 

13. Joint Meeting with SM&C: Marcus Wallum (ESA/ESOC) presented a security analysis of the current SM&C Mission Operations Services (MOS) that was executed as part of a master internship by Maxime Garnier (ESA).  As a result, an architecture for secure authentication and authorization was developed and shared with the SM&C group.  It was agreed that the relevant SM&C books (e.g. the MAL) will be updated to integrate the security architecture presented. The timing is considered optimal since some of the SM&C books are under revision anyway. Marcus Wallum & Daniel Fischer will propose suggestions to update the books which will be discussed with the SM&C group. Furthermore, the topic of an SM&C security management service (similar to the SDLS Extended Procedures) was discussed. The SM&C group considers this very useful and has asked the Security WG to start preparing a NWIP. It is planned that this work will be done as a joined effort.
14. DTN Streamlined Bundle Security Protocol: We had another joint meeting with DTN to discuss our comments and questions on the Streamlined Bundle Security Protocol (SBSP). We had a good review of the RIDs that the Security WG submitted and we agreed to continue preparing the document in a joint effort (e.g., through dedicated splinter work sessions with delegates from both groups).  We convinced DTN to move away from their concept of Cipher Suites in favor of using Security Associations as we adapted from IPSec for SDLS. They will also add a base-line mode annex (a la SDLS) to ensure basic interoperability of reference implementations. 
15. SDLS: In the SDLS meeting the WG reviewed and dispositioned the RIDs received against the SDLS extended procedures book.  We also reviewed the Extended Procedures GB and had a meeting to discuss potential use of security at the CLTU level, which was a variant of SDLS but hides the frame header. 
16. SEA Closing Plenary: We reviewed our all of work activities with the other SEA working groups and the AD. 
17. Next Meeting: The next WG meetings will be held in the Spring during the week of 6 May 2019 at NASA Ames Research Center in Mountain View California.  
· Appendix A – Fall 2018 CCSDS Security WG Agenda – Deutsches Institut für Normung e.V.(DIN), Berlin Germany
· 15 October 2018

· 08:30 – 10:30: CCSDS Plenary
· 10:30 – 11:30: Systems Engineering Area (SEA) Plenary
· 11:30 – 17:30: Security WG
· Welcome, introductions, logistics, agenda review
· Charter review (if required)
· Review results of Spring 2018 (Gaithersburg) meeting
· Status of documents and action items
· Review/revise future work areas list for CWE Framework (all)
· Document revisions and/or RID disposition 
· Secure Protocols GB
· Algorithm BB (key size change)
· Security Glossary
· Key Management MB & GB
· CCSDS Credentials Program (Sheehe)
· Testing results
· Green Book Revisions
· Secure Interconnection Guide (Biggerstaff)
· Mission Planners Guide (Biggerstaff)
· Working Group Dinner
· 16 October 2018 (08:45 – 17:30)

· Key Management Blue Book (Fischer, Aguilar-Sanchez, Koisser)
· KM for SDLS extended procedures (Fischer)
· KM Green Book 
· Key Management in Spacecraft Networks (Koisser)
· 13:30: Joint meeting with SM&C
· Link Layer Security Update Discussion (Biggerstaff, Weiss, Aguilar-Sanchez, Fischer, Sheehe)
· SDLS physical layer draft project
· 16:00: Joint Meeting w/DTN to discuss SBSP RIDS
· Proposed new areas of work – continuation of discussions
· Other areas of discussion
· 17 October 2018
· 08:45-17:30: Space Data Link Security WG
· 18 October 2018
· 08:45-12:30: Space Data Link Security WG
· 19 October 2018
· 16:00-17:30: SEA Wrap-up Plenary
· Appendix B – Fall 2018 CCSDS Security Working Group Action Items
	Item Number
	Action Item:
	Assigned to:
	Date Due: 

(mm/dd/yr)

	SecWG1018:1
	· Email list archives are in the open and publicly available. Bring to attention of CESG (again).
	Howard Weiss
	11/30/18

	SecWG1018:2
	· Create a draft new work item in CWE for a Yellow Book to manage CCSDS certificates
	Howard Weiss
	11/15/18

	SecWG1018:3
	· Research if security is included in the ESA Optical Standard.
	Daniel Fischer
	11/30/18

	SecWG1018:4
	· Respond to Secure Protocol RID dispositions and make appropriate changes to document – resubmit to Secretariat.
	Howard Weiss
	12/20/18

	SecWG1018:5
	· Respond to Information Security Glossary RID dispositions and make appropriate changes to document – resubmit to Secretariat. 
	Howard Weiss
	12/20/18

	SecWG1018:6
	· Respond to Key Management Magenta Book RID dispositions and make appropriate changes to document – resubmit to Secre
	Daniel Fischer
	01/15/19

	SecWG1018:7
	· Update Mission Planners Guide diagram.
	Craig Biggerstaff
	11/15/18

	SecWG1018:8
	· Submit updated Mission Planner’s Guide to Secretariat.
	Howard Weiss
	12/20/18

	SecWG1018:9
	· Submit updated Interconnection Guide to Secretariat.
	Howard Weiss
	11/15/18

	SecWG1018:10
	· Create inputs to SM&C regarding joint security work.
	Daniel Fischer
	01/20/19

	SecWG1018:11
	· Email to Area Director explaining removal of KM GB revision work item (silverize old book) and replacing it with new KM GB draft work item.
	Howard Weiss
	10/30/18````````````````````````````


The following action items remain open from previous meetings:

	Item Number
	Action Item:
	Assigned to:
	Date Due:

	SecWG0418:1
	· Send the WG suggestions to update the goals section of the charter.
	Daniel Fischer
	06/01/18

	SecWG0418:3
	· Revise Key Management Green Book.
	Daniel Fischer
	09/30/18

	SecWG0418:9
	· Make final revisions to the Interconnection Guide and distribute to the WG for last call.
	Craig Biggerstaff
	08/01/18

	SecWG0418:10
	· Look at the SANA Glossary to determine if resource documents are current and if words/definitions make sense.
	All
	09/30/18

	SecWG0315:4
	· Update KM green book with EUMETSAT inputs.
	Guillame Texier
	03/01/15

	SecWG0315:5
	· Investigate how we provide assistance to another WG when the SecWG does not produce a document
	Howard Weiss
	12/1/15



1
October 2018

