Summary of Security Review of SLE Red Books
Howard Weiss

NASA/JPL/SPARTA

June 22, 2004

1. As a result of the CCSDS meetings held at the Canadian Space Agency (CSA) in Montreal Canada, the Security Working Group sent a resolution to the CESG to adopt a requirement for a mandatory security section in all published CCSDS documents.  This resolution was adopted by the CESG and approved by the CMC.
2. As a result of the adoption of the mandatory security section, it was decided that the five SLE red books that were ready for Agency review (Return all Frames, Return Operational Control, Forward Space Packets, Return Channel Frames, Forward CLTU Service) should first be reviewed by the Security Working Group with the intent of the mandatory security section being written (either by the Security WG or by a combination of the Security WG and the SLE document authors).  
3. The five SLE red books were reviewed for security content by two members of the Security WG.  The conclusions were the same: all of the books contained some security requirements (e.g., authentication and access control) but ignored all other security issues.  In addition, there were no specifications found for the included security requirements.  
4. It was later found that security specifications existed but in an SLE Green Book – CCSDS 910.3-G-2 dated April 2002.  Annex F specified the “SLE Security Mechanisms.”  However Green Books are not CCSDS standards (recommendation) documents but rather explanatory/rationale documents.  

5. Even with Annex F of the Green Book, there is no mention of confidentiality of data.  Via email, it was found that confidentiality is assumed to be provided by the underlying communications infrastructure, if it’s available.  However, there is no mention of this anywhere in any of the books reviewed and not in the Green Book.  It is the belief of the Security WG reviewers that an optional confidentiality mechanism should be added if the case should arise that an SLE user requires it, but it is not provided by the underlying communications infrastructure.
6. A security section, following the outline adopted by the CESG can be written for each of the five SLE red books.  However, the section would have to raise issues regarding what is missing from the documents, security-wise.  Explaining away the confidentiality issue might be ok if the explanation is that the underlying infrastructure should provide it, but the lack of specification for the existing security mechanisms would also have to be discussed.
7. The big question is should these documents go out as they are for Agency review and have all the security problems surface as RIDs or should it be taken care of now, before going out for Agency review?  Also, where should the security mechanism specifications be documented?  Should this appear in each of the five books or should there be another blue book (e.g., SLE Security Mechanisms pulled from the existing Green Book – which John Pietras says is out of date and needs to be revisited anyway)?  
8. Summary: we have five SLE Red Books that are ready for Agency review.  However, they have problems from a security perspective and the addition of the mandatory security section will only accentuate those problems (which is what the mandatory security section is supposed to do).  

