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FOREWORD

The goal of this specification is to develop a profile to facilitate the use of X.509 certificates within Space applications for those communities wishing to make use of X.509 technology.   In order to relieve some of the obstacles to using X.509 certificates, this document defines a profile to promote certificate management systems for space interoperability. Some communities will need to supplement, this profile in order to meet the requirements of specialized application domains or environments with additional authorization, assurance, or   operational requirements.
The specification allows for Protected Simple Authentication Procedure in conformance with ISO/IEC 9594-8 standard for those communities that have performed an evaluations evaluation of its use. 
Attention is drawn to the possibility that some of the elements of this document may be the subject of patent rights. CCSDS shall not be held responsible for identifying any or all such patent rights.

Through the process of normal evolution, it is expected that expansion, deletion, or modification of this document may occur. This Recommended Standard is therefore subject to CCSDS document management and change control procedures, which are defined in Organization and Processes for the Consultative Committee for Space Data Systems (CCSDS A02.1-Y-4). Current versions of CCSDS documents are maintained at the CCSDS Web site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed to the CCSDS Secretariat at the address indicated on page i.
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PREFACE

This document is a draft CCSDS Recommended Standard. Its ‘White Book’ status indicates that its contents are not stable, and several iterations resulting in substantial technical changes are likely to occur before it is considered to be sufficiently mature to be released for review by the CCSDS Agencies.

Implementers are cautioned not to fabricate any final equipment in accordance with this document’s technical content.
Recipients of this draft are invited to submit, with their comments, notification of any relevant patent rights of which they are aware and to provide supporting documentation.
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1 Introduction

1.1 SECURITY CREDENTIALS

A credential is a document or certificate that enables trust between entities. In the CCSDS space environment, credentials are needed to allow communicating entities to authenticate each other to determine potential authorization and access control actions. CCSDS recommends two types of credentials in this document, X.509 certificates and protected simple authentication.  The X.509 certificates properties [1] are specified by the Internet Engineering Task Force (IETF) and this document specifies its CCSDS profile. Protected Simple Authentication Procedure, as specified Information Technology Open Systems Interconnection ISO 9594-8 [3], is recommended in this document as an alternative to X.509.   

1.2 PURPOSE

This CCSDS recommendation provides the specification for credentials to be used by for authentication CCSDS missions and ground-systems.  

1.3 SCOPE

This recommendation may be used by any CCSDS program that requires authentication.

1.4 APPLICABILITY

This recommendation applies to any CCSDS mission requiring end-to-end confidentiality, authentication, or integrity from the sender to the receiver.

1.5 RATIONALE

Many CCSDS missions require security services to protect commanding (command authentication, command confidentiality, command integrity) and payload data (confidentiality, integrity).  This document specifies a CCSDS “credential profiles” to enable the establishment of trust relationships between CCSDS entities.

1.6 References

The following publications contain articles which, through reference in this text, constitute provisions of this document. At the time of publication, the editions indicated were valid. All publications are subject to revision, and users of this Recommended Standard are encouraged to investigate the possibility of applying the most recent editions of the publications indicated below. The CCSDS Secretariat maintains a register of currently valid CCSDS publications.
[1] RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, May 2008 https://www.ietf.org/rfc/rfc5280.txt
[2] RFC 5818 Updates to the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, January 2013 https://www.ietf.org/rfc/rfc6818.txt  

[3] ISO/IEC 9594-8 Information technology — Open Systems Interconnection — The Directory — Part 8: Public-key and attribute certificate frameworks 
[4] Information Technology—Abstract Syntax Notation One (ASN.1): Specification of Basic Notation. 4th ed. International Standard, ISO/IEC 8824-1:2008. Geneva: ISO, 2008.
[5] Information Technology—ASN.1 Encoding Rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER). 4th ed. International Standard, ISO/IEC 8825-1:2008. Geneva: ISO, 2008.
[6] Information Security Glossary of Terms. Green Book. Issue 1. November 2012.CCSDS 350.8-G-1 https://public.ccsds.org/Pubs/350x8g1.pdf

[7] Time Code Formats. Issue 4. Recommendation for Space Data System Standards (Blue Book), CCSDS 301.0-B-4. Washington, D.C.: CCSDS, November 2010.
[8] Internet Security Glossary https://www.ietf.org/rfc/rfc2828.txt
[9] Privacy Enhancement for Internet Electronic Mail https://tools.ietf.org/html/rfc7292

2 Overview

Credentials consist  of information 
that attest to the identity or other attributes of an individual or entity called the subject of the credentials. Some paper credentials include passports, birth certificates, driver’s licenses, and employee identity cards. The authenticity of credentials are established by complex mechanisms that are difficult to copy or forge.
 
CCSDS recommends two forms of credentials: X.509 certificates and protected simple authentication.    
X.509 certificates provide a more secure 
mechanism than does protected simple authentication.  X.509 is the prime recommended credential for CCSDS.  However, a mission planer may elect to use protected simple authentication  for a space system.
2.1 X.509 Certificates


The properties of X.509 certificates are specified by the Internet Engineering Task Force (IETF) [1].  The CCSDS X.509 profile is specified in this document.  A digital certificate binds a user or service’s identity to a public key by providing information about the subject of the certificate. 

Certificate Authorities (CA) are responsible for all aspects of certificates issued to users and devices. This includes control over the enrollment process, the certificate manufacturing process, publication of certificates, revocation of certificates, and re-keying. The CA signs its produced certificates and instructions.   

A subscriber is the entity (the user to whom, or device to which, a certificate is issued) whose Distinguished Name (DN) appears as the subject in a certificate, and who asserts that it uses the key and certificate in accordance with this policy.  The term “Subscriber” as used refers only to those who request certificates for uses other than signing and issuing certificates or certificate status information. CAs ensure that all subscribers are informed of their security obligations. The consequences of not complying with those obligations include the revocation of the certificates of subscribers found to have acted in a manner counter to those obligations.
Subscribers include, but are not limited to the following categories of entities that may wish to conduct official 
business:

· Personnel: including part-time, Intermittent and temporary employees, contractors, commercial vendors, and agents

· Organizations, branches, departments and personnel, and their contractors and agents

· Workstations, guards and firewalls, routers, trusted servers (e.g., database, domain controller, FTP, and WWW), and other infrastructure components. These components must be under the cognizance of humans, who accept the certificate and are responsible for the correct protection and use of the associated private key. A public key infrastructure  (PKI) Sponsor fills the role of a Subscriber for groups, organizations, disabled personnel, and non-human system components named as public key certificate subjects. 












2.2 protected SIMPLE authentication 

Protected Simple Authentication  [3] is intended to provide local authorization based upon the distinguished name of a user, a bilaterally agreed to 
password, and a bilateral understanding of the means of using and handling a password within a single domain. Simple authentication is primarily intended for local use only, that is for peer entity authentication between one Directory User Agent (DUA) and one Directory System Agent (DSA), or between one DSA and another DSA. Simple authentication may be accomplished by:

· the transfer of the user's distinguished name, password, and a random number and/or a timestamp, all of which are protected by applying a one-way function;

· the transfer of the protected information described in, a) together with a random number and/or a timestamp, all of which is protected by applying a one-way function.

This process is the basic protected logon activity.  The user name and password are entered and the computer adds data to protect the information that is sent to the server, which verifies the information and either accepts the connection or not. 


3 Credential Specification

3.1 X.509 Certificate Syntax 
3.1.1 X.509 V3 certificates shall be used 

3.1.2 X.509 V3 certificates shall use generalized time

3.1.3 X.509 V3 Certificates shall utilize the CCSDS Calendar Segmented Time Code (CCS) [7]

3.1.4 X.509 V3 output file format shall use Personal Information Exchange Syntax (PKCS12) [9]
3.1.5 X.509 V3 certificates shall use a digital signature algorithm specified in [CCSDS 352.0-B]


3.2 Protected Simple Authentication  specification

3.2.1 Protected Simple Authentication shall be implemented as stated in ref [3]
3.2.2 Protected Simple Authentication shall use a password as stated in ref [3]

3.2.3 Protected simple authentication shall utilize the CCSDS calendar segmented time code (CCS) formats [7]
3.2.4 Protected Simple Authentication shall use a cipher algorithm specified in [CCSDS 352.0-B]

ANNEX A 

Implementation Conformance 
Statement (ICS) Proforma

(normative)
A1 INTRODUCTION
A1.1 OVERVIEW
This annex provides the Implementation Conformance Statement (ICS) Requirements List (RL) for an implementation of [Specification].  The ICS for an implementation is generated by completing the RL in accordance with the instructions below. An implementation claiming conformance must satisfy the mandatory requirements referenced in the RL.

A1.2 ABBREVIATIONS AND CONVENTIONS
CRL distribution point: A directory entry or other distribution source for Certificate Revocation Lists (CRL); a CRL distributed through a CRL distribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA or may contain revocation entries for multiple CAs, it is a managed parameter within the X.509 credential.
A1.3 Conformance
The Conformance Requirements List consists of information in tabular form.  The status of features is indicated using the abbreviations and conventions described below.

Item Column

The item column contains sequential numbers for items in the table.

Feature Column

The feature column contains a brief descriptive name for a feature. It implicitly means “Is this feature supported by the implementation?”
Status Column

The status column uses the following notations:

· M

mandatory;

· O

optional;

· C

conditional;

· X

prohibited;

· I

out of scope;

· N/A

not applicable.

Support Column Symbols

The support column is to be used by the implementer to state whether a feature is supported by entering Y, N, or N/A, indicating:

Y
Yes, supported by the implementation.

N
No, not supported by the implementation.

N/A
Not applicable.

The support column should also be used, when appropriate, to enter values supported for a given capability.
Section three Structure

	Security Credential Structure
	
	

	Item #
	Feature
	Status
	Support

	1
	ASN1 
	M
	 

	2
	DER 
	M
	 

	3
	X.509.V3
	M
	 

	4
	tbsCertificate 
	M
	 

	5
	Version
	M
	 

	6
	Serial number
	M
	 

	7
	algorithm identification
	M
	 

	8
	Issuer Signature
	M
	 

	9
	Validity from
	M
	 

	10
	Validity to
	M
	

	11
	Subject
	M
	 

	12
	Subject algorithm identification
	M
	 

	13
	Subject public Key 
	M
	 

	14
	Issuer Unique ID
	O
	 

	15
	Subject Unique ID Public Key Info
	O
	 

	16
	Universal Time Coordinated Time Certificate 
	M
	 

	17
	Generalized Time 
	M
	 

	18
	object identifiers (OID) 
	O
	 

	19
	Policy Mapping 
	O
	 

	20
	Subject Alternative Name
	O
	

	21
	Certificate Revocation Lists distribution points
	O
	

	22
	signatureAlgorithim
	M
	

	23
	signatureValue
	M
	


Table A-1.1 Security Credentials Structure
A1.4 INSTRUCTIONS FOR COMPLETING THE RL

An implementer shows the extent of compliance to the Recommended Standard by completing the RL; that is, the state of compliance with all mandatory requirements and the options supported are shown. The resulting completed RL is called an ICS. The implementer shall complete the RL by entering appropriate responses in the support or values supported column, using the notation described in A1.3.  If a conditional requirement is inapplicable, N/A should be used. If a mandatory requirement is not satisfied, exception information must be supplied by entering a reference Xi, where i is a unique identifier, to an accompanying rationale for the noncompliance.

A2 ICS PROFORMA FOR [SPECIFICATION]
A2.1 GENERAL INFORMATION
A2.1.1 Identification of ICS

	Date of Statement (DD/MM/YYYY)
	

	ICS serial number
	

	System Conformance statement cross-reference
	


A2.1.2 Identification of Implementation Under Test

	Implementation Name
	

	Implementation Version
	

	Special Configuration
	

	Other Information
	


A2.1.3 Identification of Supplier

	Supplier
	

	Contact Point for Queries
	

	Implementation Name(s) and Versions
	

	Other information necessary for full identification, e.g., name(s) and version(s) for machines and/or operating systems;

System Name(s)
	


A2.1.4 Identification of Specification

	[CCSDS Document Number]

	Have any exceptions been required?

NOTE
–
A YES answer means that the implementation does not conform to the Recommended Standard. Non-supported mandatory capabilities are to be identified in the ICS, with an explanation of why the implementation is non-conforming.
	Yes [  ]      No [  ]


A2.2 REQUIREMENTS LIST

[See CCSDS A20.1-Y-1, CCSDS Implementation Conformance Statements (Yellow Book, Issue 1, April 2014).]

ANNEX B 

Security, SANA, and Patent Considerations

(Informative)
B1 Security Considerations
CCSDS utilization of X.509 and Protected Simple Authentication Procedure codifies the mechanisms to be used to validate the identities of users, applications, and devices. CCSDS organizations employ technologies to convey identity and to attest to the claims and trust are associated with those identities.

There are risks to CCSDS systems utilizing credentials if an attacker gains control of the credential management system and they can issue credentials. If a compromised credential management processes results, then there is a need to invalidate existing credentials and re-issue all credentials. 

A CCSDS credential management program would result in higher levels of assurance of the credentials while ensuring interoperability and ease the deployments of systems that are pre-tested to integrate with credential management system. The system would provide unified administration, compliance, and auditing, of the x.509 credentials. 


B1.1 security concerns with respect to the CCSDS document

Standard credential usage will provide CCSDS missions with a standard means of authentication of communicating entities. 
B1.1.1 Data Privacy
Credentials provide a means of identifying/authenticating entities in order to provide accurate access controls to ensure data privacy.
B1.1.2 Data Integrity
Credentials enable the means by which data integrity may be provided.  
B1.1.3 Authentication of Communicating Entities
Authentication is necessary to ensure that the exchange of information is between intended entities. This document specifies the protocols, used for CCSDS compliant systems. 
B1.1.4 Control of Access to Resources
The authenticity of X.509 certificates and/or Protected Simple Authentication password-based credentials is frequently the basis for assigning access rights to individuals, groups, and system services..
B1.1.5 Availability of Resources
This document deals with exchange protocols and not internal system resources. 
B1.1.6 Auditing of Resource Usage
The authenticity of X.509 certificates and/or Protected Simple Authentication password-based credentials is frequently the basis for establishing accountability to specific individuals for actions taken on a system.  Non-repudiation of user actions cannot be assured if credentials cannot be assured..
B1.2 Potential threats and attack scenarios

The authenticity of an X.509 certificate is dependent upon the digital signature of the Certificate Authority attesting to the credential.  If the digital signature algorithm used by the CA is of insufficient cryptographic strength, a credential may be spoofed.

Similarly, utilization of a weak cipher for carrying out Protected Simple Authentication makes it possible for a ‘man in the middle’ adversary to intercept the ciphered authentication data during transmission and possibly reverse-engineer the original password.
B1.3 Consequences of not applying security to the technology
If authentication is not implemented, an attacker could inject false or unauthorized commands into a communications path to the spacecraft’s command chain, and potentially take over control of the spacecraft. This could result in the loss of a mission.

B2 SANA Considerations

This document  does not require any action from SANA. A review of the SANA terms, several additions could be made for clarification reasons i.e. Credentials.  
B3 Patent Considerations

Algorithms and processes referenced in this document are in the public domain, and there are no known patents that apply to the recommendations in this document.
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