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FOREWORD 
Through the process of normal evolution, it is expected that expansion, deletion, or modification of this document may occur.  This document is therefore subject to CCSDS document management and change control procedures, which are defined in the Procedures Manual for the Consultative Committee for Space Data Systems.  Current versions of CCSDS documents are maintained at the CCSDS Web site:
http://www.ccsds.org/ 
Questions relating to the contents or status of this document should be addressed to the CCSDS Secretariat at the address indicated on page i.
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[bookmark: _Toc442251373]Introduction
[bookmark: _Toc442251374][bookmark: _Ref138744327][bookmark: _Toc138744508]Purpose
The purpose of this document is to describe the compatibility testing conducted for the CCSDS Network Layer Security Adaptation Profile.  
[bookmark: _Toc442251375]Scope
The scope of this document is the testing results of the Network Layer Security Adaptation Profile which will be implemented and used for CCSDS missions.  
[bookmark: _Toc442251376]Applicability
This recommendation applies to any CCSDS mission using the Internet Protocol and requiring end-to-end confidentiality, authentication, or integrity from the sender to the receiver regardless of the number of intermediate hops between them.  
[bookmark: _Toc442251377]Rationale
Many CCSDS missions require security services to protect commanding (command authentication, command confidentiality, command integrity) and payload data (confidentiality, integrity).  Missions using the Internet Protocol (IP) may utilize link layer security services such as the Space Data Link Security (SDLS) Protocol (reference [8]) which provides hop-by-hop security between two points (e.g., a ground station and a satellite).  If end-to-end security is required, such as between a principal investigator and a payload instrument onboard a spacecraft through intermediary hops, then the IP Security (IPsec) protocol should be used.  CCSDS has documented a “profile” of IPsec for use by CCSDS missions. This document discusses interoperability testing of the CCSDS profile.
[bookmark: _Toc442251378]Document structure
This document describes the tests, configurations tested and not tested, and test results from the Network Layer Security Adaptation Profile interoperability testing.  
[bookmark: _Toc442251379]References
The following documents are informative references used to accomplish testing.
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[bookmark: _Toc442251380]Overview
Many CCSDS missions require security services such as confidentiality, integrity, and authentication to protect spacecraft commands, software uploads, engineering telemetry, and science payload data. 
 
IPsec consists of two protocols: the Authentication Header (AH) and the Encapsulating Security Payload (ESP).  AH provides only authentication and integrity services for the security payload and portions of the IP header.  However, AH does not provide confidentiality.  ESP, on the other hand, provides confidentiality, integrity, and authentication. The CCSDS Network Layer Security Adaptation Profile supports only ESP.

[bookmark: _Toc442251381]Summary of interoperability and compatability testing
IPsec compatibility testing was successful; however, some challenges were encountered which did not allow for a complete testing of all planned parameters. Some of the issues were that some commercial vendors no longer support various IPsec options as specified in the CCSDS Network Layer Security Adaptation Profile.  Palo Alto firewall and routers do not support manual keying. In addition, institutional security policies would not allow some modes to be tested, Centre National d’Etudes Spatiales (CNES) firewall policy restrictions also do not support IP Compression. Also due to the firewall restrictions non-tunnel modes required a null hash which made it a tunnel.  IP compression is being removed from future IETF Transport Layer Security RFC’s.

Connectivity between National Aeronautics and Space Administration (NASA) and CNES was successfully established. 

[bookmark: _Toc442251382]Algorithm testing goals
[bookmark: _Toc364432534][bookmark: _Toc442251383]General
This profile adopts RFC 4301 and RFC 4303 except as specified in 4.2 through 4.12, below.
[bookmark: _Ref364262229][bookmark: _Toc364432535][bookmark: _Toc442251384]Supported protocols
[bookmark: _Toc442251385]For CCSDS mission implementations, IPsec shall support only ESP.
[bookmark: _Toc364432536][bookmark: _Toc442251386]ESP mode
[bookmark: _Toc442251387]For CCSDS mission implementations, IPsec shall support only tunnel mode.  
[bookmark: _Toc364432537][bookmark: _Toc442251388]ESP authenticated encryption service
For CCSDS mission implementations, IPsec shall support confidentiality and integrity security service (authenticated encryption).  
[bookmark: _Toc364432538][bookmark: _Toc442251389]ESP Integrity service
For CCSDS mission implementations, IPsec shall support an integrity-only service.
[bookmark: _Toc364432539][bookmark: _Toc442251390]ESP non-authenticated encryption
For CCSDS mission implementations, only authenticated encryption shall be used. 
[bookmark: _Toc364432540][bookmark: _Toc442251391]ESP manual key management
For CCSDS mission implementations, IPsec shall support manual key management.
[bookmark: _Toc364432541][bookmark: _Toc442251392]ESP Automatic key management
For CCSDS mission implementations, IPsec shall support automated key management as described in RFC 4306 with an extension to inhibit rekey or to rekey only upon command.
NOTE: this extension is required to ensure that a rekey does not occur during a critical phase of the mission potentially resulting in a system lockout or loss of mission.
[bookmark: _Toc364432542][bookmark: _Toc442251393]ESP cipher suite
For CCSDS mission implementations, IPsec shall employ the algorithms described in the CCSDS Cryptographic Algorithms recommendations.  

[bookmark: _Toc442251395]testS details

The testing between CNES and NASA end-points was carried out over the Internet.  NASA Glenn Research utilized a facility outside the NASAs firewall to ease connectivity and provide flexibility in testing various options.  CNES’s efforts were complicated because they had no external access.  For security reasons, they had to work within the CNES firewall and its policies. This was further complicated by a change in the CNES firewall, equipment, software and support contracts which dramatically affected their network configurations. These changes impacted the types of traffic, allowable methods and encryption keying.  



[bookmark: _Toc444262782] Table 5‑1:  Test items

	NASA:
	CNES:

	Cisco 3825 router IOS 15.01
	Palo Alto 5000 router PAN OS 6.0

	Netgear hub
	Endpoint: Windows laptop

	Endpoint: ThinkPadG41: Ubuntu v12
	Monitoring Software WireShark v1.12.6

	Monitoring Software WireShark v1.12.6
	Putty



Table 1 Equipment and software utilized during testing.



[bookmark: _Toc444262783]Table 5‑2:  IPsec Tests
	IPV4 Test #
	ESP
	Tunnel
	Integrity
	Authenticated Encryption
	Confidentiality
	Manual Key
	Auto Key
	No Rekey    
	NASA
	CNES

	1
	X
	X
	X
	X
	 
	X
	 
	 
	Pass
	Fail

	2
	X
	X
	X
	 
	X
	X
	 
	 
	Pass
	Fail

	3
	X
	X
	X
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	X
	Pass
	Pass
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	Pass
	Pass


	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	


 
Table 5-2 synopsizes the IPsec modes performed and results from local testing. 

CNES Palo Alto firewall and routers do not support manual keying. CNES firewall policy restrictions also do not support IP Compression. IP compression is being removed from future IETF TLS RFC’s.  

[bookmark: _Toc442251396]IPV4 Authenticated Manual Key #1

[bookmark: _Toc442251397]Test Description

IPV4 addresses using encapsulated tunnel mode with integrity using authentication and manual keying.  Endpoint one will encrypt data using a 128-bit test key.  The resultant cipher data will be sent to a second endpoint recipient via a network connection.  The recipient will use the same 128-bit test key to decrypt the cipher text.

Pre shared IPV4 addresses of firewalls and end points not provided in this document.

Pre shared Keying: 128-Bit Key: 000102030405060708090a0b0c0d0e0f

[bookmark: _Toc442251398]Expected Results

Encryption/decrypted numbers match or off by one and tunnel established the test is successful.


[bookmark: _Toc442251402]IPV4 Confidentiality Manual Key #3



[bookmark: _Toc442251403]Test Description

IPV4 addresses using encapsulated tunnel mode with integrity using confidentiality and manual keying.  Endpoint one will encrypt data using a 128-bit test key.  The resultant cipher data will be sent to a second endpoint recipient via a network connection.  The recipient will use the same 128-bit test key to decrypt the cipher text.

Pre shared IPV4 addresses of firewalls and endpoints not provided in this document.

Pre shared Keying:  128-Bit Key: 000102030405060708090a0b0c0d0e0f

[bookmark: _Toc442251404]Expected Results

Encryption/decrypted numbers match or off by one and tunnel established the test is successful.

[bookmark: _Toc442251408]IPV4 Authenticated Automatic Keying #5

[bookmark: _Toc442251409]Test Description

IPV4 addresses using encapsulated tunnel mode with integrity using authentication and automatic keying with no rekeying. Endpoints will use a certificate server to acquire the same 128-bit public key and then negotiate the private key.

Pre shared IPV4 addresses of firewalls and endpoints not provided in this document.

128-Bit Key: 000102030405060708090a0b0c0d0e0f  

[bookmark: _Toc442251410]Expected Results

The resultant encryption/decrypted logs match, the test is successful.

 


[bookmark: _Toc442251414]IPV4 Confidentiality Automatic Keying #7

[bookmark: _Toc442251415]Test Description

IPV4 addresses using encapsulated tunnel mode with integrity using authentication and automatic keying with no re-keying. Endpoints will use a certificate server to acquire the same 128-bit public key and then negotiate the private key.

Pre shared IPV4 addresses of firewalls and endpoints not provided in this document.

Pre shared Keying:  128-Bit Key: 000102030405060708090a0b0c0d0e0f  

[bookmark: _Toc442251416]Expected Results

If the resultant encryption/decrypted logs match, the test is successful.




[bookmark: _Toc442251420]Compatablity testing between NASA and CNES
Compatibility testing is used to measure how well software applications or hardware devices function in concert with relevant hardware, software, operating systems or network environments.



  
[bookmark: _Toc402442592]Figure 6.1 CNES-NASA test setup
CNES and NASA agreed to only test the IPV4 configurations.  Appropriate documentation was exchanged between CNES and NASA in order to configure the path and encrypt the tunnel.



Table 6‑1:  Compatibility tests and results
	IPV4 Test #
	ESP
	Tunnel
	Integrity
	Authenticated Encryption
	Confidentiality
	Manual Key
	Auto Key
	No Rekey    
	Interoperability Test

	1
	X
	X
	X
	X
	 
	X
	 
	 
	Fail

	2
	X
	X
	X
	 
	X
	X
	 
	 
	Fail

	3
	X
	X
	X
	X
	 
	 
	X
	X
	Pass

	4
	X
	X
	X
	 
	X
	 
	X
	X
	Pass



	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	




Table 6.1 is the summary of the IPsec tests modes performed and results from compatibility testing between CNES and NASA. 


[bookmark: _Toc442251421]IPV4 Compatibility test results

The following are the log validating the tests conducted.
             
	1.
	Test Date:
	

	2.
	Program under test:
	Network Layer Security Adaptation Profile

	3.
	Test Case: 
	1, Authenticated Manual Key

	4.
	Agencies Participating in this Test Case:
	Centre National d'Etudes Spatiales (CNES) & NASA Glenn Research Center

	5.
	CNES Point of Contact:
	Julien Airaud

	6.
	CNES Test Engineer:
	David Jean-Marie, Magnin Pierre

	7.
	NASA Point of Contact:
	Charles Sheehe

	8.
	NASA Test Engineer:
	Okechukwu Mezu

	9.
	Results (Pass, Partial Pass, Fail):
	Fail

	10.
	Variances from Expected Result:
	

	11.
	Comments:
	CNES manual keying not supported.



No logs from testing:
 
	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	





	 
	1.
	Test Date:
	

	2.
	Program under test:
	Network Layer Security Adaptation Profile

	3.
	Test Case: 
	3, Confidentiality Manual Key

	4.
	Agencies Participating in this Test Case:
	Centre National d'Etudes Spatiales (CNES) & NASA Glenn Research Center

	5.
	CNES Point of Contact:
	Julien Airaud

	6.
	CNES Test Engineer:
	David Jean-Marie, Magnin Pierre

	7.
	NASA Point of Contact:
	Charles Sheehe

	8.
	NASA Test Engineer:
	Okechukwu Mezu

	9.
	Results (Pass, Partial Pass, Fail):
	Fail

	10.
	Variances from Expected Result:
	

	11.
	Comments:
	CNES manual keying not supported.




No Logs from testing:


	



















	1.
	Test Date:
	

	2.
	Program under test:
	Network Layer Security Adaptation Profile

	3.
	Test Case: 
	5, Authenticated Automatic Keying

	4.
	Agencies Participating in this Test Case:
	Centre National d'Etudes Spatiales (CNES) & NASA Glenn Research Center

	5.
	CNES Point of Contact:
	Julien Airaud

	6.
	CNES Test Engineer:
	David Jean-Marie, Magnin Pierre

	7.
	NASA Point of Contact:
	Charles Sheehe

	8.
	NASA Test Engineer:
	Okechukwu Mezu

	9.
	Results (Pass, Partial Pass, Fail):
	Partial Pass

	10.
	Variances from Expected Result:
	

	11.
	Comments:
	CNES firewall policy restrictions, Phase one tunnel requires HASH, entered null HASH






 

	











The following are the log validating the test conducted: NASA:[image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test2-20pks-wireshark-NASA.PNG][image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test2-20pks-wireshark-CNES.PNG][image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test2-20pks-router-NASA.PNG][image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test2-20pks-router-CNES.PNG][image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test2-20pks-cmd-NASA.PNG][image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test2-router-config-NASA.PNG]
CNES:

[image: ]


Bytes and Packets counters before traffic:

[image: D:\Utilisateurs\airaudj\Documents\29 - Projets Autres\CCSDS\IPSec\DDC115319 - Tests CCSDS\bmp - Copie\test_5_before.bmp]

Bytes and Packets counters after ping from CNES:

[image: D:\Utilisateurs\airaudj\Documents\29 - Projets Autres\CCSDS\IPSec\DDC115319 - Tests CCSDS\bmp - Copie\test_5_after_PING_from_cnes.bmp]


Bytes and Packets counters after ping from NASA:

[image: D:\Utilisateurs\airaudj\Documents\29 - Projets Autres\CCSDS\IPSec\DDC115319 - Tests CCSDS\bmp - Copie\test_5_after.bmp]


	1.
	Test Date:
	

	2.
	Program under test:
	Network Layer Security Adaptation Profile

	3.
	Test Case: 
	6, IPComp Authenticated Automatic Keying

	4.
	Agencies Participating in this Test Case:
	Centre National d'Etudes Spatiales (CNES) & NASA Glenn Research Center

	5.
	CNES Point of Contact:
	Julien Airaud

	6.
	CNES Test Engineer:
	David Jean-Marie, Magnin Pierre

	7.
	NASA Point of Contact:
	Charles Sheehe

	8.
	NASA Test Engineer:
	Okechukwu Mezu

	9.
	Results (Pass, Partial Pass, Fail):
	Fail

	10.
	Variances from Expected Result:
	

	11.
	Comments:
	CNES firewall policy restrictions do not support IP Compression.  IP compression is being removed from future IETF TLS RFC’s



No logs from testing:

	1.
	Test Date:
	

	2.
	Program under test:
	Network Layer Security Adaptation Profile

	3.
	Test Case: 
	7, Confidentiality Automatic Keying

	4.
	Agencies Participating in this Test Case:
	Centre National d'Etudes Spatiales (CNES) & NASA Glenn Research Center

	5.
	CNES Point of Contact:
	Julien Airaud

	6.
	CNES Test Engineer:
	David Jean-Marie, Magnin Pierre

	7.
	NASA Point of Contact:
	Charles Sheehe

	8.
	NASA Test Engineer:
	Okechukwu Mezu

	9.
	Results (Pass, Partial Pass, Fail):
	Pass

	10.
	Variances from Expected Result:
	

	11.
	Comments:
	



The following are the log validating the test conducted:

NASA:
[image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test1-20pks-wireshark-CNES.PNG][image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test1-20pks-router-NASA.PNG][image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test1-20pks-router-CNES.PNG][image: C:\MyData\SBU\Special projects\CCSDS Systems Eng\testing\Config files\Final\test1-20pks-cmd-NASA.PNG]
CNES:


[image: ]

Bytes and Packets counters before traffic:
[image: D:\Utilisateurs\airaudj\Documents\29 - Projets Autres\CCSDS\IPSec\DDC115319 - Tests CCSDS\bmp - Copie\test_7_before.bmp]
Bytes and Packets counters after ping from CNES:
[image: D:\Utilisateurs\airaudj\Documents\29 - Projets Autres\CCSDS\IPSec\DDC115319 - Tests CCSDS\bmp - Copie\test_7_after_PING_from_cnes.bmp]



Bytes and Packets counters after ping from NASA:
[image: D:\Utilisateurs\airaudj\Documents\29 - Projets Autres\CCSDS\IPSec\DDC115319 - Tests CCSDS\bmp - Copie\test_7_after.bmp]

	1.
	Test Date:
	

	2.
	Program under test:
	Network Layer Security Adaptation Profile

	3.
	Test Case: 
	8, IPComp Confidentiality Automatic Keying

	4.
	Agencies Participating in this Test Case:
	Centre National d'Etudes Spatiales (CNES) & NASA Glenn Research Center

	5.
	CNES Point of Contact:
	Julien Airaud

	6.
	CNES Test Engineer:
	David Jean-Marie, Magnin Pierre

	7.
	NASA Point of Contact:
	Charles Sheehe

	
	
	

	8.
	NASA Test Engineer:
	Okechukwu Mezu

	9.
	Results (Pass, Partial Pass, Fail):
	Fail

	10.
	Variances from Expected Result:
	

	11.
	Comments:
	CNES firewall policy restrictions do not support IP Compression.  IP compression is being removed from future IETF TLS RFC’s
















No logs from testing:

[bookmark: _Toc442251422]Observations:

Due to limited budgets for compatibility testing and increased emphasis on institutional network security, it became increasingly difficult to implement legacy configurations that required non-tunnel modes, and manual keying, and IP Compression. Static Keys are considered risky and major terrestrial vendors and institutions no longer support this configuration. IP Compression is being phased out by the IETF. Commercial implementations may not support these options that potentially could be used in flight implementations. Terrestrial firewall vendors are responding to networking needs of the internet world and flexibility is reduced in favor of security.  
If non-tunnel modes, and manual keying, and IP Compression,, configurations are needed for space flight, then efforts needs to be undertaken to support space operational modes with vendors to keep these functions within their actively supported equipment and software.   
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2270 2237.59360110.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=65/16640, (request in 2269)

2271 2238.4577310.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 1d=0x0001, seq=66/16896, (no response found!)

2272 2238.59411.10.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=66/16896, (request in 2271)

2273 2239.45975'10.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 1d=0x0001, seq=67/17152, Creply in 2274)

2274 2239.59593110.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=67/17152, (request in 2273)

2276 2240.45984:10. 20.0.129 10.21.4.1 CMP 74 Echo (ping) request 7d=0x0001, seq=68/17408, Creply in 2277)

2277 2240.5960110.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=68/17408, (request in 2276)

2278 2241.46189 10.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 1d=0x0001, seq=69/17664, (no response found!)

2279 2241.59804'10.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=69/17664, (request in 2278)

2280 2242.46392/10. 20.0.129 10.21.4.1 CMP 74 Echo (ping) request 7d=0x0001, seq=70/17920, (reply in 2281)

2281 2242.60023110.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=70/17920, (request in 2280)

2282 2243.46495.10.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 7d=0x0001, seq=71/18176, (reply in 2283)

2283 2243.6011510.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=71/18176, (request in 2282)

2284 2244.46702/10.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 1d=0x0001, seq=72/18432, (no response found!) —
2285 2244.6032910.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=72/18432, (request in 2284)

2286 2245.46904/10. 20.0.129 10.21.4.1 CMP 74 Echo (ping) request 1d=0x0001, seq=73/18688, Creply in 2287)

2287 2245.60520110.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=73/18688, (request in 2286)

2288 2246.4701010.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 7d=0x0001, seq=74/18944, (reply in 2289)

2289 2246.60618 10.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=74/18944, (request in 2288)

2290 2247.47211°10.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 7d=0x0001, seq=75/19200, Creply in 2291)

2291 2247.6082410.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=75/19200, (request in 2290)

2292 2248.47320'10.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 7d=0x0001, seq=76/19456, Creply in 2293)

2293 2248.60941110.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=76/19456, (request in 2292)

2295 2249.4752310.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 1d=0x0001, seq=77/19712, (no response found!)

2296 2249.6114510.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  1d=0x0001, seq=77/19712, (request in 2295) L
2298 2250.47726'10.20.0.129 10.21.4.1 CMP 74 Echo (ping) request 1d=0x0001, seq=78/19968, (reply in 2299)

2299 2250.61363110.21.4.1 10.20.0.129 CMP 74 Echo (ping) reply  id=0x0001, seq=78/19968, tt1=126 (request in 2298)

2300 2251.4783310.20.0.129 10.21.4.1 P 74 Echo (ping) request 7d=0x0001, seq=79/20224, tt1=128 (reply in 2301) -

Frame 313: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0 )

0000 00 1b 54 d7 08 d0 88 51 fb c6 f7 8c 08 00 45 00 ..T, Q.
0010 00 3c 2e Oe 00 00 80 01 00 00 Oa 14 00 81 Oa 15 L<. . .
0020 04 01 08 00 4d 32 00 01 00 29 61 62 63 64 65 66 - M2.. .)abcdef
0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn opgrstuv ~

Packets: 2469 - Displayed: 122 (4.9%) Profile: Default

E.

© #|Local Area Connection: <live captu
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& Capturing from Local Area Connection  [Wireshark 1.12.7 (v1.12.7-0-7fc8978 from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e@odms BE X

Filter.  icmp

No. Time Source
£0UO £4/1.UUDL4 LU 2L,
2609 2471.00346/10.20.
2610 2472.0031310.21.
2611 2472.00335:10.20.
2617 2473.00302110.21.
2618 2473.00324:10.20.
2621 2474.00302'10.21.
2622 2474.0032510.20.
2628 2475.00305:10.21.
2629 2475.0032410.20.
2632 2476.0028910.21.
2633 2476.00311 10.20.
2635 2477.00313110.21.
2636 2477.00336.10.20.
2642 2478.00292:10.21.
2643 2478.00312'10.20.
2646 2479.00340110.21.
2647 2479.00361110.20.
2650 2480.00291:10.21.
2651 2480.00316.10.20.
2652 2481.00294:10.21.
2653 2481.00316 10.20.
2654 2482.0028410.21.
2655 2482.00306:10.20.
2656 2483.0029610.21.
2657 2483.00319.10.20.
2658 2484.0029810.21.
2659 2484.00320'10.20.
2660 2485.00298 10.21.
2661 2485.00321110.20.
2662 2486.0028810.21.
2663 2486.00311.10.20.
2664 2487.00356.10.21.
2665 2487.00378 10.20.
2666 2488.0028010.21.
2667 2488.00302:10.20.

2668 2489.00340110.21.

2669 2489.0036210.20.
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0.129
29
29
29
29
29
29
29

29

4.1
0.1
4.1
0.1
4.1
0.1
4.1
0.1
4.1
0.1
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0.1
4.1
0.1
4.1
0.1
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1

0.129

fb c6 f7 8c 08 00 45 00
00 00 Oa 14 00 81 Oa 15
00 29 61 62 63 64 65 66
6f 70 71 72 73 74 75 76

ghij

LEPDTF L Qaaf | @®msx| 8
[~] pression..  clear Apply

Destination Protocol  Length Info
10.£0.0- 129 Lo T4 G0
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo

Q

M2, . )abcdef
klmn oparstuv

E.

Save

Wiy
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

Filter

Fequest
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply

Frame 313: 74 bytes on wire (502 bits), 74 bytes captured (592 bits) on interface 0

0000 00 1b 54 d7 08 d0 88 51
0010 00 3c 2e Oe 00 00 80 01
0020 04 01 08 00 4d 32 00 01
0030 67 68 69 6a 6b 6c 6d 6e

—uxucuy,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,

S PETE VN
6652/3137,
6908/3138,
16908/3138,
7164/3139,
7164/3139,
17420/3140,
7420/3140,
7676/3141,
17676/3141,
7932/3142,
7932/3142,
18188/3143,
8188/3143,
8444/3144,
18444/3144,
8700/3145,
8700/3145,
18956/3146,
8956/3146,
9212/3147,
19212/3147,
9468/3148,
9468/3148,
19724/3149,
9724/3149,
9980/3150,

Wepty i couss
(request in 2608)
(reply in 2611)
(request in 2610)
(reply in 2618)
(request in 2617)
(reply in 2622)
(request in 2621)
(reply in 2629)
(request in 2628)
(reply in 2633)
(request in 2632)
(reply in 2636)
(request in 2635)
(reply in 2643)
(request in 2642)
(reply in 2647)
(request in 2646)
(reply in 2651)
(request in 2650)
(reply in 2653)
(request in 2652)
(reply in 2655)
(request in 2654)
(reply in 2657)
(request in 2656)
(reply in 2659)
(request in 2658)
(reply in 2661)
(request in 2660)
(reply in 2663)
(request in 2662)
(reply in 2665)
(request in 2664)
(reply in 2667)
(request in 2666)
(reply in 2669)
(request in 2668)

® #Local Area Connection: <live captu

Profile: Default
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outbound ah sas:
outbound pcp sas:

protected vrf: (none)
local ident (addr/mask/prot/port): (10.20.0.128/255.255.255.252/0/0)
remote ident (addr/mask/prot/port): (10.21.4.0/255.255.255.252/0/0)
current_peer 192.134.216.94 port 500
PERMIT, flags={}
#pkts encaps: 20, #pkts encrypt: 20, #pkts digest: 20
#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 192.55.90.212, remote crypto endpt.: 192.134.216.94
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1

current outbound spi: 0xFCBSB6DA(4239754970)

PFS (Y/N): Y, DH group: group5

inbound esp sas:
spi: 0x25E0ES52A(635495722)
transform: esp-256-aes ,
in use settings ={Tunnel, }
conn id: 7, flow_id: AIM-VEN/SSL-3:7, sibling_flags 80000046, crypto map: Tunnel0-head-0
sa timing: remaining key lifetime (k/sec): (4433192/42745)
IV size: 16 bytes
replay detection support: N
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0XFCBS86DA(4239754970)
transform: esp-256-aes ,
in use settings ={Tunnel, }
conn id: 8, flow_id: AIM-VPN/SSL-3:8, sibling_flags 80000046, crypto map: Tunnel0-head-0
sa timing: remaining key lifetime (k/sec): (4433192/42745)
IV size: 16 bytes
replay detection support: N
Status: ACTIVE

outbound ah sas:

outbound pcp sas:
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outbound ah sas:

outbound pcp sas:

protected vrf: (none)
local ident (addr/mask/prot/port): (10.20.0.128/255.255.255.252/0/0)
remote ident (addr/mask/prot/port): (10.21.4.0/255.255.255.252/0/0)
current_peer 192.134.216.94 port 500
PERMIT, flags={}
#pkts encaps: 40, #pkts encrypt: 40, #pkts digest: 40
#pkts decaps: 40, #pkts decrypt: 40, #pkts verify: 40
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 192.55.90.212, remote crypto endpt.: 192.134.216.94
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1

current outbound spi: 0xFCBSB6DA(4239754970)

PFS (Y/N): Y, DH group: group5

inbound esp sas:
spi: 0x25E0ES52A(635495722)
transform: esp-256-aes ,
in use settings ={Tunnel, }
conn id: 7, flow_id: AIM-VEN/SSL-3:7, sibling_flags 80000046, crypto map: Tunnel0-head-0
sa timing: remaining key lifetime (k/sec): (4433190/42477)
IV size: 16 bytes
replay detection support: N
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0XFCBS86DA(4239754970)
transform: esp-256-aes ,
in use settings ={Tunnel, }
conn id: 8, flow_id: AIM-VPN/SSL-3:8, sibling_flags 80000046, crypto map: Tunnel0-head-0
sa timing: remaining key lifetime (k/sec): (4433190/42477)
IV size: 16 bytes
replay detection support: N
Status: ACTIVE

outbound ah sas:

outbound pcp sas:
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Reply from 10.21.4.1: bytes=32 time=136ms TTL=126

Ping statistics for 10.21.4.1:
Packets: Sent = 20, Received = 20, Lost
Approximate round trip times in milli-second:
Minimum = 136ms, Maximum = 142ms, Auerage = 136ms

0 (0% loss),

C:\Users\omezu>ping -n 2 10.21.4.1

Pinging 10.21.4.1 with 32 bytes of data:
Request timed out.
Request timed out.

Ping statistics for 10.21.4.1:
Packets: Sent = 2, Received = O, Lost = 2 (100% loss),

C:\Users\omezu>
C:\Users\omezu>
C:\Users\omezu>
C:\Users\omezu>ping -n 26 16.21.4.1

Pinging 10.21.4.1 with 32 bytes of data:

Reply from 10.21.4.1: bytes:32 time:137ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytes:32 time:136ms TTL=126
Reply from 10.21.4.1: bytesz32 ti TTL=126

rErrrrrrErrrEE P EEE E e

Ping statistics for 10.21.4.1:

Packets: Sent = 20, Received = 20, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds

Minimum = 136ms, Maximum = 137ms, Auerage = 136ms

IC:\Users\omezu>
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ip ftp source-interface Tunnel0
ip ftp username cnes

ip ftp password cnes2nasa

ip ssh version 2

ip scp server enable

crypto logging session

'

crypto isakmp policy 1

encr aes 256

hash sha256

authentication pre-share

group 14

lifetime 21600

crypto isakmp key 000102030405060708090a0b0c0d0e0f address 192.134.216.94 no-xauth
'

crypto ipsec security-association lifetime seconds 43200
'

crypto ipsec transform-set ccsds-ts esp-aes 256
'

crypto ipsec profile ccsds-ts

set transform-set ccsds-ts

set pfs groups
'

crypto map ccsds-map 1 ipsec-isakmp
set peer 192.134.216.94

set transform-set ccsds-ts

set pfs groupld

match address ccsds-vpn
'

interface Tunnelo

ip address 10.20.1.1 255.255.255.252
tunnel source 192.55.90.212

tunnel mode ipsec ipvé

tunnel destination 192.134.216.94

tunnel protection ipsec profile ccsds-ts

interface GigabitEthernet0/0
—-More--

*Sep 11 13:29:35.066: 3CRYPTO-5-IKMP_SETUP_FAILURE: IKE SETUP FAILED for local:192.55.90.212 local id:192.55.90.212 rem
ote:192.134.216.94 remote id:192.134.216.94 IKE profile:None fvrf:None fail reason:Peer lost fail class_cnt:1[]
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M test 3.CCSDS.pcapng [Wireshark 1126 (v1.12.6-0-geelfce6 from master-112)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
© e Am 2 Bl aaan @#B®\% &

[<] Bveson-. Gl Aprly soe
botocol Length_into

9 14.3889540 Alcatel-_ec:f4:55 AlcatelN_00:70:04 LLC 90 U, func=UT; SNAP, OUI 0x0020DA (unknown), PID 0x0003
15 25.548946010.21.4.1 255.255.255.255  UDP 512 Source port: 2063 Destination port: 43440
23 36.6343360 PaloAlto_00:01:30  Broadcast Arp 60 Gratuitous ARP for 10.21.4.2 (Request)
28 44.3233810 Alcatel-_ec:f4:55 AlcatelN_00:70:04 LLC 90 U, func=UT; SNAP, OUI 0x0020DA (unknown), PID 0x0003
< i I

Frame 1: 119 bytes on wire (952 bits), 119 bytes captured (952 bits) on interface 0
IEEE 802.3 Ethernet

@ Logical-Link Control

@ Spanning Tree Protocol

80 c2 00 €0 bl ec 4 55 00 69 42 42 ........
00 00 03 02 7e 60 e8 e7 32 35 f6 Se 00 00 =

00 60 00 e8 e7 32 35 6 8e 74 81 00 00 14 00 D25 it
00 Of 00 00 00 40 4d 53 54 5f 53 54 52 45 @l ST STRE
00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00

00 00 00 00 00 00 00 00 01 ac 36 17 7f 50 28 LIl IIElRC
d4 b 38 21 d8 ab 26 de 62 00 00 00 00 60 00 1lle BN
e

Packets: 2907 - Displayed: 2907 (100.0%) - Load time: 0:00.031 Profile: Default
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encap packets: 46831 a

decap packets: 12042

encap bytes 4150056
decap bytes: 3777456
key acouire requests: 396
ouner state: o
ouner cpuid s1apo
ounershi; 1
BFU-EXT. > show vpn flov tumnel-id 366
tunnel
366

: IPSec
gatevay id: 37
local ip: 182,
peer ip: 192.55.90.212
inner interface tunnel.3s
cuter interface: Loopback.2448
state: active
session: 178455
tunnel mou: 1428
Lifetine remain: 12081 sec
latest rekey: 31119 seconds age
monitor: oz
monitor packets seen: 0
monitor packets reply: 0
en/decap contexc: a5z
local sp E0740D30
remote sp 74024260
ey type: auto key
protocol: 5P
auth algorithn sHLL
enc algorichm: 1ES256
proxy-id local ip: 10.21.4.0/30
proxy-id remote ip: 10.20.0.128/30
proxy-id protocol o
proxy-id local por o
proxy-id remote port: 0
anti replay check: yes
copy tos: no
authentication errars: 0
decryprion errors: o
inner packet varnings: 0
replay packet: o

packets received
when lifetime expired:n
when lifesize expired:D

sending sequence: 4184
receive seguence: 4185
encap packets: 46831
decap packets: 12042
encap bytes 4150056
decap bytes: 3777456
key acouire requests: 396
ouner state: o

ouner cpuid s1apo
ounershi; 1
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encap packets: 46831 a

decap packets: 12042
encap bytes 4150056
decap bytes: 3777456

key acouire requests: 396

encap packets: 46551
decap packets: 2082
encap bytes: 4151816
decap bytes: 3779216
key acouire requests: 396
ouner state: o
ouner cpuid: s1apo
ounershi; 1
BFU-EXT > show vpn flov tumnel-id 366
tunnel VPN-CCSDS:NET-10.21.4.0
id: 366
cyp Psec
gatevay id: 37
local ip 182,
peer ip: 192.55.90.212
inner interface: tunnel.3s
cuter interface: Loopback.2448
state: active
session: 178455
tunnel mou: 1428
Lifetine remain: 11369 sec
latest rekey: 31831 seconds age
monitor: oz
monitor packets seen: 0
monitor packets reply: 0
en/decap contexc: a5z
local sp E0740D30
remote spi: 74024260
key type auto key
protocol: 5P
auth algorichm: sHLL
enc algorithn 1ES256
proxy-id local ip: 10.21.4.0/30
proxy-id remote ip 10.20.0.128/30
proxy-id protocol: o
proxy-id local port: O
proxy-id remote port: 0
anti replay check: yes
copy tos: no
authentication errars: 0
decryprion errors: o
inner packet varnings: 0
replay packets: o

packets received
when lifetime expired:n
when lifesize expired:n

sending sequence: 1204
receive seguence: 4195
encap packets: 468571
decap packets: 12082
encap bytes: 4153576
decap bytes: 3780976

key acquire requests: 396
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encap packets: 46831 a

decap packets: 12042
encap bytes 4150056
decap bytes: 3777456

key acouire requests: 396

encap packets: 46536
decap packets: 12047
encap bytes: 4150496
decap bytes: 3777896
key acouire requests: 396
ouner state: o
ouner cpuid: s1apo
ounershi; 1
BFU-EXT > show vpn flov tumnel-id 366
tunnel VPN-CCSDS:NET-10.21.4.0
id: 366
cyp Psec
gatevay id: 37
local ip 182,
peer ip: 192.55.90.212
inner interface: tunnel.3s
cuter interface: Loopback.2448
state: active
session: 178455
tunnel mou: 1428
Lifetine remain: 11678 sec
latest rekey: 31522 seconds age
monitor: oz
monitor packets seen: 0
monitor packets reply: 0
en/decap contexc: a5z
local sp E0740D30
remote spi: 74024260
key type auto key
protocol: 5P
auth algorichm: sHLL
enc algorithn 1ES256
proxy-id local ip: 10.21.4.0/30
proxy-id remote ip 10.20.0.128/30
proxy-id protocol: o
proxy-id local port: O
proxy-id remote port: 0
anti replay check: yes
copy tos: no
authentication errars: 0
decryprion errors: o
inner packet varnings: 0
replay packets: o

packets received
when lifetime expired:n
when lifesize expired:D

sending sequence: 4184
receive seguence: 4175
encap packets: 46851
decap packets: 2082
encap bytes: 4151816
decap bytes: 3779216

key acquire requests: 396
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& Capturing from Local Area Connection _[Wireshark 1.12.7 (v1.12.7-0-g7fc8978 from master-1.12)]

=@

X

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e@odms BE X

Filter.  icmp

No. Time Source
£33 001.05050/11U. 21
756 681.636481110.20.
763 682.637135110.21.
764 682.637317110.20.
768 683.636244110.21.
769 683.636424110.20.
776 684.636249110.21.
777 684.636363110.20.
780 685.636241110.21.
781 685.636464110.20.
789 686.636184110.21.
790 686.636359110.20.
797 687.636222110.21.
798 687.636333110.20.
802 688.636080110.21.
803 688.636260110.20.
812 689.636138/10.21.
813 689.636253110.20.
819 690.636271110.21.
820 690.636499110.20.
824 691.636044110.21.
825 691.636229110.20.
832 692.636142110.21.
833 692.636369110.20.
836 693.636166/10.21.
837 693.636391110.20.
848 694.640176/10.21.
849 694.640362110.20.
857 695.652569110.21.
858 695.652789110.20.
862 696.651618/10.21.
863 696.651824110.20.
871 697.651633110.21.
872 697.651854110.20.
874 698.651826/10.21.
875 698.652046/10.20.

877 699.651559110.21.

878 699.651784:110.20.

0000 00 1b 54 d7 08 dO
0010 00 3c 2e Oe 00 00
0020 04 01 08 00 4d 32
0030 67 68 69 6a 6b 6C

4.1

0.129
29
29
29
29
29
29
29

29

4.1
0.1
4.1
0.1
4.1
0.1
4.1
0.1
4.1
0.1
4.1
0.1
4.1
0.1
4.1
0.1
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1
0.129
4.1

0.129

Frame 313: 74 bytes on wire

88 51
80 01
00 01
6d 6e

B eaan #0B% B

[~] pression..  clear Apply
Destination Protocol  Length Info
10.£0.0- 129 Lo T4 G0
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo
10.20.0.129 ICMP 74 Echo
10.21.4.1 ICMP 74 Echo

Save

Wiy
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

Filter

Fequest
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply
request
reply

(592 bits), 74 bytes captured (592 bits) on interface 0

fb c6 f7 8c 08 00 45 00
00 00 Oa 14 00 81 Oa 15
00 29 61 62 63 64 65 66
6f 70 71 72 73 74 75 76

Q.

C.LiM2ll Dabedef
ghijkimn opgrstuv

E.

<.

1u=uxuzuy,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,
1d=0x0200,

Seys11052/5110,
seq=11532/3117,
seq=11788/3118,
seq=11788/3118,
seq=12044/3119,
seq=12044/3119,
s5eq=12300/3120,
s5eq=12300/3120,
seq=12556/3121,
seq=12556/3121,
seq=12812/3122,
seq=12812/3122,
seq=13068/3123,
seq=13068/3123,
seq=13324/3124,
seq=13324/3124,
seq=13580/3125,
seq=13580/3125,
seq=13836/3126,
seq=13836/3126,
seq=14092/3127,
seq=14092/3127,
seq=14348/3128,
seq=14348/3128,
seq=14604/3129,
seq=14604/3129,
5eq=14860/3130,
5eq=14860/3130,
seq=15116/3131,
seq=15116/3131,
seq=15372/3132,
seq=15372/3132,
seq=15628/3133,
seq=15628/3133,
seq=15884/3134,
seq=15884/3134,
s5eq=16140/3135,
s5eq=16140/3135,

epty s0)
(request in 755)
(reply in 764)
(request in 763)
(reply in 769)
(request in 768)
(reply in 777)
(request in 776)
(reply in 781)
(request in 780)
(reply in 790)
(request in 789)
(reply in 798)
(request in 797)
(reply in 803)
(request in 802)
(reply in 813)
(request in 812)
(reply in 820)
(request in 819)
(no response found!)
(request in 824)
(reply in 833)
(request in 832)
(reply in 837)
(request in 836)
(reply in 849)
(request in 848)
(reply in 858)
(request in 857)
(reply in 863)
(request in 862)
(reply in 872)
(request in 871)
(reply in 875)
(request in 874)
(no response found!)
(request in 877)

© # Local Area Connection: <live captur... | Packets: 990 - Displayed: 80 (8.1%)

Profile: Default
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outbound ah sas:

outbound pcp sas:

protected vrf: (none)
local ident (addr/mask/prot/port): (10.20.0.128/255.255.255.252/0/0)
remote ident (addr/mask/prot/port): (10.21.4.0/255.255.255.252/0/0)
current_peer 192.134.216.94 port 500
PERMIT, flags={}
#pkts encaps: 20, #pkts encrypt: 20, #pkts digest: 20
#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 192.55.90.212, remote crypto endpt.: 192.134.216.94
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1

current outbound spi: 0xE074DD30(3765755184)

PFS (Y/N): Y, DH group: group5

inbound esp sas:
spi: 0x7A044A6D(2047101549)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 5, flow_id: AIM-VEN/SSL-3:5, sibling_flags 80000046, crypto map: Tunnel0-head-0
sa timing: remaining key lifetime (k/sec): (4431964/11644)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xE074DD30(3765755184)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 6, flow_id: AIM-VPN/SSL-3:6, sibling_flags 80000046, crypto map: Tunnel0-head-0
sa timing: remaining key lifetime (k/sec): (4431965/11644)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:
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outbound ah sas:

outbound pcp sas:

protected vrf: (none)
local ident (addr/mask/prot/port): (10.20.0.128/255.255.255.252/0/0)
remote ident (addr/mask/prot/port): (10.21.4.0/255.255.255.252/0/0)
current_peer 192.134.216.94 port 500
PERMIT, flags={}
#pkts encaps: 40, #pkts encrypt: 40, #pkts digest: 40
#pkts decaps: 40, #pkts decrypt: 40, #pkts verify: 40
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 192.55.90.212, remote crypto endpt.: 192.134.216.94
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1

current outbound spi: 0xE074DD30(3765755184)

PFS (Y/N): Y, DH group: group5

inbound esp sas:
spi: 0x7A044A6D(2047101549)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 5, flow_id: AIM-VEN/SSL-3:5, sibling_flags 80000046, crypto map: Tunnel0-head-0
sa timing: remaining key lifetime (k/sec): (4431962/11380)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xE074DD30(3765755184)
transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 6, flow_id: AIM-VPN/SSL-3:6, sibling_flags 80000046, crypto map: Tunnel0-head-0
sa timing: remaining key lifetime (k/sec): (4431963/11380)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE

outbound ah sas:

outbound pcp sas:
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Packets: Sent = 6, Received = 6, Lost = 8 (8% loss), -
npproximate round trip times in milli-seconds

Minimum = Oms, Maximum = Oms, Auerage = Oms
c: \Users\omezu>ping -n 6 10.20.0.130

Pinging 10.20.0.130 with 32 bytes of data:

Reply from 10.20.0.130: time<ims TTL=255
Reply from 10.20.0.130: time<ims TTL=255
Reply from 10.20.0.130: time<ims TTL=255
Reply from 10.20.0.130: time<ims TTL=255
Reply from 10.20.0.130: time<ims TTL=255
Reply from 10.20.0.130: bytes=32 time<ims TTL=255

Ping statistics for 10.20.0.130:

Packets: Sent = 6, Received = 6, Lost = 8 (8% loss),
npproximate round trip times in milli-seconds

Minimum = Oms, Maximum = Oms, Auerage = Oms

c: \Users\omezu>ping -n 26 10.21.4.1

Pinging 10.21.4.1 with 32 bytes of data:

Reply from 16.21. bytes=32 37ns TTL=126
Reply from 10.21. bytes=32 37ns TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 37ns TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 36ms TTL=126
Reply from 10.21. bytes=32 time=139ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 42ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 36ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 36ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21. bytes=32 time=136ms TTL=126
Reply from 10.21.4.1: bytes:32 36ms TTL=126

rErrrrrrErrrEE P EEE E e

Ping statistics for 10.21.4.1:

Packets: Sent = 20, Received = 20, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds

Minimum = 136ms, Maximum = 142ms, Auerage = 136ms
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M test1.CCSDS peapng [Wireshark 1126 (v1.12.6-0-geelfcet from master-1.12))

ile Edit View Go Capture Analyze Statistics Telephony Iools Intemals Help
CoAmE BEXZ A SDT L CRRCR A

e e —
o beocol_Lengin into

13 18.437758010.21.4.1 10.21.4.3 NENS 92 Name query NB CST-AVS-C12<00>
14 19.174030010.21.4.1 10.21.4.3 NENS 92 Name query NB CST-AVS-C12<00>
1519.924014010.21.4.1 10.21.4.3 NENS 92 Name query NB CST-AVS-C12<00>
17 20.680044010.21.4.1 132.149.249.187  TCP 78 2265-80 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=1 TSval=0 TSecr=0 SACK_PERM=1

21 24.393712010. 2:
22 24.428881010. 2:

255.255.255.255  uDP 512 Source port: 2258 Destination port: 43440

1.4.1
1.4.1 255.255.255.255  uDP 512 Source port: 2267 Destination port: 43440

<[ i »
@ Frame 1: 119 bytes on wire (952 bits), 119 bytes captured (952 bits) on interface 0

@ TEEE 802.3 Ethernet

@ Logical-Link control
@ Spanning Tree Protocol

MyData\SBU\Special projects\CCSD... | Packets: 5356 - Displayed: 5356 (100.0%) - Load time: 0:00.046 [ Profile: Default
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encap packsts 46571 a

decap packets: 12082
encap bytes: 4153576
decap bytes: 3780976
key acouire requests: 396
ouner state o
ouner cpuid: s1apo
ounershi; 1
0 BFU-EXT (active)> show vpn flov tumnel-id 366
tunnel VPN-CCSDS:NET-10.21.4.0
id: 366
type: IPSec
gatevay id: 37
local ip 182,
peer ip: 192.55.90.212
inner interface: tunnel.3s
cuter interface: Loopback.2448
state: active
session: 299587
tunnel mou: 1430
Lifetine remain: 43098 sex
latest rekey: 102 seconds age
monitor: ore
monitor packets see o

monitor packets reply: 0

en/decap contexc: 084
local spi: FCESSEDA
remote sp 2SE0ESZA

key type auto key
protocol: 5P

auth algorithn L

enc algorichm: 1ES256
proxy-id local ip: 10.21.4.0/30
proxy-id remote ip 10.20.0.128/30
proxy-id protocol: o

proxy-id local por o

proxy-id remote port: 0

anti replay check: yes

copy tos: no

authentication errors:
decryprion errors:
inner packet warnings:
replay packet:
packets received

when lifetime expired:n

when lifesize expired:D
sending sequence: o

receive seguence: o
encap packsts 46571
decap packets: 12082
encap bytes: 4153576
decap bytes: 3780976
key acouire requests: 396
ouner state o

ouner cpuid: s1apo
ounershi; 1
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encap packsts 46891 a

decap packets: 12102
encap bytes: 4154856

decap bytes: 3782256

key acouire requests: 396

ouner state o

ouner cpuid: s1apo

ounershi; 1

BFU-EXT > show vpn flov tumnel-id 366

tunnel VPN-CCSDS:
id: 366

type: IPSec
gatevay id: 37

local ip 182,

peer ip: 192.55.90.212
inner interface: tunnel.3s

cuter interface: Loopback.2448
state: active

session: 299587

tunnel mou: 1440

Lifetine remain: 42480 sex
latest rekey: 720 seconds age
monitor: orf

monitor packets see o

monitor packets reply: 0

en/decap contexc: 084
local spi: FCESSEDA
remote sp 2SE0ESZA

key type auto key
protocol: 5P

auth algorithn L

enc algorichm: 1ES256
proxy-id local ip: 10.21.4.0/30
proxy-id remote ip 10.20.0.128/30
proxy-id protocol: o

proxy-id local por o

proxy-id remote port: 0

anti replay check: yes

copy tos: no

authentication errors:
decryprion errors:
inner packet warnings:
replay packet:
packets received
when lifetime expired:n
when lifesize expired:n

sending sequence: a0
receive seguence: o
encap packsts 46611
decap packets: 2122
encap bytes: 4156136
decap bytes: 3783536
key acouire requests: 396
ouner state o

ouner cpuid: s1apo
ounershi; 1
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encap packets: 46571 a

decap packets: 12082

encap bytes 4153576
decap bytes: 3780976
key acouire requests: 396
ouner state: o
ouner cpuid s1apo
ounershi; 1
BFU-EXT > show vpn flov tumnel-id 366
tunnel
366

: IPSec
gatevay id: 37
local ip: 182,
peer ip: 192.55.90.212
inner interface tunnel.3s
cuter interface: Loopback.2448
state: active
session: 299587
tunnel mou: 1430
Lifetine remain: 42820 sex
latest rekey: 380 seconds age
monitor: ore
monitor packets seen: 0
monitor packets reply: 0
en/decap contexc: 084
local sp FCESSEDA
remote sp 2SE0ESZA
ey type: auto key
protocol: 5P
auth algorithn L
enc algorichm: 1ES256
proxy-id local ip: 10.21.4.0/30
proxy-id remote ip: 10.20.0.128/30
proxy-id protocol o
proxy-id local por o
proxy-id remote port: 0
anti replay check: yes
copy tos: no
authentication errars: 0
decryprion errors: o
inner packet varnings: 0
replay packet: o

packets received
when lifetime expired:n
when lifesize expired:n

sending sequence: 20
receive seguence: o
encap packets: 46891
decap packets: 12102
encap bytes 4154856
decap bytes: 3782256
key acouire requests: 396
ouner state: o

ouner cpuid s1apo
ounershi; 1





